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Introduction

Terrorism has multiple roots and multiple effects. Economic considerations come
into play at both ends, but it has been difficult for scholars and policy makers to reach a
consensus on what role economics plays in causing terrorism, and how economic
considerations might be useful in understanding terrorism and in devising strategies and
specific policies to counter terrorism. Much of the discussion about the links between
economics and terrorism has revolved around how poverty, inequality, and limits on
opportunity shape terrorist responses, and on how the alleviation of these conditions
might reduce the incidence of terror. In addition, policy responses have increasingly
emphasized such tools as economic sanctions on states that are supporters of terrorism
and efforts to disrupt the financing channels of terrorist organizations.

The direct role of economic factors, such as poverty and inequality, and of policy
measures, such as sanctions, is one way to examine the economics of terrorism. But
these measures are incomplete. It is also important to look at how terrorism affects
behavior, how economic concepts can help us understand the behavior of individuals and
organizations that employ the tools of violent terrorism, and how economic concepts can
help fashion measures to combat terrorism. Thus, a second way to look at the
connections between economics and terrorism is to employ economic concepts to analyze

the behavioral aspects of terrorism, paying particular attention to how the responses of



individuals and organizations to the incentives and constraints they face can lead to

terrorist behavior.

Costs of Terrorism

Terrorist incidents impose large direct costs upon individuals and societies. The
immediate costs can be measured in terms of the economic value of the lives lost and
property destroyed in terrorist incidents. These measures are usually derived by
estimating the present market value of the projected future production of the lost human
and physical assets. This does not mean that all losses can be reduced to purely market
calculations. The emotional toll imposed on victims, relatives, friends, other survivors
and a broad range of community members is quite real, and while the legal system does
try to measure these losses — pain and suffering, for example — there is an important sense
in which the usual methods of quantifying costs are insufficient.

For example, individuals appear to place a much higher priority on countering
terrorism, in terms of their willingness to commit public resources and political capital,
than they do on offsetting the risk of death, injury, or property damage from automobile
accidents, even though the latter regularly produce far more casualties and impose far
greater direct costs than the former.! There are, of course, many differences between the
two events. Driving is an activity subject to private decision-making that brings benefits
along with risks, and both individuals and societies take actions to reduce those risks and
minimize the costs, such as wearing seat belts, supporting publicly funded driver
education and laws mandating insurance coverage, buying cars with air bags, etc.
Another difference is that the potential upside risk from terrorism is huge, even if the
probability of experiencing a catastrophic event is extremely low. Perhaps the most
important difference, however, is that the possibility of being subject to terrorist attack
invokes a considerable amount of fear and anger, which leads to a willingness to accept
costs and policies that appear to be out of proportion to the potential benefits that they
might produce.

The costs imposed by a single incident of terrorism are generally not large in
relation to the size of the economy in question. In the case of the 9/11 attacks in the

United States, while the personal costs borne by those directly involved are immense and



can linger for substantial periods of time, and while the magnitude of loss measured in
dollars appears huge—$33 to $36 billion in New York City alone, according to one
authoritative estimate—the destruction of physical and human capital and related loss of
output was quite small in relation to the size of the economy. Although business activity,
and especially air travel, suffered setbacks, and some activities remain weakened after
two-and-one-half years, the aggregate regional and national economies recovered
quickly, and within a year were again dominated by the trends and cyclical patterns in
place prior to 9/11.> In New York City, among the activities that suffered considerable
losses after 9/11 were finance, air transportation as the decline in air traffic affected
employment and income associated with the two major airports, Kennedy and LaGuardia,

and businesses related to tourism, including hotels, restaurants and the theater.’

When terrorism persists for long periods of time, the costs can continue to mount.
Countries or regions that depend heavily on tourism have been found to suffer significant
economic losses from the persistence of terrorism, losses that have been documented for
the Basque region in Spain, as well as for Austria, Egypt, Greece, India, Israel, Italy,
Kenya, and Turkey.* Terrorism also appears to reduce inflows of foreign direct
investment.” With the threat of terrorism, normal business dealings and consumption
activities require more time, extra security and—because they entail greater risk—often
higher compensation as well. The Bank of Israel estimated that the country’s 2002 GDP
was down by between 3 and 3.8 per cent as a result of the second Intifada, which began
toward the end of 2000. The initial negative impacts on tourism, exports to the
Palestinian territories, and construction were magnified as individuals began to translate
the persistence of terrorist incidents into perceptions of a long-term decline in their
income, and reduced their level of consumption.® Such a response can in turn have
multiplier effects, as reduced demand leads to less production, less demand for labor, less
investment, and a general slowdown in economic activity. The Israeli example shows
how terrorism can adversely affect forward-looking behavior that in turn influences a
wider range of economic activities. The relatively quick recovery in economic activity in
the U. S. may reflect a widespread perception that 9/11 was a single event and not part of

a pattern likely to be repeated.



Economic Aspects of Fighting Terrorism

Fighting terrorism requires resources, so it does impose a direct economic cost.
When terrorism is perceived as a threat, businesses, individuals, and governments spend
more on security (including, for example, public sector outlays for homeland security).
Government and private spending on security is expected to grow by between 100 and
200 per cent by the end of the decade and the private security industry in the U. S. is
booming.” There will also be extra outlays for insurance, since terrorism has parallels to
the type of insurance risks associated with natural disasters such as fires and floods, or
large weather-related incidents such as hurricanes or tornados. These costs reduce the
resources available for other purposes, and shift resources toward providing security and
insurance services. Those who supply the services in demand experience an upturn in
their businesses, but this is at the expense of other activities that are likely to be more
productive. In addition, higher business costs, such as insurance premiums, are passed on
to other consumers. To the extent that these added security-related outlays reduce or
even eliminate the threat of terrorist incidents, they can at best restore a status quo ante,

but they do not provide the type of economic stimulation that is cumulative over time.

There are also costs resulting from anti-terrorist activities that are harder to
quantify. Tighter security at airports and seaports increases the costs of travel for both
tourists and business travelers and the costs associated with shipping goods, especially
when time is factored in as a cost. Indeed, firms that have adopted just-in-time inventory
systems and rely on cross-border shipments feel these added costs during periods of
heightened terrorist alerts.® Transport costs can be a significant trade barrier, and if
tighter security raises the costs of shipping, it can potentially penalize a country’s trading
partners, even if they have no links to terrorism.” Tighter immigration restrictions
represent another cost, making it harder for skilled workers to move across borders.
Business travelers to the U. S. report increased difficulties in gaining entry, and “(m)any
say they are inclined to do business elsewhere if they have the choice.”'® In another
example, a 32 per cent drop in foreign applications to U. S. universities has been
attributed to a more difficult visa application process instituted in the aftermath of 9/11."
And in a related example, restrictions on the transport of pathogens in the U. S. has

impeded biomedical research in a number of areas, including research that might



contribute to bio-defense related activities.'” The myriad of such costs can be described
as a tax on economic activity, which “do[es] nothing to increase the quantity or quality of
the supply of goods and services” and “may adversely impact both the economy’s

productivity growth and long-term potential growth rate.”"

The most visible forms of anti-terrorist expenditures are those undertaken by
governments. The United States created a Department of Homeland Security after 9/11.
While most of the activities contained within the new department had been assigned to
existing departments and agencies prior to the terrorist attacks, new activities have been
added, and the older ones have been given new urgency. Budgetary outlays for homeland
security jumped from $15 billion in Fiscal Year (FY) 2001, prior to 9/11, to $32 billion in
FY2003. Of course, spending by the Defense Department, the Justice Department, the
Treasury Department, and other government agencies, probably also including the
Central Intelligence Agency (whose budget is never made public) has jumped as a result
of activities undertaken in the war against terrorism.

One issue to consider is whether there is an appropriate balance between private
and public sector actions taken to combat terrorism. Security is a classic public good,
supplied, in the first instance, by governments."* But individuals and private
organizations can purchase their own security, especially if they perceive public sector
activities as being inadequate and they can afford the expenditures. An example is the
construction of gated communities, the employment of private security services, the
purchase of alarm systems and surveillance equipment, and the hiring of personal
bodyguards in communities that have been subject to rising crime (such as kidnapping) or
terrorism. It is unclear, however, whether such expenditures reduce the incidence of
violence or primarily transfer it to those who lack the resources to purchase added
protection.

Government spending, of course, has a demand-stimulating impact, especially
when financed by deficits. In the U.S., security spending tends to have a smaller effect
on aggregate demand than most alternatives, in part because security-related outlays tend
to have substantial external leakages, as illustrated by the continuing spending for the
occupations in Afghanistan and Iraq. All outlays entail opportunity costs, in that

spending in one area implies less spending in another. To take the U.S. as an example,



increased spending on national defense and homeland security has been accompanied by
smaller than anticipated increases in spending in areas that are potential contributors to
economic growth. For example, a number of federal government civilian programs in
health care and education, which are important components of human capital formation,
have already had their funding growth curtailed and are slated for funding cuts in the
future."

The question of how security is financed is one of long standing, with numerous
economic implications. Governments rarely finance wars through taxation, and the war
against terror is no exception.'® The Bush Administration had adopted a tax-cutting
agenda prior to 9/11, and has expanded rather than cut back on this policy despite the
rapid growth of security-related spending since the terrorist attacks. The combination of
spending growth and tax cuts has led to high federal budget deficits, which have
increased the likelihood of significant upward movements in interest rates. In the view of
some knowledgeable observers, these developments could impose costs on the economy
in the future, in terms of foregone growth opportunities, especially in the context of the
need to allocate greater resources to an aging population.'” Moreover, there has been a
trickle-down effect from the federal tax cuts. State governments use essentially the same
base for income and wealth tax purposes as the federal government, leading to revenue
shortfalls at the state level as the federal government cuts tax rates. With states unable to
run deficits, they are forced to cut spending. Heavy losers have been health care,
education, and public safety, including police, fire and emergency medical service—the
much-praised “first responders” who performed so well on 9/11."

These considerations suggest that, even when economies recover from specific
terrorist incidents, they might still bear substantial costs in the long term. These costs
emanate from the implicit taxation imposed by the measures taken to fight terrorism, the
opportunity costs of anti-terrorist actions that influence economic growth, and the
methods adopted to finance anti-terrorist activities. These costs will tend to reduce an

economy’s growth potential over time.



Economic Sources of Terrorism

Following 9/11, one response, by some observers in the West and East alike, was
to attribute the wave of violent terrorism to deficiencies in the development process,
particularly the continual existence of poverty in many developing countries. In addition,
the contrast between the wealth of the few and the poverty of the many and the absence
of effective education, widely seen as both a source of economic development and an
overall “civilizing” element, were pointed to as being root causes of terrorism. It is clear,
however, that such explanations are incomplete at best. Not all terrorists are poor, or
even come from societies that are poor, and not all poor people or people from poor
societies become terrorists. To the extent that poverty, inequality, and other elements of
underdevelopment are determinants of terrorism, the links are subtle and difficult to bring

to light.

Recent research on the relationship between indices of underdevelopment and
terrorist activity underscores the difficulty in making such links. Alan Krueger and Jitka
Maleckova examined available evidence on the links between poverty and education, on
the one hand, and the incidence of terrorist activities on the other, and found “little direct
connection between poverty or education and participation in terrorism.”" They
explored data on the education and income levels of those engaged in terrorist activities,
opinion polls on attitudes toward terrorism, and data on income and poverty levels in the
West Bank and Gaza Strip as well as among members of Hezbollah and the Jewish
Underground—that is, in populations where terrorism has grown and where organizations
have practiced terrorism. Their findings indicate that terrorism seems unrelated to
economic deprivation. Indeed, Krueger and Maleckova cite evidence that participants in
terrorist organizations and terrorist activities seem to possess higher education and
income status than the bulk of the populations from which they are drawn. This, of
course, was true for the terrorists who carried out the 9/11 attacks on the U. S. Indeed,
Muhammad Atta, widely thought to be the leader of the 9/11 attackers, was the son of a
lawyer and attended graduate school in Germany.*® Based on the evidence they evaluate,
Krueger and Maleckova conclude that the absence of civil liberties, rather than economic
deprivation, and the quality and content of education, rather than one’s level of

educational achievement, appear more important as determinants of terrorist activity.”'



At the same time, it needs to be recognized that those who are accepted into
terrorist organizations and are selected for operational activities are drawn from a large
pool of volunteers who tend to be from the poorest segments of their societies, a point
Krueger and Maleckova recognize but apparently feel is outweighed by additional
evidence. Those selected for missions are likely to be those thought to be not only the
most committed, but also the most capable of handling the complexities and difficulties
that might arise on an operation, and therefore have higher education and technical skills

22
than most members.

It should not be surprising that quantitative measures of economic causation
would be weak predictors of terrorist membership and activity since it is clear, as
mentioned above, that economic deprivation does not always lead to terrorism. The
broader point is that economics is not just about discovering whether specific economic
variables can be identified as the sources of studied outcomes. It is primarily about how
the inter-relation between incentives and constraints shapes behavior and objectives.
Research on groups that use violence suggest a number of avenues where economic

considerations of this type may be important.

One example is the behavior of criminal gangs. Steven Levitt and Sudhir
Venkatesh describe the organization of a drug dealing gang in an inner-city
neighborhood.” Most such gangs originated as social organizations to give primarily
younger people a sense of community and identity in an environment experienced as
increasingly impersonal and hostile. With the introduction of crack cocaine in the
1980s—a product characterized by its low cost, high markup, and ease of use—many
gangs turned to dealing drugs. The gang studied by Levitt and Venkatesh kept a detailed
set of book, as a management tool. Studying this material revealed this gang to be
organized much along the lines of a franchise in a national or international retail
organization. Whatever their motives for originally joining the gang, members became
predominantly concerned with their prospects for economic advancement. Unlike (most)
franchises in the legal world, the gang expended substantial resources related to violence,
such as hiring contractors (“muscle”), purchasing weapons, and paying for funerals.

Competition for markets in this world often involved violence, and paying for



violence—both on the front and the back end—was simply one of the costs of doing

business.

Research on rebel groups engaged in civil wars has led to similar findings. One
gray area in the analysis of terrorism is that terrorism can overlap with civil war. Some
groups that practice terrorism—such as the IRA in Ireland and England, Hamas in Israel,
and others—see themselves as being in revolt against an occupying power, while in civil
wars, while the primary targets are opposing armies, terror against civilians has often
been utilized as a tactic. Groups join or instigate rebellions for a variety of reasons, but
an important body of research suggests that many rebel groups continue (and sometimes
increase) their violent activities in the pursuit of economic gain. Paul Collier and his
colleagues at the World Bank conclude that rebellions, whatever their origins, tend to
persist when accompanied by low levels of economic development, a natural resource
that is an easy target for predation, and a government that is not capable of protecting that
resource, perhaps exacerbated by an unfavorable geography.** Thus, state failure and the
prospects for economic gain become key elements in the persistence of rebellions. David
Keen describes civil war as the continuation of economics by other means, emphasizing a
country’s failure to create and sustain the institutional framework for normal economic
activity as one of the root causes of civil war.” In this analysis, poor development plays
a key role in that it creates masses of people with few alternatives—people with
essentially zero opportunity costs—who become natural recruits for a rebel group. An
example of these transitions is the career of Angola’s Jonas Savimbi, who started out as
the charismatic leader of a rebel movement seeking to overthrow Portuguese colonial
rule, moved to the right while gaining support from the U.S. for his struggle against a
Soviet-backed government and then, after the end of the Cold War, led military attacks
on the new government in order to steal diamonds. At the time of his death in 2002,

Savimbi was an extremely wealthy man.

Research on terrorist groups suggests some similarities to the behavior observed
in gangs and rebellions. Jessica Stern describes, for example, individuals who have

become disaffected with their terrorist organizations.® One such individual

is making a good salary—better than he could get in the civilian sector.... But he
sees his bosses getting rich off jihad and has come to feel disgusted. They have



dirty offices and serve you bad food just to prove they have no money. But they
live in mansions.... Jihadi organizations receive a lot of donations, and a lot of
the money ends up going to the leaders.

Stern quotes a second disillusioned jihadi member:

‘At first I thought [the bosses] are serving a religious cause, but now I feel they
are running a business. They are ... suppliers of human beings. They use poor
and illiterate boys for their own private cause and call it jihad.... The ... real
methods for raising funds is smuggling of goods through Afghanistan, Iran and
India. This includes drug trafficking, in some cases to India.... The mujahideen
bring with them many smuggled items such as cosmetics and ... electronic goods
from Afghanistan and Pakistan to raise funds.’

And a third:

‘Initially I was of the view that they were doing jihad, but now I believe that it is
a business and people are earning wealth through it.... I thought [the leaders]
were true Muslims, but now I believe that they are fraud, they are selling Islam as
a product.... First I was there for jihad, now I am there for my financial reasons.’

And, as Stern points out, as with any profession, there are non-pecuniary benefits:

Not only money is important: emotional satisfaction and status are critical.
Operatives describe the emotional satisfaction of their work, and the status they
earn in their community. ‘One becomes important due to his work. Successful
operations make a militant famous and glamorous among his fellow men....’

Some terrorist groups are successful because they provide services to the
population within which they reside. Hamas, for example, has become a successful
social service agency, and the Taliban first achieved prominence by offering effective
security on trade routes between Afghanistan and Pakistan after the withdrawal of the
Soviet Union, while Pakistan-based Jihadi groups have organized entire communities.
These terrorist groups become providers of local public goods, in effect filling in gaps
left by the failure of governments and international organizations. Private groups that
supply public goods, known as “club” goods, create mechanisms that allow them to
control access to the goods and services being supplied. The need to control access
explains the elaborate selection processes and the resort to violence on the part of terrorist
groups who provide such goods, even when this behavior does not appear to bring them
close to their stated objectives. They are, instead, devices that serve to bind members to
the group and make it difficult for members to leave, thereby providing a solution to the
“free rider” problem inherent in all public goods production. When governments supply
public goods, their activities are financed via taxation. Private suppliers of public goods

raise funds externally via charities; appeals to diaspora populations in Europe, North
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America, and other countries; or from various governments, using their political work as
a justification. Saudi Arabia, for example, is thought to be a significant source of funds

for Jihadi groups, while the IRA conducts considerable fund raising in the United States.

Terrorist groups, criminal organizations, and participants in civil wars—whatever
their original motives—become increasingly concerned with the business of making
money and with the provision of social and economic services that governments are
either incapable or unwilling to provide. Researchers have identified a phenomenon of
“agenda shifting.” Organizations that may originally have a political objective shift their
activities towards wealth accumulation in the illegal economy, such as smuggling;
obtaining and selling drugs and guns; fund raising through sympathetic governments,
charities, wealthy individuals, etc.; and the ownership of legitimate businesses.”” In
doing so, they become entrenched, essentially moving into gaps created by political,
economic, and social weaknesses. The initial rationale for moving into illegal activities
is usually to raise funds for the continuation of a group’s political work. Both the Taliban
and Al Qaeda, for example, despite strong prohibitions against the drug trade in Islam,
have used the growing and trading of opium as an important revenue source.”® The
examples cited of criminal gangs, rebel groups, and terrorist organizations fit under the
broad rubric of agenda shifting—that is, starting out with one set of objectives that
defines an organization and is used to solicit membership, but then shifting over time to
take on another set of objectives as members, and the group as a whole, follow
incentives. Some researchers argue that wealth accumulation becomes the dominant goal,
and that political activity becomes a justification, not an objective. Others see wealth
accumulation and the attendant set of economic incentives as simply one among a

number of objectives, with their relative importance varying in different situations.*

Economic Aspects of Policies to Combat Terrorism

Terrorism is a complex phenomenon, and a wide range of tools are required to
address it: security (military and policing), politics and diplomacy, economic and social
policy, etc. Yet frequently, it is the security aspect that is emphasized above all others.

When an act of terrorism occurs, the response of governments is usually to first retaliate

11



in kind, and then formulate a series of additional measures designed to punish and
weaken the perpetrators. This punishment/deterrence formula has a number of
advantages. It provides a sense of immediate gratification, as the shock of experiencing
an attack is quickly followed by the satisfaction of inflicting punishment on those
responsible. For a government, this conveys a sense of legitimacy, since it has done

“something” to satisfy the citizenry’s desire for a visible response.

Responding to a terrorist event after it occurs may also be justified on
comparative cost grounds. The main alternative to the punishment/deterrence model is a
preventive model, where the root causes of terrorism are addressed in order to limit—or
possibly even prevent—its growth. But since the number of actual terrorist incidents is
far less than the number of potential terrorist incidents, decisions regarding resource
allocation are easier when security agencies concentrate on responses. A similar problem
occurs in local policing, where police agencies do not have the resources to deploy
personnel at all possible places where crimes might take place. Instead, they seek to
patrol those locations deemed most likely to experience crime, or locations where the
consequences of crime might be greatest in terms of the value of property or the possible
loss of life, and then devote substantial resources to detection and apprehension once
crimes are committed. In local policing efforts, prevention focuses on enhancing security
through such mechanisms as alarm systems, street lighting, effective emergency call-in

services, etc.

There is, however, another side to the issue of comparing strategies: the relative
benefits to be gained. Responding in kind to terrorist incidents may be psychologically
and politically satisfying, but it is not clear if it is effective. It may, of course, be hard to
evaluate effectiveness, since it is difficult to measure the number and size of terrorist
operations that are not undertaken because of effective deterrence. In one example where
retaliation may have had a minimal impact, after the bombing of a Berlin discothéque in
1986, the U.S. launched an attack against targets in Libya. In the following months, the
incidence of terrorist attacks against U.S. and U.K. targets first increased, then tapered
off, and then resumed its previous level. It appears that the U.S. retaliation induced
terrorists to move planned operations forward in time, as a response to the U.S. action,

but did not reduce the total number of incidents.*® As this example illustrates, terrorists
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have shown themselves willing and able to shift tactics, or to change the time or location
of operations. Terrorist groups behave as if they are cost constrained, and therefore
choose tactics they believe to be cost-effective. If the relative costs of one avenue of
action are raised, or the perceived benefits change, timing and tactics can also change in

1
response.3

This propensity for substitution behavior has implications for policy. For
example, in the present security context, the U.S. has expended substantial resources to
improve airline safety since 9/11 but has been much slower, and has devoted far less
resources, to improving shipping security. As of early 2003, only four per cent of
containers arriving at U.S. ports were subject to inspection, and there have been
identifiable lags in the development and application of inspection technology.*” This
failure is particularly conspicuous in light of the fact that terrorism experts have
identified incoming shipping as the most likely means for a terrorist group to import
weapons of mass destruction into a country, a possibility that would appear even more

likely with the intensification of airport security.”

It should not be assumed that increases in spending equate to, or even
approximate, increases in effectiveness with respect to security-related problems.
Specific defense expenditures have been challenged in terms of whether their existence
reduces a nation’s ability to engage in other, more effective, activities. The U.S. defense
budget includes several large “legacy” weapons systems, including, for example, the F-22
high-performance fighter aircraft, which was originally designed to counter expected
next-generation Soviet systems. With the breakup of the Soviet Union, this threat has not
materialized and is not expected to, yet the system remains and accounts for $72 billion
in future spending commitments, not counting likely future cost growth. Indeed, the
overall defense program will require extensive further spending increases if all programs
currently in place are carried out. With tax cuts, high deficits, and demands for spending
growth in other areas, this is a classic recipe for a budgetary “train wreck.”**

At the same time, a number of programs that are more directly involved with
counter-terrorist activities have had trouble securing adequate funding. One is the
Cooperative Threat Reduction Program—popularly called Nunn-Lugar, after its sponsors

in the Senate—designed to fund the securing of fissile materials within the former Soviet
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Union. While this effort to address the so-called “loose nukes” problem has run into a
number of difficulties involving officials and institutions in the former Soviet Union, it
has also been consistently funded at sub-optimal levels, and has received less than
adequate support within the various U.S. government bureaucracies.”® In another
example, the U.S. has still not created a single database of suspected terrorists, relying
instead on lists from eight different agencies. This situation has persisted for more than a
decade, since the first World Trade Center bombing in 1993, when the problem first
received national attention, and for more than two years after 9/11, despite the fact that
President Bush on several occasions committed the government to creating a single,
effective list. On December 1, 2003, an inter-agency body, the Terrorist Screening
Center (TSC), was opened within the FBI to consolidate data, weed out obsolete
information, and develop new technology to better identify suspected terrorists.
However, the TSC suffers “from the lack of a dedicated budget” and “ongoing failures to
obtain the cooperation of several agencies to share their information....” In the view of

one critic, the TSC “is a hollow box.”*°

These examples of under-funding counter-terrorism activities suggest the
importance of relative cost-benefit analyses in evaluating a given program’s
effectiveness. While governments often treat their resources as infinitely expandable, the
reality is that large increases in one set of programs often necessitate cutbacks in other
programs. In the area of security, the massive increases in offensive military operations
and programs since October of 2001 have not been accompanied by an equivalent growth
in programs that are primarily defensive in orientation, as well as those that could be
classified as preventive. In some cases, administration budget officials have acted to
restrict the growth of defensive programs, on the grounds that budgetary resources are too
limited. Programs are usually approved without comparative evaluations, and those with
the strongest political, institutional, and regional support have the upper hand. The result

can be a weakening, not a strengthening, of the U.S. security posture.

14



Economic Counter-Terrorism Measures

Another tool that governments deploy to combat terrorism is economic sanctions,
including efforts to disrupt the financial arrangements of terrorist groups. Most sanctions
are aimed at a nation’s visible economic activities, such as restrictions on trade and
investment, limitations on travel, freezing or even seizing assets held in foreign countries,
etc. It is difficult to apply sanctions to terrorists, since they operate less visibly, they do
not have “official” economies and, as is the case with criminal organizations, the
economic activities being targeted must be specifically linked to the individuals or
organizations identified as terrorist. This is required both on practical grounds, in order
for the sanctions to be effective, and on legal grounds, in order to ensure that the actions
do not interfere unjustly with legitimate activities. One of the problems with economic
sanctions is that they often impose costs on people who have no ties to terrorism, such as
those who seek to travel to or trade with a country that has been placed under restrictive
sanctions. Moreover, the rulers of a country that is subject to sanctions can often deflect
the costs of sanctions onto a broader population.

There have been instances where sanctions and other economic measures have
exerted pressure on countries that have supported terrorism. In 1996, the government of
Sudan evicted Osama bin Laden, who had been using that country as a base for terrorist
activity. Among the reasons for Sudan’s action was the fear of losing foreign investment
that was needed to develop the country’s oil reserves.”” Another example is Libya, which
has withdrawn its support for international terrorism over a number of years and agreed
to dismantle its nuclear weapons program, in large part in order to escape from economic
sanctions and begin rebuilding its severely weakened economy.”® Despite these
successes, the overall record of using sanctions against governments to achieve foreign
policy objectives, including the reduction of terrorism, has been mixed.”

With respect to terrorism, using sanctions against states is based on the premise

that terrorists depend on governments for financial support and protection. This was the
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primary rationale for deposing the Taliban regime in Afghanistan in 2001, and one of the
rationales for deposing the Saddam Hussein regime in Iraq in 2003. However, evidence
suggests that terrorist organizations thrive where states are weak and, while there have
been some successes in targeting state supporters of terrorism, such as Sudan and Libya,
the imposition of economic sanctions against state sponsors of terrorism is clearly
insufficient in itself. Indeed, despite successful regime changes in Afghanistan and Iraq,
terrorist organizations remain strong. George Tenet, the Director of the Central
Intelligence Agency, testified before Congress in March 2004, a year after the beginning
of the Iraq War, that, as compared with a year earlier, “The world ... today is equally, if
not more, complicated and fraught with dangers for United States interests....”.* Al
Qaeda has reorganized itself into a loose confederation and, along with other groups,
remains a serious threat*'.

More targeted financial efforts, as opposed to broad state economic sanctions, can
be aimed at specific organizations, and disrupting the financing networks of terrorist
organizations has been an explicit objective of the war against terrorism. There has been
some success in closing charities that are largely front organizations for terrorist fund-
raising, and in seizing financial assets held by terrorist organizations. Here, as with
economic sanctions, one side effect is that innocent people are also hurt. Some charities,
for example, do provide financial support and social services for poor citizens, even as
they simultaneously aid terrorist groups. One example is the Benevolence International
Foundation (BIF), whose assets were frozen by the U. S. Treasury Department a year
after 9/11 and whose head, an Al Qaeda operative, was convicted of money laundering.
The BIF collected funds from donors, many of them Moslems performing their religious
obligations. The funds would be allocated to specific projects, with approximately 10%
skimmed off and handed directly, in cash, to Al Qaeda representatives.” Freezing assets
and effectively closing the foundation cut off both the 10% that went to Al Qaeda and the
90% that funded charitable activities. More important, attacking financial networks is
expensive and time consuming, requiring a substantial commitment of investigative and
administrative resources. Much of the global financial system has taken its current form
out of the desire of both legitimate and illegitimate financial actors to avoid or minimize

regulation, and governments and private sector participants have resisted attacking that
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structure. The continued inability of law enforcement officials worldwide to eliminate
the money-laundering networks associated with the international drug and armaments
trade suggests the difficulties inherent in this endeavor.*”

Another policy area with a substantial economic dimension that has an impact on
counter-terrorism efforts is foreign aid. The Bush Administration has included the
problem of development failures and “failed states” as a source of political instability and
terrorism in formulating its public statements on U.S. national security objectives. In
announcing new initiatives regarding foreign aid, the president explicitly referred to
terrorism:

Poverty doesn’t cause terrorism.... Yet persistent poverty and oppression can lead to

hopelessness and despair. And when governments fail to meet the most basic needs of

their people, these failed states can become havens for terror.... Development provides
the resources to build hope and prosperity, and security.**

There is, of course, a long history of countries utilizing foreign aid to affect
economic, political, and security relations. Aid was utilized as a political and security
instrument during the Cold War, and has been similarly utilized since in regions of high
tension, including South Asia and the Middle East. Indeed, granting or withholding aid is
a form of economic sanctions. Past controversies over the effectiveness of aid, and the
increasing recognition that development is a multi-faceted process that involves far more
than resource and technology transfers, have led aid policy in the direction of
emphasizing effective governance, widespread political participation, environmental
sustainability, improved education and health care, and more democratic social
representation, in addition to the traditional, and more narrowly focused, economic
objectives.” Part of the realization of the need for a multi-faceted approach to foreign
aid, for example, has stemmed from the effects on development and governance of
widespread epidemics, including HIV/AIDS, malaria, and tuberculosis.

There is some evidence of limited success on the part of aid projects in reducing
the incentives for people to join terrorist organizations. However, when aid projects are
inadequately funded or administered, or are abruptly terminated, they can generate a
backlash, inflating expectations without delivering results and reinforcing nascent support

. c e 4
for terrorist activities. 6
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The Bush Administration’s aid initiatives, labeled the Millennium Challenge
Account, establish a wide-ranging set of criteria to determine country eligibility. One
problem with these eligibility criteria is that the countries most in need of support, due to
poor development experience and weak governance, are those least likely to meet the
eligibility criteria, a classic “catch-22.” A second problem is that U.S. aid initiatives are
spread across a number of bureaucratic centers, which tends to raise administrative costs

e e . 4
and weakens initiative.*’

Improving Security

Lastly, there are economic aspects to the improvement of security. Effective
security is essential, and one of the keys to making security effective is for it to be more
economically efficient. The discussion above revolved around trade-offs and the
comparative evaluation of policy effectiveness relative to budgetary outlays in a society
such as the United States, which is a primary target for terrorist activity. Similar
considerations apply in countries that are trying to create an effective security framework
in the context of severe development and governance deficiencies. In addition, some
simple economic considerations are important. Thus, adequate pay and training can
reduce corruption among security forces and help impart a sense of fairness in dealings
with the public. Adequate supplies of transportation and communications equipment can
act as a “force multiplier,” giving security forces greater scope for their operations. The
general point is that security and development initiatives can work together in generating

small but noticeable and positive changes in many societies.*

Conclusion

Terrorism imposes substantial economic costs, but there are also significant costs
associated with policies to combat terrorism. A society is better off if the threat of
terrorism can be reduced, or even eliminated, just as it is better off if the threat of crime
can be reduced or eliminated. There are some economic roots of terrorism, but these
have more to do with the incentives and constraints that individuals and organizations

face than with any specific set of easily quantifiable factors that push people toward
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involvement in terrorist organizations. This suggests that policy responses to terrorism
need to be multi-faceted and flexible. Security policies, for example, need to be more
cost effective, in order to both achieve results and to limit the negative economic
consequences of devoting excessive resources to security purposes. Similarly, aid
policies need to concentrate on achievable objectives, both to obtain positive results and
to provide a more representative and optimistic outlook on the future. Policies need to be
targeted at filling in the voids left by weak states and shifting incentive structures within
societies away from the use of violence. But such policies can never be complete, just as
policies to fight crime can never reduce crime to zero. There are too many potential
sources of violence to expect policy to deal with them all, and incentive-based policies
can never force everyone to disregard the ideological or psychological tendencies that

lead them to resort to violence.
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