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RISK COMMUNICATION IN
SECURITY POLICY

Risk communication between political decision-makers, public authorities, experts, and
the general public is considered a central component in the official handling of complex
and networked risks. So far, however, the concept has been applied almost exclusively

in the context of technical and environmental risks. Harnessing risk communication for
specificissues in foreign and security policy can sensitize the public to specific problems,
create legitimacy for the actions of government agencies, and thus enhance the strategic
capabilities of political actors in the case of a crisis.

Risk communication has been neglected in security policy to date.

Risk communication is a well-established
concept in a number of areas. For in-
stance, the danger of a global influenza
pandemic has been communicated by
national and international authorities for
months via a range of channels. Such in-
formation campaigns aim to sensitize the
public, to give timely guidance for individ-
ual responses to any potential outbreak,
and to accelerate the return to normal
after a pandemic.

Unlike in the field of health risks, risk com-
munication is practically non-existent in
the areas of Swiss foreign and security
policy. This causes recurrent problems. Due
to the absence of preventive communica-
tion that would allow the public to assess
emerging issues and response options
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realistically, the broader population fre-
quently views the apparently unprepared
actions of decision-makers in case of crises
with incomprehension.

In this, Switzerland is not an exceptional
case. In practical application at the inter-
national level, strategies for risk commu-
nication are applied almost exclusively in
the areas of technical and environmental
risks, for example in the fields of genetic
engineering, nuclear power, or hazard-
ous areas (flooding, landslides, etc.). This
is linked to the origins of the concept:
While the term ‘risk’ was already being
used in the environmental sciences and
in connection with technical issues in the
1970s, it was not applied in security poli-
cy until the 1990s.
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In the 1970s, risks were largely conceived
as issues for regulatory experts. Govern-
ments negotiated directly with the indus-
try on safety values and legal parameters
without involving the affected population
groups. Not least in response to industrial
and environmental disasters, the public in-
creasingly demanded to have a say in risk
management. In this context, risk commu-
nication evolved into an established com-
ponent of a participative discourse. Initially,
this mainly affected so-called “individual
risks”, where the individual has the choice
of whether or not to take the risk (e.g.,
building a house in an earthquake zone).

In security policy, too, public risk percep-
tions play a central role. Holding a dialog
on foreign and security policy risks before
the emergence of an actual crisis can raise
the overall crisis resistance of an entire
society. Furthermore, risk communica-
tion can legitimize the actions of public
authorities during a crisis and enhance
acceptance of them. Insufficient commu-
nication brings with it the danger that the
public may fail to comprehend political
decisions or perceive them as ill-conceived
kneejerk reactions. This may result in with-
drawal of public support, which decisively
reduces the strategic capabilities of politi-
cal actors.

Risk communication: Concept and
objectives

Risk communication includes all kinds of
communication that serve to identify, as-
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sess, evaluate, and manage risks. Thus, risk
communication is closely associated at the
functional level with risk management.
In private companies and public agencies,
risk communication may include transpar-
ent conveyance of the internal risk man-
agement, in which case it becomes part of
public relations. This approach should be
distinguished from the communication of
social and security policy risks and efforts
to cope with them.

Risk communication is not the same as
crisis communication, however. While risk
communication encompasses the entire
communication process across all phases
of risk management (cf. illustration), crisis
communication is limited to communica-
tion during an unusual and unexpected
event, i.e, when a risk has materialized.
Crisis communication aims to overcome
this unusual state of affairs and to restore
the normal state while trying to mini-
mize lasting damage to the institutions
involved. In contrast, risk communication
aims to empower individuals through in-
formation, dialog, or active participation to
arrive at personal assessments of the risks
in question based on facts, thus increasing
the risk literacy of laypeople. Furthermore,
risk communication also serves to explain
official precautionary measures.

We may distinguish two components of
risk communication that usually appear in
chronological succession: In expert dialogs,
specialists communicate among them-
selves in order to arrive at joint risk assess-
ments and thus create actual knowledge
about the risk. Public discourse aims at
mediating and debating this risk knowl-
edge in the public arena. Ideally, risk com-
munication amounts to an open match-
ing-up of knowledge and arguments. It is
important to take into account the differ-
ing risk perceptions of all parties involved.
Frequently, there will be large discrepan-
cies between the respective awareness
levels of laypeople and experts. In public
discourses, the circle of people involved is
significantly larger that in expert dialogs.
The groups involved are more likely to
have heterogeneous knowledge bases, at-
titudes, and value judgments. Thus, public
discourses are frequently more difficult af-
fairs than expert dialogs.

Risk communication and security
policy

In an age of global risks with unexpected
outcomes, a systematic application of risk
communication to security policy would
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have certain advantages to offer. It is im-
portant to note, however, that most risks
in the field of security policy are substan-
tially different from those related to tech-
nology and the environment. Risk com-
munication in security policy thus exhibits
certain idiosyncratic characteristics: First of
all, risks in security policy are usually not
individual risks, but go beyond the scope
of everyday politics, since they occur on a
large scale and have both a high intensity
and a very high damage potential. The sec-
ond distinguishing trait of security policy
risks is that they enhance the vulnerabil-
ity of the entire social system (e.g., due to
interdependencies in technical infrastruc-
tures). Complex (technical) systems en-
hance the probability of cascading effects,
which is all the more problematic since
responsibility for these systems usually
resides outside of governmental authority.

Third, it is particularly difficult in the
field of security policy to assess which of
the identified risks are the most impor-
tant ones and how these will continue
to develop in the future. Once such risks
have been identified, the problem is,
fourth, that they are potentially incalcu-
lable due to high uncertainty. Scientific
risk assessments are generally based on
a more or less differentiated version of
a risk concept borrowed from actuarial
mathematics: “Risk = Damage X Prob-
ability”. It is always assumed that se-
cure knowledge can be gained as to the
likelihood of occurrence and the extent
of loss. However, in the case of many
foreign and security policy risks (terror-
ist attacks, pandemic outbreaks, diplo-
matic crises, trade conflicts), such secure
knowledge is not available.
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These specific characteristics of security
policy risks shape risk communication
in the field of security policy and define
certain limitations for the latter. First of
all, the enhancement of individual risk
literacy, which is usually the goal of risk
communication strategies, is only of sec-
ondary importance in the case of collec-
tive and large-scale risks. In this context,
risk communication must aim primarily
at explaining and legitimizing public pre-
cautionary measures and influencing the
behavior of the public in such a way as to
raise the resilience (cf. CSS Analysis no.
60 ) of the social system (e.g., by pur-
chasing protective masks or strengthen-
ing resistance to panic in the case of ter-
rorist attacks).

Secondly, the large number of (state and
non-state) actors involved, whose risk
perceptions vary considerably, makes it
difficult even at the level of expert dia-
logs to reach agreement on the messages
to be communicated. Also, the state can
often only act as a coordinating actor in
such expert dialogs, because the state
institutions frequently lack important ex-
pert knowledge. Since clear boundaries of
jurisdiction are often absent, the distinc-
tion between expert dialog and public
discourse may be largely blurred. Third,
risk communication for security policy
must be linked to a broader process of
strategic early warning (Horizon Scanning,
cf. CSS Analysis no. 52 ) if it is not only to
react to events, but to prepare proactively
for certain risks. Fourth, great uncertainty
in terms of risk assessment may result in
overreactions on the part of public au-
thorities when it comes to governmen-
tal information policy. The behavior of
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public bodies is frequently predicated on
the maxim “better safe than sorry”. For
instance, the swine flu epidemic is cur-
rently progressing rather mildly. However,
should the virus undergo a mutation, it
could certainly become a starting point
for a lethal super-virus, with the point
in time of such a mutation being com-
pletely unpredictable. Such a risk is diffi-
cult to communicate. Therefore, the WHO
is upholding the maximum alert level. A
similar phenomenon was long seen in the
case of US Homeland Security Advisory
System, where the threat level was con-
stantly at “orange”, or “high”.

These examples show that risk commu-
nication can be a delicate balancing act.
If risk communication is omitted alto-
gether, there is an increasing probability
that official measures will not be accept-
ed or the public will be caught unpre-
pared by events. However, if excessively
extended or urgent warnings are issued
for an event that fails to materialize,
there is a danger that credibility may be
lost and the message may no longer be
taken seriously. Additionally, it is almost
impossible to measure the effectiveness
of risk communication in overcoming
a crisis, making it difficult to assess the
concept’s usefulness or to improve com-
munication strategies.

In a direct democracy, however, it is es-
sential to hold a dialog on risks where
so much is at stake. In order to deal with
the problem of “false alarms”, it would
make sense to have an open and frank
discussion on the limits of knowledge
in view of the multifaceted and complex
nature of modern-day risks. Such a de-
bate should center on the issue of “un-
knowability” as well as the potential and
limitations of methodologies for identi-
fying risks. Furthermore, it must include
an impartial debate over adequate han-
dling of knowledge gaps and the impli-
cations of incomplete knowledge back-
grounds and decisionmaking rationales
for governance.

Risk communication in
Switzerland

In the Swiss federal administration, risk
communication is generally assigned
secondary priority. As in other coun-
tries, the focus is on crisis management
and crisis communication. Should a cri-
sis arise, organizations (crisis units) are
available that have been prepared for
foreseeable contingencies. In special

cases, ad-hoc organizations (emergency
task forces) may be activated. Crisis units
undergo more or less regular training
exercises, during which shortcomings in
the area of crisis communication in par-
ticular have been noted time and again
(e.g., during the strategic leadership ex-
ercise in January 2005 in preparation for
a swine flu pandemic). No connection to
potential antecedent risk communica-
tion has been noted so far.

There are, however, some rudimentary
approaches to risk communication in
Switzerland. For example, expert dialogs
on security policy risks are already be-
ing held. Examples include the working
groups on the Risks Switzerland project
or in the area of Critical Infrastructure
Protection under the aegis of the Federal
Office for Civil Protection (FOCP). Most of
these expert dialogs are currently con-
ducted as internal administration activi-
ties. The next imperative step, however,
will be to expand these expert dialogs to
the private sector and other non-typical
security policy ac-
tors. A structured
public dialog in
the framework of
the Risks Switzer-
land project, which could be built up in-
crementally, would also be useful, given
certain caveats. Since the project aims
to cover practically all types of risks,
multiple approaches will be required for
different kinds of risks. Specifically, this
involves a clear definition of responsibili-
ties, goals, and tasks.

In certain areas, public discourses are al-
ready underway. For instance, the PLANAT
web portal “www.naturgefahren.ch” could
be useful for the Risks Switzerland project.
Initial experiences have also been gath-
ered in the area of participative discourses:
Examples include the work of the Brunner
Commission ahead of the publication of
Security Policy Report 2000 and the ETH
Zurich web platform for the Security Policy
Report 2009, an interactive webpage that
made the transcripts of statements public-
ly available and facilitated public participa-
tion in the security policy debate (cf. SIPOL
WEB ). Furthermore, a similar semi-public
process is planned for elaborating the
“Challenges 2011-2015 in View of Upcom-
ing Legislature Planning”, chaired by the
Federal Chancellery.

All of these activities, however, are tak-
ing place in an environment in which
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“Risk communication could
enhance Switzerland’s
strategic capabilities.”

there is only limited understanding of
the necessity of risk communication, let
alone efforts to contemplate options
for an overarching risk communication
strategy in foreign and security policy.
However, today even a neutral small
country is inextricably linked to its global
environment and is directly or indirectly
affected by global developments. This
makes coherent strategizing in foreign
and security policy — as well as ongoing
dialog on international issues - indis-
pensable. In order to debate existing risk
fields, explain possible responses by the
authorities, and enhance societal resi-
lience towards such risks, such a strat-
egy makes a risk communication concept
mandatory.

Responsibilities for communication in
the fields of technical, environmental,
and health risks are usually defined and
easily attributable. In foreign and securi-
ty policy issues, which usually cut across
multiple departments, responsibility
for defining a strategic position would
naturally fall to
the entire Federal
Council.  Special-
ized units of the
Department of De-
fence, Civil Protection and Sports and the
Department of Foreign Affairs could be
tasked with announcing these positions
in the framework of expert dialogs and
public discourses. The application of risk
communication could enhance Switzer-
land’s strategic capabilities. This would
make it easier to prepare international
dealings, legitimize official measures,
prevent loss of prestige by the authori-
ties, and avoid insecure reactions among
the general public.

I Authors:
Myriam Dunn Cavelty, Jonas Hagmann
dunn@sipo.gess.ethz.ch
hagmann@sipo.gess.ethz.ch

I Responsible editor:
Daniel Trachsler
analysen@sipo.gess.ethz.ch

I Translated from German:
Christopher Findlay

I Other CSS Analyses / Mailinglist:
www.isn.ethz.ch/isn/Current-Affairs/
Policy-Briefs

I German and French versions:
www.ssn.ethz.ch


http://www.naturgefahren.ch
http://www.sipol09.ethz.ch
http://www.isn.ethz.ch/isn/Digital-Library/Publications/Detail/?lng=en&id=26557
http://www.isn.ethz.ch/isn/Digital-Library/Publications/Detail/?lng=en&id=26557

