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By Richard Fontaine and Will Rogers

I .  E X E C U T I V E  S U MM  A R Y America needs a comprehensive Internet freedom 
strategy, one that tilts the balance in favor of those 
who would use the Internet to advance tolerance 
and free expression, and away from those who 
would employ it for repression or violence.

This requires incorporating Internet freedom as 
an integral element of American foreign policy. 
As recent events in the Middle East demonstrate, 
the Internet has emerged as a major force in 
international affairs, one that will have lasting 
implications for the United States and the inter-
national community. But new communications 
technologies are a double-edged sword. They 
represent both a medium for individuals to com-
municate, form groups and freely broadcast their 
ideas around the world, and a tool that empowers 
authoritarian governments. U.S. policymakers 
should better appreciate the complex role new 
communications technologies play in politi-
cal change abroad, and how those technologies 
intersect with the array of American foreign policy 
objectives. 

Internet freedom typically includes two dimen-
sions. Freedom of the Internet denotes the 
freedoms of online expression, assembly and 
association – the extension to cyberspace of rights 
that have been widely recognized to exist outside 
it. Promoting freedom of the Internet merely 
expands to cyberspace a tradition of U.S. dip-
lomatic and financial support for human rights 
abroad. Freedom via the Internet, the notion that 
new communications technologies aid the estab-
lishment of democracy and liberal society offline, 
is at once more alluring and hotly contested. 
Internet freedom in this sense has captured the 
imagination of many policymakers and experts 
who see in these technologies a tool for indi-
viduals to help move their societies away from 
authoritarianism and toward democracy. Though 
the links between democracy and Internet free-
dom are indirect and complex, nascent evidence 
suggests that new communications tools do 
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matter in political change, and that both dissi-
dents and dictators act on that basis. 

Most attention has focused on technologies that 
allow dissidents to penetrate restrictive firewalls 
and communicate securely. But funding tech-
nology comprises just one aspect of America’s 
Internet freedom agenda. The United States also 
advocates international norms regarding free-
dom of speech and online assembly and opposes 
attempts by autocratic governments to restrict 
legitimate online activity. 

The private sector has a critical role to play in 
promoting Internet freedom, but, given corpo-
rate interests in maximizing profits rather than 
promoting online freedom in repressive envi-
ronments, efforts to expand its role are difficult. 
Ethical debates, ranging from whether American 
companies should be permitted to sell repressive 
regimes key technologies to the responsibili-
ties of corporations in the face of an autocracies’ 
demand for information, remain unresolved. And 
the other side of this coin – whether U.S. export 
controls should prohibit selling technologies that 
could be used to promote online freedom – is 
often overlooked. 

To date, the U.S. government has shied away 
from articulating fully the motivations behind its 
Internet freedom agenda. Administration officials 
emphasize that their policy supports freedom of 
the Internet, not freedom via the Internet, and 
that the Internet freedom agenda is not part of a 
broader strategy to support democratic evolution. 
It should be. 

Admittedly, promoting Internet freedom is com-
plicated, and involves inherent tensions with 
other U.S. foreign policy, economic and national 
security interests. This is particularly true in the 
area of cyber security. Cyber security experts 
seek to secure the United States against cyber 
attacks, for example, by pushing for greater online 

transparency and attribution, while Internet 
freedom proponents urge greater online anonym-
ity. While tensions between Internet freedom and 
cyber security are real, and in some cases will force 
difficult choices, they should not prevent robust 
U.S. efforts to advance both. 

A robust Internet freedom agenda should reflect 
the following eight principles: 

Principle 1: Embrace a Comprehensive 
Approach
U.S. policymakers should incorporate Internet 
freedom into their decision-making (especially 
on cyber security and economic diplomacy 
issues); convene private sector professionals, 
export controls experts, diplomats and others to 
explore new ways of promoting Internet free-
dom; and use traditional diplomacy to promote 
Internet freedom. 

Principle 2: Build an International Coalition 
to Promote Internet Freedom
The U.S. government should convene a core group 
of democratic governments to advocate Internet 
freedom in key international fora; urge govern-
ments to encourage foreign companies to join the 
Global Network Initiative (GNI); and ensure that 
the Secretary of State gives her next major address 
on Internet freedom in a foreign country, possibly 
in Europe alongside key European Union (EU) 
commissioners. 

Principle 3: Move Beyond Circumvention 
Technologies
The U.S. government should continue to fund 
technologies other than firewall-evasion tools, 
including those that help dissidents maintain 
digital security, ensure mobile access and recon-
stitute websites after a cyber attack. The U.S. 
government should offer financial awards to foster 
technological innovation, require that any online 
tool receiving U.S. funding be subjected to an 
independent security audit and expand the sources 
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of technology funding to include foreign govern-
ments, foundations and the private sector. 

Principle 4: Prioritize Training
The State Department, along with the U.S. Agency 
for International Development (USAID), should 
continue to foster Internet freedom through tar-
geted training programs, including education on 
online safety. 

Principle 5: Lead the Effort to Build 
International Norms
The U.S. government should promote a liberal 
concept of Internet freedom in all relevant fora, 
and reject attempts by authoritarian states to pro-
mote norms that restrict freedoms of information 
and expression online. It should also pursue an 
international transparency initiative to encourage 
governments to publicize their policies on restrict-
ing online information. 

Principle 6: Create Economic Incentives  
to Support Internet Freedom
U.S. officials should continue to articulate the 
economic case for Internet freedom, backed wher-
ever possible by solid quantitative evidence, and 
push for Internet censorship to be recognized as a 
trade barrier.

Principle 7: Strengthen the Private Sector’s 
Role in Supporting Internet Freedom 
Congress should adopt laws that prohibit 
American corporations from giving autocratic 
governments the private data of dissidents when 
the request is clearly intended to quash legiti-
mate freedom of expression, and that require 
companies to periodically disclose requests it 
receives for such data to the U.S. government. 
U.S. officials should continue to urge compa-
nies to join the GNI, but also encourage them 
to develop broad unilateral codes of conduct 
consistent with the GNI. They should also pub-
licly highlight specific business practices, both 
positive and negative. 

Principle 8: Reform Export Controls 
The U.S. government should relax controls on tech-
nologies that would permit greater online freedom 
while protecting American national security, and 
educate companies on the precise nature of export 
control restrictions so that companies do not over-
comply and deny legal technologies to dissidents 
abroad. 

In addition, we offer several recommendations 
for technology companies, including providing 
dissidents basic technical assistance to better use 
built-in security functions for software and hard-
ware; better informing users and the public about 
who may access the data they control and under 
what conditions; increasing corporate transparency 
about foreign government requests; and advocating 
for increased Internet freedom.
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I I .  I ntr   o d ucti    o n 

The world’s population is more connected, with 
more access to new information and ideas than 
ever before. Today, 2 billion people have access to 
the Internet. Five billion people use mobile phones, 
many of them smartphones with Internet access.1 
The Internet has also become an extension of civil 
society.2 Digital tools are increasingly used to com-
municate across borders, organize protests, launch 
cyber attacks, build transnational coalitions, 
topple some dictators and possibly strengthen 
others – actions that all affect U.S. foreign policy. 
But American policymakers have just begun to 
incorporate the Internet’s role into their broader 
conceptions of U.S. foreign policy.

Thus far, the discussion among advocates and 
foreign policy practitioners has revolved around 
“Internet freedom,” a broad rubric that encompasses 
online freedoms, including the rights of expression 
and online organization, and the potentially trans-
formative and hotly contested role of the Internet 
in promoting democratization. The U.S. govern-
ment now has an Internet freedom agenda, with 
tens of millions of dollars to implement it. Both 
the Senate and the House of Representatives boast 
global Internet freedom caucuses. The Secretary of 
State has given two major addresses articulating 
principles and policies for Internet freedom, and 
newspapers and periodicals have repeatedly pointed 
to the use of online tools both for popular protest 
and as a means of repression. In the midst of the 
2011 Arab Spring, President Obama went so far as 
to describe the ability to use social networking as a 
“core value” that Americans believe is “universal.”3

The debate over whether and how to promote 
Internet freedom has been an emotional one, with 
“cyber utopians” praising the Internet as a singular 
tool for toppling dictators, and “cyber pessimists” 
noting all the ways that autocracies use new com-
munications tools to strengthen their own rule. 
This report seeks to move beyond these two poles 

by identifying the nuances and tradeoffs involved 
in promoting online freedom. 

This study focuses on the Internet, including 
Web-based communication platforms such as 
blogs, social networking and other photo- and 
video-sharing websites, and proposes an inte-
grated Internet freedom strategy that balances 
competing U.S. interests.4 We begin by defining 
Internet freedom, distinguishing between freedom 
of the Internet and freedom via the Internet, and 
examine why the United States has an interest 
in preserving an open Internet. We then explore 
ways in which the Internet can be used both for 
democratic political change and as a tool of repres-
sion. We argue that the United States should 
actively promote Internet freedom, given not only 
its potential to aid those seeking liberal political 
change, but also because doing so accords with 
America’s deepest values. We examine the U.S. 
government’s current efforts to promote Internet 
freedom abroad and the tensions between these 
efforts and enhancing cyber security. Finally, we 
provide a set of interlocking principles that, taken 
together, will incorporate Internet freedom into 
American foreign policy.

The paper assumes that the United States has an 
interest in supporting human rights and democ-
racy abroad. There is a continued healthy debate 
about this point and it is far from America’s only 
interest. But successive administrations (including 
those of Presidents Clinton, Bush and Obama) have 
made promoting democracy an explicit objective 
of U.S. policy. While the United States should be 
realistic and modest about what it can achieve, 
to the extent that a freer online space facilitates a 
freer offline space, the United States should sup-
port Internet freedom. At its heart, an American 
Internet freedom agenda should actively aim to tilt 
the balance in favor of those who would use the 
Internet to advance tolerance and free expression, 
and away from those who would use it for repres-
sion or violence.



|  9

This paper also acknowledges the downsides of 
the Internet. An autocratic regime can use the 
Internet to strengthen its ability to monitor its 
citizens and control their behavior. Terrorists can 
use it to communicate and spread propaganda. 
Criminals can use new technologies to organize 
illicit activities. Dissidents can use the Internet 
to spread their message, but so can extremists 
advocating violence. There is no certain outcome 
to this continual push and pull, and the local 
political context matters enormously. 

This report examines Internet freedom through 
the lens of American foreign policy and explores 
two central questions: What does access to an open 
Internet mean for U.S. foreign policy, and what 
should the United States do about it? Our intended 
audience is not merely those individuals intimately 
familiar with Internet freedom issues, but also those 
foreign policy actors and thinkers who should be. 
As we discuss below, Internet freedom means many 
things to many people, and to some it suggests a 
focus on domestic policy – net neutrality, anti-
trust law, the role of the Federal Communications 

Commission, and so on. Except where such domes-
tic concerns impact Internet freedom promotion 
efforts abroad (as we argue they may), such issues 
are beyond the ambit of this paper.

The Center for a New American Security (CNAS) 
initiated this project in March 2010 when it hosted 
the launch of the Senate Global Internet Freedom 
Caucus. Over the course of more than a year, 
CNAS then convened a number of working groups 
on the role of the private sector, the prospects for 
international normative agreements, the role of cir-
cumvention technology and the tensions between 
cyber security and Internet freedom. In addition, 
we consulted with representatives in government, 
the corporate world, the nonprofit sector, technol-
ogy firms and academia. The study was conducted 
alongside CNAS’ companion project on cyber 
security.5

What is Internet Freedom?
Internet freedom, broadly defined, is the notion 
that universal rights, including the freedoms of 
expression, assembly and association, extend to 
the digital sphere. Yet policymakers and oth-
ers often define Internet freedom differently. It is 
thus useful to differentiate, as a number of experts 
increasingly have, between two linked but distinct 
concepts: freedom of the Internet and freedom via 
the Internet. 

Freedom of the Internet refers to the ability to 
engage in unfettered expression in cyberspace. 
This vision of Internet freedom, as scholar Evgeny 
Morozov points out in his book The Net Delusion, 
represents freedom from something: censorship, 
government surveillance, distributed denial of 
service (DDoS) attacks, and so on.6 The prin-
ciples undergirding freedom of the Internet are 
articulated in documents such as the Universal 
Declaration of Human Rights (UDHR), which 
describes as inalienable the right to receive and 
impart information without interference.7 In this 
sense, Internet freedom is little different from the 

At its heart, an American 

Internet freedom agenda 

should actively aim to tilt 

the balance in favor of those 

who would use the Internet 

to advance tolerance and free 

expression, and away from 

those who would use it for 

repression or violence.
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notion of free expression, whose advocacy has 
been an element of U.S. foreign policy for decades. 
After all, American ambassadors have long pressed 
foreign governments to allow a free press, release 
jailed journalists and cease jamming unwanted 
broadcasts. 

Freedom via the Internet is at once both a more 
alluring and complicated idea. Its advocates sug-
gest that more online freedom can lead to more 
offline freedom; that is, the free flow of ideas over 
the Internet promotes democratization. Freedom 
via the Internet has captured the imagination 
of many in Congress, the media and elsewhere 
(including dissidents and dictators) who have 
witnessed the Internet’s seemingly transforma-
tive effects on autocratic governments. Protesters, 
democratic activists and average citizens are 
increasingly using Facebook, Twitter and other 
applications to communicate and organize – most 
recently in Tunisia and Egypt, but in other coun-
tries as well. 

Internet Freedom and U.S. National Interests
The United States has a long history of providing 
diplomatic and financial support for the promotion 
of human rights abroad, including the right to free 
expression. While each presidential administra-
tion emphasizes human rights to differing degrees, 
during recent decades they have all consistently 
held that human rights are a key U.S. interest. 
Promoting freedom of the Internet expands human 
rights support into cyberspace, an environment 
in which an ever-greater proportion of human 
activity takes place. The United States advocates 
for freedom of the Internet because it accords not 
only with American values, but also with rights 
America believes are intrinsic to all humanity. 

For years, the U.S. government has program-
matically and rhetorically supported democracy 
promotion abroad. The State Department rou-
tinely disburses millions of dollars in funding for 
democracy-building programs around the world, 

many of which are aimed explicitly at expanding 
free expression. Presidential and other speeches 
regularly refer to the American belief in the uni-
versality of this right; to cite but one example, a 
March 2011 White House statement on Syria noted 
that, “The United States stands for a set of univer-
sal rights, including the freedom of expression and 
peaceful assembly.”8 The Obama administration’s 
2010 National Security Strategy specifically called 
for marshaling the Internet and other informa-
tion technologies to support freedom of expression 
abroad,9 and the Bush administration adopted a 
policy of maximizing access to information and 
ideas over the Internet.10 

America’s interest in promoting freedom via 
the Internet comes from the same fundamental 
belief in democratic values and human rights. 
Despite inevitable inconsistencies and difficult 
tradeoffs, the United States continues to sup-
port democracy. The Bush administration’s 2006 
National Security Strategy committed to support 
democratic institutions abroad through trans-
formational diplomacy.11 President Obama, after 
entering office with an evident desire to move away 
from the sweeping tone of his predecessor’s “free-
dom agenda,” nevertheless told the U.N. General 
Assembly in 2009 that “there are basic principles 
that are universal; there are certain truths which 
are self-evident – and the United States of America 
will never waver in our efforts to stand up for the 
right of people everywhere to determine their own 
destiny.”12 

To the extent that supporting Internet freedom 
advances America’s democracy-promotion agenda, 
the rationale for promoting online freedom is clear. 
However, cause and effect are not perfectly clear and 
the United States must choose its policies under con-
ditions of uncertainty. Both the Bush and Obama 
administrations have wagered that by promoting 
global Internet freedom the United States will not 
only operate according to universal values but will 
promote tools that may, on balance, benefit societies 
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over the autocrats that oppress them. Secretary of 
State Hillary Rodham Clinton urged countries to 
“join us in the bet we have made, a bet that an open 
Internet will lead to stronger, more prosperous 
countries.”13 Given the evidence we discuss through-
out this report, this bet is one worth making. 

Yet promoting Internet freedom inevitably 
requires the U.S. government to make tradeoffs 
with other national security and economic inter-
ests – a perennial challenge for a government 
pursuing competing priorities. After all, it is 
easier to support Internet freedom in countries 
in which the United States discerns few over-
arching strategic and economic interests than in 
countries where the United States has a robust 
and complex agenda. 

Consider China, for example. China engages in 
widespread Internet repression and hosts the 
world’s largest population of online users. But 
promoting Internet freedom there complicates 
American efforts to win Beijing’s support on an 
array of other issues, ranging from North Korea 
to Iran. And strengthening controls over the sale 
of American technologies to China could mean 
shutting U.S. companies out of the world’s larg-
est Internet market at a time when the American 
economy is still recovering from the recent 
financial crisis. 

The United States should promote Internet free-
dom abroad, but this policy does incur costs. 
Funding for Internet freedom programs uses 
scarce dollars. The Internet can empower violent 
radicals as well as peaceful reformers. There is no 
guarantee that supporting Internet freedom will 
enhance freedom or lead to greater democracy. Yet 
it is virtually certain that if the United States ceases 
its Internet freedom-related activities, the balance 
of online power would shift toward autocracies 
seeking to restrict their populations’ freedom. This 
alone should compel American officials to take 
Internet freedom seriously. 

A Brief History of the U.S. Government’s 
Internet Freedom Efforts
The U.S. government started pursuing an Internet 
freedom agenda during the second term of the 
George W. Bush administration. Congress began 
scrutinizing Internet freedom issues in 2005, 
focusing particularly on the private sector. Reports 
that a local Yahoo affiliate gave the email records 
of a journalist to Chinese authorities, which led 
to his 10-year prison sentence, prompted congres-
sional hearings that also included Microsoft and 
Google.14 The same year, Congressman Chris 
Smith, R-N.J., introduced the first version of his 
Global Internet Freedom Act, which would pro-
hibit exporting certain hardware and software to 
repressive regimes.15 In 2008, representatives from 
Cisco Systems, Inc. were asked to appear before 
the Senate Judiciary Committee to determine if 
the company knowingly sold routers to China for 
the purpose of controlling political dissent and 
strengthening the state’s Great Firewall.16 The 
Yahoo incident, together with Cisco’s sales and 
Google’s agreement to censor its search results in 
China, generated a larger discussion on Capitol 
Hill about whether the government should prohibit 
American technology companies from respond-
ing to politically motivated information requests 
or selling technology that could help governments 
commit human rights violations. After the so-
called Twitter revolution in Iran in 2009, Congress 
passed the Victims of Iranian Censorship (VOICE) 
Act, which authorized (but did not appropriate) 55 
million dollars for State Department programs that 
would help the Iranian people overcome electronic 
censorship and digital oppression.17 

The executive branch has also been increasingly 
active. In February 2006, then-Secretary of State 
Condoleezza Rice established the Global Internet 
Freedom Task Force (GIFT) as a way to coordi-
nate State Department efforts to promote Internet 
freedom and respond to Internet censorship.18 
Soon thereafter, then-Under Secretary of State for 
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Democracy and Global Affairs Paula Dobriansky 
announced that the State Department would hence-
forth include a country-level assessment of Internet 
freedom in its annual human rights reports. 

Like its predecessor, the Obama administration’s 
Internet freedom agenda goes well beyond funding 
firewall-evading technology. The State Department 
has bolstered its capacity to use its diplomatic, 
economic and technological resources to promote 
a free Internet. Clinton has established a team of 
experts, including a senior advisor for innovation, 
to develop creative ways to blend technology with 
traditional diplomatic and development efforts. 
In addition, the State Department re-launched its 
Internet freedom task force in 2010, rebranding 
it the “NetFreedom” Taskforce, and established a 
Coordinator for Cyber Issues in early 2011. The 
White House established a deputy chief technol-
ogy officer for Internet policy within the Office of 
Science and Technology Policy (OSTP) to coor-
dinate government-wide Internet and technology 
policy, including issues related to cyber security 
and Internet freedom. 

Clinton has led efforts to promote Internet freedom 
in the Obama administration. Evoking President 
Franklin Delano Roosevelt’s 1941 Four Freedoms 
speech, in 2010 Clinton added a fifth, the “freedom 
to connect – the idea that governments should not 
prevent people from connecting to the Internet, to 
websites or to each other.”19 In a second speech a 
year later, she pledged America’s “global commit-
ment to Internet freedom, to protect human rights 
online as we do offline,” including the freedoms of 
expression, assembly and association.20 

These speeches represent the clearest and most 
complete articulation of the U.S. government’s 
Internet freedom strategy, but questions remain. 
For example, does the government aim to pro-
mote the online freedoms of expression, assembly 
and association as intrinsic goods, regardless 
of whether their exercise engenders democratic 

change offline? Or does the U.S. government 
believe that, on balance, a freer Internet will 
promote democratic political change? The admin-
istration still lacks a clear message for precisely why 
it is undertaking efforts to promote online freedom 
in the first place, which has produced confusion 
about its overall approach to Internet freedom. 

Crafting the Message
In her 2011 speech, Clinton said, “There is a debate 
currently under way in some circles about whether 
the Internet is a force for liberation or repression. 
But I think that debate is largely beside the point.”21 
In fact, that is the key point – if the Internet is a 
force for repression, why should the United States 
support its freer use?

Administration officials emphasize that their 
policies support freedom of the Internet, not 
freedom via the Internet; these policies are not 
part of a broader democracy-promotion strat-
egy. In her 45-minute speech, Clinton used the 
term “democracy” just once, when defending the 
administration’s position on WikiLeaks. Instead, 
she said that the United States supports a free 
Internet because it helps build “strong” and “pros-
perous” states. She did not say that the Internet 
helps build freer or more democratic states.22 
Yet that is a key reason why the administration 
supports Internet freedom. It is the central motiva-
tion behind the State Department’s training and 
technology programs, which are aimed at online 
activists, dissidents and democracy-related NGOs. 

The U.S. government should clearly state why it 
promotes Internet freedom: Doing so accords with 
America’s longstanding tradition of promoting 
human rights, including freedoms of expression, 
association and assembly, and the United States 
is betting that access to an open Internet can 
foster elements of democracy in autocratic states. 
Officials can acknowledge the potential downsides, 
but they need not shy from publicly acknowledg-
ing the U.S. interest in democratization and the 
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hope that promoting Internet freedom can assist 
those who are pressing for liberal change abroad. 
The government should not discredit dissidents 
by suggesting that they are an arm of U.S. foreign 
policy, but refraining entirely from mentioning 
democracy in connection with Internet freedom 
risks undermining domestic support for its policies 
– including on Capitol Hill. And the current rhe-
torical ambivalence belies the increasingly robust 
– indeed, increasingly impressive – U.S. efforts to 
promote Internet freedom. 

At the same time, the United States should 
counter the view that Internet freedom is merely 
an American project cooked up in Washington, 
rather than a notion rooted in universal human 
rights. The United States promotes Internet 
freedom more actively than any other country, 
and is one of the only countries that actively 
funds circumvention technologies. It leads in 
promoting international norms and has made a 
greater effort than most to incorporate Internet 
freedom into its broader foreign policy. This has 
provoked concerns that American advocacy will 
taint the efforts of local activists. For example, 
Sami ben Gharbia, a prominent Netherlands-
based Tunisian blogger, has said, “Many people 
outside of the U.S., not only in the Arab world, 
have a strong feeling that the Internet Freedom 
mantra emitting from Washington D.C. is just a 
cover for strategic geopolitical agendas” and that 
this could threaten activists who accept support 
and funding.23 Autocratic governments routinely 
denounce Internet freedom-related activities as 
imposing American values, and some technol-
ogy companies and foundations have shied away 
from supporting circumvention and anonymity 
technologies because of their perceived tie to U.S. 
foreign policy.

The response to such concerns should not be to 
avoid any suggestion that Internet freedom is 
related to American support of democracy and 
human rights, but rather to internationalize the 

effort. Despite reservations from some, more than 
5,000 foreign activists and others have accepted 
Internet-related training funded by the State 
Department, and many more employ U.S. govern-
ment-funded technology. 24 Many governments 
have not yet formulated policies in this area, but 
some are expressing growing interest in doing so, 
including several European countries and the EU. 
To the extent that foreign governments advocate 
for Internet freedom and foreign corporations join 
such efforts as the GNI and international organiza-
tions promote new norms, the United States will 
be able to make a stronger argument that Internet 
freedom is truly a global effort.
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I I I .  I nternet        F ree   d o m  
an  d  P o l itica     l  C hange   

The Internet’s potential as a tool for political 
change captivated top foreign policy officials 
in 2009 during what was quickly dubbed Iran’s 
Twitter Revolution. The new awareness grew as 
protestors used the Internet and text messages to 
spread information and coordinate efforts, and 
was crystallized by the viral movement of a video 
depicting the brutal slaying of a young Iranian 
student, Neda Agha-Soltan. The video, which 
was captured on a mobile phone and uploaded 
to YouTube, traveled across the Web and onto 
local and satellite television, prompting Obama 
to express his outrage at the killing. When the 
president of the United States uses a White House 
press conference to address material uploaded to 
YouTube, something fundamental has changed in 
the nature of modern communications. 

The focus on Internet freedom grew as the Arab 
Spring gathered momentum a year and a half later. 
The wave of revolts across the Arab world, begin-
ning in Tunisia, then sweeping across Egypt and 
into Libya, Bahrain, Yemen, Syria and elsewhere 
were fueled in part by activists using tools such as 
Facebook, Twitter, SMS (text messaging) and other 
platforms. Several regimes took draconian steps to 
stop online organizing and communication. The 
sense grew that the Internet mattered, but just how 
it mattered was not totally clear. 

In a sense, the Internet represents just the latest 
part of a story that has unfolded for centuries. 
Communication technologies have played signifi-
cant roles in political movements since antiquity, 
from the printing press that empowered the 
Reformation, cassette tapes distributed by Iranian 
revolutionaries in 1979, to fax machines used by 
Poland’s Solidarity movement and satellite televi-
sion today. But the global nature of the Internet, 
its very low barrier to entry, its speed and the 
degree to which it empowers the individual all 

make it qualitatively different from earlier tech-
nologies. The Internet itself has become the focus 
of attention by dictators, democracy activists and 
observers around the world. 

Does Internet Freedom Lead to Democracy?
The United States promotes Internet freedom 
because Americans believe in the freedom of 
expression, in any medium. The country also 
promotes it because American leaders have bet 
that, on balance, the increased availability of new, 
unfettered communications technologies abets the 
spread of democracy. But does it?

Here we use the term “democracy” to mean a polit-
ical system that is transparent and accountable to 
the public through free and fair elections; includes 
active political participation by the citizenry; 
protects human rights; and maintains a rule of 
law that is fair to all citizens.25 This is obviously an 
ideal, and democratic systems exhibit many varia-
tions, but this definition offers a useful standard 
for measuring potential progress. 

Experts remain deeply divided, as shown in the 
text box on the following page, as to whether 
unbridled access to the Internet can help transform 
authoritarian regimes over time and bring greater 
freedom to once-closed societies. Most attempts 
to assess its impact rely on case studies, anecdotes 
or theory. The novelty of the phenomenon and the 
few and widely varying data points pose notable 
analytical challenges, and assessments require 
a certain amount of subjective interpretation. 
Facebook clearly played a major role in building an 
opposition to the Hosni Mubarak regime in Egypt 
and in organizing protests. But after the govern-
ment shut off the Internet, protests became bigger, 
not smaller. So did this demonstrate the Internet’s 
limited role as a tool of agitation? Or did the 
shutoff of cherished online tools itself spur enraged 
citizens to demonstrate instead of staying home 
(possibly in front of a computer)? 
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Optimists
“The Internet is above all the most fantastic means of 
breaking down the walls that close us off from one 
another. For the oppressed peoples of the world, 
the Internet provides power beyond their wildest 
hopes.”26

Bernard Kouchner  
Former French Foreign Minister

“It does make a difference when people inside closed 
regimes get access to information –  which is why 
dictatorships make such efforts to block comprehen-
sive Internet access … [promoting Internet freedom] 
would be a cheap and effective way of standing with 
Iranians while chipping away at the 21st-century walls 
of dictatorship.”27 

Nicholas Kristof  
The New York Times columnist

“The Internet is possibly one of the greatest tools for 
democratization and individual freedom that we’ve 
ever seen.”28

Condoleezza Rice  
Former Secretary of State

“Without Twitter, the people of Iran would not have 
felt empowered and confident to stand up for free-
dom and democracy.”29

Mark Pfeifle  
Former Deputy National Security Advisor

“If you want to liberate a society, just give them the 
Internet.”30

Wael Ghonim  
Egyptian Google Executive  

and democracy activist

Does the Internet Promote Democracy?

It has become axiomatic to say that the Internet does 
not itself create democracies or overthrow regimes; 
people do. This is obviously true, but if new commu-
nications tools do matter – and there appears to be at 
least nascent evidence that they do – then they can play 
a role in several distinct ways. An important report 
issued by the United States Institute of Peace (USIP) 

presented a useful framework for examining how new 
communications technologies might affect political 
action. The paper identifies five distinct mechanisms 
through which the Internet might promote (or be used 
by regimes to block) democratic progress.36 Here we 
deepen the analysis of these mechanisms and add two 
additional factors that affect them. 

Skeptics
“The idea that the Internet favors the oppressed 
rather than the oppressor is marred by what I call 
cyber-utopianism: a naïve belief in the emancipatory 
nature of online communication that rests on a stub-
born refusal to admit its downside.”31

Evgeny Morozov  
Author of The Net Delusion

“The platforms of social media are built around weak 
ties … weak ties seldom lead to high-risk activism.”32

Malcolm Gladwell  
The New Yorker staff writer

“Democracy isn’t just a tweet away.”33 
Jeffrey Gedmin  

Former President of Radio Free Europe/Radio Liberty

“It is time to get Twitter’s role in the events in Iran 
right. Simply put: There was no Twitter Revolution 
inside Iran.”34

Golnaz Esfandiari  
Senior Correspondent for Radio Free Europe/Radio Liberty

“Techno-optimists appear to ignore the fact that 
these tools are value neutral; there is nothing inher-
ently pro-democratic about them. To use them is to 
exercise a form of freedom, but it is not necessarily a 
freedom that promotes the freedom of others.”35

Ian Bremmer  
President of the Eurasia Group
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The Internet may affect individuals, by altering or 
reinforcing their political attitudes, making them 
more attuned to political events, and enabling them 
to participate in politics to a greater degree than 
they could otherwise. This does not automatically 
translate into a more activist population; as the 
USIP study notes, it could actually make citizens 
more passive by diverting their attention away from 
offline political activism and toward less significant 
online activity.37 Some have called this “slacktiv-
ism,” exemplified by the millions of individuals who 
signed online petitions to end genocide in Darfur 
but who took no further action.38 At the same time, 
individuals freely expressing themselves on the 
Internet are exercising a basic democratic right. As 
democracy scholar Larry Diamond points out, used 
in this way, the Internet can help “widen the public 
sphere, creating a more pluralistic and autonomous 
arena of news, commentary and information.”39 
It can also serve as an instrument through which 
individuals can push for transparency and govern-
ment accountability, both of which are hallmarks of 
mature democracies.40 

New media might also affect intergroup relations, 
by generating new connections among individu-
als, spreading information and bringing together 
people and groups. (Some have worried about the 
opposite effect – the tendency of the Internet to 
polarize individuals and groups around particu-
lar ideological tendencies.)41 This may occur not 
only within countries, but also among them; the 
protests in Tunisia sparked a clear rise in political 
consciousness and activism across the Arab world 
– much of it facilitated by Internet-based commu-
nications and satellite television.42 It may also take 
place over a long period of time; Clay Shirky, an 
expert at New York University, argues that a “den-
sifying of the public sphere” may need to occur 
before an uprising turns into a revolution.43

New communications technologies could also 
affect collective action, by helping change opinion 
and making it easier for individuals and groups 

to organize protests in repressive countries. 
Unconnected individuals dissatisfied with the 
prevailing politics may realize that others share 
their views, which might form the basis for col-
lective action.44 Relatively small groups, elites or 
other motivated dissidents might use the Internet 
to communicate or organize protests. Even if the 
number of committed online activists is small, they 
might nevertheless disseminate information to the 
general population or inspire more widespread 
protests.45 Again, it is important to distinguish 
such action from group “slacktivism;” as the 
successful protests in Egypt showed, the regime 
only began to teeter when thousands of citizens 
physically occupied Tahrir Square. Though initial 
protests may have been organized via Facebook, 
the Mubarak government would still be in power if 
the protests had been confined only to cyberspace.

These new technologies clearly affect regime 
policies as well. Governments have employed a 
huge array of techniques aimed at controlling the 
Internet and ensuring that their political oppo-
nents cannot use it freely. This goes well beyond 
censorship, which garners the bulk of popular 
attention. Autocracies also regularly monitor dissi-
dent communications; mobilize regime defenders; 
spread propaganda and false information designed 
to disrupt protests and outside groups; infiltrate 
social movements; and disable dissident websites, 
communications tools and databases. These and 
other practices can also induce self-censorship and 
other forms of self-restraint by publishers, activists, 
online commentators and opposition politicians. 

Autocrats can also turn dissidents’ use of the 
Internet against them. In Iran, for example, users 
of social media – which linked their accounts to 
those of other protestors – inadvertently created 
a virtual catalogue of political opponents that 
enabled the government to identify and persecute 
individuals. The regime established a website that 
published photos of protestors and used crowd 
sourcing to identify the individuals’ names.46 
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Similarly, the Revolutionary Guard reportedly 
sent intimidating messages to those who posted 
pro-opposition messages and forced some citi-
zens entering the country to open their Facebook 
accounts upon arrival.47 In the midst of the 
Arab protests, Syria allowed its citizens to access 
Facebook and YouTube for the first time in three 
years. Some human rights activists suspected that 
the government made the change precisely in order 
to monitor people and activities on these sites.48

Similarly, shortly after the Egyptian government 
lifted its Internet blackout in early 2011, pro-Muba-
rak supporters disrupted planned demonstrations 
by posting messages on Facebook and Twitter 
saying that the protests had been canceled.49 The 
government reportedly sent Facebook messages to 
citizens urging them not to attend protests because 
doing so would harm the Egyptian economy.50 In 
the same vein, the Chinese government employs 
an estimated 250,000 “50 Cent Party” members 
who are paid a small sum each time they post 
a pro-government message online.51 And after 
an anonymous post on the U.S.-based Chinese 
language website Boxun.com called on activists 
to stage China’s own “Jasmine Revolution,” no 
demonstrators turned up at the rally point – but it 
was flooded with security teams and plainclothes 
officers.52 Some speculated that Chinese officials 
themselves may have authored the anonymous 
posting in an effort to draw out political dissi-
dents.53 While no evidence has emerged to support 
the claim, it is not hard to imagine such an attempt 
taking place in the future. 

Autocracies are engaged in “offline” attempts to 
repress Internet use, as well. Saudi Arabia, for 
example, has not only blocked websites but also 
placed hidden cameras in Internet cafes aimed 
at monitoring user behavior and required cafe 
owners to give their customer lists to government 
officials.54 China requires users to register their 
identification upon entry to a cybercafe.55 And 
Libyan officials simply demanded that refugees 

fleeing the recent fighting turn over their cell-
phones or SIM cards at border checkpoints.56

Beyond these effects, new media can affect external 
attention, by transmitting images and informa-
tion to the outside world, beyond the control of 
government-run media and regime censorship and 
spin. Such attention can mobilize sympathy for 
protestors or hostility toward repressive regimes,57 
as occurred when the video of Neda Agha-Soltan 
moved from YouTube to mainstream media. 
Digital videos and information may also have a 
rebound effect; information transmitted out of 
Egypt and Libya by social networking and video-
hosting sites during the protests in those countries 
made its way back in via widely watched satellite 
broadcasts. This effect could be particularly pro-
nounced in countries like Yemen, where Internet 
penetration is low but Al Jazeera is widely viewed. 
Similarly, print journalists have found sources and 
stories through social media and have used the 
same media to push their articles out to the world. 

In addition to the five mechanisms laid out by 
USIP and noted above, we observe two additional 
factors that affect them in various ways. 

The economic impact of the Internet might affect 
the degree of democratization in a country. The 
Internet has increased labor productivity and corre-
sponding economic growth, which may help middle 
classes emerge in developing countries.58 Because 
new middle classes tend to agitate for democratic 
rights, new technologies could indirectly promote 
democratization. In 2011, Clinton referenced a 
related dynamic, the “dictator’s dilemma,” stating 
that autocrats “will have to choose between let-
ting the walls fall or paying the price to keep them 
standing … by resorting to greater oppression and 
enduring the escalating opportunity cost of missing 
out on the ideas that have been blocked and people 
who have been disappeared.”59 In other words, an 
autocrat can either repress the Internet or enjoy its 
full economic benefits, but not both. 
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Whether the “dictator’s dilemma” actually exists 
remains unknown. There are certainly clear 
individual instances where Internet repression 
has damaged a nation’s economy; Experts from 
the Organisation for Economic Co-operation and 
Development (OECD) have estimated that Egypt’s 
five-day Internet shutdown cost the country at least 
90 million dollars, a figure that does not include 
e-commerce, tourism or other businesses that rely 
on Internet connectivity.60 But China seems to pro-
vide a powerful counterexample since it severely 
represses the Internet while enjoying extraordi-
narily high rates of sustained economic growth. 
Indeed, China appears to have used its restrictive 
Internet practices to squeeze out international 
competition and generate conditions where only 
domestic companies – ones that adhere to the 
government’s stringent censorship and monitor-
ing practices – can thrive. China’s largest domestic 
search engine, Baidu, exercises strict controls on 
content but has thrived since Google pulled out 
of China in January 2010. China may be an out-
lier; the massive financial and human resources 
it devotes to online control may not be replicable 
elsewhere. Other countries may be left with blunter 
forms of repression that degrade both the Internet’s 
economic and political effects. 

In addition to the political and economic effects 
described above, new technologies can acceler-
ate each of them. Google’s Eric Schmidt and Jared 
Cohen have argued that faster computer power 
combined with the “many to many” geometry of 
social media empowers individuals and groups 
at the expense of governments and that this, in 
turn, increases the rate of change.61 Dissidents can 
identify one another, share information, organize 
and connect with leaders and with external actors, 
all easier and faster than ever before.62 Indeed, one 
hallmark of the 2011 Arab Spring was the astonish-
ing rate of change as popular protests threatened 
or toppled governments that had been in power for 
decades in a matter of weeks.63 

Again, the local political context is critical. The 
medium may be global, but whether and how it 
enables individuals to foster democratic change 
largely depends on a wide array of local variables, 
including opposition leadership, the existence of 
civil society institutions, the willingness of the 
regime to crack down on dissident activity, and so 
forth. In Tunisia and Egypt for example, tens of 
thousands of protestors responded to protest event 
pages on Facebook by taking to the streets. Yet in 
other Arab states, a call on Facebook for a “day 
of rage” did not have the same pronounced influ-
ence. The degree of openness in the local political 
system, the discontent among the population, 
the willingness of the government to use coercive 
means to stop democratic activism, the role of 
minorities and other local factors all matter greatly. 

The Internet does not automatically promote 
democratization; Iran’s Twitter revolution led 
to no reforms while Egypt’s Facebook revolu-
tion toppled the Mubarak regime. Furthermore, 
the technology itself is agnostic; the same online 
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tools that empower dissidents can aid dictators in 
their oppression. In the short run, at least, a freer 
Internet does not automatically translate into more 
liberal political systems. 

Yet some case studies do demonstrate the Internet’s 
profound potential: that access to an open Internet 
can help countries slide away from authoritarian-
ism and toward democracy. Events in Iran, Tunisia, 
Egypt and elsewhere suggest that the Internet and 
related technologies (such as SMS) have indeed 
served as critical tools for organizing protests, 
spreading information among dissident parties 
and transmitting images and information to the 
outside world – some of which moved onto satellite 
television channels, further boosting their influ-
ence.64 And while experts continue to argue about 
the precise effect, they tend to agree that social 
media tools have made revolutions in the Middle 
East easier and speedier than they would have 
otherwise been.65 

Perhaps the most compelling link between a free 
Internet and democratization is also the simplest: 
Both dissidents and dictatorships abroad seem to 
believe that the Internet can have a transforma-
tive role, and they act on that basis. Dictatorships 
expend enormous time and resources to clamp 
down on online activity, and more than 40 coun-
tries actively censor the Internet or engage in 
other forms of significant Internet repression.66 
Meanwhile, millions of individuals use proxy serv-
ers and other circumvention and anonymity tools 
to evade censorship and monitoring. During the 
2009 presidential campaign in Iran, for example, 
both President Mahmoud Ahmadinejad and his 
opponent, Mir-Hussein Mousavi, cited the Internet 
as a tool through which the liberal opposition 
could mobilize support.67 It is unlikely they were 
both wrong. While the effect of the Internet will 
depend on local conditions, there are indeed rea-
sonable grounds for believing that a free Internet 
can help empower individuals to press for more 
liberal political systems. 

I V.  H o w  the    U. S .  G o vern    m ent   
P r o m otes    I nternet        F ree   d o m

The U.S. government promotes Internet freedom 
in five main ways: providing Internet technolo-
gies, shaping international norms, encouraging the 
private sector to expand its role, using economic 
diplomacy and reforming export controls. 

Providing Internet Technologies
As autocracies attempt to censor, identify, 
intimidate and monitor online users, the U.S. 
government provides technologies that allow indi-
viduals living in repressive environments to freely 
access online information. The U.S. government 
funds these technologies because, at present, the 
marketplace is highly unlikely to supply them on 
its own. The private sector has few financial incen-
tives to do so – it is difficult to charge anonymous 
subscribers or sell ads in closed societies – and very 
few foreign governments, NGOs or foundations 
have funded them to date. 

A variety of circumvention technologies enable 
dissidents to penetrate firewalls and access blocked 
websites and censored information. Each tool 
employs the same basic method: It routes a user’s 
request through an unblocked webpage in order 
to access banned content. For instance, a user in 
China who cannot access The New York Times 
website could instead reach a proxy site that could 
then obtain information from the Times website. 

Freegate and Ultrasurf, for example, were designed 
to circumvent China’s Great Firewall by taking 
advantage of open proxies – proxy servers avail-
able to anyone on the Internet – which serve as a 
forwarding service to bypass restrictive firewalls. 
Though Freegate and Ultrasurf, both of which have 
received U.S. government funding, were designed 
for use in China, some users are located in other 
countries, including Iran.68 

Psiphon is another circumvention tool that relies 
on a worldwide network of servers to enable 
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By Jacqueline Koo, 
Joseph S. Nye, Jr. Intern

The 2009 Green Revolution in Iran 
and the 2011 Arab Spring repre-
sented watershed events for many 
foreign policy makers who are only 
beginning to grapple with issues 
surrounding Internet freedom. 
Yet using new communications 
technologies as a tool for politi-
cal transformation began over a 
decade ago. Numerous examples 
demonstrate how Internet and 
mobile phone technology can be 
used to facilitate protests and even 
revolution in countries around the 
world. Some succeeded in bringing 
about change, while others did not.

In January 2001, while Philippine 
President Joseph Estrada was on 
trial for impeachment, thousands 
of Filipinos protested the unwilling-
ness of loyalist senators to present 
the evidence against him. The 
protests were partly organized 
by text messaging – some seven 
million messages were sent dur-
ing the week of the trial – which 
helped assemble over one million 
protesters at a major crossroad in 
Manila. Startled by the protests, the 
senators reversed the decision and 
released the evidence, resulting in 
Estrada’s impeachment.69

In fall 2004, a series of popular 
uprisings that became known 
as the Orange Revolution in 
Ukraine were largely shaped by 
pro-democracy activists using the 
Internet to protest a fraudulent 
presidential election. Social activ-
ists used the Internet and text 

messaging on mobile phones as 
platforms for uncensored political 
dialogue and as a way to organize 
protests. The activists also set 
up election-monitoring training 
through pro-democracy websites, 
which was pivotal in helping collect 
evidence of the fraudulent elec-
tion.70 The street protests forced a 
new election that brought Viktor 
Yushchenko, a democratic reformer, 
to power.71

In February 2005, the assassination 
of former Lebanese Prime Minister 
Rafik Hariri sparked a series of 
anti-Syrian demonstrations, known 
collectively as the Cedar Revolution, 
that were reportedly organized 
via text messages and emails. The 
demonstrators used cellphones 
equipped with digital cameras to 
take on-the-ground pictures, which 
were then sent to news organiza-
tions and friends who uploaded 
them to websites in order to show 
what was happening to the rest of 
the world.72 The demonstrations 
ultimately led to the withdrawal of 
all Syrian troops from Lebanon.

In February 2008, an unemployed 
engineer began a campaign via 
Facebook, “One Million Voices 
Against FARC,” to marshal mil-
lions of protestors opposed to the 
violent tactics of the Colombian 
Revolutionary Armed Forces’ 
(FARC) and its holding of some 700 
hostages. The organizers utilized 
email, Google Docs, instant mes-
saging systems and Skype to 
communicate with other organizers 
in other cities and with members of 
the Colombian diaspora abroad,73 

resulting in simultaneous demon-
strations in 27 Columbian cities and 
104 cities around the world.74 The 
FARC has been weakened, largely 
through Colombian government 
operations, but remains the hemi-
sphere’s largest insurgent group.

In April 2008, young Egyptian 
activists protested to support a 
labor strike in an industrial town. 
The campaign was organized via 
Facebook and was called the “April 6 
Youth Movement,” after the day that 
the labor strike was held. In spring 
2008, the Facebook group boasted 
over 100,000 members. The pro-
test itself was quickly contained by 
security forces, which dampened the 
overall enthusiasm of the movement 
among its members.75 Nevertheless, 
the online forum retained a mem-
bership of over 70,000 youth by 
January 2009, most of whom were 
not politically involved before join-
ing the movement, and facilitated 
heated political dialogue among its 
members. 

In April 2009, anti-communist activ-
ists in Moldova protested allegedly 
fraudulent parliamentary elections 
in which the Party of Communists 
won a majority of seats. The activ-
ists organized protests through a 
variety of social media platforms, 
including Twitter, LiveJournal (a 
popular eastern European social 
networking site) and Facebook. 
Demonstrators reportedly orga-
nized flash mobs – large, brief 
demonstrations assembled sud-
denly in a public space – by text 
message.76 In response to the week-
long protests, President Vladimir 

The Role of the Internet in Political Movements: A Brief History
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Cuba
Internet activity in Cuba – where 
less than 13 percent of the popula-
tion had access in 2009 – has been 
severely stifled due to government 
monitoring and steep penalties for 
online dissent, resulting in a culture of 
self-censorship among users. 

Colombia
In February 2008, an unemployed engi-
neer’s Facebook campaign, “One Million 
Voices Against FARC,” marshaled mil-
lions of demonstrators in 27 Colombian 
cities and 104 cities around the world in 
opposition to kidnappings and violence 
carried out by the Colombian Revolu-
tionary Armed Forces (FARC). 

Moldova
Moldovan activists organized protests 
and flash mobs in part through social 
media platforms to denounce April 
2009 parliamentary election results, 
alleging fraud against the Party of 
Communists. 

Tunisia and Egypt
The December 2010 “Jasmine Revolu-
tion” in Tunisia and the January 2011 
revolution in Egypt witnessed activists 
employing Facebook and other social 
media platforms to organize demon-
strations against authoritarian rule. 

T he   P r o m ise    an  d  P eri   l s  o f  the    I nternet     
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Ukraine
The fall 2004 Orange Revolution, a 
series of demonstrations alleging 
fraud in presidential elections, was 
largely organized through the Inter-
net and mobile phone text messages, 
and prompted a new election that 
brought to power Viktor Yushchenko, 
a democratic reformer.

Iran
The June 2009 “Twitter Revolution” 
involved activists uploading mobile 
phone videos to YouTube that were 
replayed on satellite television, as 
well as activists using social media to 
organize efforts and show the world 
the regime’s brutal repression. 

Kyrgyzstan
In April 2010, Twitter and other social 
media platforms helped bring at-
tention to protests against President 
Kurmanbek Bakiyev’s administration, 
contributing to pressure for President 
Bakiyev’s resignation. 

China
Beijing wields one the world’s largest 
and most sophisticated systems – the 
“Great Firewall” – for filtering and 
blocking Internet traffic, while employ-
ing about 250,000 “Fifty Cent Party” 
members who post pro-Chinese Com-
munist Party propaganda online. 

Burma
Burmese cyber dissidents have used 
the Internet to upload videos of anti-
government demonstrations and, as 
during the 2007 Saffron Revolution, 
have been known to send digital files 
across the border to be uploaded 
from foreign computers.

Philippines
In January 2001, text message-
organized protests brought together 
one million demonstrators urging the 
Philippine Senate to release evidence 
that would later be used to impeach 
President Joseph Estrada.  

Lebanon
In February 2006, following the as-
sassination of former Lebanese Prime 
Minister Rafik Hariri, anti-Syrian dem-
onstrations, organized in part by text 
messages and emails, ultimately led 
to the withdrawal of all Syrian troops 
from Lebanon. 
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Voronin called for a recount, and 
the electoral commission found 
no evidence of fraud. The Party of 
Communists proceeded to take the 
majority of seats in Parliament but, 
weakened by the protests, failed to 
elect a prime minister.77 The presi-
dent dissolved Parliament three 
months later.

In June 2009, supporters of the 
opposition candidate, Mir-Hossein 
Mousavi, staged massive protests 
challenging the results of the 
Iranian presidential election that 
named the incumbent President 
Mahmoud Ahmadinejad the winner. 
The protests known as the Green 
Revolution were also nicknamed the 
“Twitter Revolution” for the role that 
Twitter and other Internet-based 
social networking sites reportedly 
played in facilitating communica-
tion within Iran and with the rest of 
the world. The demonstrations were 
put down with brutal force and the 
revolution failed.

In April 2010, a series of riots and 
demonstrations took place in 
Kyrgyzstan stemming from dis-
satisfaction and anger against 
President Kurmanbek Bakiyev’s 
administration. Observers have 
offered differing perspectives on 
the role social media played during 
the Kyrgyz protests (with some, for 
instance, arguing that platforms 
such as Twitter were more effective 
in broadcasting the demonstra-
tions than in organizing them).78 A 
general consensus exists, however, 
that Twitter and other social media 
platforms helped bring attention 
to the revolt and contributed to 
mounting pressure for Bakiyev to 
step down. 

In December 2010, Tunisians 
took to the streets protesting 
high unemployment, high food 
prices, corruption and the lack of 
freedom of speech, and called for 
President Zine el-Abidine Ben Ali 
to step down. These protests were 
dubbed the “Jasmine Revolution,” 
but were also called the “Facebook 
Revolution.”79 The protests were 
spearheaded by a number of young 
bloggers that employed Facebook, 
Twitter, blogging sites and email 
to organize protests nation-wide.80 
On January 14, 2011, after 28 days 
of protests, Ben Ali dissolved the 
Parliament and then resigned, end-
ing his 23-year rule. 

In January 2011, Egyptians took part 
in peaceful mass demonstrations 
and strikes calling for President 
Hosni Mubarak to step down, 
actions that escalated into violent 
clashes with the police. The protests 
were organized through the “We 
Are All Khaled Said” Facebook page, 
named after a young blogger who 
was beaten to death by police in 
June 2010, and whose death fueled 
the outrage surrounding the initial 
revolts.81 Over 2 million people pro-
tested in Cairo’s Tahrir Square and 
protests were held in several other 
major Egyptian cities.82 Observing 
the protestors’ use of social media, 
the Mubarak regime shut down 
nearly all Internet and cellphone 
service within the country for five 
days.83 The shutdown backfired – 
the protests grew enormously and 
the move prompted both interna-
tional condemnation and domestic 
outrage.84 On February 11, Mubarak 
stepped down after 30 years of 
power and handed control to mili-
tary leaders.

As of this writing, mass protests 
continue in countries across 
the Middle East. The role of the 
Internet in influencing and facilitat-
ing these demonstrations varies by 
country, and the extent to which 
the protests will ultimately cause 
political change remains unclear. 
However, these examples show 
that the Internet gives activists 
in closed societies tools through 
which to express dissent and unite 
individuals at an unprecedented 
pace and scale, and will undoubt-
edly serve as a tool for political 
action – among both protestors 
and the regimes they oppose – for 
the foreseeable future. 
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restricted users to reroute their requests around 
firewalls. While these tools allow users to puncture 
firewalls, they do not provide absolute anonym-
ity. Users may still be exposed to state surveillance 
practices, especially in countries where Internet 
service providers are required to retain data on 
user activity – a virtual paper trail of what websites 
each user has visited.85 They have another draw-
back as well: They cannot access content within a 
country that censors.  

Other technologies help users maintain their ano-
nymity in the face of a regime’s watchful eye. The 
Tor Project, which received nearly 750,000 dollars 
from the U.S. government between 2006 and 2010, 
has developed one notable tool.86 Tor uses a net-
work in which encrypted messages pass through 
several network nodes known as “onion routers” 
that then peel away layers of encryption as infor-
mation is transmitted among proxy servers around 
the world. The network allows users to hide their 
location from websites they are visiting, enabling 
them to evade governments and others attempt-
ing to trace their location. For example, a Tor user 
in Iran might appear as on a website registry as a 
user in Germany if the last proxy server used were 
located in Germany. In addition, virtual private 
networks (VPNs) encrypt and tunnel all Internet 
traffic through a proxy, enabling their users to cir-
cumvent firewalls and use webmail, chat and other 
online communication services.87 Most VPNs are 
available for a nominal subscription fee. One popu-
lar VPN, Hotspot Shield, uses ads in lieu of a fee, 
allowing users to subscribe to the service for free. 

Other technological tools enhance the ability of 
dissidents and activists to use the Internet freely. 
Software exists to help protect websites against 
DDoS attacks, which can be launched by auto-
cratic regimes or patriotic hackers (individuals or 
groups who express nationalistic pride by attack-
ing foreign government or dissident websites) by 
sending millions of page requests per second to a 
site, thereby overloading and crashing its servers. 

Other available tools help secure online databases 
(of human rights abuses, for example), provide 
mirror sites to keep websites live during an attack 
and archive uploaded data so that it can be easily 
reposted after a website returns to service. In addi-
tion, as mobile technology increasingly becomes a 
main platform for online activity, there is greater 
interest in secure cellphones and encrypted mobile 
communications. In a positive move, the State 
Department is supporting the development of 
an innovative application that would allow pro-
democracy activists to hit a “panic button” before 
their mobile phones are confiscated, erasing their 
address book and sending emergency alerts to 
other campaigners.88 

Yet such tools cannot be used effectively by activ-
ists who lack the skills to employ them, and they 
can actually be dangerous. Used improperly, they 
may give users a false sense of security or expose 
their users identities and online actions to authori-
ties. As with other elements of American human 
rights advocacy, only individuals on the ground 
can calculate their personal risks and decide which 
are worth taking. However, the United States has a 
responsibility to ensure that users of technologies 
it funds make decisions that are as fully informed 
as possible. It also has a responsibility to ensure 
that the tools it supports work as advertised. This 
requires, in part, subjecting any U.S. government-
funded circumvention technologies to rigorous 
analysis before they are deployed to ensure they do 
not contain vulnerabilities that could be exploited 
by authoritarian regimes. To do otherwise poten-
tially subjects dissidents to grave threat. (See “The 
Dilemmas of Digital Technology” text box.) 

Properly using new technologies must also 
continue to be part of the substantial training 
programs funded by the U.S. government. Some 
of this training focuses on building the online 
resilience of activist organizations, to help them 
respond when they are victims of an attack and 
to reboot their systems in a timely fashion. Other 
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A key element of the U.S. govern-
ment’s Internet freedom agenda 
involves providing circumvention 
and anonymity technologies to 
cyber dissidents in closed societies. 
However, each of these technolo-
gies poses an array of technical and 
political dilemmas. While such tools 
can be highly effective in helping 
individuals living under dictator-
ship access the uncensored Internet, 
determining just how to do so can 
be very difficult indeed. Two tech-
nologies – Haystack and Freegate 
– demonstrate these dilemmas. The 
former shows the vital importance of 
ensuring that a digital tool works as 
advertised; the latter illustrates the 
diplomatic tensions that result from 
supporting these technologies. 

Haystack
In June 2009, in the midst of wide-
spread protests in Iran, Austin Heap, 
a 25-year old software engineer in 
San Francisco, announced that he 
had developed a circumvention tool 
called Haystack that would help Ira-
nian dissidents evade their govern-
ment’s draconian Internet censorship 
filters. “It’s completely secure for the 
user so the government can’t snoop 
on them,” Heap said. “We use many 
anonymizing steps so that identities 
are masked and it is as safe as pos-
sible so people have a safe way to 
communicate with the world.”89 

Haystack quickly became a sensation 
in the mainstream media and Heap 
even received the Guardian’s “Inno-
vator of the Year Award.”90 Haystack 
caught the eye of the State Depart-
ment, and in March 2010 the Trea-
sury Department issued a license to 
distribute the software in Iran.91 Yet 

while Heap touted the software’s 
strong security features, the technol-
ogy did not undergo rigorous techni-
cal testing or peer review and, as a 
result, it went live in summer 2010 
with serious design flaws.92 

An independent team cracked 
Haystack’s code within six hours of its 
public release and determined that the 
government of Iran would have been 
able to discern users’ location and 
identities.93 As a result, the Haystack 
program was disbanded in Septem-
ber 2010. As the U.S. government 
increases its funding for circumvention 
and anonymity technologies, it must 
subject them to rigorous technical 
review and independent evaluation 
– including by outside experts when 
necessary – before they are deployed. 
To do otherwise risks not only wasting 
taxpayer dollars, but also putting dis-
sidents and activists at risk.

Freegate
Freegate shows the challenges of 
balancing Internet freedom efforts 
with broader foreign policy pri-
orities. Freegate is a censorship cir-
cumvention tool developed by the 
U.S.-based Global Internet Freedom 
Consortium (GIFC), an organization 
run by the Falun Gong, a Chinese 
spiritual group that Beijing labels a 
terrorist organization. The software 
is aimed at enabling users in China 
to puncture the regime’s Great Fire-
wall, but it has also been accessed 
by users in other countries; more 
than a million Iranian users report-
edly employed it in June 2009.94 
Freegate and its sister software, Ul-
trasurf, also developed by the GIFC, 
report that they have, combined, 
500,000 to 1 million monthly users.95 

In 2010, the State Department trans-
ferred 1.5 million dollars to the Broad-
casting Board of Governors (BBG) to 
support Freegate and another GIFC 
tool, Ultrareach, drawing a predict-
ably angry response from Beijing. 
A Chinese government spokesper-
son said the GIFC and Falun Gong 
are “bent on vilifying the Chinese 
government with fabricated lies, 
undermining Chinese social stability 
and sabotaging China-U.S. relations” 
and that the Chinese government is 
“strongly opposed to the U.S. govern-
ment providing whatever assistance 
to such an anti-China organization.”96 
GIFC supporters have lobbied Capitol 
Hill for financial support to expand 
its existing infrastructure, noting 
that GIFC had to restrict use of the 
software by Iranians not long after the 
2009 protests subsided because of 
limited server capacity. 

Funding groups associated with the 
Falun Gong poses obvious complica-
tions for U.S. relations with China. Giv-
en Beijing’s deeply negative view of 
the spiritual group, supporting Falun 
Gong volunteers as they circumvent 
the Chinese firewall stresses the coun-
tries’ complex bilateral ties. Indeed, 
some see the State Department’s 
decision to fund Freegate through 
the BBG as an attempt to distance its 
diplomatic efforts from its support for 
GIFC-related efforts.97 Given the high 
performance of these technologies 
and their popularity, stress on the 
relationship may be worth the cost 
to the United States, but as funding 
for new programming continues to 
increase, the government should 
make a concerted effort to diversify 
the technologies it supports.  

The Dilemmas of Digital Technology: The Cases of Haystack and Freegate
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basic technical training teaches users how to 
identify and verify certificate authorities and 
Secure Socket Layer (SSL) certificates – the pop-
up boxes that verify the authenticity and security 
of a website – to help minimize the number of 
state surveillance intrusions that users inadver-
tently authorize. Still other programs teach basic 
“cyber hygiene” practices to activists who may 
not be technologically proficient, which include 
constructing strong passwords, avoiding key-
stroke logging in Internet cafes, preventing the 
inadvertent download of malicious code and using 
Hypertext Transfer Protocol Secure (HTTPS), 
which encrypts online sessions. 

The State Department has spent approximately 20 
million dollars since 2008 on programs to develop 
circumvention technologies and promote digital 
activism, and planned to award more than 25 mil-
lion dollars in additional funding in 2011.98 The 
State Department has been criticized for delays in 
disbursing funding for Internet-freedom related 
technologies. According to a congressional report, 
the State Department received 50 million dollars in 
appropriations for Internet freedom programming 
since Fiscal Year 2008, but had disbursed less than 
half by February 2011.99 Partly as a result, in April 
2011 Congress reallocated 10 million dollars from 
the State Department to the  Broadcasting Board of 
Governors (BBG) – which reduced State’s Internet 
freedom budget by a third and more than quin-
tupled the BBG’s budget in this area. Separately, 
the Defense Advanced Research Projects Agency 
(DARPA), which is part of the Department of 
Defense, funds the development of circumvention 
technologies that would allow the U.S. military to 
access the Internet safely and anonymously.100

There are good reasons for the BBG to take the 
lead on providing most circumvention and ano-
nymity technologies. It is an operational entity 
that currently provides an array of circumven-
tion technologies, and develops some of them 
in-house. Should State and the BBG both fund 

circumvention technologies, they will likely end 
up funding the same outside groups. State will, 
however, need to continue supporting circumven-
tion technologies whose use falls outside the BBG’s 
mission of promoting U.S. government-sponsored 
international broadcasting. State has proposed 
funding projects such as mobile security applica-
tions and ad-hoc mesh networking (decentralized 
networks that rely on individual nodes to transmit 
data) for use when the Internet is shut down, which 
include both circumvention and anonymizing 
components. State should also retain the lead on 
supporting other technologies that fall outside the 
BBG’s mission and current technical competence, 
including tools to establish secure human rights 
databases, online hubs for censored comment, and 
so on.101 

Shaping International Norms
The Bush and Obama administrations have both 
sought to promote Internet freedom by shaping 
international norms. Developing international 
norms is a long-term, global objective. Some 
countries that currently repress that Internet 
access – like China, Iran and Burma – are 
unlikely to be moved by normative trends in the 
near term; statements at the United Nations and 
policy declarations supporting Internet freedom 
are highly unlikely to change their current poli-
cies. But promoting Internet freedom is not only 
a near-term effort, and current efforts may pay off 
in the long run. Many countries have not yet fully 
developed their own Internet policies or thought 
through all of the implications of Internet 
freedom and repression even in the short run – 
including states in Central Asia, the Middle East 
and Africa. Shaping the behavior of those states 
should be an important goal of the United States 
and likeminded partners. 

Rather than advocating a new international treaty 
or new regimes, the U.S. government has argued 
that the principles of Internet freedom already exist 
in the UDHR and the International Covenant on 
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Civil and Political Rights. Article 19 of the UDHR 
states that the right to free expression exists in any 
medium and on any frontier, and Article 20 pro-
tects the right of everyone to peacefully assemble 
and associate, a right that Clinton has argued is 
guaranteed in cyberspace as well.102 

At the same time, the U.S. government has tried 
to codify norms that would reinforce free expres-
sion and block efforts to restrict it. The 2005 World 
Summit on the Information Society (WSIS), a 
U.N.-sponsored gathering of 174 countries, pro-
duced a consensus statement recognizing that 
“freedom of expression and the free flow of infor-
mation, ideas and knowledge, are essential for 
the Information Society and beneficial to devel-
opment.”103 In 2008, the member states of the 
International Telecommunication Union (ITU) 
adopted a resolution pledging to “refrain from tak-
ing any unilateral and/or discriminatory actions 
that could impede another Member State to access 
public Internet sites.” According to Ambassador 
David Gross, then the top State Department offi-
cial managing communications and information 
policy, the deliberations made clear that “member 
states” meant not only governments, but also the 
civilians of those countries.104 

Continued U.S. leadership is critical to fill what 
remains a normative vacuum. Part of the dif-
ficulty, however, lies not only with authoritarian 
regimes, but also with some of America’s closest 
democratic partners. While the U.S. government 
recognizes some limits on free expression – child 
pornography, slander, perjury, “fighting words” 
and certain other forms of expression are illegal, 
online or off – its commitment to free speech is 
nevertheless the strongest of any major coun-
try. Germany, for instance, prohibits Holocaust 
denial online; France does not allow the sale of 
Nazi paraphernalia over the Internet; and Turkey 
banned YouTube for two years because it refused 
to remove videos the courts deemed insulting to 
Mustafa Kemal Ataturk. Governments in Britain, 

Italy and Germany have also established lists of 
blocked websites – particularly those containing 
child pornography, online gambling or hate speech 
– but these lists are often neither transparent nor 
accountable to the public.105 

Authoritarian countries inevitably attempt to 
shield themselves from criticism and pressure by 
pointing to democracies that ban online speech. 
Denying them the opportunity to do so success-
fully requires the United States and others to 
articulate, publicly and consistently, the distinc-
tion between restrictions on free speech put into 
place by democratic political systems through due 
process and those enacted by dictatorships. While 
Americans may disagree with the limits on online 
expression enforced by democratic partners, these 
decisions are nevertheless made through participa-
tory political systems while restrictions imposed by 
autocratic regimes are not. 

Defining “cyber security,” and determining the 
legitimate steps a government may take to ensure 
it, also poses a significant challenge to America’s 
Internet freedom efforts.106 Most democratic gov-
ernments use the term to mean protecting against 
assaults on and intrusion of cyber systems and 
critical infrastructure, such as electric utilities, 
government servers, financial systems and tele-
communications networks. In contrast, some other 
governments argue that the term should include 
the notion of “information security” – regulat-
ing content. Russian officials, for example, have 
emphasized that information security requires 
balancing individual, social and state interests.107 
Such notions have real world consequences: 
Russia’s federal security service recently proposed 
banning Skype, Gmail and other platforms because 
they are “uncontrolled” platforms that use encryp-
tion technology for secure communication.108 The 
United Arab Emirates made similar claims in 2010 
when it banned the use of BlackBerry services, 
complaining that it could not access encrypted 
communications.109 
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Similarly, competing definitions of aggression 
complicate efforts to develop Internet freedom 
norms. At an April 2008 U.N. conference, a senior 
Russian official argued that “any time a govern-
ment promotes ideas on the Internet with the goal 
of subverting another country’s government – even 
in the name of democratic reform – it should 
qualify as ‘aggression.’”110 In 2009, the six-member 
Shanghai Cooperation Organisation – which 
includes Russia and China – adopted an accord 
that reportedly defined “information war,” in 
part, as an effort by a state to undermine another’s 
“political, economic and social systems.”111 

The same tensions exist in working with American 
partners to combat online crime. The Additional 
Protocol to the European Convention on Cybercrime, 
for example, provides a mechanism for states to 
harmonize their domestic laws relating to various 
types of cybercrime. At first glance, this would seem 
precisely the kind of effort that the United States 
should support on security grounds. Yet the protocol 
requires signatories to criminalize such activities as 
distributing xenophobic or racist material through a 
computer system; expressing denial, “gross minimi-
zation” or approval of a genocide or crimes against 
humanity through a computer; distributing insults to 
people because of their race, color, religion, national 
or ethnic origin through a computer system; or aid-
ing and abetting any of these acts. The Additional 
Protocol has been signed by Albania, Cyprus, 
Denmark, France, Slovenia and Switzerland. While 
the United States ratified the underlying conven-
tion in 2006, it has declined to join the Additional 
Protocol, believing it to be inconsistent with U.S. 
constitutional guarantees.112 

Efforts to enlist Internet service providers and 
other technology companies to enforce regulations 
protecting copyrights and intellectual property 
also complicate U.S. efforts to build stronger global 
support for Internet freedom. Intermediaries 
– including Internet service providers, website 
hosting companies, social networking and email 

service providers and search engines – are increas-
ingly pressured by states to regulate content they 
host. In the United States, an individual posting 
illegal material is generally held liable rather than 
the intermediary.113 In many foreign countries 
intermediaries do face liability, and the process by 
which they are notified (by either the government 
or private actors) is often unclear. 

Holding them liable in this way risks chilling free 
online expression. In countries like France, where 
Internet service providers and others are increas-
ingly enforcing copyright regulations, hosts may 
self-police content and respond immediately to 
takedown notices, even those issued in bad faith 
or for unscrupulous purposes.114 The United States 
and a number of other nations, including the EU, 
Japan and Mexico, are currently negotiating an 
Anti-Counterfeiting Trade Agreement that will 
serve as an international framework for enforcing 
intellectual property rights. In developing such 
frameworks, the United States must be very wary 
of moving beyond current American law. Holding 
intermediaries responsible could undermine the 
U.S. Internet freedom agenda by compelling them 
to err on the side of caution and to proactively 
censor, ban or remove even legal – let alone ques-
tionable – content. 

The United States must help formulate acceptable 
international definitions of cyber security, aggres-
sion, cybercrime and copyright enforcement that 

The role of the private sector 

is the single most complicated 

issue facing U.S. policymakers 

as they forge an Internet 

freedom agenda.
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respect the principles of Internet freedom. It will 
also need to continually articulate the distinc-
tion between political speech permissible under 
such regimes as the UDHR and truly illicit online 
activity. This will likely involve opposing efforts 
to develop restrictive international norms spear-
headed by some of America’s closest friends. 

Enlisting Private Sector Support
The role of the private sector is the single most 
complicated issue facing U.S. policymakers as they 
forge an Internet freedom agenda. Private firms 
have a duty to maximize profits rather than pro-
mote online freedom in repressive environments. 
Yet with the prominent role their products played 
in Iran, Egypt, China and elsewhere, companies 
have been dragged into the center of the Internet 
freedom debate, whether they want to be there or 
not. Ethical debates about the proper role of the 
private sector – ranging from whether American 
companies should be permitted to sell repressive 
regimes key technologies to the responsibilities of 
corporations in the face of a regime’s demand for 
information – remain unresolved.

The perception that American companies aid 
Internet repression abroad clearly makes pro-
moting Internet freedom more difficult. This is 
particularly true for the most egregious activities, 
such as turning over the personal data of a dissi-
dent to state security services. As we discuss below, 
Congress should ban such activities and require 
more transparency into other corporate involve-
ment, such as providing lists of banned websites. 
Yet nearly seven years after the initial hearings on 
Internet companies in China began, no legislation 
in this area has passed. 

Both corporations and policymakers are struggling 
to define the appropriate role of companies in pro-
moting Internet freedom. For example, Cisco has 
been accused of marketing routers in China that 
are used to support the Great Firewall.115 For sev-
eral years Google censored its own search results in 

China. More recently, the computer security firm 
McAfee Inc. provided content-filtering software to 
Internet service providers in Bahrain, Saudi Arabia 
and Kuwait.116 China’s Huawei is a significant sup-
plier of filtering technology. Telecommunications 
giant Nokia allegedly provided the Iranian gov-
ernment with the capability to tap mobile phones, 
interrupt calls and intercept and scramble SMS text 
messages to disrupt organized protests.117 France’s 
Alcatel reportedly sold website filtering and sur-
veillance equipment to Burma,118 and Canada’s 
Nortel Networks has allegedly provided censorship 
technology to the Chinese government.119 

The problem is that companies must follow local 
laws when they operate in foreign countries, 
including laws restricting online behavior in 
authoritarian states. If they do not comply, the 
firms risk losing their licenses and access to those 
markets. Many observers have pointed to Google’s 
decision to withdraw from China rather than con-
tinue to accept Chinese government restrictions 
as an example of a principled corporate stand that 
others should emulate. But industry representa-
tives paint a more complicated picture. Fledgling 
telecommunications and technology companies 
without large revenue streams – or even larger 
firms that do not boast tremendous financial 
assets – may find the need to stay engaged in 
China, the world’s largest Internet market, a ques-
tion of life or death. 

The perception that American firms themselves are 
an arm of American foreign policy also jeopardizes 
their ability to compete in key foreign markets. 
During the 2009 Iranian revolution, for instance, 
Jared Cohen, then a member of Clinton’s policy 
planning staff, emailed Twitter founder Jack Dorsey 
urging the company to forgo a planned site out-
age so that Iranians could continue tweeting. This 
action attracted disapproval even in the United 
States, but it is consistent with the U.S. policy of 
promoting Internet freedom. The U.S. government 
routinely reaches out to private firms and this will 
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constitute an increasingly important element of 
America’s Internet freedom agenda. Yet, some of 
those who have criticized the State Department’s 
outreach to Twitter also call on the government to 
urge corporations to join the GNI. 

Permitting U.S. companies to operate in certain 
authoritarian countries rather than cede the mar-
ket to the alternatives can serve America’s Internet 
freedom agenda in the long term. For example, 
while Google censored its search results in main-
land China, Baidu – China’s largest domestic 
search engine – has even more stringent censorship 
policies, and has taken over much of the market 
share Google abandoned. A policy change like 
Google’s might lead to less information available 
online to the average Chinese citizen, not more. 
And a transaction between two foreign parties over 
which the United States has no visibility or control 
could quite conceivably faclitate Internet repression 
more than the activities of an American company 
that are, at the end of the day, subject to U.S. law 
and public opinion pressures. 

As technology companies increasingly expand into 
repressive foreign countries, they will face height-
ened pressure from Congress and the public to 
make internal decisions with an eye toward their 
broader implications. Facebook, for example, has 
required users to register their accounts under 
their real names – clearly a deterrent to dissidents 
who wish to remain anonymous. This has been a 
particular point of contention between Facebook 
and Internet freedom advocates, because it poten-
tially allows for regime allies to have activists using 
aliases suspended from the site. 

In 2008, a coalition of nonprofit organizations, 
universities and financial institutions, nearly 
all American, joined with Google, Yahoo and 
Microsoft to form the GNI, which attempts to 
codify business codes of conduct. GNI mem-
bers commit to “collaborate in the advancement 
of user rights to freedom of expression and 

privacy.”120 Participants agree to adhere to a set 
of shared principles about how companies should 
respond to government requests for information, 
including making those requests transparent 
and protecting users’ rights to privacy. The GNI 
includes a reporting and enforcement mechanism 
to ensure that its members meet its compliance 
and evaluation requirements.121 

While many view the GNI as a great step forward 
in the Internet freedom movement, its effects have 
been significantly limited by the lack of corporate 
participants. Not a single technology company 
has joined the three founders, each of which is an 
American firm. The Secretary of State has pub-
licly called on technology companies to join the 
initiative, and members of Congress have done 
the same; in August 2009, Sen. Richard Durbin, 
D-Ill., wrote to 26 companies urging them to join 
the GNI.122 All has been for naught. Corporate 
representatives with whom we spoke observed that 
their companies agreed with the principles put 
forth by the GNI, but they simply do not see it in 
their business interest to join because they do not 
wish to expend the resources necessary to fulfill 
the GNI’s reporting requirements or submit their 
corporate practices to external reviews. Others 
expressed concern that joining the GNI could 
threaten their access to particular markets because 
GNI is perceived as an organization for promoting 
American values.   

In an encouraging trend, a few companies have 
proactively sought to break through Internet 
repression. When Egypt shut down the Internet 
almost completely, a French company offered 
Egyptians anonymous dial-up access via a 
French phone number.123 At the same time, 
Google and Twitter jointly created a tool, 
Speak2Tweet, which allowed Egyptians to call 
a dedicated number that translated their voice 
messages into tweets. Google officials noted that 
the initiative was a direct response to the events 
in the Middle East, saying, “We hope this will 



|  31

go some way to helping people stay connected 
at this very difficult time.”124 During the revolu-
tion in Libya, the Moammar Gadhafi regime cut 
Internet access and jammed cellular networks 
and satellite phone signals. A Libyan-American 
telecommunications executive led a team that 
imported millions of dollars in equipment, 
hijacked the national network and reestablished 
communications in the country.125

Increasing Economic Incentives
Increasing the economic incentives to promote 
Internet freedom must be central to any U.S. 
government strategy. There are three major 
ways to do this: persuasion, publicity and trade 
agreements. 

U.S. officials are trying to persuade states that 
Internet repression will chill their economic 
development, and to persuade companies that 
Internet freedom issues affect their own financial 
interests and bottom lines. Clinton has noted that 
a free Internet, by increasing transparency, can 
reduce corruption – making a given economy a 
more predictable and profitable marketplace for 
business – and that by investing in countries with 
tough censorship and surveillance policies, compa-
nies can see their websites shut down or their staff 
threatened.126 Indeed, corporations will increas-
ingly find themselves navigating the complex web 
of Internet restrictions abroad, some of which will 
directly affect their balance sheets. 

Every time an American company complies with a 
politically motivated order to block Internet content 
or share user information, it risks negative public-
ity in the United States and elsewhere. As negative 
publicity builds, Congress may pass laws that would 
prohibit American companies from aiding certain 
forms of Internet repression which could require 
companies to withdraw from foreign markets where 
national laws conflict with U.S. laws. As a result, 
corporations have an interest in preempting such 
situations by pressing foreign governments for more 

liberal Internet environments – or at least fewer 
constraints – and U.S. government officials should 
encourage them to do so.

The U.S. government can also promote Internet 
freedom though trade agreements where Internet 
repression serves as a trade barrier. When a country 
blocks access to a U.S. website, for example, it also 
blocks the site’s advertising – and thereby interferes 
with the trade in products and services advertised.127 
Of the millions of dollars lost during the Internet 
shutoff in Egypt, it is hard to imagine that American 
businesses were not also affected. 

Employing trade agreements is a more promising 
strategy than demanding foreign governments to 
adhere to universal values, because they contain 
economic incentives (thus giving the United States 
negotiating leverage) and are at least potentially 
enforceable. Should Internet censorship become 
accepted as a non-tariff trade barrier, a censoring 
government could be vulnerable to dispute arbitra-
tion at the World Trade Organization or bilateral 
trade remedies. And such agreements could be 
bilateral, multilateral or even global. 

The United States should more actively try to 
insert binding language in agreements that would 
prohibit Internet censorship or other efforts to 
limit access to information online. The United 
States did include a relevant provision in the 
Korea-U.S. Free Trade Agreement, approved by 
Congress in December 2010. That agreement 
states in part: “Recognizing the importance of 
the free flow of information in facilitating trade, 
and acknowledging the importance of protecting 
personal information, the Parties shall endeavor 
to refrain from imposing or maintaining unneces-
sary barriers to electronic information flows across 
borders.”128 Such language is clearly nonbinding – 
“shall endeavor to refrain” is a loose commitment 
at best – but nevertheless suggests how the United 
States can promote Internet freedom in future 
trade negotiations. 
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Reforming Export Controls
The U.S. government can also reform its export 
controls on information technologies to further 
its Internet freedom objectives. Discussions 
about the link between the public and private 
sectors in promoting Internet freedom have 
focused on whether the U.S. government should 
prohibit the supply of technology and equipment 
to repressive governments. But the government 
must also ensure that it does not prohibit the 
export of technology that could be used to pro-
mote online freedom. 

For years the United States has relied on controls 
enforced by the Departments of Commerce and 
Treasury to regulate overseas sales of merchandise 
and materials to states that pose a threat to U.S. 
national and economic security. These controls 
restrict exports of sensitive computer hardware 
and software, such as cryptographic programs 
and other technologies that scramble messages 
and data, in part to prevent unfriendly states from 
acquiring cyber capabilities that could be used 
against the United States or its allies. Until recently, 
basic Internet services (such as email and instant 
message services) could not be exported to states 
such as Cuba, Iran, Syria and Sudan. 

In March 2010, the Treasury Department issued 
a general license for Internet service technolo-
gies that would allow companies to export photo 
sharing and other social networking and com-
munications services to users in Cuba, Iran and 
Sudan – a move administration officials cited 
explicitly as being part of their Internet free-
dom agenda.129 In June 2010, the Commerce 
Department eliminated export restrictions on 
most mass-market electronic products with 
encryption functions, including cellphones, 
laptops and computer drives, which can now be 
exported without a license.130 

Yet export controls remain burdensome for 
Internet freedom. Administration officials have 

privately stated that complex and overlapping 
export control regulations chill commercial 
activity, especially with technology develop-
ers. U.S. export controls currently restrict, for 
instance, the transferring, transmitting and 
downloading of open source code that is already 
widely available for free online. 131 This open 
source code includes encryption code for secure 
communications and a suite of other tools that 
could potentially give cyber-dissidents and other 
online activists a wider range of options for 
communicating securely and accessing banned 
content. But a strict interpretation of current 
export controls requires websites that host open 
source code, such as Google and Mozilla, to 
block access to Internet Protocol (IP) addresses 
originating in sanctioned countries. 

Currently, when the State Department funds a 
particular technology, the developer receives a 
specific license that waives export controls on 
that technology – so that it can, for example, 
provide circumvention technology to Iranians 
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and Syrians. Yet the license does not apply to 
the same technology if it is created and exported 
by an organization that does not receive State 
Department funds. The U.S. government should 
quickly fix this glaring inconsistency.

V.  N avigating        the    T ensi    o ns  
B etween       I nternet        F ree   d o m  
an  d  C y ber    S ecurit      y 

Balancing the principle of freedom of expression 
on the Internet, in which users can act anony-
mously, with the need for a secure environment in 
which malicious users seeking to do harm can be 
identified and stopped by responsible governments, 
is a difficult challenge. Indeed, policymakers today 
are engaged in two simultaneous and potentially 
contradictory efforts. Promoting Internet freedom 
implies advocating privacy and providing tools 
through which individuals can act anonymously 
online. Cyber security, by contrast, implies online 
transparency and attribution. These two efforts 
create tensions that are not well understood and 
frequently remain unaddressed. Part of the prob-
lem stems from the fact that conversations about 
America’s cyber security and Internet freedom 
policies have, by and large, taken place in isolation 
from each other. Cyber security policy has involved 
the national security community, while Internet 
freedom policies have involved the technology 
community and a handful of human rights activ-
ists – and now the foreign policy community. 

These tensions are real and will sometimes force 
difficult choices, but they should not prevent 
the United States from securing cyberspace and 
promoting Internet freedom at the same time. U.S. 
policies will have to address two key tensions: ano-
nymity versus attribution, and defending against 
attacks versus emboldening autocracies. 

Anonymity versus Attribution
Cyber security proponents often advocate greater 
transparency in online behavior and seek to 
improve the ability of security monitors to reliably 
identify malicious users and track their activities. 
“Anonymity is the fundamental problem we face in 
cyberspace,” Stewart Baker, former chief counsel 
for the National Security Agency (NSA), said at 
an April 2010 Internet conference in Germany.132 
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Security practitioners argue that online transpar-
ency and attribution allows law enforcement to 
pinpoint the origins of cyber attacks and intrusions 
and respond to them, which could also deter future 
malicious activities. Former Director of National 
Intelligence Mike McConnell has argued for mak-
ing the Internet more transparent, saying, “We 
need to re-engineer the Internet to make attribu-
tion, geo-location, intelligence analysis and impact 
assessment – who did it, from where, why and what 
was the result – more manageable.”133 

Such efforts would conflict with the Internet free-
dom agenda, which emphasizes online anonymity. 
The Tor network described previously, for example, 
does not have a back door through which the U.S. 
government or other law enforcement agencies can 
access and monitor the secured communication or 
Web traffic. Experts argue that because the soft-
ware is open source, users would identify any back 
door in the source code, compromising the soft-
ware’s integrity and prompting users to find other 
programs without a back door. Criminal networks 
and others seeking to monitor law enforce-
ment users could also exploit any back door that 
bypasses the controls and auditing functions and 
hijack information of those monitoring them. 

Anonymous Internet use not only causes cyber 
security concerns; it can also threaten other aspects 
of American national security. Technologies such 
as Tor, for instance, could be used not only by 
dissidents and democracy activists, but also by 
criminals and terrorists.134 The very anonymizing 
tools and point-to-point encrypted communication 
technology funded by the State Department and 
BBG could, some experts caution, be used by inter-
national terrorist organizations to coordinate and 
carry out attacks undetected by U.S. government 
security agencies.135 Although not reacting specifi-
cally to government-funded anonymity tools, for 
years the FBI has warned about the potential risks 
associated with the spread of sophisticated encryp-
tion technologies.136 As early as 1993, the NSA 

developed a “Clipper chip” designed for telecom-
munications companies to use in secure voice 
transmissions – but with a back door for the U.S. 
government.137 (After a public outcry by privacy 
activists, the program was abandoned.) 

Other technologies pose potential challenges 
as well. BBG programs are intended to provide 
foreigners access to its own online materials – so, 
for instance, a Chinese citizen can access news 
stories on the Voice of America website that is 
blocked in China. However, while BBG-provided 
proxy servers and other technologies enable a 
user to access BBG websites, they do not require 
users to stay there. This facilitates peer-to-peer 
communication among users, but it could also 
enable potential criminals or terrorists to access 
propaganda or websites that teach bomb making 
and other illicit skills. Similarly, activists seeking 
to evade government surveillance can purchase 
prepaid mobile phones that lack unique identi-
fiers, and the U.S. government reportedly hopes 
to fund projects that enable mobile phone users to 
anonymously access the Internet. Because crimi-
nals and terrorists also seek to use such phones, 
however, a number of governments have begun 
outlawing them.138 

U.S. government-supplied circumvention tools are 
not the only option for individuals wishing to com-
municate anonymously or access banned websites. 
Criminals and terrorists are far more likely to use 
botnets (collections of compromised computers 
running automated software, generally without 
the knowledge of their users) and other illicit tools 
instead of using less effective tools offered by the 
U.S. government (which can be slower than oth-
ers, have restricted bandwidth and contain other 
features that make illicit tools more attractive by 
comparison). “Mujahideen Secrets 2,” for example, 
is a jihadi-developed encryption tool designed 
to allow al Qaeda supporters to communicate 
online.139 While it is clearly impossible to elimi-
nate the possibility that government-sponsored 
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technologies will be used by bad actors, it is likely 
that the number of bad actors doing so will pale in 
comparison to the number of users simply wishing 
to access neutral media. 

Defending Against Attacks versus 
Emboldening Autocracies 
Simple efforts to defend against cyber attacks also 
affect America’s Internet freedom agenda. 

The U.S. military has outlined a cyber security 
strategy based on active defense, which includes 
blocking malicious software before it attempts to 
enter military networks.140 Although hunting down 
destructive content outside defense networks is 
likely to be rare, the head of the military’s newly 
established U.S. Cyber Command has argued that 
the United States must have offensive cyber capa-
bilities to shut down attacking systems.141 Such 
moves, which may be entirely justified, could at the 
same time embolden autocracies wishing to justify 
their own offensive operations.

The perception that the U.S. government could 
restrict traffic over large portions of the Internet 
in the event of a cyber emergency could also 
complicate its efforts to promote online freedom. 

Congress debated a bill last year that would 
authorize greater government control over the U.S. 
digital infrastructure in the event of a nationwide 
cyber attack.142 Though many media reports about 
a so-called Internet “kill switch” are erroneous 
(and a newly introduced version explicitly prohibits 
any government employee from shutting down the 
Internet), the bill nevertheless raised concerns that 
such authority would undermine Internet freedom. 
While interpretations of the bill vary widely, an 
expert with the Electronic Frontier Foundation 
warned, “The president would have essentially 
unchecked power to determine what services can 
be connected to the Internet or even what con-
tent can pass over the Internet in a cyber security 
emergency.”143 The bill’s sponsors dispute this 
interpretation and note that the president’s powers 
could be exercised only in extreme emergencies 
and pursuant to limitations. 

The U.S. government must establish precise, 
widely understood scenarios under which it 
could declare an emergency and the powers it 
could then exercise. Failing to clearly define what 
constitutes a national “cyber emergency” that 
would give national leaders emergency powers to 
restrict Internet activity could set a precedent by 
which authoritarian regimes justify shutting off 
the Internet during their own “cyber emergency” 
– such as widespread anti-government protests. 
Again, there is a distinct difference between a 
presidential order to restrict some forms of Internet 
traffic in the face of a cyber attack on America’s 
critical infrastructure and President Mubarak’s 
decision to shut down his nation’s Internet during 
the democratic revolt in Egypt. In drafting legisla-
tion intended to protect the nation’s cyber systems 
and infrastructure, the U.S. government must 
tread carefully and quash perceptions that it is 
acceptable to use a “national cyber emergency” to 
trample on freedom of expression. 
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V I .  R ec o m m en  dati  o ns   –  E ight    
P rincip      l es   f o r  I nternet        F ree   d o m

The principles and policy recommendations below 
reflect an integrated Internet freedom strategy 
that balances competing foreign policy, economic 
and national security priorities, and leverages the 
tremendous potential of the private sector. 

Principle 1: Embrace a Comprehensive 
Approach
Current efforts to promote Internet freedom are 
fragmented across the U.S. government, and the 
issue barely registers among some officials who 
could make a significant contribution. As a result, 
policymakers should incorporate Internet free-
dom into their decision-making. Promoting 
Internet freedom should be linked to other goals, 
including America’s cyber security agenda and its 
economic diplomacy efforts. The White House’s 
international cyberspace strategy is a step in the 
right direction, but a comprehensive agenda should 
combine top-level policy direction with providing 
technology and training for bloggers and activ-
ists, exercising diplomatic support for imprisoned 
dissidents and online authors, training for foreign 
service officers and others in new media, inte-
grating Internet freedom issues into country and 
regional strategies, articulating economic argu-
ments for Internet freedom, treating censorship 
as a trade barrier, working with the private sector, 
reforming export controls and actively shaping 
international norms. 

To harness external expertise across fields, the U.S. 
government should regularly convene private sec-
tor professionals; diplomats; Internet engineers 
and technical experts; cyber defense officials; 
export control lawyers; human rights activists; 
and foreign policy experts to explore new ways 
of promoting Internet freedom. The aim should 
be to share knowledge among these profession-
ally distinct groups and discern potential areas of 
cooperation or policy change. This type of forum 

could be modeled after the Obama administra-
tion’s March 2011 summit on bullying, in which 
the administration convened civil society activists, 
educators, policymakers and technology firms to 
develop strategies to prevent bullying (including 
cyber bullying).144  

The U.S. government should use traditional diplo-
macy to promote America’s Internet freedom 
agenda, including lobbying foreign governments to 
liberalize restrictions on freedom of speech, advo-
cating for American companies (when they seek 
such diplomatic assistance) under pressure from 
foreign regimes to turn over private data, press-
ing governments to release political prisoners and 
urging foreign partners to join the United States 
in pursuing the agenda. As the U.S. government 
does so, it must continually consider the tradeoffs 
between promoting Internet freedom and the other 
items on its foreign policy and economic agenda.

Principle 2: Build an International Coalition 
to Promote Internet Freedom
The U.S. government should internationalize 
its Internet freedom efforts. The push for online 
freedom, which is rooted in universal values, is 
too heavily identified with the United States alone. 
Promoting Internet freedom must not be merely 
an element of American foreign policy, but rather 
should be an international effort supported by a 
wide range of actors 

The U.S. government should convene a core •	
group of democratic governments – open to any 
that wish to join – that would together advocate 
for Internet freedom. This should include seek-
ing common statements and policy advocacy 
in international fora where rules and norms are 
most likely to be set. It should also convene other 
stakeholders, including international organiza-
tions, NGOs and the private sector, for the same 
purpose.

The Secretary of State should give her next •	
major address on Internet freedom in a foreign 
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country, possibly in Europe alongside key EU 
commissioners.

The U.S. government should help internation-•	
alize the GNI by urging European and other 
democratic governments to encourage foreign 
companies to join.

The U.S. government should work to expand the 
sources of technology funding over the medium 
to long term. The U.S. government should encour-
age other actors to fund Internet freedom-related 
technologies, so that it does not remain the major 
funder of such technologies indefinitely. 

Officials should work with like-minded govern-•	
ments and NGOs to explain America’s Internet 
freedom-related technology programs, share 
lessons learned thus far, and encourage them 
to develop their own programs. They should 
also urge the private sector to monetize circum-
vention and anonymity technologies (e.g. by 
circumventing restrictions so users can access 
websites with ads). 

Principle 3: Move Beyond Circumvention 
Technologies
The U.S. government should fund a range of 
technologies beyond those that circumvent 
online censorship. While breaking down China’s 
Great Firewall has attracted the vast majority 
of public attention and support on Capitol Hill, 
circumvention tools should comprise just one 
(albeit critical) element of a much larger agenda. 
The State Department has requested proposals 
for multiple programs that together comprise a 
quite well-rounded approach to technology, all of 
which should receive funding. State also plans to 
establish an emergency fund to help civil society 
organizations keep their online operations up and 
running if they are targeted by severe hacking or 
cyber attacks.145 

In addition to funding existing tools, the U.S. •	
government should fund technologies that: 

Help dissident and human rights websites pro-»»
tect themselves against DDoS attacks.

Help groups create mirror sites and recon-»»
stitute their websites and archives after a 
takedown.

Facilitate encrypted communications and »»
other forms of digital security. 

Ensure mobile access. Mobile platforms are »»
increasingly the locus of online activity, and 
the State Department should ensure that a dis-
proportionate amount of funding focuses on 
securing open access to the Internet through 
mobile devices.

In order to maximize users’ safety, the U.S. gov-•	
ernment should require any online tool receiving 
U.S. funding to go through an independent 
security audit before it is deployed. 

The U.S. government should adopt a finan-
cial award, akin to the “X Prize” that invites 
technological competition, and other creative 
methods to foster technological innovation. The 
government should offer a financial award to 
private sector organizations that can develop the 
lowest-cost, most user-friendly and most resilient 
circumvention or anonymity technology (e.g., an 
Internet Freedom Innovation Award for developing 
best-in-class technologies).

Principle 4: Prioritize Training
The State Department, along with USAID, should 
continue to foster Internet freedom through tar-
geted training programs. Current or forthcoming 
training programs include basic training in digital 
tools for activists and civil society organizations, 
instruction on using virtual open Internet centers 
and training in digital security.146 

The U.S. government should help activists •	
understand the risks associated with using new 
communications technologies and develop plans 
to secure their networks; establish contingency 
plans for emergencies; and establish processes for 
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putting websites and digital archives back online 
after an attack. It should also train dissidents in 
personal security against both cyber and non-
cyber monitoring, such as surveillance cameras 
in Internet cafes. 

Principle 5: Lead the Effort to Build 
International Norms
The U.S. government should press in all relevant 
fora for a liberal concept of Internet freedom, 
and counter attempts by authoritarian states to 
adopt norms that restrict freedom of informa-
tion and expression online. American officials 
have wisely tied basic Internet freedom principles 
to existing international agreements, but they 
should also seek to articulate these principles in 
new normative arrangements during meetings of 
the U.N., the ITU, the G8 and G20 meetings, and 
other international fora. 

U.S. officials should publicly and clearly distin-•	
guish between practices in democracies, which 
give law enforcement access to otherwise private 
data pursuant to due process, and those in coun-
tries whose governments seize such information 
without due process. 

The U.S. government should clearly define •	
what constitutes a national security threat in 
cyberspace. It should emphasize that it will 
only restrict Internet traffic during a national 
“cyber emergency” in accordance with clear and 
transparent principles (e.g., not to target politi-
cal speech). 

The United States should work with other •	
innovative, economically powerful market 
democracies to build common principles for 
domestic Internet use including general princi-
ples for the kinds of data governments will block 
and censor and how they will communicate 
those decisions. 

The United States should pursue an international •	
transparency initiative to encourage govern-
ments to publicly state the categories of online 

information to which they restrict access, the legal 
grounds for these restrictions and how those laws 
can be changed (if this is not self-evident). 

Principle 6: Create Economic Incentives  
to Support Internet Freedom 
U.S. officials should continue to articulate 
the economic case for Internet freedom. The 
State Department’s description of a “dictator’s 
dilemma” should be supported by solid, quan-
titative evidence of the economic benefits of 
online freedom and costs of Internet repression. 
U.S. officials should make the corporate case as 
well, as the Secretary of State has done in the 
past. Internet freedom can reduce corruption by 
increasing transparency, reducing the risk that 

companies will face politically motivated requests 
that generate adverse international publicity and 
limiting the chances that a firm’s websites will be 
shuttered or its staff threatened. 

The U.S. government should push for Internet 
censorship to be recognized as a trade barrier. 

The United States should press for a binding •	
clause in any Trans-Pacific Partnership agree-
ment – currently under consideration – that 
incorporates basic principles about the free flow 
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Recommendations for Technology 
Companies
Technology firms should take several measures to 
promote online freedom, many of which can directly 
or indirectly benefit their bottom lines. They should: 

Provide basic technical assistance with built-in •	
security functions, such as secure password 
protection and assess ways in which foreign 
governments can use their tools or services for 
Internet repression and explore ways to miti-
gate those uses.

Better inform users and the public about who may •	
access data they control and under what condi-
tions, so that users can make informed decisions 
about whether using particular services in specific 
contexts will put them in danger.147 

Move toward greater transparency when censor-•	
ing content or sharing private information with 
governments. Google’s transparency report 
publicizes the number of government inqui-
ries it receives for information about users and 
requests for the company to take down or censor 
content. This provides one useful model for 
increasing transparency, and technology com-
panies should seek to establish industry-wide 
standards on public disclosure. 

 Fund technology personnel at human rights and •	
democracy organizations so that these groups can 
develop a deeper understanding of the complex 
issues surrounding new communications tech-
nology and political change abroad, and so that 
companies can increase their understanding of 
human rights advocacy and the ways in which 
technology products and features are viewed.

Advocate for Internet freedom abroad. •	
American companies have an incentive to avoid 
being caught between the requirements of 
local law in an autocratic environment and the 
bad publicity that might result from comply-
ing with them. They can work to preempt such 
dilemmas by pressing foreign governments for 
more liberal Internet environments – or at the 
very least resist efforts to aid repression.

of digital information, and seek to include such 
provisions in other trade agreements. 

The United States should examine the legal case •	
for treating extreme cases of Internet repression 
(e.g. Egypt’s shutdown in early 2011) as a viola-
tion of World Trade Organization rules, and 
include information in U.S. Trade Representative 
(USTR) and Commerce Department reports 
about the economic harm produced by censor-
ship and other forms of Internet repression. 

Principle 7: Strengthen the Private Sector’s 
Role in Supporting Internet Freedom 
U.S. government officials should continue to 
urge companies to join the GNI, while also 
encouraging companies to develop broad unilat-
eral codes of conduct consistent with the GNI’s 
underlying principles. 

Congress should adopt a nuanced legal framework 
for the proper role of American corporations that:

Prohibits activities such as giving autocratic •	
governments the private data of dissidents, when 
the request is clearly intended to quash legitimate 
freedom of expression.

Requires American companies to periodically •	
disclose to the U.S. government:

Foreign governments’ requests for information »»
and services that do not conform to internation-
ally-recognized standards (including information 
about users, IP blocking, keyword censorship and 
online surveillance), and whether the companies 
complied with these requests.

Sales of technology and services to government »»
agencies or state-controlled companies that are 
reasonably expected to aid significant Internet 
repression.

Congress should continue highlighting specific 
business practices that both promote and restrict 
Internet freedom through hearings, resolutions, 
the bully pulpit and other means. In addition to 
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naming and shaming, Congress and the executive 
branch should publicly praise companies that are 
attempting to uphold universal values while doing 
business in autocratic environments. 

Principle 8: Reform Export Controls 
The U.S. government should launch a full review 
of its export controls on new communications 
technology, which should aim to:

Permit the export of otherwise widely available •	
open source code that would be available to for-
eign users at no cost.

Ensure that circumvention and other technologies •	
that are identical or very similar to those supported 
by the U.S. government (and thus exempted from 
export controls) are also exempted.

Determine ways (which in some cases will •	
require new legislation) to relax restrictions on 
exporting relevant technologies to countries like 
Syria, which was not included in Treasury’s 2010 
export control revisions.148 

Ensure that any export control reforms accounts •	
for the need to maintain safeguards on American 
technology for national security reasons.

The U.S. government should educate technol-
ogy companies on the exact requirements of 
export controls – including any changes – so that 
companies do not over-comply and deny legal 
technologies to activists abroad. 

V I I .  Co nc  lusi   o n 

The U.S. government must develop a truly compre-
hensive Internet freedom strategy. Over the past 
several years, it has taken important, positive steps 
in a number of areas, from providing technologies 
to shaping norms to engaging the private sector. It 
must now build on these efforts to integrate other 
elements, including trade policy, export control 
reform and others. Underlying all these efforts is 
a bet – essentially the same bet that the United 
States placed during the Cold War – that support-
ing access to information and encouraging the free 
exchange of ideas is good for America. As we have 
discussed in this report, we believe this bet is well 
worth making. 

A free Internet, however, is not a silver bullet for 
social change. Supporting Internet freedom is com-
plicated and poses tradeoffs with other items on 
the American diplomatic, security and economic 
agenda. It should be seen as just one, potentially 
quite important, element in a broader approach to 
promoting democratic ideals in repressive societ-
ies. The net effect of this effort is uncertain, and it 
will likely remain so for years.

But we should not underestimate the potential 
power of the Internet. We live in a time when 
an application like Facebook, designed in 2004 
for American university students to share infor-
mation has, in 2011, helped topple a dictator in 
Egypt; a time when the best satellite television 
coverage of demonstrations and conflict can come 
from online video postings; and a time when dis-
sidents risk imprisonment or worse for blogging 
their beliefs.

The U.S. government faces a constant challenge in 
keeping up with new technology and the chang-
ing ways that users employ it. Corporations are 
continually vexed by the many varying demands 
put upon them by governments around the world. 
Individuals in autocratic societies face dilemmas 
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in determining how to proceed online. Though 
the debate is complicated, the longstanding 
American commitment to basic human rights and 
freedoms should remain clear. And on that basis, 
the United States has a responsibility to promote 
Internet freedom, which is key to ensuring a 
greater degree of human liberty in an ever-more-
contested space. 
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