STRATEGIC STUDIES QJARTERLY

SUMMER 2012

Chasing Its Tail: Nuclear Deterrence

in the Information Age?
Stephen J. Cimbala

 Fiscal Fetters: The Economic Imperatives of National
Security in a Time of Austerity
Mark Duckenfield

US Extended Deterrence: How Much Strategic Force
Is Too Little?
David J. Trachtenberg

The Common Sense of Small Nuclear Arsenals
James Wood Forsyth Jr.

Forging an Indian Partnership
Capt Craig H. Neuman II, USAF




Chief of Staff, US Air Force
Gen Norton A. Schwartz

Commander, Air Education and
Training Command
Gen Edward A. Rice Jr.

Commander and President, Air University
Lt Gen David S. Fadok

Director, Air Force Research Institute
Gen John A. Shaud, PhD, USAF, Retired

Editorial Staff
Col W. Michael Guillot, USAF, Retired, Editor
CAPT Jerry L. Gantt, USNR, Retired, Content Editor
Nedra O. Looney, Prepress Production Manager
Betty R. Littlejohn, Editorial Assistant
Sherry C. Terrell, Editorial Assistant
Daniel M. Armstrong, llustrator

Editorial Advisors
Gen John A. Shaud, PhD, USAF, Retired
Gen Michael P. C. Carns, USAF, Retired
Christina Goulter-Zervoudakis, PhD
Colin S. Gray, DPhil
Robert P. Haffa, PhD
Charlotte Ku, PhD
Ben S. Lambeth, PhD
John T. LaSaine, PhD
Allan R. Millett, PhD

Contributing Editors

Air Force Research Institute
Daniel R. Mortensen, PhD

School of Advanced Air and Space Studies
Stephen D. Chiabotti, PhD
James W. Forsyth Jr., PhD

The Spaatz Center
Edwina S. Campbell, PhD
Charles E. Costanzo, PhD
Christopher M. Hemmer, PhD
Kimberly A. Hudson, PhD
Nori Katagiri, PhD
George J. Michael, PhD
Col Basil S. Norris Jr., USAF, Retired

Strategic Studies Quarterly (SSQ) (ISSN 1936-1815) is published
quarterly by Air University Press, Maxwell AFB, AL. Articles in
S$S0O may be reproduced, not for profit or sale, in whole or part
without permission. A standard source credit line is required for
each reprint.



STRATEGIC STUDIES QUARTERLY

An Air Force—Sponsored Strategic Forum on
National and International Security

VOLUME 6 SUMMER 2012 NUMBER 2
Commentary
Our Brick Moon . . .. .... ... . . . . .. ... 3

William H. Gerstenmaier

Feature Article

Chasing Its Tail: Nuclear Deterrence in the Information Age. . . . .. 18
Stephen J. Cimbala

Perspectives

Fiscal Fetters: The Economic Imperatives of National Security

ina Time of Austerity .. ......... ... ... i 35
Mark Duckenfield

US Extended Deterrence: How Much Strategic Force

IsToo Little? ... ... .o 62
David J. Trachtenberg

The Common Sense of Small Nuclear Arsenals . . ............... 93
James Wood Forsyth Jr.
Forging an Indian Partnership ... .......................... 112

Capt Craig H. Neuman II, USAF

Book Reviews

Getting to Zero: The Path to Nuclear Disarmament . . ... ...... 145
Edited by Catherine McArdle Kelleher and Judith Reppy
Reviewed by: Frank Kalesnik, PhD

Stockpile: The Story Behind 10,000 Strategic

Nuclear Weapons .. ......... .. 146
Jerry Miller
Reviewed by: Col Jeff L. Caton, USAF, Retired


http://afri.au.af.mil/review_full.asp?id=294

Fixing Global Finance ...................................
Martin Wolf
Reviewed by: David A. Anderson, PhD

Nuclear Power and the Spread of Nuclear Weapons . .. ..........
Edited by Paul Leventhal, Sharon Tanzer, and Steven Dolley
Reviewed by: Frank Kalesnik, PhD


http://afri.au.af.mil/review_full.asp?id=54

Our Brick Moon

William H. Gerstenmaier

In 1869—four years after Lincoln was assassinated and 34 years before
the Wright Brothers flew at Kitty Hawk—an author named Edward Everett
Hale, born in 1822 in Boston, wrote a short story for the Atlantic Monthly
called “The Brick Moon.”

“The plan was this,” Hale wrote. “If from the surface of the earth, by a
gigantic peashooter, you could shoot a pea upward, aimed northward as
well as upward, if you drove it so fast and far that when its power of ascent
was exhausted, and it began to fall, it should clear the earth, and pass
outside the North Pole, if you had given it sufficient power to get it half
round the earth without touching, that pea would clear the earth forever.”

I like that in 1869 he even had our terminology right, with “ascent.”
What Hale was proposing with his “brick moon” was a man-made compan-
ion to the North Star, one that would hang above Greenwich and provide
an easy way to measure longitude at a glance—essentially, a primitive GPS.

Hale saw many potential problems with this brick moon. He wrote,
“The brick alone will cost sixty thousand dollars. Sixty thousand dollars!
There the scheme of the Brick Moon hung, an airy vision, for seventeen
years.” Actually, a lot of the story is taken up with the characters seeking
funding to build their moon. Think of the similarities today. Many great
ideas, but how do we fund them?

The story talks about the modular way the brick moon was built, be-
cause it was too hard to launch all the bricks at once. It talks about the
advantages and opportunities of viewing the earth from such a high place
and about how the moon communicates with the earth. It talks about
the difhiculties in getting supplies to the brick moon, because they keep

This article is adapted from an address presented to the American Institute of Aeronautics and Astro-
nautics (AIAA) in Nashville, TN, on 11 January 2012.
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burning up in the atmosphere or damaging the moon if they do not land
softly enough. It even talks about the experiments the people living on the
moon run, because their land is so different from the land of the narrator.

In short, the story is about a space station; though, of course, the term
did not yet exist. It is precisely our space station today. If you walk into
a sixth-grade classroom today, the teacher will be the only person in the
room who saw the entire human race on the planet Earth at the same
time. Think about that: three to six people have been living off planet on
the International Space Station (ISS) for more than 11 years.

It has been said a lot lately that NASA is retreating from space exploration,
and nothing could be further from the truth. In fact, we are continuing upon
a steadily increasing proficiency in space exploration that leads us up to
this very moment.

You already know this, of course, but I want to prove it to you with
some statistics. The SpaceShipOne guys spent a little more than an hour’s
total time in suborbital flight. Next up was the one-man Mercury pro-
gram, which kept six of the Mercury seven in space for a grand total of
two days, five hours, and 53 minutes. After that is China’s Shenzhou pro-
gram, which over three flights has kept its crews in space for eight days
and 20 hours. In general, every follow-on program spends more time in
space with more people than the one that came before it. We have been
learning over the past 40 years how to fly humans in space. The big three
have been the space shuttle, Mir, and the International Space Station.
Over the course of the 98 shuttle flights that did not go to the ISS, crews
spent a total of 1,062 days in space. Keep in mind, that is not man-hours,
that is the number of days humans lived in space aboard the shuttle. Mir
is next. Over nearly 10 years, rotating crews of usually three stayed on Mir
a total of 3,644 days.

As of its anniversary on 2 November 2011, crews had lived aboard the
ISS for 4,017 days. The last few years of that total, there have been six
people onboard, doubling the amount of crew time ever available on Mir.
If we project out to 2020 and even 2030, we can see that the ISS will easily
surpass the cumulative experience of humanity in space by a very large mar-
gin. We are not retreating from space exploration. “Courage, my friends, we
are steadily advancing to the Brick Moon,” Edward Hale wrote.

The ISS continues this trend in crewed launches into space. Nearly every
follow-on program has launched more crews more times into space for
longer periods of time. The ISS is not a retreat. It is continued progress.
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Ignoring unmanned cargo launches, the ISS has had 66 launches with
crews onboard—37 space shuttles and 29 Soyuzes in 11 years. In 10 years,
Mir only saw 39 launches—30 Soyuzes and nine shuttles.

To compare the two longest-serving manned vehicles, the total number
of manned Soyuz launches was 123, versus 135 for the space shuttle. I am
willing to bet that number surprises some of you. We actually have more
flight experience with manned shuttles than the Russians do with manned
Soyuzes. They have flown longer but not as often.

Even with the downtime after Columbia, we have flown at a far greater
rate far more reliably than ever before. The shuttle really was a true space
transportation system.

The space station dominates in extravehicular activity (EVA) time as
well. International crews wearing US extravehicular mobility units and
Russian Orlan suits have spent a cumulative 42 days outside building
the ISS. That is 42 24-hour days, not workdays, over the course of 161
spacewalks. It is also only slightly less time spent on EVA than every other
manned program in history, worldwide, combined—including Apollo
and Mir. We are working in space.

International Cooperation and Research

So what does this all mean? Since the ISS is international in nature, it
means we have spent the last 14 years—or 26, depending on how you
are counting—learning to live and work together in space. The result has
been the most quantitatively prolific space vehicle built by humanity.
Now, what are we doing with it?

It has been a long rocket ride from Ronald Reagan’s 1984 Space Station
Freedom announcement to today. Along the way we have had to overcome
nearly every conceivable obstacle, from budget cuts to launch failures to
technical challenges on-orbit. However, in even the limited amount of
research time we have had until recently, when we finished assembly, we
have found some impressive results in the unique laboratory of space.

One of our “big science” projects involved the collaboration, skill, and
tenacity of scientists and engineers literally around the world. The Alpha
Magnetic Spectrometer, or AMS, was launched onboard shuttle Endeavour
in May 2011, though that is definitely not the start of its history. The first
AMS prototype experiment flew on Discovery in 1998 and paved the way
for the development of the detector that is now on ISS.
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Research has shown us that there are more than one hundred hundred
million galaxies in the universe. Once again—a hundred, hundred mil-
lion. Each of those galaxies has perhaps one hundred billion stars in it.
And yet, observations have shown that all of those stars and galaxies are
less than 5 percent of the total mass of the universe. The theory of dark
matter and dark energy has been developed to explain what is basically
most of the missing universe. The AMS may help us find all that missing
stuff, and I must commend the research team for not aiming too big,.

As we all know, the only thing harder than finding nearly all of creation
is putting together a team to build the instrument to do so. The AMS’s
principle investigators are from the United States, Spain, France, Italy,
Taiwan, Germany, and Switzerland, leading a team of 60 institutes from
16 countries that was sponsored by the US Department of Energy. I can-
not be sure, but this team may perhaps represent 5 percent of all known
particle physicists in the universe.

The international aspects were not the only challenge, of course. The
AMS was originally developed to have a super-cooled, super-conducting
magnet system that would help capture the elusive cosmic rays. Since storage
of cryogenic materials in space is an ongoing engineering challenge, the
designers recognized that the AMS would have a finite lifetime as the cryo-
genic fluid boiled off. The magnetic strength of the cryogenically cooled
magnet would be an advantage and allow bigger particle deflections and
shorter measurement time in space. A weaker permanent magnet would
allow for the same quality of data but would require longer time in space
to reduce the measurement uncertainties. When the ISS lifetime was
extended from 2015 to 2020, it was decided to use a permanent magnet.
The AMS could now receive data for the life of the ISS and not the life of
the cooling fluid.

Think about that—very close to launch, the team changed a fundamental
part of the AMS design. And it worked—the AMS has recorded nearly 10
billion cosmic rays since its launch last May. As with many of the things
we are doing on the ISS, the AMS has more than one application. The
cosmic rays that it is using to find the missing dark matter are also of interest
to teams planning human missions beyond low Earth orbit.

The radiation environment outside the Van Allen belts is not well
understood, and observations taken by the AMS will help us develop
countermeasures to keep far-flying astronauts safe and healthy. Magnets
might play a role in radiation protection.
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Vaccines, Zero “G,”’ and Environmental Control

Of course, low Earth orbit presents its own unique challenges and
opportunities for human health. Building on research conducted on the
space shuttle in the 1980s and ’90s, the National Laboratory Vaccine
Survey has been conducting experiments on a number of pathogens for
which there is no current vaccine.

It turns out that gene expression in microorganisms is very different
in microgravity than it is in a one-g environment. By flying a series of
human-infecting microbes in space, researchers have been able to get the
space-grown bugs to become very much more virulent, possibly like they
do once they infect humans. These virulent pathogens, in turn, can then
be used to develop vaccines here on the ground. This is not theoretical.
Researchers with a company called Astrogenetix currently have a vaccine
under development for eventual human use. These are real diseases, and
we are finding real potential cures. The first pathfinder was on Salmonella,
a familiar food-borne illness. Salmonella sickens more than 1.4 million
people and kills more than 400 every year in the United States alone.

More significantly, researchers also flew an experiment on MRSA—
methicillin-resistant Staphylococcus aureus. Staph is a very common
infection—the National Institutes of Health says that a quarter of us in
this room have a staph infection right now, usually living harmlessly on
our skin or in our nasal passages. Staph is the cause of many runny noses
and sore throats every winter and can cause impetigo and arthritis if it gets
under the skin.

Because it is so common, staph has developed resistance to most of the
antibiotics used to treat it, up to and including methicillin, one of the
nuclear weapons of the hospital arsenal. Methicillin-resistant staph can
be fatal to otherwise healthy patients, and can be truly horrific to those it
does not kill. Because it is so tough, it spreads throughout hospitals at an
alarming rate. The Department of Defense even lists MRSA as an issue of
concern to their medical community.!

Research in microgravity has now shown us a path to a vaccine for
MRSA. Think about that. A real vaccine for a disease that, according to
the CDC, infects 1.7 million and kills nearly 99,000 people in the United
States every year.” There is every reason to believe we can use this tech-
nique to find vaccines for many more microbial illnesses. All viruses and
bacteria show this same phenomenon. The potential is huge.
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We have reached a level of maturity in space-based research where we
are beginning to see some of the first real, predictable, and most impor-
tantly, tangible results for average people on the ground. In hindsight,
we first saw evidence of this property of bacteria in space when we saw
increased biofilm buildup in the water cooling lines of our space station.
We need to stay really inquisitive to keep learning.

The important distinction here is, these are not spin-offs, like micro-
processors or improved heat-resistant materials. Those are great, and we
will continue to develop valuable spin-offs as we continue to explore. Here
are results we can use to improve life on Earth that were developed using
the unique laboratory of microgravity.

The University of Arizona does not want to simply exploit the proper-
ties that make viruses and bacteria become stronger in space; it wants to
fundamentally understand why this occurs. This research might alter our
basic understanding of viruses and bacteria. It could even allow this phe-
nomenon to be exploited on the earth without the need to travel to space.

The space shuttle paved the way for this, and the ISS is now beginning
to show the real results. Basic research and development takes time, of
course, but we have already done much of the basic R&D. The vaccine
development built on prototypes flown for years on the space shuttle—we
launched the Salmonella and MRSA experiments with credible evidence
that we could produce results. It was not a shot in the dark.

The Alpha Magnetic Spectrometer had also proved its worth on its shuttle
flight, which gave credibility to the idea of developing a larger, long-term
experiment. The AMS we launched to the space station is actually so sen-
sitive it actually started recording data when we turned it on at Kennedy
Space Center. Now it is using 300,000 data channels to record a gigabyte a
second, 24 hours a day, year-round, in space.

These focused R&D projects are producing results. Researchers in Japan
running protein crystal growth experiments have found a possible path to
a treatment for Duchenne’s muscular dystrophy, as well as other viruses.

Apple Computers purchased the rights to a material being marketed
as Liquidmetal, which has the strength of titanium and the plasticity of,
well, plastic. It too was first developed as part of a materials experiment
in zero-g.

Of course, the very environment we are working in forces us to con-
tinue to innovate new and better ways of simply staying alive. The ISS
is not only a great laboratory for developing new drug treatments, materials
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research, and answers to life, the universe, and everything else; it is also
a perfect laboratory for extending our reach into the solar system. Any
physical science with a “g” gravity term in its equation can benefit from
testing with the “g” removed.

The environmental control system onboard, what we call REGEN-
ECLSS, recycles upwards of 80 percent of the water used by the crew.
Water, unlike oxygen or other gasses, is incompressible, meaning that a
gallon of water launched into space takes up just as much room on a
supply ship as a gallon of water in your car. Recycling all of the crew’s
exhaled moisture, dampness from exercise and bathing towels, and urine
dramatically reduces the amount of liquid we need to launch into space
and dramatically increases the amount of room we have for other cargo.

Not only that, the water we have up there can be used to generate oxygen,
which can then be turned into carbon dioxide by the crew, which we can
then separate into carbon and oxygen, which we can then combine with
waste hydrogen from the oxygen-generating process to form water again.

The rich tapestry that is our oxygen and water system has not been easy,
of course. The first period of operations of the urine processing system
were plagued by jammed filters and clogged pumps. It took us a while to
figure out why. It is well known by now that human bones leach calcium
at a high rate in zero-g. It is the healthy astronaut equivalent of osteoporosis.
This is a major area of investigation for our human research program, be-
cause upon return to Earth, astronauts regenerate this lost bone structure,
unlike your 80-year-old grandmother. We do not yet know why they can
grow this bone back.

Unfortunately, while they are losing all of their calcium on-orbit, it
had to go somewhere, and it went straight into the filters of the water sys-
tem. While some calcium buildup had been anticipated in the design,
our engineers had not accounted for just how much would end up there.

We redesigned the pump, and since the ISS is only a two-day trip
away by rocket, we were able to replace the original design and bring the
capacity of the water system back to normal. The crew and their station
are becoming one system.

The benefits here are twofold, and from two very different disciplines.
First, our engineers learned a lesson about designing water recovery systems
at a relatively low cost and low impact to the mission. There are many
things we design that simply work differently in space that we cannot
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anticipate on the ground. Fortunately, this one happened close to Earth,
which is one of the primary benefits of having the ISS as a test bed.

Secondly, our human medical researchers were able to better quantify
the calcium loss thanks to returned samples. They are working on different
countermeasures, including diet and exercise, to minimize the amount of
calcium loss on-orbit.

As has been said about airplane radar and convection ovens, these two
disciplines did not know how much they had to learn from each other.
Their intersection gave us the microwave oven. Our functioning home in
space has brought two new disciplines together. Courage, my friends, we
are advancing to the Brick Moon!

ISS Control, Launch, and Communications

Assembling the ISS in space has almost been the easy part. As you
know, the ISS partnership is made up of five space agencies and 15 coun-
tries, bound together by treaty-level governmental agreements negotiated
almost 20 years ago. The challenges involved in this effort have at times
seemed insurmountable, yet we have somehow always overcome. Think
about it—Tokyo is a 14-hour flight and 14 time zones behind Washington,
DC. Moscow is a 12-hour flight and eight time zones ahead of Washington.
Paris is a 7-hour flight and six hours ahead. Even Montreal is still a two-
hour airplane ride from Washington. And that is only the NASA-centric
view; Tokyo is still a long ride from Moscow, and so on.

That does not begin to address the language barriers we have all faced,
or even simply the cultural differences between our five partners. As a
young engineer in Ohio, I do not think I ever expected one day to be fully
comfortable traveling from Kazakhstan to Moscow to Tokyo in a single
trip, but I have done exactly that. The cultural awareness and cultural
changes were far greater than the physical travel.

We have learned that we are not nearly as different as it would have
appeared in 1993, or even 2003. The biggest evidence of this is orbiting
over our heads as we speak. All of those parts we built—all of the laboratories,
connecting modules, logistics modules, trusses, solar arrays—all of them
fit together on the first try, just like they were designed. That first try, of
course, happened in space. | sometimes worry that we do not appreciate
quite enough what an achievement that really is.
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The Great Pyramid of Giza took an estimated 20 years to build. Notre
Dame Cathedral in Paris took more than 150 years. The space station is
perhaps the single most complicated engineering project ever undertaken
by humanity, and we did it in 13 years of actual assembly in space, with
every major part working as designed. Actually, the more I reflect on it,
the more [ think the engineering was actually the easy part. We have five
partners—that is five governments, really 15 if you count all of the Euro-
pean Space Agency partners—that all have to agree on a plan and a budget
and a schedule. As we have seen in the United States alone this year, even
getting a single country’s government to agree is no easy task. Yet, through
the dedication of everyone in the program in every agency, and in part to
what I like to think of as the singleness of our mission, we managed. All
of our governments agreed this space station was worth their time and
treasure and endless meetings and negotiations. The methods we have
developed for managing the ISS, I believe, are a model for future large
international science and engineering collaborations. It took years for us
to get a system in place to manage this vehicle and its fleet of support ships
that are coming and going, on average, once every three weeks.

Twice a week, we conduct the International Mission Management Team
meeting. This is a telephone conference run by our working-level people
from each agency where they discuss their tactical strategy for manag-
ing daily operations. Once every few months, we have a Space Station
Control Board meeting, which is where the ISS program managers get
together, usually in a video call, to discuss their medium-term tactical and
strategic management strategy. A few times a year, we have a Multilateral
Coordination Board meeting, which is chaired by my counterparts and me,
usually in person, where we discuss our long-term strategic plans for ISS.

I detail all these meetings to emphasize that the way we manage the
station, and in my opinion the only way to manage it, is by communica-
tion. It is all about communication. Communication between the partners
is most critical; it is more important than any single launch, any single
module, and any single spacewalk. Without daily communications between
each partner, we simply would not be able to execute this program.

Let me make clear to anyone who might someday manage our next big
international mission, maybe to the moon, maybe to Mars—communication
is the most important part of your program. From this communication
comes trust—and there must be a level of trust. We cannot fully under-
stand the details of another partner’s design. At some point we must trust
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that they have fully worked the design and its operation and understand
how it will work with the ISS.

Challenges in Space and on the Ground

This type of communication has helped us overcome the many chal-
lenges we have faced in assembling the ISS. I would like to mention a few
of these challenges now, because they help inform the way we will manage
the program in the future.

This may shock you, but budget is actually not one of our biggest chal-
lenges right now, at least for the space station program. It could be, if the
Washington budget folks listen to this speech and hear me say budget is
not a problem. They would see this as an opportunity to cut our budget.
They also want more return for each dollar spent.

We have spent enough time working with the Congress and helping
them understand the program that we have actually gotten to the point
where we, and more importantly, they, understand what we need to fund
our O&M costs reliably.

More is almost always better, of course, and a more robust budget would
enable us to fund a more robust research program. The research funding
could be increased and is very small compared to the assembly and opera-
tions costs. However, with our National Lab partners, we have been able
to develop a plan that helps spread research costs around while maintain-
ing a reasonable utilization schedule.

Keep in mind, I am only talking about the budget for operating the station.
Our next biggest challenge is transportation, which is both a technical and
budgetary challenge. As you all know, since we retired the space shuttle,
our only access to the crew has been through the Russian Soyuz. I would
also like to clarify something the media has yet to get right. They like to
point out that since we do not have the shuttle, we are now solely reliant
upon the Russians. This is true, but it misses the point. We have always
been solely reliant upon the Russians for crew transportation. Emergency
return capability on station has always been via the Soyuz. Even when we
rotated crews with the shuttle, they had a seat on the docked Soyuz in case
of an emergency. We actually had not even rotated a crew on the shuttle
for the last few years of the program.

So from this perspective, the new world is the same as the old world.
However, it does put us in a more precarious position politically. The Russians
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have had a trying year, experiencing several launch failures, including one
cargo ship which was bound for the ISS. I consider the Russians among
the world’s foremost rocket engineers, and while the Soyuz capsule has
only flown 123 times, the Soyuz rocket has flown more than 1,800 times
in its various iterations. To say once more, 1,800 times. That is a lot of
flight history in a rocket design, to be sure.

I have confidence in our Russian partners to find and correct the
problems they seem to have been having lately, and I am comfortable
continuing to launch our crews aboard their vehicles for as long as we
need to. However, additional redundancy would be nice.

Commercial Partnerships

One of our guiding principles on the ISS is the concept of dissimilar
redundancy. We have a lot of duplication on-orbit—two oxygen generators,
two carbon dioxide removal systems, a whole fleet of different cargo delivery
ships, all of which provide the same function in different ways, so that no
single failure or design flaw can affect the others.

Right now we are violating this principle of dissimilar redundancy by
having only one way to launch crews into space. The Columbia tragedy
showed us the value of redundancy. Our Russian partners understand this
as much as we do.

This is a transitional time for NASA as we watch commercial cargo
come on line. SpaceX is hoping for their first rendezvous and docking
with the ISS next month, and Orbital should launch their cargo ship later
this year. We have a cargo margin already onboard the ISS, which means
we do not require the immediate success of these companies. Three cur-
rent cargo ships, the Progress, the H-II Transfer Vehicle (HTV), and the
Automated Transfer Vehicle (ATV), are sufhicient for now to give our new
commercial partners time to grow. The upcoming launches this year are
test flights, and I want to stress that. These companies will be operating
where historically only governments have, and I think it will be interesting
to watch.

We are trying to continue this effort with our commercial crew program
at NASA. We have selected a number of partners for this program, and by
providing limited funding, we are hoping to accelerate their development
of private space vehicles that can take crew to and from orbit.
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This is another one of our challenges. The more budget we have to help
these partners, the sooner we can help them begin flying safely and reliably.
Once they begin flying safely and reliably, we will be back to our core
principle of dissimilar redundancy for access to station.

Another challenge we face is the utilization of the ISS. This year we
selected the Center for the Advancement of Science in Space, or CASIS,
to manage the US portion of the ISS as a national laboratory. This is one
of the most important research developments of the past few years. While
NASA will continue to do the kinds of research that are directly relevant
to us—Ilike long-duration human exposure to microgravity and long-duration
systems development—we simply cannot use all of the facilities of the
ISS. It is too big.

Instead, we have selected an outside partner to act as the referee to figure
out how best to use the vast capacity of the station. The vaccines I talked
about earlier were developed in this way—by an outside entity partnering
with NASA. In the future, exactly this kind of research will continue, but
it will be managed through CASIS.

The NASA-CASIS interfaces are still being worked out, which is why I
list this among our challenges. Getting the word out to the research com-
munity of this incredible resource is another one of our challenges, one
that I look forward to working with CASIS to address. In the future, I
expect one of our challenges will be figuring out how to down-select from
the many research proposals we receive.

The goal of CASIS is to show typically nonspace commercial compa-
nies the advantages of using the space station as a research environment.
Any equation with “g” in it can gain additional insight into the process
represented by the equation by going into microgravity. New insight into
combustion can be done in the combustion research rack on the ISS.
CASIS is to expose the commercial sector to the advantages of space-
based research to their industry. Space could become a new economic
engine for this nation.

Finally, figuring out what to do with the ISS for our own uses is the
last of our biggest challenges. We have a tacit agreement among the 1SS
partners that our next step is to move humans out into the solar system.
However, we all recognize that we simply cannot do this in a safe and
effective way without developing on station the systems that will take us
there. It is a lot easier to troubleshoot a faulty oxygen generator two hours
from home than it is two months from home.
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The problem here, as the problem is everywhere else, is one of resources.
This year, at our Multilateral Coordination Board meetings and possibly
at a meeting of the heads of all the space agencies, we are hoping to estab-
lish a well-thought-out plan of research and development to begin to take
us there. Technology development is critical to these efforts, and it will be
better for all of us if we attack this as a unified partnership rather than as
a loose confederation.

Another one of the topics we will be discussing is the best way to use
the actual station components to support research. We have been floating
some ideas about possibly using station modules that are on-orbit to sup-
port a new exploration vehicle—literally disassembling a few pieces of the
space station, putting them together in a new configuration, and blasting
them right out of the current orbit.

As odd as it seems to start talking about taking the thing apart right after
we finished putting it together, the actual missions will not happen for
years yet, but the planning needs to begin now. Our entire experience on
station has shown us that our estimates on the life of nearly every component
have been very conservative. The vehicle is outperforming anything we
could have hoped for, and it would be foolish of us to not plan to use it
to its fullest. Courage, my friends, we are advancing to the Brick Moon!

Exploring Space—the Final Frontier

In 1804, Pres. Thomas Jefferson commissioned an expedition to find
a navigable water route to the other side of North America—the fabled
Northwest Passage. Meriwether Lewis and William Clark were selected
to lead the expedition. Lewis, Clark, and their team left the East Coast
in 1804, bound for points west. Along the way they discovered a wealth
of knowledge that had great value scientifically, commercially, and politi-
cally, though they never did find the Northwest Passage.

Jefferson originally requested $2,500 from Congtess for the expedition.
The final cost of the trip was closer to $50,000. History has certainly
shown that the investment was worthwhile. The Lewis and Clark expedi-
tion nearly single-handedly opened the American West for expansion,
which was one of the primary economic engines that drove the United States
for nearly 150 years.

Think ISS. . ..
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In 1838, the US government sponsored a round-the-world trip of six ships,
called the US Exploring Expedition [Ex-Ex]. It was the first government-
sponsored nautical journey and consumed somewhere between one-quarter
and one-third of the federal budget. Think about that—a third of the federal
budget. This was before the rise of most of the government services we take for
granted today, but that is still an enormous commitment to exploration and
discovery on the part of the Congress.

The US Ex-Ex charted much of the Pacific Ocean, as well as large parts
of the coast of Antarctica. It brought back tens of thousands of plant and
animal specimens, which in large part convinced Congress to fully back
the founding and funding of the Smithsonian Institution to categorize
and preserve them. Some of the charts created by the Ex-Ex were still in
use a hundred years later in the Pacific Theater in World War II. Is explo-
ration worth the cost?

In 1919, a hotel owner named Raymond Orteig offered the princely
sum of $25,000 to the first airplane to fly nonstop between New York
and Paris. Eight years later, it was claimed by Charles Lindbergh in one of
aviation’s greatest triumphs.

I bring this all up to illustrate a point. In our business, we like to say
that we are going places and doing things that no one has ever done be-
fore. This is true. However, it is also important for us to remember that we
are the latest in a long line of explorers, scientists, engineers, and entrepre-
neurs that stretches back hundreds of years. We are not different; we are
merely continuing the work they began.

The US government has historically funded bold and expensive explora-
tion and research programs. Thomas Jefferson originally proposed a Lewis
and Clark—type expedition in the 1780s—before the signing of the Consti-
tution. The US Ex-Ex was primarily a trip to show the flag around the world
and conduct science if possible. The scientific returns were immeasurable.

The Orteig prize had a modern parallel in the X-Prize, which was
directly modeled after the success of the transatlantic flight. The X-Prize
was even claimed eight years after it was announced—the same amount
of time as the Orteig prize.

What we do is what we have always done, and hopefully what we will
always continue to do: explore. The work on the International Space Station
is helping to find new vaccines, new materials, and new ways of looking
at our home planet that will directly affect the lives of millions on the
ground. These are not spin-offs. These are direct results of focused research
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that is building on decades of experience working in space. Thirty-one
countries are currently conducting investigations onboard, represent-
ing hundreds of researchers. This is the way humanity conducts serious
space exploration.

At the same time, the ISS is helping us fill in the blanks on the specific
ways humanity will finally leave the confines of low Earth orbit in a sustain-
able, robust way. When the crew of some future starship Enterprise looks
back at the history that got them their ship, I believe they will see our
work today in the same way we see Lindbergh, Lewis, Clark, and even
Columbus—as foolhardy, fragile, brave, audacious, and utterly necessary.

Giinter Wendt called this the “unbroken chain,” and we are doing our
part to ensure that we are a link in the middle, and not the bitter end.

Courage, my friends, we are advancing to the Brick Moon! M®1

Notes

1. “Preventing and Controlling MRSA Infections in the Military Health Care Setting,” Force
Health Protection and Readiness, 29 December 2010, http://thp.osd.mil/new.jsp?newsID=20.

2. R. Monina Klevens, DDS, MPH; Jonathan R. Edwards, MS; Chesley L. Richards Jr.,
MD, MPH; Teresa C. Horan, MPH; Robert P. Gaynes, MD; Daniel A. Pollock, MD; and
Denise M. Cardo, MD, “Estimating Health Care-Associated Infections and Deaths in U.S.
Hospitals, 2002,” Public Health Reports 122, no. 2 (March—April 2007): 160-66, http://www
.ncbi.nlm.nih.gov/pmc/articles/ PMC1820440/2tool=pmcentrez.
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Nuclear Deterrence in the Information Age

Stephen J. Cimbala

Twenty-first-century nuclear arms control and deterrence will take
place in a technology context that privileges the smaller, the faster, and
the more agile over the larger, the slower, and the less adaptive. At the
high end of conventional deterrence and war-fighting capabilities are in-
cluded long-range conventional precision strike, advanced C4ISR (com-
mand, control, communications, computers, intelligence, surveillance, and
reconnaissance), network-centric warfare, and the forward movement, at un-
certain paces, of defense-related nanotechnology and artificial intelligence.’
Meanwhile, nuclear weapons remain in the arsenals of leading powers and
in the aspirational tool kits of putative regional hegemons or potentially
disruptive rogue states.

This present and emerging context for nuclear arms control and deter-
rence leads into politico-military conundrums and paradoxes. First, cyber war
and nuclear deterrence may emerge as overlapping jurisdictions, bringing
new complexity into the fabric of US and other military-strategic plan-
ning. Second, antimissile defenses based partly on new technologies may
finally challenge the hitherto supreme status of offensive nuclear launchers.
If so, then a third outcome is possible. Instead of the venerable Cold War—
era triad of intercontinental land- and sea-based missiles and bombers
or the post—Cold War triad of nuclear and conventional offensive forces,
defenses, and supporting infrastructure, a new “triad” of cyber strategy,
minimum nuclear deterrence, and antimissile defenses might merit further
descriptive attention from strategic thinkers and policymakers.

The author gratefully acknowledges Jacob W. Kipp, Michael Noonan, and Timothy Thomas for helpful in-
sights and suggestions pertinent to this research. None bears any responsibility for arguments or analysis herein.

Stephen J. Cimbala is distinguished professor of political science at Penn State Brandywine. Dr. Cimbala
is the author of numerous books and articles in national security studies, nuclear arms control, and other
fields and is an award-winning Penn State teacher. His current research focuses on nuclear weapons in the
information age and US-Russian nuclear arms control
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Cyber and Info Wars: Concepts Aplenty

Academic and professional literature and US government agencies
already offer a rich menu of definitions for important cyber-related
concepts, including cyberspace and cyber power.? The Department of
Defense’s first formal cyber strategy, released in July 2011, anticipated
that some attacks on US information systems would meet traditional defi-
nitions of war, perhaps justifying retaliatory responses that were either
cyber, or kinetic, or both.? Information warfare can be defined as activities
by a state or nonstate actor to exploit the content or processing of informa-
tion to its advantage in time of peace, crisis, or war and to deny potential
or actual foes the ability to exploit the same means against it. This is an
expansive, and permissive, definition, although it has an inescapable bias
toward military and security-related issues. Information warfare can in-
clude both cyber war and net war.?

The related concept of cyber deterrence involves degrees of uncertainty
and complexity that require a leap of analytic faith beyond what we know,
or think we know, about conventional or nuclear deterrence.® Cyber
attacks generally obscure the identity of the attackers, can be initiated
from outside of or within the defender’s state territory, are frequently
transmitted through third parties without their complicity or knowledge,
and can sometimes be repeated almost indefinitely by skilled attackers,
even against agile defenders. On the other hand, systems are vulnerable
only to the extent that they have flaws unknown to the defenders that can
actually be exploited by attackers. In addition, the impact of any cyber
strike is relative to the time needed to recover the attacked system—of
which neither attacker nor defender would have preattack knowledge.”
For these and other reasons, the contrast between the principles of cyber
deterrence and nuclear deterrence encourages modesty in the transfer of
principles from the latter to the former. As Martin Libicki summarizes,

In the Cold War nuclear realm, attribution of attack was not a problem; the pros-
pect of battle damage was clear; the 1,000th bomb could be as powerful as the
first; counterforce was possible; there were no third parties to worry about; private
firms were not expected to defend themselves; any hostile nuclear use crossed an
acknowledged threshold; no higher levels of war existed; and both sides always
had a lot to lose.®

Airpower theorist Benjamin S. Lambeth regards cyberspace as part of
the third dimension of warfare that also includes air and space operations.
Cyberspace, according to Lambeth, is the “principal domain” in which
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US air services “exercise their command, control, communications, and
ISR (intelligence, surveillance, and reconnaissance) capabilities that
enable global mobility and rapid long-range strike.” In addition, US
dominance—or falling behind—in cyberspace has repercussions for the
nation’s success or failure in aerospace and other domains of conflict.!”
Lambeth’s effort to conceptualize cyber power or cyber war in a larger con-
text is supported by Colin S. Gray, who cautions against over-mystification
of the problem of cyber strategy:

When you use the term cyber strategy you risk misleading people into thinking
that they are entering a new and mysterious domain. Happily, we know a great
deal about strategy. We should, with 2,500 years of past experience from which to
learn. And we have readily to hand a good enough general theory of strategy that
certainly has authority over cyber power.!!

Attacking in the Cyber Realm

Experts foresee that some kinds of cyber war will be part of many future
military conflicts.!? But the term cyber war may be misleading, since at-
tacks on computers and networks are only one means of accomplishing
the critical objective of neutralizing an enemy’s critical infrastructures.'
The purpose of information and infrastructure operations (I120) would
not be mass destruction (although destructive secondary effects are pos-
sible), but both mass and precision disruption. According to some scholars,
the purpose of an information and infrastructure operation would be to
“disrupt, confuse, demoralize, distract, and ultimately diminish the capa-
bility of the other side.”'* This concept lends itself to candidate consider-
ation for a nuclear responsive deterrent mission.

Under the assumption of future Russian and US strategic nuclear forces
limited to 1,000 or so deployed offensive weapons with operational per-
formance parameters comparable to present systems, each side would
reasonably expect to retain some hundreds of second-strike survivable and
retaliating weapons. Allocating these weapons to targets requires parsimo-
nious retailing of weapons against targets (unlike the wholesale overkill of
the high Cold War). Fighting a counterforce war against the other side’s
remaining nuclear forces would rapidly deplete a force already challenged
to maintain any capacity for escalation control and war termination, or
for continued postwar nuclear power status. Blowing up the cities of the
other side is easily accomplished but not necessarily empowering of
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strategic aim or military objective. It makes sense only as an option
withheld for possible future use to deter the adversary from taking a
similar step.

Instead of Cold War—style counterforce or countervalue targeting (the
former futile, and the latter gratuitously inhumane), US and Russian plans
for retaliation might emphasize counter—information and infrastructure
strikes. The cyber and industrial recuperative capabilities of a state, includ-
ing electricity, transportation, refineries, depots, and military-supporting
industries—together with partial disruption of warning, command-control-
communications, and reconnaissance capabilities—could paralyze decision
making and limit military options. Although civilian casualties would be
unavoidable from widespread 120 attacks, they would not be the object.
Information-infrastructure targeting could threaten to inflict decisive paralysis
on the opponent’s military information systems or civil infrastructure with
minimal physical damage, provided an imaginative cyber component sur-
vived the other side’s attack. Instead of a second-strike capability for mass
destruction, an [120-focused minimum deterrent would pose the credible
threat of focused and mass disruption.’

One can imagine three objections to the preceding suggestions. First,
increasing capabilities for 120 strikes might raise the appeal of preemp-
tion for a state. As opposed to riding out an attack and retaliating, a state
might be so fearful of its cyber vulnerability that it would prefer to wager
on anticipatory attacks (preemptive or preventive) instead of responsive
ones. This concern is not unreasonable, especially since the identity of
a cyber attacker is easier to conceal than that of a kinetic first striker. A
second objection to 120 targeting for nuclear retaliatory forces is that it
might not be scary enough to dissuade determined attackers. Only assured
destruction of the opposed regime or its society as a functioning entity
would assuredly deter in this view. However, even during the Cold War,
“assured destruction” represented a mistaken view of leaders’ actual
decision matrices (John E Kennedy’s national security advisor McGeorge
Bundy had the last word on this, with his equation of 10 nuclear weapons
on 10 cities as a “disaster beyond history”). During the Cuban missile
crisis of 1962, for example, the ExComm advisory group to President
Kennedy was most anxious to avoid a war, regardless of the putative pre-
war US nuclear superiority in the numbers of deployed and second-strike-
survivable strategic nuclear weapons.
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A third objection to an 120-oriented second-strike capability as the
basis for US-Russian nuclear deterrence is that the conditions and expec-
tations for terminating a cyber war or a cyber component of a larger war
are not well understood compared to more conventional or predigital con-
flicts. One aspect of this inscrutability for cyber conflicts has already been
noted: the identity of the first striker or “perpetrator” might be unknown
and undetectable within the time available for deciding upon retaliatory
options. Another aspect is that nuclear destruction might remove reli-
able means of communication, including power grids, satellite links, and
underground cables, between adversaries otherwise intending to negotiate
for war termination. This third objection also includes the possibility
that obscured identities and mistaken perceptions by one or both sides
could be exploited by third parties or additional troublemakers who took the
opportunity to scavenge while vultures fought over their respective carcasses.

The objections relevant to any war with a heavy cyber component sug-
gest that a nuclear deterrent based mainly on 120 retaliation should leave
the door open for the inclusion of conventional long-range weapons (so-
called PGS, or precision global strike weapons) in the responsive repertoire.
Russia’s aversion to US prompt global strike systems is well known, based
on the Russian military’s fear of US conventional deep-strike capabilities
in the European theater of operations and globally. Russia’s wariness on
this score reverts to its analysis of the US air-ground campaign against Iraq
in 1991, especially the 37-day air war. Russia’s post—Cold War inferiority
to NATO in conventional military capabilities, together with its allergy
to NATO enlargement, creates for US and NATO-mistrusting Russians
a picture of a conventional theater-strategic NATO option for a twenty-
first-century Barbarossa. Even short of war, NATO enlargement and con-
ventional deep strike, supported by US global supremacy in C4ISR and
prompt global strike systems, could deter Russia from using the threat of
force against former Soviet states now inside, or aspiring to join, NATO.

Granted Russia’s pessimism on this score, the United States may neverthe-
less choose to equip itself with retaliatory options of global reach and using
conventional weapons. Launchers specifically dedicated for this mission,
together with long-range and airborne hypersonic technology vehicles
(HTV), could be included in any future war plan that seeks to accomplish
national objectives with minimum collateral damage.!® The airborne
element might eventually include purpose-built remotely piloted aircraft
or technologically enhanced space planes. Russia’s objection, that it might
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confuse the launch of a conventional PGS system with the firing of a US
nuclear first strike, can be met by verifiable separation of PGS-capable
and nuclear-tasked launch vehicles. As part of any US strategic retalia-
tory force, conventional PGS systems could deliver electromagnetic-pulse
weapons, microwaves, or other devices to cripple the effectiveness of
enemy computers, electronics, and other cyber assets. Conventional PGS
systems, in addition to their roles in any strategic retaliatory force, could
be used preemptively against terrorist storage bunkers (including bunkers
storing weapons of mass destruction).

Cyber weapons used prior to or during a nuclear attack, or even during
a nuclear crisis, might qualify as conventional or unconventional, depend-
ing on taste. It would be a stretch to refer to them as nuclear or even as
weapons of mass destruction (although, as already argued, not as weapons
of mass disruption). The issue of whether to incorporate cyber or infor-
mation weapons into standing targeting plans involves complexities not
addressed here. The most effective exploitation of cyber or information
weapons depends on their flexibility and capacity for turning on a dime
relative to the opponent’s ability to complete its decision loop. On the
other hand, one can imagine cyber weapons as part of preplanned attacks:
viruses, Trojan horses, worms, and other corrupters of the integrity of op-
ponents’ software systems could be planted months or years in advance
of expected conflicts. Perhaps in acknowledgment of the risks of cyber
dependency or digital fixation, the US Army now conducts some train-
ing exercises where units are required to turn off some of their Force XXI
battle command-control systems—both to ascertain how well the troops
do without them and to train troops for information-deficient environ-
ments in battle.”

Ongoing cyber attacks in peacetime to test the resiliency of competitors’
safeguards have become so routine that indignation is rare and reportage
long ago lost any “gee whiz” overtones. For example, the most remarkable
aspect of the reported attacks on Iran’s nuclear infrastructure by the Stuxnet
worm, widely attributed to Israel and/or the United States, might be the
relatively low-key manner with which the regime in Tehran reported the
episode and downplayed its significance. Stuxnet raises the possibility of a
growth industry for researchers in the use of cyber weapons for counter-
proliferation, with the attendant difficulties of source identification and
acknowledgment.®

STRATEGIC STUDIES QUARTERLY 4 SUMMER 2012 [23 ]


http:acknowledgment.18
http:battle.17

Stephen J. Cimbala

Assured Retaliation

Suppose, for the sake of argument, that the abstract notion of basing
a minimum US or Russian strategic nuclear deterrent on 120 targeting
found resonance among defense planners in both states. Could it be im-
plemented with forces at or below 1,000 operationally deployed long-
range nuclear weapons? The following analysis interrogates that issue in
several stages. First, we analyze hypothetical post—-New START Russian
and US strategic nuclear forces for their ability to provide for assured
second-strike retaliation.!” Second, we ask whether the deployment of
antimissile defenses by either or both states would preclude the effective-
ness of minimum deterrence, regardless the targeting emphasis of retalia-
tory forces on 120 or otherwise.?’ Third, we interrogate the model for
insight into possibly combined effects of cyber and kinetic strikes.

Figure 1 summarizes the estimated numbers of surviving and retaliating
second-strike warheads for US and Russian strategic nuclear forces under a
deployment limit of 1,000 weapons. Each state deploys a balanced triad
of launchers. The numbers of second-strike surviving and retaliating war-
heads are tabulated under four conditions of alertness and launch doc-
trine: (1) generated alert and launch on warning (Gen/LOW), (2) gener-
ated alert and riding out the attack (Gen/RO), (3) day-to-day alert and
launch on warning (Day/LOW), and (4) day-to-day alert and riding out
the attack (Day/RO).

450.00
400.00
350.00
300.00 +
25000 +

Number of 200.00

Warheads 150,00 + d

10000 +~

50.00

0.00 =

Rus Rus Rus Rus Us. Us. Us. Us.
Gen/LOW | Gen/RO | Day/LOW | Day/RO Gen/LOW | Gen/RO | Day/LOW | Day/RO
Series1| 438.73 | 365.61 | 292.49 | 219.37 442.03 | 368.36 | 294.69 | 221.02

Figure 1. US-Russia surviving and retaliating warheads (1,000-deployment limit)
(Source: Figures 1-6 are based on a model originally developed by James J. Tritten and subsequently modified by the
author. Dr. Tritten is not responsible for its use here nor for any arguments or conclusions.)
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Figure 2 replicates the analysis summarized in figure 1 but with a smaller
maximum number of 500 deployed long-range weapons for each state.

The results displayed in figures 1 and 2 suggest that Russia and the
United States could provide for stable deterrence based on assured second-
strike retaliation with numbers of deployed weapons significantly lower
than those provided for in New START (or, conceivably, could not, if
political relations soured and expectations of “reset” and rapprochement
were replaced by expectations of a renewed nuclear arms race—politics
rules!). In the present illustrations, under a deployment limit of 1,000 or
500 weapons for each state, either a balanced triad of launchers or hypo-
thetical alternatives (interesting in case of lags in modernization, especially
for Russia) provide from hundreds to many tens of thousands of surviving
and retaliating weapons under every condition of alertness and launch
doctrine. Although leaders in the United States and in Russia have pres-
ently ruled out any departure from triads of intercontinental launchers,
future exigencies or attractive technologies might change this calculation.

250.00

200.00

150.00

Number of 100.00

Warheads
50.00
0.00
Rus Rus Rus Rus us. us. us. u.s.
Gen/LOW | Gen/RO | Day/LOW | Day/RO Gen/LOW | Gen/RO | Day/LOW | Day/RO
|lSeries1 229.16 | 190.97 | 152.77 | 114.58 238.92 | 199.10 | 159.28 | 119.46

Figure 2. US-Russia surviving and retaliating warheads (500-deployment limit)
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Missile Defenses

Would missile defenses complement or conflict with the objective of
minimum deterrence through reductions in offensive nuclear forces, in-
cluding the option of increased emphasis on 120 targeting? In figures 3
and 4, US and Russian second-strike retaliatory forces are opposed by
missile and air defenses with drawdown curves of effectiveness against
penetrating ballistic missiles and aircraft-delivered weapons from 20 to 80
percent. The upper tier of defenses in this graphic provide an optimistic per-
formance expectation for missile and antiair defenses judging by today’s
standards, but it allows room for improvements in ballistic missile defense
(BMD) performance that might materialize between now and 2018-2020
(the New START due date for implementation of treaty reductions and
the final stage of planned European phased adaptive approach [EPAA]
missile defense deployments). Figures 3 and 4 summarize the numbers
of second-strike surviving and retaliating warheads for each state under
the initial deployment limits of 1,000 weapons and 500 weapons, respec-
tively. For the sake of consistency, all retaliatory forces are operating under
conditions of generated alert and riding out the attack (Gen/RO), and
both sides are deploying triads.

300.00

250.00

200.00

150.00

Number of
Warheads 100.00

50.00
—
0.00
Phase | Phase | Phase | Phase Phase | Phase | Phase | Phase
I\ 1] I | v 1] I |
UsS. U.sS. uU.s. uU.s. Russian|Russian|Russian|Russian
Defenses | Defenses | Defenses | Defenses Defenses | Defenses | Defenses | Defenses
|lSeries1 73.12 | 146.24|219.37 | 292.49 73.67 |147.34|221.02|294.69

Figure 3. US-Russia surviving and retaliating warheads vs. defenses (1,000-
deployment limit)
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|lSeries1 38.19 | 76.39 | 114.58 |152.77 39.82 | 79.64 | 119.46 [ 159.28

Figure 4. US-Russia surviving and retaliating warheads vs. defenses (500-
deployment limit)

The results summarized in figures 3 and 4 offer mixed messages for US
and Russian military planners and for students of nuclear arms control.
On one hand, post—New START nuclear retaliatory forces, even at mini-
mum deterrent levels, can conceivably provide for numbers of surviving
and defense-penetrating warheads adequate to support a strategy of stable
deterrence. On the other hand, as deployed defenses gradually improve,
they make it harder to build flexibility into retaliatory targeting options.
Deploying defenses that are 00 capable against either side’s nuclear retaliatory
forces could drive military planners into launch-on-warning doctrines,
increased expenditures on offensive countermeasures to defenses, or ad-
ditional deployments of offensive weapons.?!

Even technically improved antimissile defenses relative to offenses leave
open ended the strategic and political priorities that will determine future
US and Russian defense modernization. Opportunities exist for misunder-
standing and misperception, creating further distance between the secu-
rity agendas of Washington/Brussels and Moscow and postponing the
extension of the European security community eastward to include Russia
as a participant and not just as an observer.* Russian political leaders and
technical experts argue the case for participation with NATO in a European-
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wide missile defense system, even as they warn of a European BMD
danger to Russias deterrent and advocate deployment of new offensive
land- and sea-based missiles equipped to defeat such antimissile systems.?
The Obama “reset” with Russia is also under siege in US domestic politics,
adding to uncertainty with respect to future US-Russian security coopera-
tion or lack thereof.?*

US and Russian arms controllers who are attempting to detoxify the
potential conflict between further offensive force reductions and missile
defenses might be fighting the wrong corner. An information-infrastructure
deterrent might rely less on antimissile or air defenses—or countermeasures
to those defenses—than traditional models based solely on kinetic fac-
tors would suggest. Instead, an 120 first- or second-strike force might
exploit the electronic spectrum and the information grid of its opponent
for disruption that swept around, over, and under the sensor and shooter
exchanges previously thought of as dispositive.?> Related to this possibility,
Russia’s war against Georgia in August 2008 demonstrated how cyber war
and information operations might be used in support of conventional
military operations. The Russian cyber campaign reportedly attacked some
38 Georgian and Western websites upon the outbreak of war, including
ranking Georgian government offices and the US and British embassies in
Georgia, and appeared to be centrally directed and coordinated with the
tempo of force operations.?®

Instead of a single integrated operational plan (SIOP), however flexible,
for fighting a nuclear war if deterrence failed, planners would have to
devise a matrix of plans linking information strike with kinetic options.
How complicated this might be is probably beyond the power of mere
mortals to demonstrate with any proficiency—much is speculative as to
the two-way complexity of combined cyber and nuclear or conventional
kinetic attacks. On the other hand, analysts and planners must do what
they can in the face of questions and demands for performance that will
not go away.

A simplified approach to one aspect of a cyber-soaked SIOP might be
illustrated as follows. Let us assume that both the United States and Russia
were required to carry out second-strike retaliation after having absorbed
both cyber and kinetic first strikes. To measure the impact of such strikes,
we estimate that the cyber component directly or indirectly neutralizes as
many surviving and retaliating weapons as does the kinetic portion. The
second-strike surviving forces would therefore be in a position equivalent to
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that of a third striker in a series of exchanges without information weapons.
In effect, they would be fighting World War III-b. The additive effects of
both cyber and kinetic strikes are summarized in figures 5 and 6 repre-
senting the 1,000- and 500-weapon prewar deployment limit (without
defenses), respectively.

250.00 -

200.00 -

150.00 -

Number of 14900 -
Warheads

50.00 -

0.00 -

Rus Rus Rus Rus uUs. uUs. uUs. uUs.
Gen/LOW | Gen/RO | Gen/LOW | Day/RO Gen/LOW | Gen/RO | Gen/LOW| Day/RO
llSeriesl 195.79 | 163.16 | 130.53 | 97.89 209.80 | 174.84 | 139.87 | 104.90

Figure 5. US-Russia surviving and retaliating warheads with information and
kinetic attacks (1,000-deployment limit)
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Figure 6. US-Russia surviving and retaliating warheads with information and
kinetic attacks (500-deployment limit)

STRATEGIC STUDIES QUARTERLY 4 SUMMER 2012

[29]



Stephen J. Cimbala

Figures 5 and 6 show that, in a hypothetical but not necessarily unrealistic
exercise of cyber-kinetic nuclear strike plans, the United States and Russia
could still retain sufficient numbers of weapons to create historically un-
precedented and socially unacceptable damage in retaliation. Cyber attacks
on command-control, communications, and warning systems might lead
to ragged retaliations and strikes more dependent upon the most survivable
launch platforms such as submarines and mobile missiles. Alternatively, two
expectations about such a scenario would be mistaken. First, information
operations cannot make any nuclear war between states with large arsenals
into a surgical operation or an exercise in “soft” power. Second, a state’s
cyber and kinetic strategies need to be carefully coordinated as to their
political and military objectives, not only up to the brink of war but even
beyond that threshold. Otherwise, the objectives of escalation control and
conflict termination will be impossible to realize for either state when its op-
posite number is brain dead as well as partly but not completely disarmed.

Conclusion

Faced with exigent threats, states with cyber capabilities will be tempted
to employ them to good effect. For example, imagine a replay of the Cuban
missile crisis between a future Russia and the United States, with Rus-
sia having deployed nuclear-capable missiles and/or warheads into South
Ossetia. Or, to flip the example, hypothesize a NATO missile defense
installation deployed to protect Thilisi or Kiev, supported by short- and
medium-range ballistic missiles as a trip wire. One can expect that cyber
operations of the information-technical type (attacking enemy systems
and networks) as well as the information-psychological variety (influenc-
ing public opinion among foreign and domestic audiences, including
elites and general publics) will commend themselves to peacetime and
crisis political leaders and their military advisors.””

The larger context for cyber operations and nuclear deterrence also in-
volves the possible adoption of minimum deterrence force postures and
the deployment of missile defenses by the United States and NATO or
perhaps others. Minimum deterrence might appeal to the United States
and to Russia under very favorable political conditions, including a re-
think of European and central Eurasian territory as a unified security
community instead of as a fight club. In this regard, the United States
and NATO phased adaptive approach to missile defenses offers the choice
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between cooperative security and Cold War retro approaches to arms con-
trol. Regardless the outcome of the imbroglio over EPAA, US plans for a
global missile defense system will include technology transfers and secu-
rity cooperation with regional allies in Europe, the Middle East, and Asia.
Prospective US opponents in those regions may therefore cultivate both
nuclear deterrence and information operations as means for antiaccess
and area denial (A2/AD) deterrence and defense.

Nuclear deterrence in the Cold War was something sui generis that
grew from a way station for coping with new weapons and new threats
into an all-purpose solvent for problems of military strategy. Nuclear
weapons remain alive and menacing in the twenty-first century, but they
are presently and prospectively circumscribed by new contexts. One of
these contexts is the coexistence of information warfare or military cyber
operations and nuclear deterrence. (o]
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The Economic Imperatives of National Security
in a Time of Austerity

Mark Duckenfield

On 16 May 2011, the US Treasury ceased borrowing money to conduct
its operations when Congress and President Obama reached an impasse
over raising the debt ceiling. Faced with this slowly unfolding political and
economic crisis, many American and foreign observers felt compelled to
ask themselves whether it was the harbinger of an impending fiscal and
financial apocalypse. If the financial integrity of the United States required
serious reductions in spending, would the steps necessary to ameliorate
the country’s budgetary woes have consequences for its foreign and security
policies? Resolving these fiscal pressures confronts US security policy makers
with two unpalatable prospects—a reduction in resources available for the
overseas military component of American policy well below the high levels
available after the September 11 attacks, or a reduced willingness and in-
ability to pursue an activist security policy stemming from the increasing
costs of funding ever-higher government debt burdens. It also presents
the spectre of the United States facing a future “Suez moment,” where
its military commitments are abruptly curtailed, perhaps under foreign
or financial pressure, just as Britain and France’s military seizure of the
Suez Canal from Egypt foundered in 1956 when confronted with the
fiscal realities of their relative economic decline.! The most viable option
for sustaining current American interests in a time of diminished means
and avoiding a future geopolitical triage is a resurrection and expansion
of the Nixon Doctrine—which transferred the primary burden of their
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own defense onto the United States’ East Asian allies during the Vietnam
War—not only in the Pacific but in the Middle East and Europe as well.

In 1969, early in his first term of office, Pres. Richard Nixon responded
to the ongoing conflict in Vietnam and growing budgetary pressures by
laying out a framework designed to draw down the number of American
troops in Vietnam, recalibrate US security commitments throughout
East Asia, and ultimately reduce the cost to the United States in troops
and money of providing security in Southeast Asia. Nixon pledged to
retain treaty obligations as well as continue to provide a nuclear umbrella
over regional allies, but he eschewed the large-scale use of American
ground forces. Henceforth, Nixon told the nation in November 1969 that
the United States would rely upon local allies to provide the predominant
number of ground troops in any armed conflicts in their countries. This
had the goal of conserving American manpower, sharing responsibility
more broadly with allies, and ultimately shoring up domestic support for
overseas operations. The “Vietnamization” plan, already underway when
Nixon made his speech, was accelerated, and the American troop presence
in South Vietnam dropped from 540,000 in January 1969 to 175,000 by
1971 and 95,000 in the first half of 1972.% The withdrawal of US ground
forces was completed in 1973.

The disheartening and demoralizing defeat of South Vietnam in 1975
did little to alter the extent of US reliance on air and naval power rather
than land power in the region. Indeed, defeat in Vietnam fueled the move-
ment away from an Army based on draftees and accelerated the transition
to a much more professionalized force. The subsequent military reorienta-
tion surrounding the withdrawal from Vietnam led to a reformation of
US security policy that culminated in creation of the all-volunteer force.?
This strategic transformation of its military played to US strengths in capital-
intensive warfare and technological innovation while pivoting away from
the manpower-intensive strategies epitomized by the politically un-
popular draft.

In 2012, the United States faces similar strategic challenges. The major
counterinsurgency in Iraq has drawn to a close, and the Obama admin-
istration is looking for a strategy for withdrawing the bulk of US combat
forces from Afghanistan in the near future. The human and monetary
costs of prolonged counterinsurgency operations have made such inter-
ventions politically unpopular and fiscally unattractive. Still, the United
States remains committed to a large number of allies and has interests in
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the political and military stability of many regions of the world. Advanc-
ing these interests and sustaining these commitments need to be squared
with a sustainable fiscal framework.

This article draws together two crucial policy areas—national security
strategy and economic policy. Successful interaction of these two policy
spheres would simultaneously protect America’s prosperity and promote
its political and economic interests around the world. But herein lies the
real dilemma—How can the United States afford these policies in an age
of austerity? How can such a strategy be funded in the wake of the global
economic crisis? How can policymakers justify this at a time when there is
less money available to fulfill domestic social obligations?

To address these questions, we examine the US fiscal condition with a focus
on the consequences for security budgets that will stem from future spending
restraint or financing debt. Next, we argue the relationship between eco-
nomics and national security and how it is embodied in the current global
economic system and discuss primary challenges the United States faces,
along with its formidable advantages. Finally, this article brings these
themes together to argue that to avoid a moment of “geopolitical triage,”
the United States will need to better align its military commitments to
more closely match available resources, especially in manpower-intensive
operations. As part of this strategy, the United States should expand its ef-
forts to support multilateral security and economic institutions and better
integrate our allies and other countries into the effective management of
regional security issues and the governance of the international economy.

Economic prosperity is at the heart of US national security. The Obama
administration’s May 2010 National Security Strategy calls attention to the
degree to which our international influence and our ability to obtain
political outcomes depend upon our economic success. The National Security
Strategy highlights the central role of economic strength to the retention
of our geopolitical position in the wake of the economic crisis, arguing
in its introduction that “at the center of our efforts is a commitment to
renew our economy, which serves as the wellspring of American power.”
It elaborates later in the document that “our prosperity serves as a well-
spring for our power. It pays for our military, underwrites our diplomacy
and development efforts, and serves as a leading source of our influence in
the world.” A growing, thriving economy provides our government with
more revenue, greater flexibility in how to expend resources, and fewer
constraints on its spending priorities, military or otherwise. In contrast, a
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stagnant economy finds our government with fewer resources at its com-
mand, greater constraints on how it spends money, and difficult choices
between foreign and domestic priorities.

There is a tension, of course, between creating a virtuous circle of pros-
perity, security, and more prosperity. Policymakers need to tread the nar-
row path between the Scylla of security overstretch, whereby they expend
too many resources on security to the detriment of domestic economic
and social priorities, and the Charybdis of underprotection, whereby the
international community underinvests in securing the global commons,
and international collective goods are underprovided to the detriment of
international stability.® Providing the institutions for a stable international
economic environment and the military forces for a stable security situ-
ation is not cost free, and it is also difficult to exclude those who do not
contribute from the benefits of such a system.” Countries have an incen-
tive to “free ride” on the contributions of others, reaping the benefits of
order and stability without bearing the burden of supporting the system.®

At the same time, the National Security Strategy does little to reconcile
the competing and often conflicting demands of international political in-
fluence, security, prosperity, and values promotion. No matter how much
US policy makers might desire international victories on the cheap, the
extent of international commitments and aspirations are—under present
conceptions of American national interests—extensive, expansive, and ex-
pensive. At the same time, the government’s long-term domestic commit-
ments are no less costly. Setting aside the temporary, short-term increase in
budget deficits to deal with the ongoing economic slowdown, the United
States faces serious fiscal challenges over the medium and long term, as
rising costs of health care—especially for the elderly—will demand greater
and greater resources from the federal government.

Fiscal Fetters

In December 2010, Alan Simpson and Erskine Bowles, the co-chairmen
of the National Commission on Fiscal Responsibility advocated freezing
discretionary spending, including base defense expenditures, at FY 2011
levels through FY 2020.° The Budget Control Act of 2011 is equally dra-
conian. It put in place caps on discretionary spending (both security and
nonsecurity) and created the Congressional Joint Select Committee on
Deficit Reduction, the so-called Super Committee, to negotiate a 10-year
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plan for $1.5 trillion in fiscal consolidation by January 2012. The failure
of the Super Committee to come to agreement promises to trigger man-
datory reductions of $1.2 trillion—including interest savings—in discre-
tionary spending between 2013 and 2021. Half of these cuts would come
from security expenditures and half from other discretionary spending,
although overseas contingency operations are not subject to the caps.!®
The defense portion of these potential automatic cuts is potentially as high
as $55 billion per year ($492 billion over 10 years), or between 8.5 and 10
percent of planned defense spending over the period.!!

Limits on what had previously been relatively unfettered defense spend-
ing are already beginning to materialize. The Defense Department’s 2013
budget proposal puts a realignment of force structure and procurement
at the heart of the ongoing fiscal retrenchment. Under current proposals
much of the personnel reductions will come from the manpower-intensive
services—the Army will see a 15-percent reduction in the active force
from 562,000 to 490,000 over the next five years, and the Marines will
reduce their numbers by 10 percent to 182,000 from 202,000 today.'?
The Navy will drop only 6,200 Sailors to 319,500, a 2-percent reduction,
and the Air Force will be reduced by 1.3 percent, or 4,200 Airmen, for
an active strength of 328,600 in 2017.'%> Over the next five years, the de-
partment proposes that the Navy decommission seven existing cruisers and
two landing ships and the Air Force be reduced by 303 older aircraft,
primarily reserve units.!4 Base budgets will also be affected by reductions
in procurement, primarily falling on the Air Force, which bears $2.6
billion of a total $5.0-billion procurement reduction. This is primarily
related to terminating or restructuring several expensive aircraft and aero-
space projects.'

The Simpson-Bowles proposal for a near freeze in overall security
spending—endorsed in general terms by several presidential candidates—
provides $981 billion less than the president’s FY 2013 budget between
2012 and 2020, or just over a further $100-billion reduction per year.!®
Such a proposal could imply an active duty Army of less than 450,000
Soldiers, a Marine Corps of 150,000, a fleet with only 10 aircraft carriers,
a 50-percent reduction in the number of F-35s purchased, and a reduc-
tion of nearly 20 percent in the DoD civilian workforce.!” Fulfilling this
reduced budget target of $700 billion in security expenditures in 2020—
as opposed to President Obama’s target of $820 billion in the same year—
could include cancellation of a range of weapons systems: the V-22
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Osprey, the expeditionary fighting vehicle, the Marine Corps version of
the F-35, the future maritime prepositioning force, the joint tactical
vehicle, the ground combat vehicle, and the joint tactical radio.!®

The consequences of erosion in America’s economic and fiscal pros-
pects over an extended time frame have equally grave implications for its
national security. This theme has been elaborated on at the highest levels
of the armed services. ADM Michael Mullen, the former chairman of the
joint chiefs, argued in multiple public appearances that “the most signifi-
cant threat to our national security is our debt. . . . [T]he strength and
the support and the resources that our military uses are directly related to
the health of our economy over time.”"” Even after the August 2011 debt
deal, Mullen still had great concerns about the debt.?’ His successor, GEN
Martin Dempsey, while not placing the debt as the primary security threat,
agrees with his predecessor that “the national debt is a grave concern.”!

To pull the economy out of the financial crisis and stimulate a recovery,
the United States has undertaken an expensive short-term bailout of the finan-
cial sector and launched a moderate stimulus package of federal spending
accompanied by tax cuts and credits. The inevitable consequences of a
recession and a high level of joblessness have also confronted the federal
government with lower revenues at the same time it is called upon to
provide greater expenditures for unemployment. The short-term fiscal
imbalance has widened dramatically, albeit temporarily, before declin-
ing to an annual deficit estimated at 8.7 percent of GDP for FY 2011.%
Short-term countercyclical spending is by no means incompatible with
long-term fiscal consolidation, and the president’s proposed 2013 budget
takes the deficit back to a longer-term average of just under 3 percent of
GDP by the middle of the coming decade,?® but even this level of fiscal
imbalance still promises serious economic consequences. Over the long
term, rising debt loads will crowd out other federal spending and could
undermine the international position of the dollar as the world’s reserve
curl.rency.24 This in turn could result in higher interest rates, reduced eco-
nomic growth, and lower standards of living for Americans.

Figure 1, from the Congressional Budget Ofhice, illustrates a variety of
possible fiscal paths to the future. The “worst-case” scenario of expanded
deficits, higher debt loads, and deteriorating public finances occurs under
the CBO’s alternative fiscal scenario, whereby popular tax provisions are
extended and current legislation aimed at cost-containment of entitle-
ment programs are repealed. On the one hand, that scenario is probably
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overly alarmist; however, even the so-called baseline scenarios with these
provisions retained shows a slight weakening of the government’s budgetary
position over the next several decades as the population ages and health
care costs rise.”> Only the severe cuts and sequestrations promised in the
Budget Control Act (BCA) of 2011 make any meaningful dent in the
debt load in the medium term. This will have direct consequences on the
amount of money the federal government will have available to spend on
defense in the coming years.
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Figure 1. Debt as a percent of GDP, 2010-2040

The Extended-Baseline Scenario generally assumes continuation of current law.
Longer-term CBO projections for the pre—Budget Control Act 2011 are presented
as are the CBO’s medium-term projections through 2022 including sequestrations
under the Budget Control Act of 2011. The Alternative Fiscal Scenario incorporates
several changes to current law considered likely to happen, including renewal of the
2001/2003 tax cuts on income below $250,000 per year, continued Alternative Mini-
mum Tax (AMT) patches, continuation of the estate tax at 2009 levels, and contin-
ued Medicare “Doc Fixes.” It also assumes discretionary spending grows with gross
domestic product (GDP) rather than inflation over the next decade, that revenue does
not increase as a percent of GDP after 2020, and that certain cost-reducing measures
in the health reform legislation are unsuccessful in slowing cost growth after 2020.2¢

Under budget caps negotiated as part of the Budget Control Act of
2011, total federal spending will drop by 1.1 percent of GDP—from
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25.1 percent (FY 2010) to a projected 24.0 percent—over the course
of the coming decade. Despite this proposed shrinking of government,
some areas will see growth between now and 2021: Medicare (+0.5
percent), Medicaid (+0.5 percent), Social Security (+0.5 percent), and
interest on the national debt (+1.4 percent). The decreases to compen-
sate for the 4.0 percent of GDP represented by these growing expendi-
tures and the reduction in the size of government are predominantly in
discretionary expenditures. Nondefense discretionary programs (-2.1
percent) and defense (-1.1 percent) take the brunt of the reductions
compared to other mandatory programs (-0.8 percent). It is important
to note that much of the latter reduction will result from reduced demand
on income support programs, such as unemployment payments, food
stamps, and housing assistance, due to improved economic conditions.?’

Even at the same level of overall expenditure, interest payments begin to
crowd out spending on other government programs, reducing the range of
resources available to policymakers in the future. Deficient tax revenues,
health care spending, interest on the debt, and defense spending are the
four horsemen of the fiscal apocalypse.

Within this environment, discretionary spending is particularly vul-
nerable to cutbacks. Overall, discretionary spending is projected to drop
from 37 percent of government spending to 26 percent at the start of
the next decade.?® The brunt of the declining budget share falls on the
nonsecurity side of the discretionary budget, which will see its share
slashed from 18 percent to 12 percent over the next 10 years.” The security
share of the budget gets off relatively lightly compared to the rest of
the discretionary budget. Defense is projected to decline from 19 per-
cent of the budget in 2011 to 14 percent by 2021, which comes out to
about 3.0 percent of GDP.** The Obama administration expects to have
wound down operations in Iraq, Afghanistan, and Libya by then, but
these figures still allow for $44 billion in contingency operations annu-
ally through 2022, so there is further room to give.’! Nevertheless, the
discretionary side of the budget, which includes security expenditures,
is under serious pressure.

In 2004, Niall Ferguson argued, “Americans like security. But they like