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Dedication 

To those who stand by, ready to respond to the worst disasters we face. 



D
uring times of crisis, countries need effective communications more than ever. But 
during recent tragedies like Japan’s tsunami and nuclear meltdown in 2011, the July 7, 
2005 London bombings, the 2008 Mumbai and September 11, 2001 terrorist attacks, 
critical communications failed to make it through congested networks. Each year, 

around the world, lives and property are lost because we do not prioritize the international 
communications that matter most. 

The EastWest Institute (EWI), together with world-class experts and stakeholders, has articu-
lated the straightforward steps needed to deploy a Priority International Communications ca-
pability. EWI submits that in this globalized world, we must all prepare for international emer-
gencies. The first step is for countries to be able to communicate reliably during such crises. 
But despite existing standards addressing how to do so technologically, this ability remains 
unrealized.  

The Priority International Communications report offers immediate solutions to the present 
impasse.  Government officials charged with the protection of their citizens and private sector 
leaders on whose systems we all depend should take these recommendations to heart.  The 
authors and contributors have consulted world-class technical and business experts from 
around the world, and present clear, effective recommendations. They have marked a clear 
path forward and now we must take it. 

We trust that this report will prompt the private and public sectors to take action and imple-
ment these recommendations.
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PREFACE

W
e are pleased to submit this report, which presents four immediately actionable 
recommendations that, if implemented, will save lives and property around the 
world. If we act now, we can assure that the most important communications get 
through during catastrophes, when networks are often massively congested. At a 

very low cost, we can do something of very high value for humanity.

All of us have direct experience with priority communications.  Both Stephen Malphrus, who 
has been a unique stakeholder voice for priority communications, and Karl Rauscher, this re-
port’s co-author, have used the United States’ national-level priority communications capa-
bility in the “heat of battle” during historic crises. Stephen relied on the capability from the 
inner core of the Federal Reserve System in Washington, D.C. to help restore New York City’s 
financial markets after the September 11 attacks. During Hurricane Katrina, Karl used the ca-
pability to cast a lifeline to stranded victims whose failed emergency 911 calls were observed 
by volunteers conducting an innovative search-and-rescue through cyberspace.  Co-author 
Stuart Goldman was one of the pioneering designers and implementers of the first priority 
algorithms to be used in communications networks more than two decades ago. He has in-
vented numerous enhancements for the capability to prioritize communications, and is now 
in his fourth decade of contributing to related areas in national and international standards.

Given the underlying mathematics of emerging network technologies and services, conges-
tion-caused outages will become increasingly common.  This decade, our devices’ thirst for 
bandwidth has made disruptions due to payload extremes as common as the software glitch-
es of the 1980s.  Fortunately, priority schemes are a proven way to increase the probability of 
completion during congestion. We each testify to the effectiveness of priority schemes. Their 
extension to international reach is a long overdue step.  

Finally, we sincerely recognize each of the experts and stakeholders listed on the next page, 
whose high-quality contributions to this work provided necessary rigor and breadth of inter-
national perspective.  
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September 2001

In the immediate aftermath of the September 11, 2001 terrorist 
attacks, then-U.S. Federal Reserve Board Chairman Alan 
Greenspan was blocked from communicating with the United 
States from Basel, Switzerland, although this was a financial crisis 
of the highest order. He and many others were virtually isolated 
for hours because communications networks were massively 
congested with far more traffic than they could handle.

March 2011

The earthquake that spawned a tsunami and led to the Fukushima 
nuclear meltdown also damaged the undersea cables that 
connect Japan to the rest of the world. This greatly reduced the 
country’s network capacity, which hobbled crisis response in the 
weeks that followed. 

July 2011

Phone networks were jammed for hours after the triple bombing 
attack in Mumbai. Maharashtra Chief Minister Prithviraj Chavan 
reported that he was cut off from his police force due to jammed 
phone networks during the immediate response to the attack. 
“People started calling near and dear ones to inquire about their 
well-being. The calls were made not only from within the city, but 
also from all over the country and even abroad.”1 

Similar paralysis of limited network resources is experienced for 
hours, days and even weeks when major catastrophes strike.  
The result is the unnecessary additional loss of life and property.

1   A telecom source quoted in Call Traffic Surge Jammed Mobile Phone Networks, The Times of India, July 14, 
2011.
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W
hen catastrophe strikes, lives, 
property and the environment 
can depend on a call that abso-
lutely must go through.  Recog-

nizing this, some countries give calls from 
government-authorized users preferential 
treatment in a crowded network. For in-
stance, in the United States, this service is 
provided through the Government Emergen-
cy Telecommunications Service (GETS) and 
Wireless Priority Service (WPS). GETS main-
tains a database of authorized users who are 
granted an identification code. When dialing 
during an emergency, the user’s call is rec-
ognized by software in public network gear, 
which gives it special treatment, greatly in-
creasing the likelihood that the call will com-
plete on the first attempt. GETS is just one 
example of a “priority communications capa-
bility.” These systems can also give priority to 
crucial text messages, e-mails and any form 
of digital information.

Surprisingly, only a few countries have a pri-
ority communications capability in place. 
Furthermore, there is no international system 
for giving important calls priority at crowded 
gateways, where countries’ networks con-
nect (with the exception of one connection 
between the United States and Canada). This 
is a missed opportunity, particularly as stan-
dards-based technical solutions have existed 
for the past decade. We just need to put these 
solutions in place. 

To that end, this report proposes a Priority In-
ternational Communications (PIC) capability 
that would help important communications 
cross borders more reliably. A PIC capability 

could make the crucial difference between 
whether or not life-sustaining functions are 
supported during a major crisis, when public 
networks are most congested.2 In addition, a 
PIC capability could connect governments’ 
private networks, like those some countries 
maintain between police and emergency per-
sonnel. The problem is urgent, as networks 
are becoming increasingly overloaded by new 
communications services, like HD imaging 
and gaming. To ensure the continuous com-
munications vital to public safety, economic 
stability and security, we must act now. De-
veloped with the input of technical and busi-
ness experts and stakeholders around the 
world, this report lays out the first steps for 
implementing a low-cost PIC capability that 
will provide preferential treatment for the 
most important communications in times of 
crisis.

The Recommendations

This report presents four immediately action-
able recommendations that, if implemented, 
would allow government-authorized users 
to communicate even when networks are 
jammed. These authorized users would in-
clude public or private sector individuals with 
critical roles in times of crisis. Among them: 
critical infrastructure operators (communi-

2    This work will often refer to the Government 
Emergency Services and the Wireless Priority Services in 
the U.S. as examples. But in the present context, PIC is 
an extension of priority services beyond traditional te-
lephony (i.e. voice calls) to include all 21st century elec-
tronic communications that are increasingly integrated 
as essential to the operation of important government 
or civil functions.

1. Executive 
Summary

Surprisingly, 
only a few 
countries have 
a priority com-
munications 
capability in 
place. Further-
more, there is 
no internation-
al system for 
giving impor-
tant calls prior-
ity at crowded 
gateways.
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cations, energy, financial services and trans-
portation); public safety officials (health care, 
local government, emergency management) 
and individuals with national security respon-
sibilities like defense. 

Here, we present steps to make our interna-
tional communications systems more “ro-
bust.” Robustness is the degree to which a 
system or component can function correctly 
in the presence of invalid inputs or stressful 
environment conditions.3 In a robust interna-
tional network, important communications 
will complete even during times of crisis, 
when traffic loads are extreme and network 
capacity may well be diminished.

In this report, we call for (a) governments to 
provide up-to-date emergency preparedness 
capabilities that include high-assurance in-
ternational connectivity, (b) for the interna-
tional communications industry to develop 
innovative strategies for implementing these 
successful technologies and (c) for stake-
holders to articulate their needs to govern-

3    IEEE Standard Computer Dictionary: A Compi-
lation of IEEE Standard Computer Glossaries. New York, 
NY: 1990.

ment, spelling out the real consequences for 
failed communications in a crisis.  Each rec-
ommendation is fully presented in Section 4. 

RECOMMENDATION 1  
Championing Robust International 
Communications
(Section 4.1)

“Our critical functions cannot operate 
without connectivity between New York, Lon-
don and India.”
- CIO of a major international financial ser-
vices firm

Government agencies and other stakehold-
ers must articulate their need for robust 
international communications. In today’s 
world, multinational enterprises and govern-
ments require international communications 
for their most critical functions. Still, even the 
most developed and technologically savvy 
countries accept blocked communications 
during a crisis.

Governments and other stakeholders 
should champion the need for Priority In-
ternational Communications.  

2011
Japan 
Tsunami, ‐
Nuclear 
Meltdown

2010
Haiti 
Earthquake

2010
EyjaCal-
lajökull 
Volcano 
Eruption

2010
Chile 
Earthquake 2009

Australian 
Wildfires

2008
Mumbai 
Terrorist 
Attack

2008
Russia - 
Georgia
Conflict

2008
Sichuan 
China 
Earthquake

2005
London 
Bombings

2005
Hurricane 
Katrina 
and New 
Orleans 
Flood

2004
Indian Ocean 
Earthquake 
and Tsunami

2003
Northeast 
Power Blackout

2002
Floods in 
Europe

2002
Floods in 
China

2001
Terrorist 
Attacks on U.S.
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The alternatives to this approach, and their 
consequences, include:

• Do nothing and defend the posi-
tion that failed communication is 
unavoidable in the face of network 
congestion during catastrophes...
perpetuating unnecessary loss of 
life and property;

• Wait for industry to develop these 
capabilities without funding sup-
port...which likely won’t happen, as 
there is little economic incentive;

• Do nothing and learn from lessons of 
the tragedies that occur...accepting 
responsibility for unnecessary addi-
tional loss of life and property.

RECOMMENDATION 2
Due Diligence for Modern 
International Crisis Management 
(Section 4.2)

“We were winging it.”
- Scott Morris, Deputy Director for Incident 
Response, U.S. Nuclear Regulatory Commis-
sion, in reference to the need for better pre-
paredness for coordinating and cooperating 
in an international incident like the Fukushi-
ma crisis.4

Governments are responsible for protecting 
citizens’ interests, and citizens expect their 
leaders to be prepared for emergencies.  Ex-
perts and stakeholders understand that Pri-
ority International Communications are vital 
to a country’s well-being.  This report submits 
that to be considered adequately prepared 
for emergencies, governments must install 
available technological solutions that ensure 
high probability of completion for the most 
critical international communications. 

Governments should maintain a capabil-
ity for authorized users to communicate 
internationally with priority over public 
networks during times of congestion.   

Alternatives to this approach, and their con-
sequences, include the following:

• Governments do not implement any 
priority communications capability 
... resulting in greatly impeded com-

4    Speech to the Government Emergency Tele-
communications Service (EGTS) and Wireless Priority 
Service (WPS) User Council Meeting, Mclean, VA, Janu-
ary 12, 2012. 

munications during and after major 
crises;

• Governments rely on national lev-
el emergency communications 
schemes... placing their country at 
risk of being significantly isolated 
during and immediately after a ma-
jor crisis;

• Governments fail to adequately fund 
PIC... and the capability is either not 
implemented or implemented but 
poorly maintained, limiting its effec-
tiveness in a crisis;

• Governments fail to effectively iden-
tify and manage those individuals 
with critical emergency response 
functions... rendering PIC to be of 
little value.  If everybody can have 
priority, then, in reality, no one has 
priority.

RECOMMENDATION 3  Network 
Provisioning of Priority 
International Communications
(Section 4.3)

“Across several continents, governments are 
suddenly looking for solutions to network 
congestion.”
- Gerald McQuaid, Security Relations Man-
ager, Vodafone

Network operators play a vital role in helping 
countries implement and maintain a PIC ca-
pability.  Network operators own, operate and 
maintain the equipment that makes com-
munications services possible.  To make PIC 
a reality, network operators around the world 
will need to cooperate in how they implement 
“gateways,” the network nodes that lead to 
other networks. Gateways currently serve as 
an interface between countries’ communi-
cations networks, making them compatible. 
Using current international standards, these 
gateways can also be used to map priority 
communications schemes. 

Network operators should provide lead-
ership, cooperating with each other and 
governments to implement and maintain 
Priority International Communications 
capabilities in their networks.   

Alternatives to this approach, and their con-
sequences, include the following:

Governments 
are responsible 
for protect-
ing citizens’ 
interests, and 
citizens expect 
their leaders 
to be prepared 
for emergen-
cies.
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• Network operators are incapable of 
reaching an arrangement to sup-
port PIC... as a result, their network 
lacks international robustness when 
congested and their country is sub-
optimally prepared for major crises; 

• In a competitive market, a single 
network operator is selected, or at-
tempts to be, the sole provider of 
PIC...having the effect of less redun-
dancy in network connectivity and 
possibly less access.  

RECOMMENDATION 4  
Technology Deployment 
Leadership
(Section 4.4)

“Disruptions caused by payload extremes in 
this decade are akin to the software glitches 
of the 80s.” 
- Karl Rauscher and Stu Goldman

Major equipment suppliers do the “heavy lift-
ing” when it comes to technology develop-
ment.  Because PIC will work with existing 
end-user devices and network systems, the 
primary deliverable for equipment suppliers 
is software that will reside on existing network 
equipment.  Several equipment suppliers 
have already programmed their systems with 
standards-based software to support coun-
tries that have a national-level PIC capability.  
In fact, one benefit of more coordination on 
priority communications at the international 
level is that the overall costs for an individual 
country can be expected to decrease as the 
benefits of higher volumes in the market-
place come into play.  

Network equipment suppliers should 
provide international standards-based 
software within their systems to support 
Priority International Communications 
capabilities. 

Alternatives to this approach, and their con-
sequences, include the following:

• Network equipment suppliers do 
not implement PIC capabilities in 
their equipment . . . resulting in inad-
equately robust networks;  

• Network equipment suppliers im-
plement non-standards-based pro-
tocols to support PIC . . .  resulting 
in incompatibility between different 
networks;

• Network equipment suppliers make 
an initial deployment of a PIC capa-
bility but fail to update with evolving 
standards . . . resulting in limited ca-
pabilities, as new services and appli-
cations emerge.   

The implementation of these recommenda-
tions will dramatically improve the robust-
ness of communications around the world. 
Given society’s immeasurable dependence 
on communications-based services, it is im-
perative that the most critical functions be 
supported when they are needed most. 

Key Observations: 
Why We Should Act Now

Section 3 outlines 40 Key Observations that 
offer compelling reasons for addressing net-
work congestion right now. They also reveal 
the rationale behind the report’s recommen-
dations. Here are four of those observations: 

Key Observation No. 4.  National-
level priority schemes are field-
tested and effective.

The value of national-level PIC capabilities 
has been proven. For instance, during Sep-
tember 11, 2001, the United States’ capabil-
ity kept key communications lines open. Ac-
cording to Brenton Greene, former director of 
the National Communications System of the 
Department of Homeland Security, “GETS 
allowed significant priority access for over 
10,000 calls with over 95% completion rate 
at a time when networks were saturated and 
nobody else could get through.” 

Key Observation No. 12. Essential 
agreements, standards, policy and 
regulations (ASPR) that support 
PIC capabilities are stalled. 

Although the concepts and even interna-
tional protocols for priority communications 
across borders have existed for over a de-
cade, the implementation of these standards 
is stalled.  Governments clearly value PIC, as 
they developed these standards, so deploy-
ing the policy seems to be the stopping point. 
Why? The issue (essentially, being prepared 
for low-probability events) is not sufficiently 
visible, and the task of getting countries to 
cooperate is dauntingly complex. 

The imple-
mentation of 
these recom-
mendations 
will dramati-
cally improve 
the robust-
ness of com-
munications 
around the 
world.
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Key Observation No. 20. Network-
capacity limitations are a 
reasonable trade-off for cost 
management.

Communications networks are engineered 
and provisioned for normal everyday peaks, 
and even beyond-normal situations.  Net-
works operators want to carry traffic; that is 
their business.  However, building and main-
taining networks to carry 100% of the po-
tential traffic load is not feasible.  If networks 
were designed and built to carry the extreme 
levels of the traffic theoretically possible giv-
en end-users’ devices, the monthly price for 
services would increase by an order of mag-
nitude or more.  So, it is simply too expensive 
for network operators to increase capacity 
enough to account for major emergencies; 
instead, we must prioritize communications.

Key Observation No. 32.  Priority 
communications capabilities are 
very low cost compared to other 
solutions.

When leveraging public networks, the return 
on investment for creating PIC capabilities 
is extremely high, given that the cost is pri-
marily directed toward installing software on 
existing networks. For comparison’s sake, to 
achieve equivalent high assurance for com-
munications offered ubiquitously across a 
country via a dedicated network, one would 
have to pay for hardware and software that 
make up the network elements, the trans-
port to connect the elements, staff to deploy, 
operate and maintain, and supporting infra-
structure like buildings and vehicles. In addi-
tion, the end-users would need to be provided 
with separate dedicated devices, all of which 
would need to be continuously upgraded.
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The complete list of Key Observations is pre-
sented in Section 3.  

Next Steps

The world’s government and private sector 
decision makers have a less-than-acceptable 
probability of completing critical communi-
cations during an international crisis.  What 
may likely be a 90% blocking rate for all com-
munications on public networks during a cri-
sis could readily be addressed with proven 
low-cost technical solutions, so that stake-
holders instead experience a 90% comple-
tion rate for essential communications. 

With this report, the EastWest Institute is 
raising awareness of this underappreciated 
vulnerability. In addition, the institute is con-
vening world-class experts and stakeholders 
to work out policy solutions, and will cham-
pion the mobilization of resources to imple-
ment a PIC capability.

Each of the four recommendations is im-
mediately actionable.  Further, the report 
provides suggested next steps to help build 
on the momentum that has been generated 
from the consensus around this report (Sec-
tion 4).  

The institute will be joining with key stake-
holders, and leaders from industry and gov-
ernment to conduct outreach with the aim of 
broad implementation of each of these rec-
ommendations, and plans to post updates on 
progress on its website, www.ewi.info.

Kolchoz
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T
his section provides background in-
formation to frame the discussion on 
Priority International Communica-
tions, including the EastWest Insti-

tute’s objectives and approach to problem 
solving in cybersecurity. Here, we also explain 
the scope of this report and analyze existing 
capabilities.    

2.1   Why the EastWest 
Institute is Tackling Priority 
Communications

Making cyberspace safer, more stable and 
more secure is a global challenge—one that 
cannot be solved by a single company or 
country. That is why the EastWest Institute 
launched the Worldwide Cybersecurity Ini-
tiative (WCI) in 2009, bringing together gov-
ernment and corporate partners to work 
together in new ways to take on the biggest 
problems in cyberspace.5  

Drawing on a 30-year history of building trust 
and solving seemingly intractable problems, 
EWI formed the Cyber40, a coalition of repre-
sentatives from the world’s most digitally ad-
vanced countries and other countries critical 
to international security.6  EWI also collabo-
rates closely with the Institute of Electrical 
and Electronics Engineers (IEEE).7  The WCI 
aims to: build trust among the biggest cyber-
space powers (namely China, the EU, India, 
Russia and the U.S.); secure agreements for 
norms of behavior in cyberspace, with a par-
ticular focus on cyber conflict; champion pre-

5    The WCI commenced in April of 
2009 with a meeting at the U.S. Federal Re-
serve Board in Washington, D.C.

6    See Appendix B for the EWI Cyber40.
7    The IEEE Communications Society and EWI 

established a partnership through a Memorandum of 
Understanding for the Promotion of Cyberspace Safety, 
Stability and Security, May 2010 in Dallas, Texas.  

paredness for emergencies in cyberspace; 
and encourage the private sector towards 
new leadership in implementing innovative 
solutions.

Why has EWI chosen to focus on the problem 
of priority communications, given the host 
of problems in cyberspace? The WCI uses 
criteria to filter candidate issues, principally 
whether the subject matter is primarily con-
cerned with Agreements, Standards, Policy 
and Regulations (ASPR or “Policy” for short) 
and whether that issue is either stalled or al-
together ignored. The criteria ask:

• Is the subject international in scope?
• Is the issue a policy focus?
• Is the policy stalled or nonexistent?
• What would be the impact of a 

breakthrough?
• Is our posture proactive?
• Are the needed technology solu-

tions mature?
• Is the business proposition feasible?

2. Introduction
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Figure 1.  EWI Scoring of the PIC Issue

Making cyber-
space safer, 
more stable 
and more se-
cure is a global 
challenge – 
one that can-
not be solved 
by a single 
company or 
country.
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As shown in Figure 1, the PIC issue obtained 
an aggregate perfect score of “1.0” across 
these criteria.  This is the only candidate is-
sue that has been graded a perfect score to 
date. 

Other breakthrough group focus areas cur-
rently underway are addressing issues re-
lated to norms of behavior in cyberspace, the 
integrity of Information and Communications 
Technology (ICT) development and supply 
chains, emergency preparedness of the fi-
nancial services sector in cyberspace, the 
reliability of the global undersea communica-
tions cable infrastructure (GUCCI), measur-
ing the cybersecurity problem and protecting 
youth and digital citizenship.

Based on these criteria, PIC is a perfect can-
didate for attention. In addition, PIC is also 
tightly aligned with every strategic high-level 
objective of the WCI. PIC would help coun-
tries prepare for emergencies in cyberspace, 
as it would enable robust international com-
munications in the face of a major crisis. In 
addition it encourages the private sector to 
take innovative first steps toward making 
Priority International Communications a real-
ity, thereby serving as an example of private 
sector leadership.  This breakthrough work 
also exhorts countries to build mutual trust 

as they begin to deploy schemes for Prior-
ity International Communications interfaces. 
Finally, the implementation of international 
standards for handling authorized priority 
communications across international bor-
ders will provide much-needed clarification 
about what behavior is appropriate in cyber-
space during catastrophes.  

2.2   Understanding 
Network Congestion 

PIC addresses the problem of congestion 
in international networks that prevents im-
portant communications from taking place.  
Network congestion is most commonly expe-
rienced during and following a large disaster, 
but can also result from damage that impairs 
network throughput.  Additionally, the nature 
of emerging network architectures and ser-
vices makes congestion-related communica-
tion failures significantly more likely.  

The Eight Ingredient (8i) framework for ICT 
infrastructure is a useful method for under-
standing exactly how congestion occurs.  It is 
a systematic and comprehensive framework 
that (a) takes an ingredient approach, (b) is 
comprehensive of all of the ingredients, and 
(c) specifies the eight ingredients as Environ-

Figure 2. 
Interactive PIC 
Breakthrough 

Group 
Session at the 

2nd Worldwide 
Cybersecurity 

Summit 
(London)

Left to right:  
Lt. Gen. (ret.) 

Harry D. Ra-
duege, Jr., Sir 

Peter Bonfield, 
Stuart 

Goldman, 
James Bodner, 
Richard Krock, 
Wayne Pacine.
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ment, Power, Hardware, Software, Network, 
Payload, Human and ASPR (Agreements, 
Standards, Policy and Regulations, abbrevi-
ated as “Policy”) (Figure 3). This framework 
is used here for understanding the exact role 
that the intrinsic vulnerabilities have in net-
work congestion. 8

Each of these eight ingredients is essential 
for communications services to work.  Fail-
ure of any one would prevent or seriously 
impair services. Such failures might appear 
as network congestion from an end user per-
spective, but what is actually happening is 
infrastructure failure (Figure 4). By contrast, 
network congestion means that the infra-
structure is working with the exception that 
the limited network capacity cannot meet the 
traffic demands.  

8    Rauscher, Karl. F., Proceedings of 2001 
IEEE Communications Society Technical Commit-
tee Communications Quality & Reliability (CQR) 
International Workshop, www.comsoc.org/~cqr;  
ATIS Telecom Glossary, www.atis.org ; Rauscher, 
Karl, F., Protecting Communications Infrastruc-
ture, Bell Labs Technical Journal Homeland Secu-
rity Special Issue, Volume 9, Number 2, 2004.  

Two of the ingredients can cause congestion 
when their intrinsic vulnerabilities are exer-
cised: Payload, which is subject to statistical 
variation and extreme loads; and the Network 
itself, which have capacity limits. Of course, 
each of these susceptibilities is known. 
Therefore ASPR, which enables entities to 
anticipate the behavior of other entities, has 
intrinsic vulnerabilities, which include lack 
of ASPR, outdated ASPR, unimplemented 
ASPR, boundary limitations, ability to stress 
vulnerabilities and the ability to infuse vulner-
abilities.  

The intrinsic vulnerabilities themselves are 
passive. They are exercised by threats, which 
are active agents. Threats are discussed in 
the following section.

In the discussion of intrinsic vulnerabilities, 
the types of threats are not relevant. For 
practical purposes, they are of infinite variety 
and their appearance is often unpredictable.  
Rather, the focus here is on effectively living 
with the intrinsic vulnerabilities, since they 
cannot be removed from their respective in-
gredients. Since the intrinsic vulnerabilities 
are known, they can be anticipated and ad-
dressed beforehand. The objective then is to 

Each of these 
eight ingredi-
ents is essen-
tial for com-
munications 
services to 
work. Failure of 
any one would 
prevent or seri-
ously impair 
services.

Friday, September 14, 12

Figure 3.  8i Framework for ICT Infrastructure8
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implement countermeasures to either pre-
vent their being exercised or to ameliorate 
their impact should they be exercised. Figure 
6 shows a cause-effect diagram of the intrin-
sic vulnerabilities of the Payload, Network 
and Policy ingredients. The other intrinsic 
vulnerabilities are not shown. Figure 9 further 
develops this picture by showing the prima-
ry driving force in the relationship between 
these susceptibilities. 

The Payload ingredient inherently carries 
with it statistical variation, which includes ex-
treme loads, another intrinsic vulnerability.  

These susceptibilities of Payload are always 
there and can compete within this ingredient 
to the detriment of itself.  The vulnerabilities 
intrinsic to the Payload ingredient are prob-
lematic because the Network ingredient has 

similarly intrinsic vulnerabilities, namely 
capacity limitations. Exercising the capac-
ity limitations are traffic loads that exceed 
the engineered limitations. Suboptimum 
responses for addressing the challenges 
discussed thus far are more homogenous 
traffic patterns, less traffic or more network 
capacity—each of which, respectively, lim-
its free use of services, competes with the 
growth of services or increases the expense 
of services.9 More insightful countermeasure 
concepts for addressing these problems will 
account for broader interests, including eco-
nomic, implementation, and the end user ex-
perience (Table 1).

9    Key Observation No. 20, Net-
work capacity limitations are a reason-
able trade-off for cost management. 

 !sta%s%cal!varia%on!!
 !extreme!loads!

 !capacity!limits!  !lack!of!ASPR!
 !outdated!ASPR!
 !unimplemented!ASPR!
 !boundary!limita7ons!
 !ability!to!stress!vulnerabili7es!
 !ability!to!infuse!vulnerabili7es!

Figure 5.  Intrinsic Vulnerabilities Associated with Network Congestion
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The PIC capabilities advocated in this report 
are countermeasures for dealing with the 
ever-present intrinsic vulnerabilities of the 
Network and Payload ingredients. In order 
to be optimally effective, the approach also 
emphasizes key considerations for the Policy 
ingredient.

2.3  Extreme Events

The previous section discussed the underly-
ing vulnerabilities intrinsic to communica-
tions infrastructure. This section focuses on 
“the other side of the equation”—the threats.  
While the vulnerabilities are ever-present and 
passive, threats are active, but their appear-
ance in space and time is spasmodic.   

There are many situations that could stimu-
late congestion in communications networks.  
These include natural disasters, such as 
earthquakes, floods, heat waves, hurricanes, 
ice and snow storms, insect invasions, sand 
and wind storms, solar flares, tsunamis, vol-
canic eruptions and wildfires. Likewise, hu-
man actions can cause massive congestion 
with intentional acts like civil upheaval, po-

litical revolutions, military escalations, war, 
or physical, biological or chemical terrorist 
attacks. Congestion can also be caused by 
unintentional “man-made causes,” such as 
technological failures. 

Table 2 outlines the relationship between 
threats and vulnerabilities.  A crucial observa-
tion here is that we can either primarily focus 
on threats or vulnerabilities. A focus on the 
former faces a limitless list of possible sce-
narios, for which the appearance of each is 
unpredictable. A focus on the latter is bound 
to the finite number of intrinsic vulnerabilities 
that are not oriented around predicting spe-
cific future events, but rather on far-reaching 
benefits that extend to countless threat sce-
narios.  Therefore, the vulnerability approach 
is far more efficient and effective.  

Ingredient Vulnerability Concept

Network
capacity limitations utilize limited capacity for most critical functions 

(i.e. provide robustness)

Payload

statistical variation anticipate increasing need to handle variability  

extreme loads prioritize traffic

Policy (ASPR)

unimplemented ASPR implement existing international standards

lack of ASPR create international gateway interfaces for level 
matching  and other policies

boundary limitations interface priority schemes at gateways 

outdated ASPR SDOs integrate PIC with ongoing standards evolu-
tion

ability to stress vulnerabilities deploy emerging protocols with priority capabilities

ability to infuse vulnerabilities implement abnormal usage detection at gateways 

Table 1.  Concepts for Addressing Intrinsic Vulnerabilities Causing Network Congestion
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Ingredient & Intrinsic Vulnerability

Network Payload
Other 
IngredientThreat

capacity 
limitations

statistical 
variation

extreme 
loads

Earthquake destroys network infrastructure 

Earthquake stimulates massive traffic overload  

Flood destroys network infrastructure    

Flood stimulates massive traffic overload   

Disgruntled network operator employee sabotages network equipment    

Ice storm destroys network infrastructure  

Ice storm stimulates massive traffic overload   

Wildfires destroy network infrastructure   

Wildfires stimulate massive traffic overload   

Terrorist attack destroys network infrastructure as intended target   

Terrorist attack destroys network infrastructure as collateral damage 

Terrorist attack stimulates massive traffic overload   

Viral computer game causes network overload  

Viral computer game causes intermittent network overload 

Undersea landslide destroys global undersea communications 
cable infrastructure (GUCCI)

  

Thieves lift and remove GUCCI  

High winds cause ships to drag anchors at GUCCI chokepoint causing multiple cuts  

Outbreak of war motivates strategic cuts in GUCCI  

Fishing activity near a GUCCI chokepoint results in multiple cable cuts 

Software design error causes widespread network equipment failure  

Hardware design error causes widespread network failure  

A denial of service attack (DoS) causes massive traffic overload 

A denial of service attack (DoS) causes intermittent traffic patterns 
that confuse networks



Solar flares (coronal mass ejections) cause widespread network impairments  

Civil upheaval targets critical infrastructure, impairing networks    

Civil upheaval is accompanied by massive traffic overloads  

Pandemic depletes communications infrastructure 
workforce, impairing operations

    
 

Pandemic causes unusual traffic patterns (i.e. higher egress traffic 
from residential communities during work hours)



Pandemic is accompanied by massive traffic overloads 

Volcanic eruption destroys network infrastructure    

Volcanic eruption stimulates massive traffic overload  

Nuclear meltdown destroys network infrastructure    

Nuclear meltdown causes workforce absence  

Nuclear meltdown stimulates massive traffic overload  

Tsunami destroys network infrastructure    

Tsunami stimulates massive traffic overload  

Heat wave stimulates massive traffic overload  

Long term commercial power outage impairs network infrastructure 

Table 2.  Examples of Threats Resulting in Communications Network Congestion 
and the Intrinsic Vulnerabilities Exercised by the Threats
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2.4  Existing Capabilities

In putting forth the recommendations in this 
report, it is important that a baseline of ex-
isting capabilities be described.  Table 3 pro-
vides an outline of existing capabilities for the 
63 countries that make up the Cyber40.10  In 
Columns B and C, we see that the user and 
network equipment deployed in all of these 
countries is compatible with PIC. Since PIC 
is accomplished at an international level, it 
is important to emphasize that the existing 
technology would support a PIC capability. 
The actual status of a private emergency net-
work is not known for all countries, in part for 

10    The inclusion of the EU ex-
pands the number beyond 40.  

security reasons. However it is expected that 
some type of national security communica-
tions capability exists for each country (Col-
umn D). In addition to this private network 
capability, there are several countries with a 
country-level priority communication capa-
bility on their public networks. The glaring ob-
servation from a review of Table 3 and Fogure 
1 is that priority communications at the inter-
national level is a missed opportunity.  Here, 
existing private and public network schemes 
can be connected at international gateways 
where differences can be translated.11

11    See Key Observation No. 13, International peer-
ing agreements are nonexistent, Key Observation No. 14, PIC 
accommodates different priority levels, Key Observation No. 
29, PIC is Software, and Appendix  A, Key Terms:  ‘Gateways.’

A B C D E

EWI WCI Cyber40 Compatible Equipment  (Hardware) Priority Capability (Software)

Country User Devices Network Elements National International

Argentina Yes Yes

Australia 12 Yes Yes Yes

Austria Yes Yes

Azerbaijan Yes Yes

Bangladesh Yes Yes

Belgium Yes Yes

Brazil Yes Yes

Bulgaria Yes Yes

Cameroon Yes Yes

Canada Yes Yes *

China Yes Yes

Colombia Yes Yes

Cyprus Yes Yes

Czech Republic Yes Yes

Denmark Yes Yes

Egypt Yes Yes

Estonia Yes Yes

Finland Yes Yes

France Yes Yes

Germany Yes Yes

Greece Yes Yes

Hungary Yes Yes

Iceland Yes Yes

India Yes Yes

Indonesia Yes Yes

Ireland Yes Yes

Israel Yes Yes

Italy Yes Yes

Japan Yes Yes

Jordan Yes Yes

Kazakhstan Yes Yes

Kenya Yes Yes

Country key:

 G20
 EU
 Non-G20

Capability:

 
Private 
Network 
Expected
 
Additional 
Public 
Network 
Capability 
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A B C D E

Latvia Yes Yes

Lithuania Yes Yes

Luxembourg Yes Yes

Malaysia Yes Yes

Malta Yes Yes

Mexico Yes Yes

Netherlands Yes Yes Yes

Nigeria Yes Yes

Norway Yes Yes

Pakistan Yes Yes

Philippines Yes Yes

Poland Yes Yes

Portugal Yes Yes

Qatar Yes Yes

Republic of Korea Yes Yes

Romania Yes Yes

Russia Yes Yes

Saudi Arabia Yes Yes

Singapore Yes Yes

Slovakia Yes Yes

Slovenia Yes Yes

South Africa Yes Yes

Spain Yes Yes

Sweden Yes Yes

Switzerland Yes Yes

Thailand Yes Yes

Turkey Yes Yes

Ukraine Yes Yes

United Arab Emirates Yes Yes

United Kingdom Yes Yes Yes

United States Yes Yes Yes *
*Canada and the U.S. have a limited degree of priority scheme interoperability as a result of the 
preparations for the 2010 Vancouver Olympic Games.  

Table 3.  Existing Capabilities and International Level Gap

2.5  Scope
12

This section clarifies the scope of PIC as 
presented within this report.  The scope is 
explored here by reviewing each of the key 
parameters associated with this important 
capability. These parameters include con-
siderations related to the types of networks, 
technologies, services and related factors.  
In summary, the details below describe a ca-
pability that is of immediate value to every 
country, and for current as well as emerg-
ing services and applications. PIC will be in-
ternational, compatible with both public and 

12   Of note, neighboring country New Zealand has 
a national level capability deployed.  This is noteworthy 
given the close proximity of these two countries in this 
otherwise relatively isolated part of the world. 

private networks, applicable across the broad 
range of technologies and applications in use 
today and tomorrow, including voice, data, 
and video.

The intent is that PIC should be inclusive of 
the various electronic protocols and net-
works used around the world. The end user 
should be able to use any common communi-
cation device to reach the desired party, who 
may be using a different technology. This is 
no different from placing a call from a cell 
phone to a landline.

Network Coverage

The scope of network coverage is internation-
al.  While national-level networks are not the 
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focus of this report, it is anticipated that na-
tional-level priority communications will ben-
efit from the high volume application of pri-
ority communications services expected as a 
result of a focus on PIC.13 14

Gateway Interface

The scope of gateway interfaces includes 
both public and private networks.15 16 That is, 
a country can extend its national-level pri-
ority capability from public, private, or both 
types of networks with the network of other 
countries when interfacing at an international 
gateway (Table 4).

13    Key Observation No. 33, The 
cost-sharing benefits lower entry bar-
rier for developing and deploying PIC.

14    Key Observation No. 39, National-level 
emergency preparedness interests will also benefit.

15    A public network is one on which ser-
vice is offered to the general public.  A private 
network is one that is limited to providing services 
to a restricted set of users (e.g. government).  

16    Note that excluded communica-
tions are two-way radio-based systems such 
as those used in public safety by emergency 
first responders (fire, police, ambulance).  

The international gateway nodes are 
tasked with the recognition of a prior-
ity indicator in the incoming protocol 
stream, and the conversion to the in-
ternational standard for the interna-
tional leg of the transmission as well 
as providing preferential treatment. 
The far end gateway would likewise 
be tasked with any conversion to a na-
tional network for completion of the 
session. The gateways would of course 
also do any required protocol conver-
sions to resolve differences between 
the protocols of the originating nation 
and the terminating nation.17  

Network Access

Network access is not an issue, as PIC 
is about the prioritization in transport.  
The method of network access is not 
a factor.  The scope of network access 
can include whatever type of network 
that country’s government chooses, 
including:  

• cable (coaxial cable) 
• optical (fiber optic cable) 
• wireless (air interface)
• wireline (copper wire)

Network Technologies

PIC can be deployed across all of the major 
technologies deployed in modern communi-
cations networks as well as those technolo-
gies emerging in future generation networks.  
The following abbreviated, alphabetically or-
dered list demonstrates the broad viability of 
the PIC capability.  These technologies rep-
resent communication platforms, protocols 
and standards.18 

• Asynchronous Transfer Mode (ATM)
• Broadband Wireless Access (BWA) 
• Data Over Cable Service Interface 

Specification (DOCSIS) 
• Code Division Multiple Access 

(CDMA) 
• Fourth Generation Mobile Commu-

nications (4G)

17    e.g., there are currently different coun-
try flavors or dialects of SS7 that are not “plug 
and play” compatible and need the services 
of a gateway to map the communication.

18    Some of these technolo-
gies are inclusive of others.

Priority Networks 
of Country A
(originating)

Priority Networks 
of Country B
(terminating)

Will PIC Increase 
Probability of 
Completion?

Only Public Only Public Yes

Only Public Both Public & Private Yes

Only Public Only Private Yes

Only Public No Capability Yes

Both Public & Private Only Public Yes

Both Public & Private Both Public & Private Yes

Both Public & Private Only Private Yes

Both Public & Private No Capability Yes

Only Private Only Public Yes

Only Private Both Public & Private Yes

Only Private Only Private Yes

Only Private No Capability Yes

No Capability Only Public Possibly*

No Capability Both Public & Private Possibly*

No Capability Only Private Possibly*

No Capability No Capability No

*An end user from Country B with authorized priority in that country, when originating a 
communication from a country (A) without any priority capability, could have the priority 
information passed without priority treatment until the communication enters the gateway 
for Country B.

     Table 4.  PIC Gateway Compatibility where Bilateral Agreements Exist
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• Global System for Mobile Communi-
cation (GSM) 

• Intelligent Network (IN) 
• Internet Protocol (IP) v4 and v6
• IP Multimedia Subsystem (IMS) 
• Long Term Evolution (LTE)
• Next Generation Networks (NGN) 
• Session Initiation Protocol (SIP) 
• Signalling System 7 (C7, SS7) 
• Synchronized Optical Networking 

(SONET)
• Synchronized Digital Hierarchy 

(SDH) 
• Third Generation Mobile Communi-

cations (3G)
• Time-Division Multiplexing (TDM) 
• Wireless Fidelity (WIFI) IEEE 802.11 
• Wireless Local Area Network 

(WLAN) 
• Worldwide Interoperability for Micro-

wave Access (WIMAX) IEEE 802.16 
• Universal Mobile Telecommunica-

tions Service (UMTS)

This service should be “future-proofed” as 
far as possible by the extension of protocol 
indicators and corresponding procedures, so 
the service concept does not need to be rein-
vented each time a new version of technology 
is deployed. To achieve this, legacy wireline, 
wireless, next generation IP, and future, as yet 
undefined, technologies should be designed 
to inherently support PIC.19

Subscriber Applications

PIC supports the complete spectrum of sub-
scriber services. There are two important ob-
servations in this regard.  First, PIC includes 
both old and new services. Second, the na-
ture of these services varies considerably.  
For example, traditional voice service has a 
relatively predictable and small use of band-
width and requires real-time transmission. 
In contrast, most data services have a highly 
unpredictable bandwidth requirement and 
usually do not have real-time transmission 
support. Still, some video or conferencing ap-
plications may require both high-bandwidth 
and real-time transmission support. 

Historically PIC has been focused on voice, 
but with the understanding that data and 
video would follow.  Applications such as 
conferencing depend on protocols for voice, 
data, and video and are envisioned to be in-

19    Key Observation No. 16, Applica-
tions and services will continue to evolve.

cluded. Remembering that PIC enables the 
international portion of the transmission, 
what is taking place in terms of actual types 
of applications is not a factor.  So while from 
the end user’s standpoint a priority commu-
nication is being initiated from a device in one 
country to a user’s device in another country, 
from the PIC transport perspective, the type 
of application is not relevant. Whether that 
communication is designated for priority or 
not is their only point of concern.  

Users

The scope of users of PIC includes both 
members of the private and public sector.  
A government will typically assign PIC capa-
bilities based on functions that are critical to 
national security and public safety during the 
response to a crisis.20 21 22 23

2.6  Illustrative Scenario

At the 2nd Worldwide Cybersecurity Summit 
(London, 2011), the working group tackling 
PIC called for storyline-based materials that 
could be used in outreach to convey how PIC 
would be used, and how it would make a dif-
ference.  To this end, the scenario on the fol-
lowing pages has been developed.  It should 
be noted that while the aggregation of the 
elements of the storyline are fictitious, each 
of the key events is based on true historical 
events. The type of simultaneous events in-
cluded here, or similar ones, are real possibili-
ties and we must plan for the worst scenarios 
imaginable when considering PIC.24

20    The ability to dynamically assign au-
thorized users is also a viable option.  The au-
thors note that school bus drivers became criti-
cal assets during the evacuation of New Orleans 
following the Hurricane Katrina flood.  

21    Key Observation No. 7, The concept of criti-
cal functions is widely accepted around the world.

22    Key Observation No. 11, PIC is necessary for 
the continuity of critical private sector operations.

23    Key Observation No. 28, There are different 
methods possible for recognizing authorized users.

24    Harry D. Raduege, Jr., Lieutenant General, 
United States Air Force (ret); Director, Defense Informa-
tion Systems Agency (2000-2005); Commander, Joint 
Task Force - Global Network Operations (2004-2005).  

The scope 
of users of 
PIC includes 
both mem-
bers of the 
private and 
public sector. 
A government 
will typically 
assign PIC 
capabilities 
based on 
functions that 
are critical to 
national secu-
rity and public 
safety.
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The flu pandemic 
now sweeping through 

the continent is 
proving stronger 

than our efforts to 
quarantine it.

I am therefore issuing 
an executive order closing 

all schools, and strongly 
encouraging all 

employees capable of 
working from home

 to do so. to do so.

I am confident we’ll 
be able to pull 

through this as a 
country. Thank you 

and good night.

PRIORITY INTERNATIONAL
COMMUNICATIONS

By Stu Goldman & Thomas Lynch

February 3 Somewhere, a flu virus mutates, 
leaving it immune to common disinfectants.

October 7

October 12 Joe is a nuclear engineer responsible 
for his nation’s central power plant. Because his 
daughter is sick, Joe’s now working from home...

...but with so many people now working from 
suburban communities, those networks 
have become massively congested.

Looks like Skype’s
 not an option.

October 15 Joe plugs along. ... ...until the power goes out. Joes job, as well as 
his nation’s
 economy, is on 
the line. Thankfully, 
he has priority 
communications 
priviledges, 
allowing his calls to allowing his calls to 
get through the 
cellular congestion 
caused by the 
power outage and 
the pandemic and 
contact his plant.

NETWORK ERROR!
Call cannot be 
completed as dialed.
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Meanwhile...

Dialing...

So Joe has to resort to priority international 
communications (PIC) to connect.

Joe speaks with the rookie engineer substituting for a sick colleague. He works 
with the team to ensure a temporary fix, but he needs a new part from a foreign 
vendor to bring the nation’s power system permanently online again.

Joe’s call to the international 
vendor fails due to congestion 
triggered by the pandemic

Joe and the operator discuss the problem, but as she 
tries to remotely access the power plant, network 
congestion prevents her from getting through.

I’ve confirmed
 the problem, Joe. 

Will get the part 
shipped over 
right away.

Thanks, Beth. 
Way to 

save the 
day.

October 16 After Joe yet again uses PIC to
 facilitate shipping and payment, the part is 
pulled from inventory and sent on its way.
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The component is installed in time. Reliable power is 
restored to Joe’s nation, thanks, in large part, to PIC.

“...Well, let’s get it on a train.” *

New terror threat
“We will strike at trains and 

punish this corrupt society!”

DEADLY ATTACK ON RAIL SYSTEM

With the provision of the declaration in place, the 
needed component is located in another country’s 
power plant. A military attaché is assigned to escort 
the part to its destination.

ann

This is just one of thousands of stories that unfolded during this crisis that was 
mitigated by the availability of priority communications and a willingness of people to 
work together to prevent chaos and loss of life and property. While this was going on, 
others were using PIC to coordinate medical supplies, food, water, critical commerce, 
and other needed activity to keep civilization afloat.

Joe uses PIC to access a remote site containing the contact information of key government figures, hoping to arrange for a “critical infrastructure crisis” to be declared, 
an order that would allow neighboring power plants to collaborate in solving the crisis.The government confers with Joe’s government via a PIC conference call and 
successfully arranges the declaration.
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2.7  Ten Frequently Asked 
Questions (FAQs)

The following questions are based on inter-
active workshops and private consultations 
held in numerous countries around the world 
that included individuals from a wide range of 
backgrounds and interests.  These questions 
are often asked when the concept of PIC is 
introduced.   

Q1:  Does a priority 
communications capability 
violate “net neutrality”?

No, it does not.  In its most common usage, 
the term “net neutrality” is not compromised 
by PIC.  In its most restrictive definition, net 
neutrality calls for all messages of the same 
class to be treated with the same protocols, 
without preferential treatment (enhance-
ment or degradation) for selected origina-
tors.  But even under these terms, PIC does 
not violate net neutrality because the indus-
try has a long-held policy wherein different 
classes of communication are treated differ-
ently, including but not limited to separate 
queues and different treatment for process-
ing messages.25 

“Priority” treatment was actually in use at the 
very start of telecommunications, particu-
larly when it came to government messages, 
as can be seen in The Pacific Telegraph Act of 
1860:26

“...That the government shall at all 
times be entitled to priority in the 
use of the line or lines, and shall 
have the privilege, when authorized 
by law, of connecting said line or 
lines by telegraph with any military 
posts of the United States, and to 
use the same for government pur-

25    “Net Neutrality provides a flat transport 
network where one service provider’s packets are not 
favored over another’s packets in the core network. 
However, while service providers are treated equally, 
different applications (e.g., e-mail, voice, video) have 
different classes of service and thus different priorities. 
Packets associated with emergency communications 
also receive priority treatment.”  Key Findings No. 51, 
Net Neutrality May Be Misunderstood, ARECI Report, p. 
74, European Commission, March 2007.  

26    Pacific Telegraph Act - An Act to Facilitate 
Communication between the Atlantic and Pacific States 
by Electric Telegraph, Chapter 137, U.S. Statutes, 36th 
Congress, 1st Session, 1860.  

poses.”  (Section 1)

“That messages received from any 
individual, company, or corporation, 
or from any telegraph lines connect-
ing with this line at either of its ter-
mini, shall be impartially transmit-
ted in the order of their reception, 
excepting that the dispatches of 
the government shall have prior-
ity.”  (Section 3)

Priority treatment continues to be critical in 
the United States today, with wireline and 
wireless national priority services established 
and  utilized by approximately 300,000 and 
100,000 users, respectively.27  The principle 
that these calls can have a higher level of 
probability of completion without preemp-
tion of normal traffic attempts is the essence 
of the GETS and WPS capabilities. National 
policies will vary, and the PIC mechanism put 
forward here can accommodate the full range 
of policies and practices.   

Q2:   Does providing priority 
communications require 
re-architecture of the Internet?  

No, it does not.  PIC can be accomplished us-
ing the existing Internet architecture.  In ad-
dition, priority communications capabilities 
are part of the plans for the Internet’s future 
development.  Protocol elements such as 
the optional Resource Priority Header (RPH) 
can be used as a marker, and the necessary 
enhanced procedures for treatment of the 
packets can easily be confined to software or 
firmware within the various nodes.  In other 
words, the data networking protocols have 
long anticipated the benefits of preferential 
traffic handling. 

It falls upon the gateway nodes to map across 
any protocol differences between the various 
networks, thus avoiding incompatibility is-
sues.

Q3:  There is so much spare 
capacity in the Internet that 
PIC is not needed, right?

There is not enough bandwidth capacity 
when extreme traffic demands are placed 
on communications networks.  Communica-

27    Government Emergency Telecommunica-
tions Service (GETS) and Wireless Priority Service 
(WPS) User Council Meeting Report, January 2012.  

PIC can be 
accomplished 
using the ex-
isting Internet 
architecture. 
In addition, 
priority com-
munications 
capabilities 
are part of 
the plans for 
the Internet’s 
future devel-
opment.
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tions networks are not designed to be able 
to support all users simultaneously.  If net-
work operators designed, built and operated 
networks to completely handle all possible 
traffic, the cost could easily be on the order 
of ten or one hundred times greater than it is 
presently, which would certainly result in an 
increased cost of services for users.28

There is usually excess capacity in the back-
bone networks of most developed countries.  
Relative to the backbone, or core network, it 
is the network access (i.e. between end us-
ers and their ISPs) capacity that tends to be 
more limited. This is a function of network 
architecture design fundamentals.  The load 
requirements and the build-out cost result in 
high-capacity transport “pipes” in the core, 
while the same factors produce lower band-
with around the edges. 

History has shown that as time passes, com-
munication needs increase dramatically. We 
have gone from simple e-mail ASCII messag-
es to video applications, and perhaps soon to 
3D video. One can reasonably expect that the 
spare bandwidth of today will eventually be-
come fully occupied.

Some of the types of scenarios that serve as 
evidence of network congestion include:

• Network Impairment: a natural or 
man-made disaster destroying com-
munications infrastructure and thus 
creating chokepoints. 

• Payload Attack:  a denial-of-service 
attack or other intentional acts may 
create points of congestion above 
the anticipated spare bandwidth al-
lowance. 

• Payload Utilization:  the traffic dur-
ing a disaster may very well peak far 
beyond normal as the population 
tries to gather information about the 
disaster and to communicate with 
family and friends in the area.

Each of these factors alone, and in combina-
tion, increases the probability of congestion 
and thus the need for PIC. 

28    Key Observation No. 31, There is dimin-
ishing value for over-engineering networks. 

Q4:  If we just block  texting, 
videos and gaming, then there 
would be lots of capacity, right?

Such an approach is overreaching, causing 
many more problems than necessary. If such 
applications results in a significant portion of 
the international traffic, then turning it all off 
is overkill to provide the necessary bandwidth 
for the relatively few PIC messages. Throt-
tling the traffic would be more reasonable, 
but would require a mechanism to determine 
how much bandwidth is needed for the PIC 
messages, which may be sporadic and have 
an unpredictable arrival rate. This would re-
sult in wasted bandwidth or blocked PIC at-
tempts, and most likely both over a period of 
time. 

Instead, the use of PIC procedures would al-
low the bandwidth to be fully used by normal 
traffic and still allow a higher probability of 
communication success for PIC, requiring 
only a bit more algorithm sophistication than 
a predictive throttling scheme.

Without an unrealistic deep packet inspec-
tion, a throttling and blocking node would not 
know which messages were just “social” and 
which messages from the population were 
important for protecting life, limb, and prop-
erty during a crisis. With PIC, no additional 
normal attempts are discarded.29

Q5:  How would everybody else’s 
calls be handled? 

The implementation is virtually undetect-
able for the population at large. When there is 
congestion in networks, normal users will ex-
perience mild-to-severe blocking when they 
initiate communications. The relatively small 
number of authorized users means that their 
impact is negligible on the rest of the popula-
tion.  

Delving further in this discussion, the term 
“preemption” is introduced to describe the 
option that existing calls (or sessions, de-
pending on the service) could be terminated 
in order give capacity to a new priority at-
tempt.30 This is a matter of local policy for 
national priority schemes. Some countries 

29    Normal attempts are discarded 
when no bandwidth is available, but are 
not further impacted by PIC attempts.  

30    Key Observation No. 26, Non-reserved 
resources PIC is preferred to avoid wasting capacity.

The relatively 
small number 
of authorized 
users means 
that their im-
pact is negligi-
ble on the rest 
of the popula-
tion.
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(e.g. U.K.) use preemption as the primary 
scheme during a crisis, while other countries 
(e.g. U.S.) do not preempt wireline or wireless 
calls for their national public network priority 
schemes.31

Q6:  Why not have a separate, 
dedicated network for 
priority communications?

This is a possible solution.  However, com-
pared to the PIC approach, its feasibility is 
problematic. This is because the cost of such 
a separate international network dedicated 
solely to PIC traffic would be very high.  It 
is unrealistic to expect that such a network 
would ever be deployed widely, other than in 
very narrow point-to-point situations.32 

The separate dedicated international net-
work approach also introduces a potential 

31    In the U.K., MTPAS; in the U.S., GETS & WPS.
32    e.g. point-to-point “red phone” examples.  

single point of failure into priority communi-
cations, in that it would depend on a separate, 
seldom-used network.  Priority communica-
tions that have access to multiple, competing 
networks don’t face this limitation.

Q7:  What about disagreements 
about who should be given what 
priority level?

Nation-state governments are responsible 
for assigning priority levels to their popula-
tions.  Since PIC communications begin in a 
national network, the authentication, authori-
zation, and priority level are a matter of local 
policy.33 Based on bilateral agreements with 
peering countries, the gateway node would 
be responsible for mapping the priority levels 
between the two national networks. It is ex-
pected that peering countries will consider 

33    Some schemes use a single priority 
indicator while others may use multiple level in-
dicator, such as a five or some other value.  

Robert Samuel Hanson



34

E
W

I •
 P

R
IO

R
IT

Y 
IN

T
E

R
N

A
T

IO
N

A
L 

C
O

M
M

U
N

IC
A

T
IO

N
S

each other’s policies in assigning priorities 
and levels when making agreements to rec-
ognize each other’s priority designations.34  

Priority International Communications are 
likely to be essential for recovery from a di-
saster, but may typically consist of a relatively 
small number of messages when compared 
with the priority communications within the 
afflicted country or region.  Thus, PIC proce-
dures need to be able to support the commu-
nications without imposing restrictions upon 
the national procedures and protocols in use.

Q8:  What about someone 
compromising a network by 
spoofing authorization and 
causing a Denial of Service 
(DoS) attack?

Any scheme that supports making some 
traffic more “important” has the potential 

34    Key Observation No. 14, PIC accom-
modates different priority levels. (see also , Fig-
ure 11, Example of Mapping of Priority Level)

for being misused. The implementation of a 
PIC policy and capability stresses the exist-
ing intrinsic vulnerability of electronic com-
munications that can be emulated.  The pri-
mary concern would be the misuse of priority 
credentials to make a DoS attack.  There are, 
however, procedures that can effectively de-
tect and isolate such attacks, reducing the 
risk while maintaining the advantage offered 
by priority schemes.  There is a range of tech-
nical solutions for addressing this concern 
that involve both prevention of such abuse, as 
well as detection of an attempt and amelio-
ration of the impact, should such an attempt 
have initial success.35

Q9: Why hasn’t PIC already 
been implemented?  

There are several reasons why this idea re-
mains unimplemented: 

35    The discussion of these methods is too 
technical for this publication.  The authors can be 
reached for further discussion on this point. 

Tsevis
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First, few people realize that an elegant, low-
cost, immediately deployable solution exists.  
Others simply don’t know that we could have 
prevented the loss of lives and property due 
to clogged networks. 

Second, it is hard to adequately plan for low-
probability events—even if they are of high 
consequence.36  

Third, except for those who are directly af-
fected, such as families who have lost some-
one, most people largely forget about catas-
trophes and go on with their lives and focus 
on more routine events. 

Fourth, politicians and increasingly business 
leaders, are simply much more visible when 
acting on issues that are visible.  This means 
that when they are reacting to an event, they 
are more likely to be rewarded than for plan-
ning for an event that is not on the “radar 
screen” of the public, and thus preventing it 
from becoming worse. For this reason, it is 
critical for stakeholders to effectively articu-
late their needs for PIC to decision makers 
and to further be effective in moving them to 
action.  

The communications media serving the pub-
lic can play a very important role in promot-
ing the implementation of PIC. The challenge 
for reporters is a classic one—how to effec-
tively interest their respective audiences in 
something very important, proactive and 
that requires some effort to understand. This 
will require creativity, sincerity and careful ar-
ticulation. This report is intended to support 
such efforts. If the public were aware of the 
current situation and the opportunity to save 
lives and property, then the result would likely 
be overwhelming support for the implemen-
tation of PIC capabilities. 

Q10:  Who is going to pay for PIC? 

As the protection of human life and property 
in times of catastrophes is largely a govern-
ment responsibility, the recommendations 
presented in this report submit that govern-
ments should provide the funding for the 
implementation and ongoing maintenance 
of PIC.37 This is consistent with the practices 

36    Rauscher, Karl Frederick, Mu-
tual Aid for Resilient Infrastructure in Europe, 
(MARIE) Phase I Report, ENISA, 2011.

37    Recommendation 2, Due Diligence for 
Modern International Crisis Management, Section 4.

of the countries currently implementing a 
national-level priority scheme.  

The good news about funding is that the cost 
is relatively low because the actual expenses 
for implementation are limited. The proposed 
approach makes use of existing networks, ex-
isting switching and routing hardware, exist-
ing end-user devices, and existing protocols.  
For the most part, the implementation of PIC 
is simply the addition of some new software 
in networks. 

The question of funding can be a difficult one 
and that it is why it is the last on the list. From 
a purely technical point of view, it doesn’t 
matter how the work is funded as long as it 
happens. But from a practical point of view, 
the work will not happen until there are inter-
national agreements on the need for PIC and 
the funding model at the national level.38 

 

38    There are different views on whether PIC 
should be extended to include a business feature as 
well as a government-controlled disaster recovery 
feature.  For example, it has been proposed to establish 
multiple levels of levels priority, such as ordinary traf-
fic, a block of business priority levels, and then levels 
used by the government and critical infrastructure 
for restoration.    There could be agreements on what 
types of service would qualify.  For example, one type 
of additional service might be time-sensitive financial 
services traffic, the processing of which is critical to 
global economic stability and – since it is data and 
not bandwidth intensive – makes up a relatively low 
proportion of all traffic.  Others have proposed that 
PIC be reserved for restoration.  Since the levels may 
be derived from national schemes, this topic may 
be confined to the bilateral interface agreements 
directing the gateway mapping procedures for PIC.  

Few people 
realize that an 
elegant, low-
cost, immedi-
ately deploy-
able solution 
exists. Others 
simply don’t 
know that we 
could have 
prevented the 
loss of lives 
and prop-
erty due to 
clogged net-
works.
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3. Key 
Observations 

T
his section presents 40 observations 
that are essential for understanding 
the current need for priority com-
munications across international 

borders. The observations provide impor-
tant insights that span the important areas 
of technology, business, ASPR (Agreements, 
Standards, Policies and Regulations) and the 
nature of human responses to catastrophes. 
Each key observation is articulated concisely, 
with supporting material referenced as ap-
propriate.  Moreover, the key observations 
are referenced throughout this report, and 
particularly in Section 4, Recommendations.  

To enable the reader to brush up on the ar-
eas of most interest, this section arranges 
the observations according to the following 
categories:  

• value proposition; 
• policy;
• science, engineering and technol-

ogy;
• business, finance and economics.

3.1  Value Proposition 

The following eleven observations are pri-
marily related to the benefits of PIC.  Each 
has been selected from a larger number of 
observations because of its influence in forg-
ing one or more of the recommendations pre-
sented in Section 4.  

1.  Some information is more 
important than other information.

Based on shared human values for the pro-
tection of life, property and our environment, 

some information is clearly more important 
than other information.39  This is evident 
during a crisis.  The specific information 
characteristics are not rigidly fixed, but vary 
based of the nature of the unique crisis and 
may change during the life of the crisis. PIC 
enables the most important information to 
be carried across international borders with 
high probability during times of network con-
gestion.

2.  The value proposition for PIC is 
straightforward. 

The reasons for having PIC are clear:  Some 
functions in society are more important than 
others and therefore require robust commu-
nications to effectively operate in response 
to a major disaster.40  PIC can promote the 
robustness and sharing of these functions by 
ensuring high probably of international com-
munications success for government-autho-
rized individuals in the face of congestion in 
cyberspace.  

3.  The value proposition for PIC is 
compelling.

The difference between critical communica-
tions getting through—or not—in a catastro-
phe is immeasurable because lives are in the 
balance.41 

39    See Section 2.10, Frequently Asked 
Questions, Q1:  Do priority communica-
tions capabilities violate “net neutrality”?

40    See “Robustness” in Key Terms.  
41    Key Observation No. 27, Ser-

vices and time orientation matters.

The reasons 
for having 
PIC are clear: 
Some func-
tions in society 
are more im-
portant than 
others and 
therefore re-
quire robust 
communica-
tions to effec-
tively operate 
in response to 
a major disas-
ter.
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4.  National-level priority schemes 
are field-tested and effective.

The value of national-level PIC capabilities 
has been proven. For instance, during Sep-
tember 11, 2001, the United States’ capabil-
ity kept key communication lines open. Ac-
cording to Brenton Greene, former director of 
the National Communications System of the 
Department of Homeland Security, “GETS 
allowed significant priority access for over 
10,000 calls with over 95% completion rate 
at a time when networks were saturated and 
nobody else could get through.” 42

5.  PIC is for rare-but-high-impact 
events.

The value to society of the PIC capability in-
creases proportionally with the seriousness 
of events (Figure 7).  This is a conservative 
assessment that is applicable worldwide.  A 
more relaxed statement –i.e., not rare but 
regular – may apply to some regions such as 
in Europe where a high level of cross-border 
integration of critical infrastructures makes 

42    Greene, Brenton, former director, National 
Communications System, U.S. Department of Homeland 
Security, NCS Video, April 2008, gets.ncs.gov/docs.html 
.  There are also examples of schemes with consider-
able lessons learned, i.e. the July 7, 2005 London bomb-
ing experience where a preemptive approach was uti-
lized.  (David Mowbry presentation to the NRSC, 2005)

the frequency of utilization much more likely.  
43

6.  PIC is a highly leveraged 
enabler for emergency 
preparedness.

Communications capabilities are vital for the 
effective performance of all other critical re-
sponse functions – energy, financial services, 
transportation, health care, and government. 

7.  The concept of critical 
functions is widely accepted 
around the world.

Most governments of developed countries 
have completed some assessment of criti-
cal sectors and critical functions to promote 
emergency preparedness.44 This suggests 
that the first step to identifying roles is often 
already taken, i.e. it will be straightforward to 
identify who should be government-autho-
rized users. It also suggests that these gov-
ernments’ perceived need to identify critical 
functions can be more effectively addressed 
with the provision of PIC to support these 
functions.  PIC increases the probability of 

43    Source:  U.S. National Commu-
nications System (NCS); reformatted.

44    An Inventory and Analysis of Protection 
Policies in Fourteen Countries, International Critical 
Information Infrastructure Protection (CIIP) Hand-
book 2004, Swiss Federal Institute of Technology.  
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these functions working during a crisis. These 
critical functions include both public and pri-
vate sector functions, such as continuity of 
government at multiple levels, public safety, 
communications infrastructure, energy in-
frastructure, certain types of transportation, 
and medical services.

8.  Priority communications 
capabilities need to be extended 
internationally.

Assessment of the necessary performance 
and range of disaster-response communi-
cations capabilities suggests that interna-
tional reach is essential.45 This need may 
vary across countries.  Some countries with 
immediate critical infrastructure dependen-
cies on other countries, as is common within 
Europe, can have more frequent high-impact 
exposure from network congestion.  

9.  It only gets better.

For those countries that already have a dedi-
cated emergency network, PIC enhances 
the value of that network by extending prior-
ity beyond that country’s borders. Therefore, 
PIC should not be considered as a competi-
tor to or a replacement for any existing emer-
gency capabilities, but rather as a multiplier 
of those capabilities.  

10.  Implementation can be 
relatively quick.

Because PIC can be implemented by utiliz-
ing existing networks, network elements, 
network interfaces, protocols and end-user 
devices, its implementation can be relatively 
quick, once agreements are established.  

11.  PIC is necessary for the 
continuity of critical private 
sector operations. 

PIC will increasingly be vital to the continued 
operation of critical private sector functions 
during a crisis. Companies that provide es-
sential services to governments, other busi-
nesses and the general public require com-
munication to maintain their operations, 

45    88% percent of participants indicated 
that a proper priority communications scheme 
should be international; Interactive Participant 
Polling, Proceedings of the IEEE CQR Workshop on 
Priority Communications on Public Networks Work-
shop, Bratislava, Slovakia, September 2008.

and these communications often include an 
international reach. Those companies whose 
function is deemed vital to public safety, eco-
nomic stability or national security are candi-
dates to be authorized for priority services by 
their respective governments.  

3.2  Policy

The following six observations are primarily 
related to existing agreements, standards, 
policy and regulations (ASPR). Each is pre-
sented here because it helped shape the rec-
ommendations in Section 4.    

12.  Essential agreements, 
standards, policy and regulations 
(ASPR) that support PIC 
capabilities are stalled. 

Although the concepts and even interna-
tional protocols for priority communications 
across borders have existed for over a de-
cade, the implementation of these standards 
is stalled.  This development of PIC standards 
clearly indicates their value to governments; 
obstacles must therefore arise at the level of 
implementation. Why? The issue (essentially, 
being prepared for low-probability events) is 
not sufficiently visible, and the task of getting 
countries to cooperate is dauntingly complex.

13. International peering 
agreements are nonexistent.

Agreements are needed by equipment sup-
pliers, network operators and governments 
to establish international interfaces for basic 
interconnection and interoperability agree-
ments, and to accommodate differences in 
priority-level schemes.46  

14.  PIC accommodates different 
priority levels.

The implementation of a priority-scheme in-
terface requires bilateral coordination for the 
treatment of different levels (Figure 8).  Ap-
pendix A provides examples of the priority 
scheme utilized by the U.S. Government for 
its national-level, voice capabilities.  

46    The lone example is an international agree-
ment for cross-border priority communications that 
was established between Canada and the U.S. with 
regard to the limited implementation of WPS.  

Because PIC 
can be imple-
mented by 
utilizing exist-
ing networks, 
network ele-
ments, net-
work interfac-
es, protocols 
and end-user 
devices, its im-
plementation 
can be relative-
ly quick, once 
agreements 
are estab-
lished.
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15.  We need complete ASPR for 
optimizing PIC.

The supporting policies for getting the most 
out of PIC will require cooperation on a range 
of subjects, including the mapping of priority 
levels between countries, the trust chain for 
authentication, security practices and han-
dling abuse, and authorization and expecta-
tions for reserve capacity for national use.  

16. Applications and services will 
continue to evolve.

New applications and services are expected 
to continue to be developed in the foresee-
able future.  Priority capabilities should be 
integrated into these emerging capabilities.  

17.  Following standards is wise.

Using an international PIC standard is wise as 
it greatly increases interoperability and full-
feature functionality, enables faster deploy-
ment, and reduces the number of times the 
capability needs to be developed separately, 
thus reducing cost.47  If equipment suppliers 

47    100% of participants agreed with the assess-
ment that the most cost effective priority communica-
tions plan would make use of the public networks to 
some extent.  Proceedings of the IEEE CQR Workshop 
on Priority Communications on Public Networks 
Workshop, Bratislava, Slovakia, September 2008, 
http://committees.comsoc.org/cqr/Slovakia.html 

are required to produce one version of PIC, as 
opposed to many versions, the total cost will 
be lower. Therefore, it is important to contin-
ue evolving international standards.48

3.3  Science, Engineering and 
Technology

The following 13 observations are primarily 
related to the physical and logical limitations 
associated with providing PIC. Each obser-
vation has been selected due to the key role 
that it played in shaping the recommenda-
tions presented in Section 4.  

18. Communication services are 
more than voice.

Any viable priority international communica-
tion scheme must address the current and 
likely future technologies for communica-
tions via voice, text, data, video and the like. 
A PIC scheme must also address the poten-
tial for conversion from one technology used 
by an originator to a technology compatible 
with the terminating party’s equipment tech-

48    82% of participants agreed with the state-
ment “The ability to evolve priority communications 
capabilities to future networks is important” (76% 
indicated they ‘strongly agree”); Interactive Partici-
pant Polling, Proceedings of the IEEE CQR Workshop 
on Priority Communications on Public Networks 
Workshop, Bratislava, Slovakia, September 2008.
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nology, so that communications attempts do 
not fail but complete using the technologies 
present.49

19.  Increasing demand for 
bandwidth.

Emerging services and applications utilize 
ever-higher amounts of bandwidth, and there 
is no end in sight for this bandwidth addic-
tion. Thus it is not reasonable to expect the 
challenge of statistically varying and extreme 
payloads to lessen.  

20. Network capacity limitations 
are a reasonable trade-off for cost 
management.

Communications networks are engineered 
and provisioned for normal everyday peaks, 
and even beyond-normal situations (Figure 
9). Networks operators want to carry traf-
fic: that is their business.  However, building 
and maintaining networks to carry 100% of 
the potential traffic load is not feasible. If net-
works were designed and built to carry the 
extreme levels of the traffic theoretically pos-
sible given end-users’ devices, the monthly 
price for services would increase by an order 

49    Section 2.5, Scope, provides more 
information on the types of networks, tech-
nologies and services included.

of magnitude or more.  So, it is simply too 
expensive for network operators to increase 
capacity enough to account for major emer-
gencies. Instead, we must prioritize commu-
nications.

21. Capacity limitations are an 
intrinsic vulnerability of networks.

Networks have engineered capacity limita-
tions as a constraint of fiber optic spectrum 
saturation, digital signal processing through-
put, and other fundamental barriers such as 
the cost of equipment.50  When these capac-
ity limits are reached, network congestion oc-
curs and the excess load is blocked. 

22.  Statistical variation 
and extremes are intrinsic 
vulnerabilities of payload.

Communications system traffic has unpre-
dictable variation due to the human-origi-
nation of applications and services.  Current 
trends of the new technologies being intro-
duced make it difficult to predict bandwidth 
demand.  The variation in traffic loads in-
cludes extreme loads that exceed network 
capacity.51  

23.  Payload is “the new software.”

Just as hardware, software, and human error 
have been the primary contributors to ser-
vice outages in the past, ASPR and payload 
are increasingly being identified as the con-
tributors to loss of service or outages in next-
generation networks that provide advanced 
services.  

A historic progression can be seen regarding 
the major contributors to system failure of 
modern communications systems since their 
introduction several decades ago. In their ear-
liest years, through the early 1980s, hardware 
was the major cause of failures. With the in-
troduction of digital signal processing (DSP), 
programmed logic and related artificial in-
telligence (AI) controls, the major contribu-
tor soon became software. The next transi-
tion occurred in the mid-’90s, as the pace of 
technology and application advances and the 
resulting complexity led to human-machine 
interface challenges, thus making procedural 
and other human performance factors the 

50    See Section 2.2, Under-
standing Network Congestion.  

51    Ibid.  

Cost of Communications Services 

a prioritization 
scheme
(without 

preemption)

100%

Engineered 
Capacity

X%

0%

Value 
Created

Accumulative 
Investment in 

Network Capacity cause 

effect 

Figure 9.  
Value – 
Engineered 
Capacity 
Relation-
ship



E
W

I • P
R

IO
R

IT
Y IN

T
E

R
N

A
T

IO
N

A
L C

O
M

M
U

N
IC

A
T

IO
N

S

41

biggest cause of failure.52 Today, pervasive 
global connectivity and nondeterministic sta-
tistical utilization of bandwidth have ushered 
in policy and payload as the major contribu-
tors to failures in reliability and security in cy-
berspace.53 54  

24.  Ingress or egress filtering is 
inadequate.

Ingress (inbound) or egress (outbound) fil-
tering has been a longstanding method of 
managing traffic overloads.  This approach 
to traffic management can rebalance the 
utilization of bandwidth to bias availability in 
favor of a particular direction (i.e., in or out 
of a country).  However, given the technolo-
gies readily available, this approach is too in-
discriminate in its traffic management, and 
will result in highly important calls or other 
communications being dropped in a crisis.55 
Filtering reduces the load but does so indis-
criminately, and therefore does not help pri-
ority communications get through. For ex-
ample, directional filtering would still enable 
non-critical users to play interactive games, 
send high definition video and images, and 
otherwise use up limited bandwidth.  

Ingress or egress filtering can be structured 
in such a way as to exempt priority traffic. 

25.  Robustness is the word.

Priority communications are about having 
robust communications.56 That is, infrastruc-
ture must perform its most important func-
tions with a minimum of variation, in the pres-
ence of stresses that are beyond its expected 

52    Procedural Outage Reduction: Addressing 
the Human Part, ATIS Network Reliability Steering 
Committee (NRSC), Washington, D.C., May 1999.  

53    Key Observation No. 22, Statistical variation 
and extremes are intrinsic vulnerabilities of Payload.

54    Key Observation No. 19, In-
creasing demand for bandwidth. 

55    E.g. for some period after the 2011 Japa-
nese earthquake-tsunami-nuclear meltdown crisis, 
ingress filtering was applied to provide additional 
capacity for outbound, Japanese-originated traffic.  

56    Robustness is distinguishable from related 
terms:  the term resilience principally means that the 
infrastructure will return to performing its function 
after being overcome; reliability is a statistical term 
measuring the performance of intended functions, 
in the context of the environment and during the 
lifetime it was designed for; and survivability meaning 
principally that the infrastructure will be preserved in 
some minimum useful state after being overcome.

operating conditions. The most important 
functions are the completion of the most im-
portant communications and the stresses 
are the traffic demand beyond engineered 
capacity.57  

26.  Non-reserved resources PIC 
is preferred to avoid wasting 
capacity.

Priority schemes can be introduced with a 
variety of approaches with respect to non-
priority traffic:  

• A fixed amount of bandwidth can be 
reserved in a network just for prior-
ity communications. While this ap-
proach does provide a block of band-
width for priority communications, 
it means that this space is wasted 
when there are no priority commu-
nications needed, and may not be 
sufficient when there are more pri-
ority communications needed than 
allocated.

• A network management event can 
block all traffic except priority. While 
this approach does provide large 
amounts of bandwidth, it means that 
there is a delay until the person in 
charge declares an emergency and 
invokes the event. When invoked, 
the non-priority users are frustrated 
as they cannot communicate even 
when there is idle bandwidth avail-
able.

• A priority communication attempt 
where insufficient bandwidth is 
available could preempt an existing 
non-priority communication. While 
this approach does provide for im-
mediate completion of priority com-
munication attempts, there is a risk 
that the communication that was 
preempted may have also been vital, 
although not marked.

• A priority communication attempt 
could “exceed” allocated bandwidth 
until a communication session is re-
leased. This scheme does not work 
with circuit switched communica-
tions, but can be used in a packet 
network. A second threshold is es-
tablished which is not exceeded 
so that the degradation caused by 

57    In light of Key Observation No. 18, Com-
munication services are more than voice, It includes 
other communications services beyond voice calls.  

It is simply 
too expensive 
for network 
operators to 
increase ca-
pacity enough 
to account 
for major 
emergencies. 
Instead, we 
must priori-
tize commu-
nications.
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random packet loss is an acceptable 
GoS in an emergency situation.

• A priority communication attempt 
could queue until bandwidth is avail-
able. This approach works well when 
the priority traffic is a low percent-
age of the overall traffic and the 
routes are fairly large, so that the de-
lay time is short.

• A priority communication attempt 
could grab what bandwidth is cur-
rently available and grow to the 
requested bandwidth as other ses-
sions end. This approach allows a 
desired communication session 
such as voice and video to at least 
start with a degraded performance 
and rapidly improve as resources 
are added.

• A network management event that 
could limit non-priority communica-

tions to n seconds. This approach 
prevents all of the bandwidth being 
held by indefinite sessions and can 
be used alone or in conjugation with 
the other schemes.

• Other approaches or combinations 
may be used.

27. Services and time orientation 
matter.

Services have a range of sensitivity to time. 
For example, some services like traditional 
voice telephony are highly sensitive to time 
and are described as being “real time” ser-
vices. Other services, like e-mail, are near rea 
time sensitive. Still other services are non-re-
al time sensitive such as large file downloads.  
During a crisis, for communications that sup-
port critical functions, each category can be-
come vital and therefore will benefit from its 

Figure 10. 
Preemption 
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The	   most	   important	   (i.e.	   life	  
saving,)	   communicaEons	   are	  
blocked	  indiscriminately.

A	  fixed	   reserve	  capacity	  (x%)	  reduces	  
the	  available	  capacity	  all	   the	  @me	   so	  
that	   when	   priority	   aCempts	   are	   not	  
be ing	   made	   th i s	   capac i t y	   i s	  
unavailable. 	   	   In	   its	   worst	   case,	   x%	  
capacity	  will	   be	   wasted.	   	   If	  some	   of	  
the	   reserved	   infrastructure	   is	  
damaged	  or	   otherwise	  unavailable,	  x
%	  capacity	  may	  not	  be	  carried.	  

Priority	   communica@ons	   force	   premature	  
terminaEon	   of	   communicaEons	  in	  progress	  
when	   there	   is	   not	   enough	   bandwidth.	  	  
Capacity	   is	   op@mized.	   	  However	   those	   with	  
dropped	  connec@ons	  are	  likely	  to	  re-‐aCempt	  
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Rather, 	   priority	   communica@ons	   wait	   un@l	   a	  
resource	   is	   released	   by	   a	   previous	   call,	   are	   given	  
greater	   effort	   to	   find	   a	   path, 	  and	  may	  be	   exempt	  
from	  network	  management	   control	   rules.	  Capacity	  
is	   opEmized	   and	   those	   with	   non-‐priority	   calls	   in	  
progress	   can	   complete	   their	   sessions,	   avoiding	  
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Friday, September 14, 12
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individual priority relative to other traffic in 
the same category. 

28.  There are different methods 
for recognizing authorized users.

Government-authorized users can be iden-
tified in the network by various means.  For 
example by the unique identifier of the device 
they are using, by a Subscriber Identity Mod-
ule (SIM) card that can be inter-exchanged 
with different devices, or by a special account 
code that is entered when making a commu-
nications attempt. These are matters of local 
policy, as the communication will have to be 
authorized and marked as priority prior to 
reaching the international gateway.

29.  PIC is software.

The implementation of a PIC capability is 
primarily software that is included in interna-
tional gateways. This means that existing net-
works, network hardware and end user devic-
es can be used as they are. This approach has 
very favorable cost implications.  

Thus, tremendous value is created without 
additional investment in network capacity 
(Figure 11).
 

30.  PIC can be accomplished for 
dedicated private networks.

Those countries with existing or planned 
dedicated networks can extend their reach 
by interfacing them at gateways with inter-
national network operators and establishing 

PIC agreements.  

3.4  Business, Finance and 
Economics

The following 10 observations are primarily 
related to the models for managing the costs 
for PIC. Each observation has been selected 
because of its influence in shaping one or 
more of the recommendations presented in 
Section 4.  

31.  There is diminishing value for 
over-engineered networks. 

The relative value, based on a benefit to cost 
ratio, decreases as networks are engineered 
to levels greatly exceeding expected traffic 
loads (Figure 9).

32. Priority communications 
capabilities have very low costs 
compared to other solutions.

When leveraging public networks, the return 
on investment for creating PIC capabilities is 
extremely high, given that the cost is primar-
ily directed toward installing software on ex-
isting networks (Figure 12). For comparison’s 
sake, to achieve equivalent high assurance for 
communications offered ubiquitously across 
a country via a dedicated network, one would 
have to pay for hardware and software that 
make up the network elements, the transport 
to connect the elements, staff to deploy, op-
erate and maintain, and supporting infra-
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Figure 11.  Comparison of Bandwidth Utilization During Network Congestion
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structure like buildings and vehicles. In addi-
tion, the end-users would need to be provided 
with separate dedicated devices, all of which 
would need to be continuously upgraded.  

Each country needs to determine the best 
architecture and approach to meet its needs 
for a national level priority capability, any of 
which can be extended to have international 
reach with PIC.  

33.  The cost-sharing benefits 
lower the entry barrier for 
developing and deploying PIC.

As more countries get involved in deploying 
national-level and international-level prior-
ity communications, the market increases. 
Since the technology is primarily software 
deployment, the total software development 
cost can be shared by many countries and 
therefore the price per country can be sig-
nificantly reduced. The envisioned activity of 
major equipment suppliers and network op-
erators in this arena is expected to reduce the 
thresholds for entry for many countries.  

34.  There is a range of funding 
architecture options.

Governments have a range of funding archi-
tectures available to them. One example is 
an arrangement where all funding is directed 

to one or more of the major network opera-
tors in that country. Another arrangement is 
for governments to engage both the network 
operators and equipment suppliers simulta-
neously. Other aspects include whether the 
industry’s participation is voluntary or man-
dated. This obviously affects the industry’s 
cost recovery.  

35.  International gateways 
integrate public and private 
networks.

At the international gateway interfaces, it 
does not matter whether a country has a pri-
vate or public priority network. Thus, there is 
a multiplicity of possible interfaces between 
any two countries (see Table 4, PIC Gateway 
Compatibility). This enables a country to le-
verage its existing national-level priority com-
munications capability.  

36. There are three basic 
components for priority 
communications.

The complete lifecycle costs of PIC can be 
understood as residing in three basic com-
ponents.  First, there is the technology itself, 
which is primarily software.58  Second, the 
administration and maintenance functions 
needed to support the operational aspects 
of a ready-to-use capability.  Finally, there 
are costs associated with the oversight of the 
program.  Table 5 provides additional details 
for these costs.  

Further, each of these functions has both an 
initial deployment phase and an ongoing cost 
that needs to be considered.   

37. As major network suppliers are 
few in number, a few players can 
change the game.

Only a few major network equipment suppli-
ers serve the global market. If even a subset of 
these suppliers implements the international 
standards in their equipment, they can make 
a tremendous step forward towards making 
PIC capability available worldwide. The eco-
nomic benefit of leveraging the relatively few 
equipment suppliers applies to both the gate-
way network elements and for national level 
network equipment.

58    Key observation No. 29, PIC is software. 
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38. Momentum Needed.

Even though the implementation cost of PIC 
is relatively low and the value high, there is 
still a need for fresh momentum to be created 
so a critical mass of interest can be generat-
ed within governments and among the public.  

39.  National-level emergency 
preparedness interests will also 
benefit.

One of the expected positive developments 
from the attention being generated on PIC 
is that there will be many countries that will 
now deploy national-level priority schemes.  
A further derivative of this will be that many 
additional countries will now begin to better 
manage the identification of critical functions 
and correspondingly authorize the same for 
priority communications. 

40.  PIC deployment has special 
market considerations.

The typical business model that drives the 
communications sector is one where service 
providers present to their customers a range 
of features and services.  In more competitive 
markets, there is more attention devoted to 
developing new features and services to dif-
ferentiate from industry peers. The service 
providers are typically not the developers of 
the underlying technology themselves, but 
rather depend upon software and equipment 
suppliers, who are continuously making so-
lutions that can do more – and do it faster, 

cheaper, and smaller. Thus in the predomi-
nant model, it is the equipment supplier who 
typically leads the service provider, and the 
service provider in turn leads the end user.  
End user-led requests for services are not the 
typical model, however it is what is needed 
here, as per Recommendations 1 and 2.  

Another consideration for understanding the 
current situation is that, unlike other commu-
nications markets, PIC users by definition will 
be a small percentage of the population and 
additionally, will only use the service in rare 
situations.  Therefore, it isn’t possible to en-
joy the competitive advantages of having low 
margins driven by high-volume-based profit.
59 60

59   A country has an option of enhancing software 
in the national-level validation database.

60   A portion of this function may be outsourced 
to a contractor.

Cost Component Primary Party Functions

Technology Equipment Supplier Design, development and testing of software 
that will be enhanced in international gateways59

Operations Network Operator Includes the provisioning of the software, the operations, 
administration, maintenance, provisioning (OAM&P)

Oversight Government60 Managing the authorized users, conducting 
tests, auditing and quality control (failure analysis)

Table 5.  Cost Components of PIC
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T
his report presents four immediately 
actionable recommendations that, if 
implemented, will make PIC available 
across borders during major crises. 

These recommendations are for govern-
ments and other stakeholders, as well as for 
network operators and network equipment 
suppliers of the communications industry. 
In addition, they require the cooperation of 
international standards development organi-
zations (SDOs). For each recommendation, 
there is either a leadership or supporting role 
to be played by those involved (Table 6). 

In developing and articulating these recom-
mendations, a number of factors were con-
sidered.  These considerations included the 
following:

• The Needs
 » A worldwide increased depen-

dence on ICT for emergency re-
sponse

 » The national security interests 
of governments in implementing 
PIC

• The Benefits
 » The international security ben-

efits of PIC
 » Global economic stability
 » International mutual aid
 » Economic benefits of software-

based solutions that use existing 
public network infrastructure or 
dedicated infrastructure

 » The business model of previous 
(i.e. national level) priority com-
munications capabilities

 » Lowering the hurdles govern-
ments face in implementing pri-
ority schemes

 » The methods of priority commu-
nications deployment that have 
proved highly effective

• The Landscape
 » The frequency of major crises 

for which PIC could save lives 
and property

 » The availability of international 
standards

 » The growth of next generation 
services (e.g. data, video) and 
next generation technologies

 » The relative cost of alternative 
approaches

Each recommendation is presented along 
with essential decision-supporting informa-
tion to foster implementation (Figure 13). 
This includes essential background informa-
tion, the required commitments, the benefits 
of implementation, the alternatives and their 
consequences, next steps and measures 
of success. For additional discussion of the 
compelling factors supporting the recom-
mendations, the reader is encouraged to read 
the other sections of the report, including the 
frequently asked questions in Section 2.  

4. Recommendations 
These recom-
mendations 
are for govern-
ments and 
other stake-
holders, as well 
as for network 
operators and 
network equip-
ment suppliers 
of the com-
munications 
industry.
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Recommendation Government
Other 
Stakeholders 

Network 
Operators

Equipment 
Suppliers

Standards 
Development 
Organizations

1. Championing 
Robust International 
Communications

2. Due Diligence 
for  Modern 
International Crisis 
Management

3. Network 
Provisioning of 
Priority International 
Communications

4. Technology 
Deployment 
Leadership

 Role key:  Leadership   Supporter

Table 6.  Leadership for Recommendation Implementation
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4.4  Technology Deployment 
Leadership

Purpose

This recommendation calls to action the few 
major network equipment suppliers that are 
the source of the technology and systems on 
which PIC will be provided.  

Background

The variability of payload is an underappreci-
ated reality of emerging networks, and as a 
technical challenge, equipment suppliers are 
in the best position to deal with it.96  This rec-
ommendation calls on equipment suppliers 
to provide network equipment that can per-
form essential functions under stress.97 Since 
current technologies present increasingly 
sophisticated challenges for bandwidth man-
agement, the systems must include priority 
capabilities.98 Integrating these capabilities is 
no different from providing reliable hardware 
or quality software.99  To minimize costs and 
optimize long-term value, such capabilities 
should be designed from the beginning using 
international standards.100  

Major equipment suppliers do the “heavy lift-
ing” when it comes to technology develop-
ment.  Because PIC will work with existing 
end-user devices and network systems, the 
primary deliverable for equipment suppliers 
is software that will reside on existing network 
equipment.  101  Several equipment suppliers 
have already programmed their systems with 
standards-based software to support coun-
tries that have a national-level PIC capability. 
102 103 In fact, one benefit of more coordination 
on priority communications at the interna-
tional level is that the overall costs for an in-
dividual country can be expected to decrease 
as the benefits of higher volumes in the mar-

96    Key Observation No. 23, Pay-
load is “the new software.”

97    Key Observation No. 25, Ro-
bustness is the word. 

98    Key Observation No. 18, Commu-
nication services are more than voice.

99    Key Observation No. 23, Pay-
load is “the new software”.

100    Key Observation No. 17, Fol-
lowing standards is wise.

101    Key Observation No. 29, PIC is software.
102    Section 2.8  Existing Capabilities.
103    Key Observation No. 4, National-level 

priority schemes are field-tested and effective.

ketplace come into play.104  

It is essential that the capabilities described 
here be funded, as real resources will be 
needed to design, develop and test these ca-
pabilities.  As with other software features, 
there is a lifecycle of support required by 
equipment suppliers.105 Once the investment 
to provide PIC is made, it is important to keep 
the capability current by updating it with the 
most recent protocols and standards. 106

RECOMMENDATION 4

Network equipment suppliers 
should provide international 
standards-based software 
within their systems to 
support Priority International 
Communications capabilities.  

Required Commitments 

The effective implementation of this recom-
mendation will require the following commit-
ments: 
 

¨¨ Network equipment suppliers must 
be committed to building network 
systems with priority communica-
tions capabilities.  

¨¨ International standards develop-
ment organizations (SDOs) must 
be committed to keeping Priority In-
ternational Communications capa-
bilities updated as new technologies 
and services emerge.

¨¨ Network equipment suppliers must 
be committed to providing upgrades 
to priority communications capa-
bilities as standards evolve for new 
technologies and services.  

¨¨ Governments must be committed 
to providing funding that effectively 
supports the equipment suppliers in 
their upgrades to PIC.107 

104    Key Observation No. 39, National-level 
emergency preparedness interests will also benefit.

105    Key Observation No. 36, There are three 
basic components for priority communications. 

106    Key Observation No. 16, Applica-
tions and services will continue to evolve.

107    Key Observation No. 34, There is 
a range of funding architecture options.

Alternatives and Their 
Consequences

Alternatives to this approach include the fol-
lowing:

¨¡ Network equipment suppliers do 
not implement PIC capabilities in 
their equipment . . . resulting in inad-
equately robust networks.  

¨¡ Network equipment suppliers im-
plement non-standards-based pro-
tocols to support PIC . . .  resulting 
in incompatibility between different 
networks..

¨¡ Network equipment suppliers make 
an initial deployment of a PIC capa-
bility but fail to update with evolving 
standards . . . resulting in limited ca-
pabilities, as new services and appli-
cations emerge.   

Benefits

The cooperation of the major network suppli-
ers is essential for PIC to be realized.  How-
ever, once PIC is developed and deployed in 
the major global suppliers’ global equipment, 
it will be easier for these suppliers to recover 
their cost, as the larger market can support 
lower prices, further expanding the mar-
ket opportunities.108 Also, by deploying PIC, 
countries without a national-level PIC will be 
better able to acquire it. In addition, a stan-
dards-based capability would result in lower 
development costs because of re-use, as well 
as increased interoperability and reliability.

108    Key Observation No. 39, National-level 
emergency preparedness interests will also benefit.

Next Steps

Suggested next steps that can generate and 
maintain the momentum for the implemen-
tation of this recommendation include the 
following:

4-1. Network equipment suppliers re-
view international standards for PIC 
and work with SDOs to confirm cor-
rect interpretation.

4-2. Network equipment suppliers pro-
vide cost estimates to network op-
erators and governments.109  

4-3. Governments make commitments 
for funding PIC.  

4-4. Network equipment suppliers de-
velop the software to implement PIC 
capabilities within their systems.110 

4-5.  Network equipment suppliers work 
with their respective network op-
erators to plan for deployment and 
network and end user testing of PIC 
features.    

Measures of Success

The successful implementation of this rec-
ommendation can be gauged by the following 
measures:

A. Network equipment suppliers de-
velop PIC capabilities in their major 
network elements, as appropriate.  

B. Network equipment suppliers work 
with each other, network operators 
and SDOs to promote the contin-
ued evolution of PIC standards that 
will track emerging applications and 
services.  

C.  When a major crisis occurs, PIC is 
used to enable robust communica-
tions across borders. 

109    Key Observation No. 34, There is 
a range of funding architecture options.

110    Key Observation No. 40, PIC deploy-
ment has special market considerations

#4
Network 
equipment 
suppli-
ers should 
provide in-
ternational 
standards-
based soft-
ware within 
their systems 
to support 
Priority Inter-
national Com-
munications 
capabilities.  

Purpose

Introduction

Name Recommendation

Supporting
Refferences

Required
Commitment Benefits

Alternative
Approaches

Suggested
Next Steps

Measures
of Success

Figure 13.  Presentation 
of Recommendations
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4.1  Championing 
Robust International 
Communications

Purpose

This recommendation effectively calls on 
government agencies and other stakeholders 
to articulate their need for robust internation-
al communications.  

Background

Critical government and private sector func-
tions that support public safety, economic 
stability and national and international secu-
rity cannot afford to be impaired—especially 
during a time of crisis.61 In today’s world, mul-
tinational enterprises and governments re-
quire international communications for their 
most critical functions. Still, even the most 
developed and technologically savvy coun-
tries accept blocked communications during 
a crisis.

Due to economic realities, it is understand-
able that networks cannot reasonably be de-
signed to handle 100% of all traffic generated 
during periods of extreme loads.62  However, 
having all calls blocked with equal probability 
reflects neither society’s values nor what is 
possible technologically.63  Some communi-
cations are simply more important than oth-
ers.64  Governments and other stakeholders 
closest to this reality need to articulate the 
need and make clear the consequences of 
continuing on the present path into the fu-
ture, where congestion reigns in cyberspace 
during catastrophes.65  66

Priority International Communications in-
troduces much-needed robustness into our 

61    Key Observation No. 6, PIC is a highly 
leveraged enabler for emergency preparedness.

62    Key Observation No. 20, Net-
work capacity limitations are a reason-
able trade-off for cost management.

63    Key Observation No. 24, In-
gress or egress filtering is inadequate.

64    Key Observation No. 1, Some informa-
tion is more important than other information.

65    Key Observation No. 2, The value 
proposition for PIC is straightforward.

66    Key Observation No. 3, The val-
ue proposition for PIC is compelling.

global cyberspace fabric.67  This means that 
we are making sure that the most important 
communications functions are maintained 
for those situations where the stresses expe-
rienced are beyond design parameters.68  

The call for PIC is not an overreaction to any 
one particular historic event, as indeed there 
have been many to learn from.  Neither is the 
call for PIC an alarming cry for something that 
will never be used.  Is there anyone who would 
expect the world to stroll through the coming 
years without further natural and manmade 
disasters?  Rather, the call for PIC is a calm, 
deliberate one as we plan to be sufficiently 
ready for the next major emergency.69 

RECOMMENDATION ONE 

Governments and other 
stakeholders should 
champion the need for Priority 
International Communications.  

Required Commitments  

The effective implementation of this recom-
mendation will require the following commit-
ments: 

 ¨ Government agencies must be com-
mitted to articulating their need for 
Priority International Communica-
tions to provide continuity of govern-
ment during crises.   

 ¨ Private sector stakeholders must be 
committed to articulating their need 
for Priority International Commu-
nications to respond effectively to 
crises.70

67    Key Observation No. 25, Ro-
bustness is the word.

68    Key Terms and Figures 14 and 15.
69    Key Observation No. 5, PIC is 

for the rare but high impact events.
70    Includes wireline, wireless and Internet trans-

port and includes voice, data and video applications.
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Alternatives and Their 
Consequences

The alternatives to this approach, and their 
consequences, include the following:

 ¡ Do nothing and defend the posi-
tion that failed communication is 
unavoidable in the face of network 
congestion during catastrophes... 
perpetuating unnecessary loss of 
life and property;

 ¡ Wait for industry to develop these 
capabilities without funding sup-
port... which likely won’t happen, as 
there is little economic incentive;

 ¡ Do nothing and learn from lessons of 
the tragedies that occur... accepting 
responsibility for unnecessary, addi-
tional loss of life and property.

Benefits

When government agencies who are stake-
holders for such a capability and other key 
private sector stakeholders champion PIC, 
PIC will gain the attention it needs in emer-
gency preparedness planning.  In addition, 
the resulting service will be more likely to 
meet the needs of the critical government-
identified end users.

Next Steps

Suggested next steps that will generate and 
maintain the momentum for the implemen-
tation of this recommendation include the 
following:

1-1. Stakeholders from the financial ser-
vices and other critical sectors artic-
ulate their need for PIC through the 
appropriate channels, both within 
their respective industries and inter-
actions with governments.  

1-2. Stakeholders from the financial 
services and other critical sectors 
publicly articulate their need for PIC 
to garner public support and under-
standing of the problem.  

1-3. Appropriate governments agencies 
articulate their need for PIC within 
the appropriate internal channels.

1-4. Governments articulate their needs 
for PIC in public fora, as appropriate, 
to establish support for PIC.  

1-5. Countries that have an existing 
national-level capability launch a 

dialogue to develop restrictions and 
policies for use of PIC.71, 72

Measures of Success

The successful implementation of this rec-
ommendation can be gauged by the following 
measures:

A. The affected private and public sec-
tor stakeholders understand that 
network congestion-caused block-
ing is not something that we must 
accept during crises.

B. The appropriate decision makers in 
key governments receive the essen-
tial facts about PIC and the disad-
vantages of continuing on without it. 

C. The general public learns about the 
benefits of having PIC, and the con-
sequences of not having PIC, during 
times of crisis. 

D. PIC becomes a topic in the national 
news, and funding for such a capa-
bility is discussed at international 
levels.

E. Agreements between governments 
on the use of PIC are made.  

71    This can be either bilateral or multilateral.  A 
bilateral approach will be simpler to accomplish one at 
a time, but requires repetition.  A multilateral approach 
will initially be more complex and likely take longer, 
but will also engage more countries more quickly.  

72    Key Observation No. 38, Momentum Needed.

#1
Governments 
and other 
stakeholders 
should cham-
pion the need 
for Priority 
International 
Communica-
tions.  
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4.2  Due Diligence for 
Modern International Crisis 
Management

Purpose

This recommendation is about governments 
fulfilling their inherent fiduciary responsibili-
ties to protect the interests of those who are 
counting on them, particularly in a major cri-
sis.  

Background

Citizens expect their government leaders to 
be prepared for handling emergencies.  Ex-
perts and stakeholders understand that pri-
ority communications is vital to a country’s 
well-being.73 In today’s connected world, 
communications need to be international.74  

This report submits that to be considered 
adequately prepared for emergencies, gov-
ernments must install available technologi-
cal solutions that ensure high probably of 
completion for the most critical international 
communications.75 76 It further submits that 
the scope of these communications is inter-
national.  

As a prerequisite to ensuring the most critical 
communications, governments must identify 
the most critical government and private sec-
tor functions. Encouragingly, governments 
have already done so.77  However, the ques-
tion follows, once those functions have been 
identified, how do we ensure that they con-
tinue to operate during a crisis? In part, these 
functions must be able to communicate dur-
ing and after a catastrophe, and this capabil-
ity must extend to offices, colleagues, suppli-

73    87% of respondents agreed with the 
statements “A good emergency preparedness plan 
should include provisions for priority communica-
tion” and “A priority communications scheme is 
vital to the well-being of a country’s citizen”  (81% 
indicated they ‘strongly agree”); Interactive Partici-
pant Polling, Proceedings of the IEEE CQR Workshop 
on Priority Communications on Public Networks 
Workshop, Bratislava, Slovakia, September 2008.

74    Key Observation No. 8, Priority communica-
tions capabilities need to be extended internationally.

75    Key Observation No. 4, National-level 
priority schemes are field-tested and effective.

76    Figure 12. Value – Engineered 
Capacity Relationship with PIC.  

77    Key Observation No. 7, The concept of 
critical functions widely accepted around the world.

ers and others across borders.78 

PIC is not needed every day. But it is most 
likely to be vital in crises that are of low-prob-
ability and high-consequence79 For this rea-
son, governments must prepare for the full 
spectrum of threats.80  PIC is vital in any crisis 
that requires international communications, 
which would otherwise fail due to congestion 
(Table 2 and Table 3).

Both the relative speed with which this ca-
pability can be implemented, and its low-
cost, make it very attractive. When weighed 
against the lives and property to be saved, the 
argument for installing PIC is compelling.81   

RECOMMENDATION TWO

Governments should maintain a 
capability for authorized users 
to communicate internationally 
with priority over public 
networks during times of 
congestion.   
   

Required Commitments  

The effective implementation of this recom-
mendation will require the following commit-
ments: 

 ¨ Governments must be committed to 
ensuring effective essential commu-
nications during crises.   

 ¨ Governments must be committed 
to identifying private-and-public-
sector functions and individuals 
who play a vital role during a crisis 
response, and who are otherwise 
essential for the continued opera-
tion of government and critical infra-
structure.  

 ¨ Network operators must be com-
mitted to cooperating with govern-
ments in operating and maintaining 

78    Key Observation No. 1, Some informa-
tion is more important than other information.

79    Key Observation No. 5, PIC is 
for the rare but high impact events.

80    Key Observation No. 38, Momentum Needed.
81    Key Observation No. 3, The val-

ue proposition for PIC is compelling.
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priority communications capabili-
ties at international gateways.82, 83

 ¨ Governments must be committed to 
participating in the development of 
international standards for Priority 
International Communications ca-
pabilities.

 ¨ Governments must provide funding 
to the private sector to develop and 
deploy a Priority International Com-
munications capability, and for its 
ongoing maintenance and adminis-
tration.84

Alternatives and Their 
Consequences

Alternatives to this approach include the fol-
lowing.

 ¡ Governments do not implement any 
priority communications capabil-
ity... resulting in greatly impeded 
communications during and after 
major crises;

 ¡ Governments rely on national lev-
el emergency communications 
schemes... placing their country at 
risk of being significantly isolated 
during and immediately after a ma-
jor crisis;

 ¡ Governments fail to adequately fund 
PIC... and the capability is not imple-
mented or implemented but poorly 
maintained, limiting its effectiveness 
in a crisis;

 ¡ Governments fail to effectively iden-
tify and manage those individuals 
with critical emergency-response 
functions... rendering PIC of little 
value.  If everybody can have priority, 
then in reality, no one has priority.

82    At least two countries are 
needed to create one agreement.  

83    This can be either bilaterally or 
through intergovernmental organizations.  

84    Key Observation No. 34, There is 
a range of funding architecture options.

Benefits

Government and industry leaders and de-
cision makers will be able to communicate 
internationally throughout emergency re-
sponses to major crises.  By identifying a lim-
ited set of essential authorized users, prior-
ity can be afforded to these users even in a 
highly congested, damaged network.

Next Steps

Suggested next steps that can generate and 
maintain the momentum for implementing 
this recommendation include the following:

2-1. Two or three governments with 
existing national-level capabilities 
meet to establish agreements for 
emergency international communi-
cations that allow authorized calls to 
complete in congested networks.85  

2-2. Governments that establish effec-
tive bilateral PIC agreements create 
and share their methodology with 
governments interested in imple-
menting a PIC capability.  

2-3. Governments make PIC a budget-
ary priority and fund its implemen-
tation and maintenance.

2-4. Governments create a database of 
vital functions and corresponding 
individuals to administer priority 
communications.

2-5. Network operators, equipment sup-
pliers and governments convene to 
agree on technical requirements 
and implementation strategies.  

Measures of Success

The successful implementation of this rec-
ommendation can be gauged by the following 
measures:

A. Appropriate funding is provided to 
establish and maintain PIC for a 
growing number of countries. 

B. When a crisis occurs, individuals 
with vital functions are authorized to 
make international calls with priority 
through congested networks. 

85    Key Observation No. 14, PIC ac-
commodates priority levels.

#2
Governments 
should main-
tain a capabil-
ity for autho-
rized users to 
communicate 
international-
ly with prior-
ity over public 
networks dur-
ing times of 
congestion.   
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4.3  Network Provisioning 
of Priority International 
Communications

Purpose

This recommendation asks network opera-
tors to cooperate in the implementation and 
ongoing maintenance of a PIC capability.  

Background

Network operators own, operate and main-
tain the equipment that makes communi-
cations services possible.86 The network 
operators may be working on behalf of the 
government, private industry, or as the result 
of collaboration between the sectors. These 
network operators are responsible for as-
suring communications during normal times 
and during catastrophes.87 Apart from the 
special dedicated communications systems 
used by the emergency services (police, fire), 
military, diplomatic and other special cases, 
the public networks host the ubiquitous na-
tional and international communications for 
the populous and industry, including the criti-
cal infrastructure for the countries.88 

Therefore, to make PIC a reality, network 
operators will need to cooperate with inter-
national peers at network interface points 
known as “gateways” in the industry.89  The 
gateways can be used to create the interop-
erability between public networks or private, 
dedicated networks that a country may have 
in place. In most cases these networks are 
already interconnected and interoperable at 
these gateways with their international net-
work peers.90 The addition will be that pref-
erential treatment and mapping of priority 
schemes between countries will now be per-
formed at these gateways.91 

86    Key Terms, Network Operator.
87    Key Observation No. 7, The concept of criti-

cal functions is widely accepted around the world.
88    Key Observation No. 8, Priority communica-

tions capabilities need to be extended internationally.
89    Key Terms, Gateway.
90    Key Observation No. 10, Imple-

mentation can be relatively quick.
91    Key Observation No. 13, Interna-

tional peering agreements are nonexistent.

RECOMMENDATION THREE

Network operators should 
provide leadership, cooperating 
with each other and 
governments to implement and 
maintain Priority International 
Communications capabilities in 
their networks.   

Required Commitments 

The effective implementation of this recom-
mendation will require the following commit-
ments: 
 

 ¨ Network operators must be com-
mitted to cooperating with govern-
ments to operate and maintain pri-
ority communications capabilities. 

 ¨ Network operators, in order to en-
sure the viability of PIC, should help 
develop international standards 
and participate in the fora related to 
PIC’s implementation.

 ¨ Governments must provide funding 
for the capability and for its mainte-
nance and administration.

 ¨ Governments must create a fund-
ing model for network equipment 
suppliers that provide the software 
capabilities.  

Alternatives and Their 
Consequences

Alternatives to this approach include the fol-
lowing:

 ¡ Network operators are incapable of 
reaching an arrangement to sup-
port PIC . . . as a result, their network 
lacks international robustness when 
congested and their country is sub-
optimally prepared for major crises; 

 ¡ In a competitive market, a single 
network operator is selected, or at-
tempts to be, the sole provider of 
PIC . . . having the effect of less re-
dundancy in network connectivity 
and possibly access.  
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Benefits

If implemented, this recommendation will en-
hance a country’s ability to respond to a crisis 
with the expertise of the network operators, 
the ubiquitous coverage of public networks 
and the convenience of existing devices.  

The more network operators that cooperate, 
the more coverage will be provided, result-
ing in greater access.  Furthermore, the more 
priority communications is implemented, the 
lower the development cost per country for 
such capabilities at both the international 
and national levels.92

Next Steps

Suggested next steps that can generate and 
maintain the momentum for the implemen-
tation of this recommendation include the 
following:

3-1. Network operators reach out to 
their respective government stake-
holders to encourage their support 
of PIC capabilities.  

3-2. Network operators and govern-
ments convene PIC-planning meet-
ings to establish priority capabilities, 
identify funding sources and develop 
interface policies with international 
networks.93 94 95

3-3. Network operators work collabora-
tively with their peers to promote 
broad deployment of priority capa-
bilities, both nationally and interna-
tionally. 

92    Key Observation No. 39, National-level 
emergency preparedness interests will also benefit. 

93    The agenda for such meetings should include 
ASPR for the mapping of priority levels, trust chain, au-
thorization, authentication, accounting, security, abuse, 
and expectations for reserve capacity for national use. 
Key Observation 15, Complete ASPR for optimizing PIC.

94    Key Observation No. 36, There are three 
basic components for priority communications.

95    Key Observation No. 40, PIC deploy-
ment has special market considerations. 

Measures of Success

The successful implementation of this rec-
ommendation can be gauged by the following 
measures:

A. Network operators implement PIC 
interfaces with international peers. 

B. Governments conduct periodic test-
ing of PIC capabilities.  

C. When a major crisis occurs, this en-
ables robust Priority International 
Communications to authorized us-
ers, saving lives and property. 

#3
Network 
operators 
should pro-
vide leader-
ship, coop-
erating with 
each other 
and govern-
ments to 
implement 
and maintain 
Priority Inter-
national Com-
munications 
capabilities 
in their net-
works.   
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4.4  Technology Deployment 
Leadership

Purpose

This recommendation calls to action the few 
major network equipment suppliers that are 
the source of the technology and systems on 
which PIC will be provided.  

Background

The variability of payload is an underappreci-
ated reality of emerging networks, and as a 
technical challenge, equipment suppliers are 
in the best position to deal with it.96  This rec-
ommendation calls on equipment suppliers 
to provide network equipment that can per-
form essential functions under stress.97 Since 
current technologies present increasingly 
sophisticated challenges for bandwidth man-
agement, the systems must include priority 
capabilities.98 Integrating these capabilities is 
no different from providing reliable hardware 
or quality software.99 To minimize costs and 
optimize long-term value, such capabilities 
should be designed from the beginning using 
international standards.100  

Major equipment suppliers do the “heavy 
lifting” when it comes to technology devel-
opment. Because PIC will work with existing 
end-user devices and network systems, the 
primary deliverable for equipment suppliers 
is software that will reside on existing network 
equipment.101 Several equipment suppliers 
have already programmed their systems 
with standards-based software to support 
countries that have a national-level priority 
capability. 102, 103 In fact, one benefit of more 
coordination on priority communications at 
the international level is that the overall costs 
for an individual country can be expected to 
decrease as the benefits of higher volumes in 

96    Key Observation No. 23, Pay-
load is “the new software.”

97    Key Observation No. 25, Ro-
bustness is the word. 

98    Key Observation No. 18, Commu-
nication services are more than voice.

99    Key Observation No. 23, Pay-
load is “the new software”.

100    Key Observation No. 17, Fol-
lowing standards is wise.

101    Key Observation No. 29, PIC is software.
102    Section 2.4  Existing Capabilities.
103    Key Observation No. 4, National-level 

priority schemes are field-tested and effective.

the marketplace come into play.104  

It is essential that the capabilities described 
here be funded, as real resources will be 
needed to design, develop and test these 
capabilities. As with other software features, 
there is a lifecycle of support required by 
equipment suppliers.105 Once the investment 
to provide PIC is made, it is important to keep 
the capability current by updating it with the 
most recent protocols and standards. 106

RECOMMENDATION FOUR

Network equipment suppliers 
should provide international 
standards-based software 
within their systems to 
support Priority International 
Communications capabilities.  

Required Commitments 

The effective implementation of this recom-
mendation will require the following commit-
ments: 
 

 ¨ Network equipment suppliers must 
be committed to building network 
systems with priority communica-
tions capabilities.  

 ¨ International standards develop-
ment organizations (SDOs) must 
be committed to keeping Priority In-
ternational Communications capa-
bilities updated as new technologies 
and services emerge.

 ¨ Network equipment suppliers must 
be committed to providing upgrades 
to priority communications capa-
bilities as standards evolve for new 
technologies and services.  

 ¨ Governments must be committed 
to providing funding that effectively 
supports the equipment suppliers in 
their upgrades to PIC.107 

104    Key Observation No. 39, National-level 
emergency preparedness interests will also benefit.

105    Key Observation No. 36, There are three 
basic components for priority communications. 

106    Key Observation No. 16, Applica-
tions and services will continue to evolve.

107    Key Observation No. 34, There is 
a range of funding architecture options.
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Alternatives and Their 
Consequences

Alternatives to this approach include the fol-
lowing:

 ¡ Network equipment suppliers do 
not implement PIC capabilities in 
their equipment . . . resulting in inad-
equately robust networks.  

 ¡ Network equipment suppliers im-
plement non-standards-based pro-
tocols to support PIC . . . resulting 
in incompatibility between different 
networks..

 ¡ Network equipment suppliers make 
an initial deployment of a PIC capa-
bility but fail to update with evolving 
standards . . . resulting in limited ca-
pabilities, as new services and appli-
cations emerge.   

Benefits

The cooperation of the major network sup-
pliers is essential for PIC to be realized. How-
ever, once PIC is developed and deployed in 
the major global suppliers’ global equipment, 
it will be easier for these suppliers to recover 
their cost, as the larger market can support 
lower prices, further expanding the mar-
ket opportunities.108 Also, by deploying PIC, 
countries without a national-level priority 
capability will be better able to acquire it. In 
addition, a standards-based capability would 
result in lower development costs because of 
re-use, as well as increased interoperability 
and reliability.

108    Key Observation No. 39, National-level 
emergency preparedness interests will also benefit.

Next Steps

Suggested next steps that can generate and 
maintain the momentum for the implemen-
tation of this recommendation include the 
following:

4-1. Network equipment suppliers re-
view international standards for 
PIC and work with SDOs to confirm 
correct interpretation.

4-2. Network equipment suppliers pro-
vide cost estimates to network op-
erators and governments.109  

4-3. Governments make commitments 
for funding PIC.  

4-4. Network equipment suppliers de-
velop the software to implement 
PIC capabilities within their sys-
tems.110 

4-5. Network equipment suppliers work 
with their respective network op-
erators to plan for deployment and 
network and end user testing of 
PIC features.    

Measures of Success

The successful implementation of this rec-
ommendation can be gauged by the following 
measures:

A. Network equipment suppliers de-
velop PIC capabilities in their major 
network elements, as appropriate.  

B. Network equipment suppliers work 
with each other, network operators 
and SDOs to promote the contin-
ued evolution of PIC standards that 
will track emerging applications and 
services.  

C. When a major crisis occurs, PIC is 
used to enable robust communica-
tions across borders. 

109    Key Observation No. 34, There is 
a range of funding architecture options.

110    Key Observation No. 40, PIC deploy-
ment has special market considerations

#4
Network 
equipment 
suppli-
ers should 
provide in-
ternational 
standards-
based soft-
ware within 
their systems 
to support 
Priority Inter-
national Com-
munications 
capabilities.  
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5. Conclusion 

T
his report presents the case for urgent private and public sector attention and ac-
tion to implement priority communications at the international level. The case is made 
based on technologies that have proven effective on the national level, sound business 
fundamentals, international standards and security considerations that will help gov-

ernments around the world protect lives and property.  

This report further calls upon both the private and public sector to step up to new leadership 
roles and take new steps. To this end, specific commitments that are required of both the pri-
vate and public sector are clearly presented in the report’s four recommendations. 

We cannot predict the times, locations and nature of future catastrophes. However, we can 
greatly improve our response to these disasters because the solution is at our fingertips. 
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This section provides important information 
for critical areas of emphasis for PIC. Each 
of the terms defined below are critical for 
articulating and understanding the PIC con-
cept capability, value proposition, expected 
performance and implementation.  

Authorization

For the PIC capability presented in this report, 
nation-state governments are recognized 
as the entities empowered to assign priority 
communications to individuals, devices or 
functions.  In practical terms, what this often 
means is that qualified organizations apply 
for priority communications services for spe-
cific critical functions.  

Availability

The PIC capability is designed to be available 
continuously (24 hours per day, 7 days per 
week).  Since PIC will depend upon the public 
and private networks of the given countries 
where it is deployed, it will be limited by the 
reliability of these networks, which typically 
have availability performance in the order of 
99% to 99.999% uptime.111

Communications

This term includes traditional (i.e. voice) and 
emerging communications (i.e. data, video) 
that are being used by individuals supporting 
critical functions for public safety, economic 
stability and national security.112  Some of the 
services may be real-time sensitive, near real-
time sensitive or non-real-time sensitive.113

111    These range endpoints are also known as “2 
9’s” and “5 9’s”, respectively.  99% uptime means that a 
system is available for all but 5,000 minutes (3.5 days) 
per year;  99.999% uptime translates to 5 minutes of 
downtime per year.   The higher end performance is as-
sociated with the landline networks of developed coun-
tries, where as the lower range performance is associ-
ated with wireless networks in developing countries.  

112    Section 2.5, Scope.
113    Key Observation No. 27, Ser-

vices and time orientation matters.

Gateway

A gateway is a network node that leads to an-
other network.  This other network may use 
different protocols, or may be under a differ-
ent jurisdiction, like that of another country. 
Gateways perform important functions to en-
sure compatibility. An international gateway 
serves as an interface between the networks 
of country A and other countries (Figure 14).  

Industry Roles

The types of organizations involved in imple-
menting PIC include the following:

• Equipment suppliers that design 
and develop the hardware or soft-
ware for the elements that are the 
building blocks of networks and the 
devices used by subscribers.114  

• Network operators that build and 
operate communications networks 
with the network elements produced 
by equipment suppliers.115

• Service providers that provide the 
communications services to which 
end users subscribe, and that are of-
ten, but not always, the same as the 
network operators.116  

• Standards Development Organiza-
tions (SDOs) that develop consen-
sus technical standards and proto-
cols.117 

• Governments that provide regula-
tory oversight of their respective 
communications industry, ensure 
emergency preparedness communi-
cations capabilities are current, ne-
gotiate international peering agree-
ments with other countries, and 
authorize priority privileges to quali-
fied users.118

114    e.g. Ericsson, Huawei, Microsoft. 
115    e.g. AT&T, Reliance, Vodafone.
116    In addition to those immedi-

ately above, Bharti Airtel is an example, 
117    e.g. IEEE, IETF, ITU.
118    Nation-state level governments

  KEY TERMS
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International

International means taking place between 
two or more countries. Priority communi-
cations at the international level ultimately 
means that the most important communica-
tions can get through between users in dif-
ferent countries. PIC should be viewed as an 
extension of national priority schemes.119  

Priority

The key term in PIC is “priority.”  It means that 
some calls (or more generally, communica-
tions) are more important than others.120  It 
further means that, based on that relative 
importance, they will be treated differently— 
i.e. more importantly—under specific condi-
tions, namely network congestion.121    

Priority is complicated at the international 
level because it is expected that there will be 
different views on what “priority” should be. 
There are technical solutions that help man-
age the anticipated difference between coun-
tries.122  

Robustness

The PIC capability is a classic example of 
robustness. Robustness is the degree to 
which a system or component can function 
correctly in the presence of invalid inputs or 
stressful environment conditions.[1] In the 
case of PIC, the conditions are extreme traffic 
loads, reduced network capacity, or both.  
Robustness of the world’s communications 
networks means that the most important 
functions—in this case the most important 
communications—still complete during 
times of stress that exceeds normal operating 
conditions.[2]  

119    There is a lifecycle of critical interna-
tional activities that are needed to support PIC that 
include (a) negotiating priority levels, (b) electroni-
cally transmitting priority levels between countries, 
(c) periodically testing the international capabil-
ity and (d) properly treating priority communica-
tions in-country when presented at a gateway.  

120    Key Observation No. 1, Some informa-
tion is more important than other information.

121    Interestingly, if there is no network conges-
tion, a priority call will be treated differently, but in 
this case the call may take slightly longer to complete 
because of the additional checks required.  However 
this difference is on the order of milliseconds.  

122    See Key Observation No. 14, PIC accom-
modates different priority levels, and Figure 11.  

The key aspects of robustness are the 
ability to maintain critical functions, 
but not all functions, within the context 
of both internal and external challenges, that 
are of any degree of variability from expected 
conditions.  In addition, robustness expecta-
tions should diminish with increased stress.
[3][A1] 

[1] IEEE Standard Computer Dictionary: A 
Compilation of IEEE Standard Computer 
Glossaries. New York, NY: 1990.
[2] Definitions of robustness may vary 
in the emphasis they place on (a) where 
the challenges come from - internal (e.g., 
component failure) or external (e.g., 
environmental), (b) the degree to which 
such challenges are anticipated - ranging 
from conditions slightly beyond what is 
expected to anything unexpected, and 
(c) the level of stability of functionality 
maintained during the period of stress. 
Rauscher, Karl F., Availability and Robust-
ness of Electronic Communications Infra-
structure (ARECI) Report, European Com-
mission, March, 2007,
ec.europa.eu/information_society/policy/
nis/strategy/activities/ciip/areci_study/
index_en.htm .
[3] Ibid.

Figure 14.  
International 
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Related terms include reliability, dependabil-
ity, resilience and survivability. Network secu-
rity relates to the subject matter in that com-
promises of security can cause infrastructure 
failures, and vice versa.

Figures 4 and 5 show the difference that PIC 
can have. Figure 4 shows that critical servic-
es are unlikely to complete during the times 
when most needed (i.e. during a crisis result-

ing in network congestion). In contrast, figure 
5 depicts the completion of the most critical 
communications with PIC, even during a cri-
sis that has caused network congestion. 
123

123    PIC does not increase the ab-
solute bandwidth size. This diagram holds 
true for when the critical service calls are a 
small percentage of basic service calls.  
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3D Three Dimension

3G Third Generation Mobile Communications

4G Fourth Generation Mobile Communications

8i Eight Ingredient (Framework for Information and Communications 
Technology Infrastructure)

ACCOLC Access Overload Control 

AI Artificial Intelligence

ARECI Availability and Robustness of Electronic Communications Infrastruc-
ture (Report for EC)

ASCII American Standard Code for Information Interchange

ASPR Agreements, Standards, Policies and Regulations

ATIS Alliance for Telecommunications Industry Solutions

ATM Asynchronous Transfer Mode

BWA Broadband Wireless Access

C7 SS7 Signalling System 7

CDMA Code Division Multiple Access

DDoS Distributed Denial of Service (Attack)

DHS Department of Homeland Security (U.S.)

DOCSIS Data Over Cable Service Interface Specification

DoS Denial of Service (Attack)

DSCP Differentiated Service Code Point

DSP Digital Signal Processing

EC European Commission

eMLPP 3GPP, enhanced Multi Level Precedence and Pre-emption service

ENISA European Network and Information Security Agency

ETS Emergency Telecommunications Service

EU European Union

EWI EastWest Institute

FCC Federal Communications Commission (U.S.)

FEMA Federal Emergency Management Agency (U.S.)

FTPAS Fixed Telecommunications Privileged Access Scheme (U.K.)

GETS Government Emergency Telecommunications Service

GSM Global System for Mobile Communication

GTPS Government Telephone Preference Scheme (U.K.)

GUCCI Global Undersea Communications Cable Infrastructure

ICT Information and Communications Technology

ACRONYMNS
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IEEE Institute of Electrical and Electronics Engineers

IEPS International Emergency Preparedness Scheme

IETF Internet Engineering Task Force

IMS IP Multimedia Subsystem

IN Intelligent Network

IP Internet Protocol v4 and v6

PIC Priority International Communications

ISP Internet Service Provider

ITU International Telecommunication Union

LTE Long Term Evolution

MTPAS Mobile Privileged Access Scheme (U.K.)

NCS National Communications System (U.S.)

NGN Next Generation Networks

NS/EP National Security and Emergency Preparedness

NSTAC National Security Telecommunications Advisory Committee (for the 
U.S. president)

PCN Pre-Congestion Notification

RFC Request for Comments

PSAP Public Service Answering Point

RPH Resource Priority Header

SCP Service Control Point

SDH Synchronized Digital Hierarchy

SDO Standards Development Organization

SIM Subscriber Identity Module

SIP Session Initiation Protocol

SONET Synchronized Optical Networking

TDM Time-Division Multiplexing

TETRA Terrestrial Trunked Radio

UMTS Universal Mobile Telecommunications Service

UN United Nations

WCI Worldwide Cybersecurity Initiative

WERT Wireless Emergency Response Team

WIFI Wireless Fidelity IEEE 802.11

WIMAX Worldwide Interoperability for Microwave Access IEEE 802.16

WLAN Wireless Local Area Network

WPS Wireless Priority Communications Service

  ACRONYMNS
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  APPENDIX A

GETS and WPS Priority Level Assignment Criteria

The following description of prioritization levels is provided as a reference to enhance fur-
ther understanding for how levels may be determined and managed.  It compliments Key 
Observation 14, PIC accommodates different priority levels and Figure 8, Example of Map-
ping of Priority Levels.
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APPENDIX BTHE WORLDWIDE CYBERSECURITY INITIATIVE OF THE 

EASTWEST INSTITUTE

CYBER40
The G20 + the next most 
important nations in cyberspace

G20
Argentina
Australia
Brazil
Canada
China
France
Germany
India
Indonesia
Italy 

Japan
Mexico
Republic of Korea
Russia
Saudi Arabia
South Africa
Turkey
United Kingdom
United States
European Union

+
Azerbaijan
Bangladesh
Cameroon
Colombia
Egypt
Iceland
Israel
Jordan
Kazakhstan
Kenya
Malaysia 

Nigeria
Norway
Pakistan
Philippines
Qatar
Singapore
Switzerland
Thailand
Ukraine
United Arab Emirates

www.ewi.infoFor more information about the Cyber40 and the EWI Worldwide Cybersecurity 
Initiative, please contact Franz-Stefan Gady at fgady@ewi.info.

EastWest Institute
Worldwide Cybersecurity Initiative

Cyber40
The G20 + the next most important nations in cyberspace
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