
 

 

 

Security & Defence Agenda 

 SECURITY & DEFENCE AGENDA   

Beyond the security vs. privacy debate 

Report 
October 2013 



 

 

 
 
 

 
 
 

 

A Security & Defence Agenda Report 
Rapporteur: David Koczij  
Photos: Jan Van de Vel  
Publisher: Geert Cami 
Project Manager: Andrea Ghianda 
Project Assistant: Paul Cohen 
Date of publication: October 2013 

The views expressed in this report are personal opinions of the speakers and not necessarily those 
of the organisations they represent, nor of the Security & Defence Agenda or Transparency Interna-
tional, their members or partners. 
 
Reproduction in whole or in part is permitted, providing that full attribution is made to the Security 
& Defence Agenda and to the source(s) in question, and provided that any such reproduction, 
whether in full or in part, is not sold unless incorporated in other works. 



 

 

Beyond the security vs. privacy debate 

1 

 

  

 

Giles Merritt 
Director 

Security & Defence 
Agenda 

Moderator 

Jens-Henrik Jeppesen 
Director of European 

Affairs 
Centre for Democracy  

and Technology  

Jane Holl Lute 
Former Deputy Secretary 

of Homeland Security  
United States 

Joe McNamee 
Executive Director  

European Digital Rights  

Speakers 

In light of the recent NSA scandal, the issue of citizen and consumer trust in government has taken 
centre stage participants heard at the Security and Defence Agenda debate ‘Beyond the Security vs. 
Privacy Debate’. “Public authorities argue that they need to collect enormous data sets to be able to 
protect the well-being of their citizens,” stressed Jens-Henrik Jeppesen, Director of European 
Affairs at the Centre for Democracy and Technology, but without legal oversight. “The issue has 
become muddied to the point where international and government agencies are breaking laws 
concerning citizen rights in order to defend those same laws,” said Joe McNamee, Executive 
Director at European Digital Rights. “What are needed are necessity, proportionality, and a fresh 
look at digital privacy rights, based on international human rights.” “This is no time for silence. 
People on the internet are almost entirely consumers and not citizens. The time is coming for us to 
change that” noted Jane Lute, former Deputy Secretary of Homeland Security at the US Department 
of Homeland Security.  
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In the wake of the recent revelations concerning the United States’ National Security Agency (NSA) 
scandal, new questions are coming to light about cyber-security, participants heard at the Security 
and Defence Agenda’s (SDA) debate ‘Beyond the security vs. privacy debate’. 
 
“The cyber-security problem is symptomatic of a much wider change in human society,” said 
moderator Giles Merritt, Director of the SDA. “Pre-internet national divisions were something that 
our laws and societies had adapted to quite well. We are now grappling with the big questions of 
how to deal with the ethics of the internet that transcends these boundaries, with the only 
certainty being that these questions will become more and more important as the world becomes 
more and more wired.” 
 
In reality, noted Jens-Henrik Jeppesen, Director of European Affairs at the Centre for Democracy 
and Technology, there is no debate between security and privacy. “The latest revelations 
concerning government interference in standards of encryption technology have quite clearly 
demonstrated that both security and privacy can be undermined by the same actions.” 

 
Furthermore, added Joe McNamee, Executive Director of European Digital Rights, “our societies are 
based on democracy, which requires freedom of speech, which in turn requires privacy. If we do not 
have privacy, we are missing a cornerstone on which our society is based. In other words, when we 
trade privacy for security, we are in fact seeking to trade security (of our individual rights) for 
(national) security.” 
 
The conversation about cyber-security has been held behind closed doors for far too long, indicated 
Jane Lute, former Deputy Secretary of Homeland Security, Department of Homeland Security. As 
the role of government in the lives of citizens changes in tandem with the spread of the internet 
and increases in data storage capacity and cloud computing, space must be made for a more open 
and inclusive debate. 
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“There are 7 billion of us on this planet and there are only five things that claim the 
active affiliation of a billion or more people – being Chinese, Indian, Catholic, Mus-
lim, and being a Facebook user”  

 
Jane Lute 
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The impact of global trends on the security vs. privacy debate 
 
As the global penetration of the internet approaches 35%, many countries are witnessing a massive 
cyber-awakening. This massive growth in internet use – which has reached as high as 70% 
penetration in North America and Europe – is contributing to the changing role of governments in 
the lives of citizens, noted Lute. 
 
“There are 7 billion of us on this planet and there are only five things that claim the active affiliation 
of a billion or more people – being Chinese, Indian, Catholic, Muslim, and being a Facebook user,” 
she stressed. “Of these groups, only Facebook knows its users to any degree; Facebook knows more 
about its users than national governments typically know about their citizens and our 
understanding of people online is almost entirely as consumers, not as citizens -- and that must 
change. 
 

 
In the digital age, the most powerful actors in cyber-space are high-tech companies. Google, 
Facebook, and Yahoo, among others, all control more data and connect more individuals than any 
single government. “Powerful cyber-actors prove that it is the power to connect, not the power to 
protect, that matters online,” she added. “This is meaningful because governments are what they 
are in part because they have legitimate consolidated control of the power to protect.” 
 
For most of the history of the net, the U.S. government that had considerable political and 
administrative control over the Internet, noted McNamee. The fact that the internet has been able 
to grow into such an open, inclusive and global platform is owed greatly to the fact that the U.S. 
government was able to resist the temptation to exploit that control. 
 
Unfortunately, he added, this benevolent stewardship has been lacking in recent years, as 
witnessed by the NSA scandal. “We are now faced with breaches of international law and the 
undermining of everyone’s information security,” he said. “This is not privacy vs. security. This is 
privacy, transparency, the rule of law, and security against a corrosive, out-of-control security 
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It is excessively difficult to find out exactly what the oversight mechanisms are and 
how effective they are. This is not a state we can live with as global citizens.” 

 
Jen-Henrik Jeppesen 
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apparatus.” 
There are four main trends underlying this paradigm shift and calling into question the status quo of 
privacy and cyber-security, Jeppesen indicated: 
 

1)  Revolutions in storage and data analysis, combined with fears about terrorism and more 
mundane demands of public-sector organisations. Public authorities argue that they need 
to collect increasingly massive amounts of data – held mostly by the private sector – in 
order to extract crucial pieces of information. 

2)  Transport implications of government demands for data pose unresolved challenges. Any 
transaction on the internet involving government entities from various countries expressing 
a legitimate interest in citizens from different geographical areas is likely to create problems 
for the companies that hold that data. 

3)   Fibre optic networks, web-based email and other cloud services. Data is increasingly stored 
and transmitted across borders and through transit countries, contributing to unclear 
definitions of jurisdiction as concerns data retrieval. 

4)  International laws and agreements have allowed governments much greater powers to 
collect data in the name of national security than in ordinary criminal cases.  

 
“What we are seeing,” he concluded, “is a fundamental shift in the surveillance paradigm, away 
from particularised monitoring to a massive systematic surveillance regime which, within the U.S., 
violates the U.S. constitution and stretches constitutional frameworks beyond the imagination, 
making legal oversight impossible.” While U.S. capabilities in this area outstrip those of other 
countries, this is in fact a global concern, with similar examples to be found in France, Germany, and 
the United Kingdom. 
 
The NSA scandal has laid bare the wholesale breaches of control of the U.S.’ constitutional 
safeguards, with global consequences, stressed McNamee. “There is too much tension in the 

balance between individual security and a national security regime that has effectively declared 
independence from the people it was created to defend,” he concluded. 
 
As the internet and data technology phenomena grow, there has been a global and near-
comprehensive decline in the trust that people have in public-sector organisations, noted Lute. 
“The global moment of cyber-awakening coincides with a lack of trust in government. This is an 
issue that must be discussed and resolved sooner rather than later.” 
 
Reconciling citizens and consumers: Trust in the digital age 
 
With the advent of cloud computing and the diminishing importance of national boundaries as 
regards data storage, cloud providers have become increasingly concerned about losing consumer 
trust. “Corporations such as Intel flourish if the internet ecosystem flourishes,” Jeppesen said. “At 
the same time, ensuring that data pertaining to EU citizens remains in EU territory is anathema to 
the concept of cloud computing,” he added. There is a need to reconcile the benefits for consumers 
of a free and open internet with the privacy and security of citizens through functioning, legal, and 
trustworthy surveillance systems. 
 

SECURITY & DEFENCE AGENDA    

 

“The issue has become muddied to the point where international and government agen-
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It is necessary to give up some freedoms for the benefits that surveillance based on massive 
amounts of data provides, noted Cdr. Kurt Engelen, Vice-President of the Euro-Atlantic Association 
of Belgium, in an intervention from the audience. “I am not scared about the government using my 
data,” he said. “When they access private data, they do so to prevent crimes. How can we make it 
clear to people that it is worth giving up a part of their privacy?” 
 
To address that question and provide perspective, one must compare and contrast the online and 
offline worlds, Jeppesen said, likening the massive collection of data by government agencies to the 
notion that every letter one receives or sends could be registered at the post office. “It is likely that 
there is nothing to worry about, but the NSA scandal suggests otherwise,” he stressed. “You have to 
put a lot of trust in the people who collect and store your data.” 
 
A fair representation of the argument for data surveillance is that governments are searching for 
the terrorist needle in the citizen haystack. While this argument may be valid, the critical element of 
the issue is what happens to all the other data that is collected in the process. “If the national 
security officials in charge of this data come across another piece of data that looks suspicious, they 
may launch an inquest into non-terror-related activities,” he concluded.  
 
“The existence of a database is a greater security threat than having no database at all,” stressed 
McNamee. “Yes, one might find fifteen strands of straw that look like needles but are not, and 
fifteen lives can be ruined.” As an argument in support of this, he cited examples of police and tax 
authorities in Ireland abusing database privileges to stalk and harass innocent citizens. 
 
 
Underlying the trust issue are the divergent social views on questions of privacy and the 
relationship between citizen and state, Lute indicated. For example, EU countries issue national 
identity cards, whereas in the U.S. this would be unthinkable, and companies in the EU are required 
by law to hand over data to a greater degree than their counterparts in North America. 
 
“We have to determine what our comfort levels are as regards government intrusion in our lives as 
citizens,” she concluded. “It is a false choice between privacy and security. We must reconcile the 
practical aspects of the discussion.” 
Moving forward in the security vs. privacy discussion 
 
The first step towards finding workable global solutions to these questions is to reconcile 
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fundamentally different views of privacy between governments, citizens, and both public- and 
private-sector organisations. Furthermore, noted Lute, citizens must seek to define what 
expectations they hold for governments in cyberspace, and how to narrate the value proposition of 
governments in their own lives. 
 
“We as the public need to become better informed,” she concluded. “Normally governments are 
charged with security – managing police forces and the military. While this is true for most ‘spaces’, 
it has not thus far been true for cyberspace. We must begin by asking ourselves how do we assign 
responsibility for our cyber-security?” 
 
In the case of the NSA, there is supposed to be oversight but, Jeppesen stressed, but by their own 
admission, these overseeing bodies have not been able to perform their function. “There is a 
tremendous amount of work that needs to be done in terms of reining in these surveillance 
programs,” he said. “It is excessively difficult to find out exactly what the oversight mechanisms are 
and how effective they are. This is not a state we can live with as global citizens.” 
He urges an international debate on how to handle the issue, beginning with the EU and the U.S., as 
the foremost proponents of the rule of law and global human rights. “The best way forward can be 
found in the context of international human rights law,” he said. “International human rights 
treaties recognise the right to privacy and they also say that this right is not absolute.”  
The European Court of Human Rights says that public authorities can interfere with the right to 
privacy for national security purposes in accordance with the law, when necessary. “What this 

means is not clear at the moment,” he concluded. “We need more transparency in order to have an 
informed debate.” 
 
“The truth is that the NSA has admitted that, in the twelve months prior to May 2012, there were 
2.776 breaches of data as a result of their activities,” McNamee underlined. “I think the EU and the 
US are well-placed to take a lead in solving the cyber-security problem. However, the current 
practices have done too much damage to their credibility worldwide.” 
 
“The issue has become muddied to the point where international and government agencies are 
breaking laws concerning citizen rights in order to defend those same laws,” he concluded. “What 
are needed are necessity, proportionality, and a fresh look at digital privacy rights, based on 
international human rights principles.”  
 
“What is doing severe damage to the openness of the internet are not the revelations,” concluded 
Lute. “What is doing damage to you and me every day are the criminals who are online. This is no 
time for silence. People on the internet are almost entirely consumers and not citizens. The time is 
coming for us to change that.” 
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