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Foreword  

Why we must deepen the cyber-debate while  

raising its profile 

 

Giles Merritt 
Chairman 
Security & Defence Agenda 

The SDA’s cyber-security debates during 2013 saw stakeholders agree on the urgent need 

to enhance cyber-security awareness and education. Awareness is crucial to further 

development since the weakest links in the chain are the users, be they individuals, 

companies or governments while education is decisive in mitigating the shortage of 

skilled cyber-professionals.  

Edward Snowden’s disclosures have been a serious blow to citizens’ trust of governments. 

Can political leaders still impact users’ online behaviour? Is personal data gathering an 

infringement of human rights or a “necessary evil”? How can governments be held more 

accountable in cyber-space? Cyber-security’s concepts and legislation clearly need to be 

better defined.  

Technological innovation is fast moving, so governments must cooperate more effectively 

if they are to keep up, not only by sharing information but also by clearly defining the 

tasks of institutions and national authorities: what should an ideal division of labour 

between NATO, the EU and their member states look like? 

The wide variety of cyber-security stakeholders should lead in both the public and the 

private sectors. But we must beware of blanket solutions: combating cyber-crime is 

A former Brussels correspondent of the Financial Times, Merritt is a 

journalist, author and broadcaster who has specialised in the study 

and analysis of public policy issues since 1978.  

He was named one of the 30 most influential “Eurostars” by the 

Financial Times. He is also Editor-in-Chief of the policy journal 

Europe’s World, and Secretary General of the SDA’s sister think-tank 

Friends of Europe. 
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different to protecting organisations’ networks and cyber-espionage demands different 

responses than cyber-attacks. Cooperation also means closer public-private collaboration, 

including with the myriad innovative SMEs entering the field. Innovation may come from 

the private sector but priorities are set by political decision-makers, as when President 

Barack Obama issued an executive order on cyber-security in February identifying cyber-

insurance as a necessity.  

In Europe, we are at a cross-road, with the EU’s cyber security strategy being 

implemented and the Commission planning for a directive on data protection. We need 

clear rules and we need them soon, but rushing policy choices may mean choosing the 

wrong ones. 
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What next for European cyber-security? 
Dinner debate 

19 March 2013, Brussels 
Moderator: Giles Merritt; Rapporteur: Seán Smith  

Speakers 

Troels Oerting 

Head of the European Cyber Crime Centre (EC3) 

European Police Office (Europol)  
 

Troels Oerting has been Europol Assistant Director since 2009 and serves as Head of 

the European Cybercrime Centre (EC3) and Interim Head of Europol Counter Terrorist 

and Financial Intelligence Centre. He was Director of Operations in the Danish Security 

Intelligence Service, starting his career in the police back in 1980. He served as Director 

of the Danish NCIS, Director of National Crime Squad and later as Director of the Danish Serious Organized 

Crime Agency.  

Paul Timmers 

Director, Sustainable & Secure Society 

European Commission Directorate General for Communication Networks 

  

Timmers was a member of the Cabinet of former European Commissioner Erkki 

Liikanen where he was responsible for the information society and telecommunications 

policy portfolios. Other activities in the European Commission have included electronic 

commerce policy and programme development. 

Annemarie Zielstra 

Strategic Advisor Department Cyber Security of the National Coordinator for Security 

and Counterterrorism (NCTV) 

Ministry of Security and Justice, The Netherlands 
 

Since 2006  Zielstra has been working within the Dutch government to help protect 

critical national infrastructure. was during this period responsible for setting up a na-

tional infrastructure for public private information sharing. Since 2013 she has been 

working as director International Relations on Cyber Resilience for TNO. 
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What next for European cyber-security? 

Referring to the EU’s recently published cyber-security proposals, SDA Director Giles 

Merritt began by asking “how well is the strategy going through the mincer? Do we have 

the right mix of legislation and non-legislative measures?” 

Paul Timmers, Director of Sustainable and Secure Society, Directorate General for 

Communication Networks, Content and Technology, European Commission, stated that 

since the EU’s strategy is ambitious and wide-ranging, it is important to be able to 

prioritise within the strategy. Should the EU be focusing more on improving resilience, 

tackling cybercrime, or enhancing international cooperation? Should there be greater 

emphasis on civil-military exercises, public-private partnerships, or network and 

information security platforms? 

 

Private-public cooperation 

 

Timmers noted that one of the guiding principles of the Commission had been to 

construct a Directive that is neither overly 

prescriptive, nor imposes excessive obligations 

on the private sector. “Hopefully it will simplify 

life rather than complicate it for the private 

sector - which is not self-evident”, he added. 

“Legislation can never work without voluntary 

cooperation, action and flexibility from member 

states”, which is why the Commission opted for 

a directive rather than a regulatory approach, 

he explained. Since it is a minimum harmonisation directive, member states can go 

further than the stated requirements if they wish. The flexibility of such ‘smart legislation’ 

“Hopefully it [the directive] will simplify 

life rather than complicate it, which is 

not self-evident… Legislation can never 

work without voluntary  cooperation, 

action and flexibility from member 

states.”  

Paul Timmers 
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is key to its success as it provides an incentive to create a level playing field without 

imposing too heavily on nations. 

Annemarie Zielstra, Strategic Advisor Department Cyber Security of the Dutch National 

Coordinator for Security and Counterterrorism (NCTV), questioned whether the EU’s 

strategy placed sufficient emphasis on improving public-private cooperation in the cyber 

domain. In her view, it remains “unclear whether the strategy fosters public-private 

cooperation at the operation level”, as well as enhancing the technical cooperation of 

CERT communities. 

On the issue of how legislators should interact with the private sector, Zielstra stressed 

that the EU ought to set the agenda by defining roles and clearly delineating 

responsibilities between private and public organisations. She cautioned though that 

agreements “cannot only be voluntary” and highlighted the need for more stringent 

requirements on companies producing and marketing IT security software to ensure that 

certain standards are met. 

However, she underlined the importance of 

adopting strategies that contain distinct benefits 

for private firms to guarantee their participation, 

remarking that “if you have added value, they 

will show up for the meeting - you don’t have to 

regulate”. But more in general, there must be added value for all parties involved. 

Industry leaders echoed this sentiment, with IBM’s Leendert van Bochoven drawing on 

an example from the US to illustrate the point.  He related how many American 

companies are walking away from initiatives that started out promisingly simply because 

“there’s no value coming back”. In essence, collaborative efforts have to remain beneficial 

to keep the business community engaged. Van Bochoven detailed the companies’ 

complaints about how “information was coming back too slowly” or how companies were 

“Standardisation should be 

international, full-stop. Almost all 

within industry agree on that.” 
 

 Wout Van Wijk 
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providing the authorities with information, only for it to be classified immediately thereby 

making it almost impossible to get back. This “one-way traffic of information” means that 

“industry’s incentive to participate evaporates”.  

Troels Oerting, Head of the European Cybercrime Centre, acknowledged the problem 

exists on this side of the Atlantic too, 

outlining his daily reality concerning 

information sharing. “I can receive 

everything but I have big difficulties giving 

you anything back”, he said. “I am a part of 

Europol. I’m not allowed to receive an IP 

address from a private company in the EU. 

This is my legal framework. Is this clever 

thinking or do we need a different 

approach?” On this matter, Timmers noted 

the EU approach does differ from that of the US, in that certain public authorities in the 

United States are obliged to give information to the private sector, which is not the case 

in Europe. Whether those authorities are performing the task well enough to satisfy the 

private sector is debatable. Nevertheless, the distinction is clear: whereas information 

sharing remains a ‘one-way street’ in Europe, in the US steps have already been taken to 

ensure that information can flow in two directions. 

Another point of contention for the private sector that emerged from the debate is the 

setting of standards, mentioned in Article 16 of the EU’s Directive.  Huawei’s Wout Van 

Wijk was quite clear on the matter: “Standardisation should be international, full-stop. 

Almost everyone in industry agrees on that.” Van Bochoven was similarly unambiguous 

arguing that “standards have to be set at a global level… we should avoid any European 

setting of standards”. He emphasised the important role of large companies such as IBM 

in monitoring and protecting vital national services, without which any society would 

struggle to survive. “We are at the forefront, we are managing infrastructures. On a daily 

basis we are filtering 13 billion events to see what’s happening.” As such, the challenge 

for governments and regulators is “to define the incentive models” so that “we can find 

the joint incentives to collaborate”.  

Timmers countered by stating that “most of the standards in the field are industry-

driven”. Moreover, the standards referred to in Article 16 of the directive relate to risk 

management and are there to assist companies, he maintained. “I think the idea that the 

public sector is imposing something on private sector is overdone – that’s not the way it 

works.”  

Zielstra raised a separate concern, building on her comments regarding the perceived 

“Most of the crime is committed and we do 

not even hear about it in the police. Banks 

just pay, everybody pays and nobody 

wants to report the crime: either because 

the police are incompetent or companies 

fear it will leak to the press.”   
  

   Troels Oerting 
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operational-technical divide in the 

Commission’s strategy: “What we need is to 

close the gap between the political and 

operational agenda. What we agree 

politically will not always be resolved 

operationally.” She also added her fear that 

some “organisations are becoming too big to build trust to share information”. According 

to her, “trust, value and commitment” are the three principal elements for any successful 

collaboration.  

 Oerting lamented that doubts over trust and value afflict the law enforcement sector as 

well making his task of catching cyber criminals even more difficult: “Right now it’s a free-

ride to be a cyber-criminal. The number that we actually catch is relatively low. Most of 

the crime is committed and we do not even hear about it in the police. Banks just pay, 

everybody pays and nobody wants to report the crime: either because the police are 

incompetent or companies fear it will leak to the press.” The lack of an effective reporting 

system is not just a problem for businesses, but also for citizens. Oerting sketched a 

scenario in which his mother’s credit card details are stolen online. “She goes to the 

Danish police and all they say is ‘go to your credit company, we cannot do anything’. This 

destroys trust.” Unfortunately, up until now “the police has been very arrogant” 

according to Oerting, despite the fact that 90% of critical infrastructure protection is the 

responsibility of private firms. He expressed his anxiety with the level of protection some 

large enterprises have: “Many accounting companies and law firms have a lot of digital 

knowledge, but very low security. They might have a firewall and two passwords – and 

that’s it.” In addition, the growth of new technologies occasionally produces more 

problems than it solves. “If you look at the smartphone market, there is no security by 

design. There is no regulation or approval of the security of apps. Yet, they proliferate.” 

“What we need is to close the gap between 

the political and operational agenda.   

What we agree politically will not always 

be resolved operationally.” 
 

      Annemarie Zielstra 
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International cooperation 

Timmers brought the second important cooperational sphere to the fore, commenting 

that in all these areas “we are talking about solutions that also need to work 

internationally”. Merritt asked whether the EU was best placed to lead on fostering 

international agreements given its inherent familiarity with having to achieve consensus 

internally.  

Outlining the necessity for more effective cooperation amongst European nations, 

Timmers explained the rationale behind the EU strategy: the directive strives for a joint 

approach that raises capabilities, addresses risk management at the EU and national 

levels, and establishes mechanisms for member states to alert each other in case of a 

serious cyber-attack. In other words, “if you want to have a coordinated reaction by 

member states, you have to put national capabilities to 

joint use”. 

Addressing a question about possible international 

tensions and contradictions, Timmers said that there 

was no general answer: each sector must be analysed 

separately. For instance, on smart grids and cyber-

security there is already very active international 

cooperation, which must of course continue. On the other hand, while the energy sector 

is beginning to think more internationally about the cyber-protection of their 

infrastructure, more progress needs to be made, he concluded. His verdict on how 

different sectors are undertaking collective risk assessments was similarly forthright: “Is 

there enough cross-sector collaboration? I think not.” 

Zielstra questioned whether the EU was providing enough clarity to bring about a 

coherent approach. “The EU cyber-security strategy doesn’t define all of the terms used 

in the Directive. It only defines a limited number”, she said, arguing that clear and agreed 

definitions are the foundations of any successful partnership. She added that the 

Netherlands “would like to see more coordination of collaboration. We need the same 

level of cyber-security in different member states.” She advocated that if member states 

were to prioritise their agendas collectively, such measures would help close the gap 

between the political and operational agendas. It is not enough to have information 

sharing mechanisms between CERTs, but existing platforms must be used to promote 

these practices between national governments.    

Oerting spelled out the problem in different terms: “Cybercrime has no borders, it can be 

committed from anywhere against anywhere” rendering customary crime-fighting 

techniques impotent. Furthermore, “the EU loses €1.5 billion every year due to online 

“If you want to have a coordi-

nated reaction by member 

states, you have to put nation-

al capabilities to joint use.” 
 

Paul Timmers 
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credit card fraud and €106 billion every year in VAT fraud, 65% of which is done via 

computers.” Yet, the majority of cybercrime originates outside of the EU according to 

Oerting, making it essential that the EU works with foreign states. He announced that 

Europol is currently seeking agreements with Ukraine and Russia “to help catch crooks”, 

but he remained somewhat sceptical towards the extent of genuine cooperation with 

countries like Russia and China, which “do not always share our values”.  

Zielstra reminded everyone of the desirability of striking such bilateral or international 

agreements in a globalised world: “Outsourcing means we have to collaborate with 

countries such as India to ensure our security.” 

Oerting went on to explain how cybercrime already poses problems for police forces and 

how the advent of cloud computing could aggravate the situation. To secure a 

prosecution, law enforcement forces “have to obtain evidence to make the attribution 

between the crime and the criminal”. With 

data currently stored on internet servers it 

is possible for police to seize the servers for 

analysis. However, “in the future, as we 

move from servers to cloud computing, it 

will become even more difficult to gather 

evidence since we cannot seize the cloud if 

we don’t even know where it is.” He raised 

the spectre of intelligent criminals using 

clouds from distant, “bullet-proof countries” with which the EU and the US have no 

international agreements to launch their criminal activities.  

Sorin Dumitru Ducaru, Romanian Ambassador to NATO, endorsed the tough message 

calling for “a cyber social contract with a strong framework to punish those who abuse 

the domain”. He bemoaned that “we have still not reached the end of the philosophical 

phase” regarding cyber-security and that there are still too many “kumbaya people” 

maintaining a “Woodstock attitude of complete freedom” online, ignorant of the scale 

and prevalence of cyber threats. Antonio de Palmas of Boeing countered that the EU’s 

delivery was a “tangible strategy taking shape, beyond the philosophical stage”. 

Bringing the discussion back to the topic of international cooperation, Ducaru asked 

Timmers two questions: “What can the EU do to develop a coherent approach between 

the EU, UN and NATO to establish an international regulatory framework? And what are 

the commonalities and differences between cyber approaches in the US and in the EU?” 

Merritt followed by asking whether we need an international body, a so-called neutral 

referee, such as the International Telecommunication Union, to arbitrate on cyber 

“Too often we see cyber-defence exercises 

on the military side with no real private sec-

tor involvement, [we need to] find ways to 

do such exercises together as joint exercises 

with industry involvement are crucial” 
 

Leendert van Bochoven 
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agreements? 

Timmers replied that the US and the EU enjoy a lot of common ground. Both are pursuing 

risk-based approaches and would have only minor problems to overcome in agreeing an 

international rule book. Whilst it may look to the outside world that the US wants to 

regulate less, this is not really the case according to Timmers, as the proposed legislation 

in the US would contain legal requirements not too dissimilar to those in the EU’s 

directive. In answer to Merritt’s question “Would it help you to have something in 

Geneva?”, Timmers said that establishing such a body was not on his list of priorities. 

Moreover, he pointed to the fundamental strategic difference between the EU and an 

organisation like NATO that refers to ‘cyber-defence’. When it comes to cyber-security 

“the EU doesn’t talk about warfare – we don’t have the defence element at all”, adding 

that the EU is focused on building competencies through international cooperation. 

Van Bochoven intervened to suggest that the development of strategic early warning 

systems would be a fertile breeding ground for EU-NATO cooperation, given the rise in 

state-sponsored cyber-attacks. As for military-led cyber exercises, he championed the role 

the private sector could play. “Too often we see cyber-defence exercises on the military 

side with no real private sector involvement”, he said. Instead, we need to “find ways to 

do such exercises together as joint exercises with industry involvement are crucial” to 

making our cyber defences more resilient. 

 

Skills 

Skills are the one area where many commentators 

feel the EU’s proposals are lacking.  Heli Tiirma-

Klaar, from the European External Action Service, 

led the way. “The EU strategy missed out on skills; 

there should be more emphasis on training. 

However, it is not too late: we can still make 

additions.” In her opinion, global agreement on the 

subject is still “20 to 30 years away” because “we 

are not dealing with like-minded partners”. It is therefore imperative to prioritise things 

the EU can achieve, such as raising awareness and education. She outlined some of the 

deficiencies in need of correction. One, the costs of cyber-security remain high because 

the market supply of skills is limited. The cost of technology itself is not high, but the cost 

of knowledge is. Boosting the supply pool of cyber skills will cause knowledge costs to fall. 

Two, “very few people in the EU can grasp the defence and security element of the cyber 

phenomenon”. And three, “we do not currently have a good intelligence system in the EU 

“We do not currently have a good 

intelligence system in the EU to al-

ways be able to feed Europol the 

information they require.”  
 

Heli Tiirma-Klaar 
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to always be able to feed Troels and Europol the information they require”. Education is 

the key to tackling these inadequacies, she proposed. “Now is the time to have the 

intellectual clarity to decide what should be done at different levels”, she stated. 

Oerting reinforced the call for more ambitious educational programmes, claiming that: 

“my children spend 80% of their waking time on social media and on the internet, yet 

they have never received one minute of education at school about how to act, react and 

interact online. They simply don’t know. They have to learn this by doing. Is this good? 

No.” 

On a more positive note, he highlighted that the University of Leiden in the Netherlands is 

in the process of establishing a cyber academy in cooperation with Europol to produce 

the next generation of cyber professionals. A university in Germany has also agreed to set 

up a similar academy, remarked Oerting. “We need the skills to attack the criminals”, he 

urged. 

Timmers recognised that the initial feedback from member states has been that “we did 

not emphasise the skills side enough in the cyber-security strategy”, although he did 

remind participants of existing awareness-raising activities, such as the EU’s upcoming 

cyber-security month in October 2013. 

Zielstra said that efforts must also include risk management skills, as the problem cannot 

be confined to the IT department but involves other departments, such as Legal 

(intellectual property, liability), Communications (awareness, reputation, crisis 

communications), Finance (risk management, insurance), Procurement and last but not 

least Operations, where things really happen. She underlined that educational 

programmes cannot neglect training on security skills and that we must encourage “not 

only awareness, but behavioral change”.  

Merritt concluded that “we’re a long way from a common threat analysis, even in 

Brussels. We need to try and establish more objectively where cyber-security and critical 

infrastructure protection fit together with the cybercrime approach.” Furthermore, we 

need to start be more professional about risk analysis, he urged. The advent of the cyber 

problem has coincided with the economic downturn, making the issue of money 

unavoidable. “What sort of costs are we looking at? In the EU, should we be looking at 

sharing of costs between rich and poor? We already do it in other areas, so why not in the 

cyber domain?” he asked. Finally, he returned to one of the central elements of the 

discussion, contending that it is not only cheaper to train and educate people at an early 

age, but that it is far more effective to instil lessons in children rather than trying to graft 

skills onto them in later life.  

 



SECURITY & DEFENCE AGENDA  15 

Twenty years ago this article would have highlighted the ‘ring of steel’ put around the 

critical infrastructure of the City of London to keep out the Provisional IRA’s bombers. Ten 

years ago, it would have focused on the measures taken to prevent a 9/11-style attack on 

European capitals by Al-Qaeda. Today, the major challenge to infrastructure, security and 

economic well-being comes from the threat of cyber-attack. 

It is a hot topic. Last year we saw a cyber-attack on Saudi Aramco, which supplies around 

a tenth of the world’s oil; that destroyed or compromised around 30,000 computers and 

2,000 servers. In that same month, cyber-attackers crippled Qatar’s RasGas natural-gas 

company email and other administrative systems. Both attacks are believed to have been 

by Iran, although it is notoriously difficult to provide courtroom evidence as to where an 

attack originates – although inferences can be drawn from secret intelligence. 

The ability to conduct cyber-sabotage against critical infrastructure exists, and will 

increase, and both the U.S. and Europe are playing catch up. The Washington Post earlier 

this year leaked the top secret U.S. Presidential Policy Directive 20, which calls on 

America’s national security leaders to develop destructive cyber-warfare capabilities that 

Published every 4 months, Europe’s World is the only independent Europe-wide policy 

journal, produced in association with some 150-plus leading European think tanks and 

academic institutions. Since its launch 8 years ago, Europe’s World has established itself 

as the premier ideas platform for new thinking on political, economic and social issues. Its 

100,000 readers, drawn from politics, business, the media, academia, think tanks and 

NGOs, are a powerful and influential audience, who value Europe’s World for its thought 

provoking articles, Europe-wide outlook and lack of national or political bias. To date, 

over 1,000 of today’s most respected thinkers and influential leaders have contributed 

articles firmly strengthening Europe’s World’s reputation as the leading forum for ground-

breaking ideas, and proving beyond doubt that great minds don’t think alike. For more 

information, you can visit Europe’s World website at www.europesworld.org 

The steps needed to protect the EU’s critical 

infrastructure against cyber-attack 
Sir David Omand is Visiting Professor at King’s College, London, a former UK 

Security and Intelligence Co-ordinator and Permanent Secretary of the UK 

Home Office  

http://www.europesworld.org
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“can offer unique and unconventional opportunities to advance U.S. national objectives 

around the world, with potential effects ranging from the subtle to the severely 

damaging.” The UK (and no doubt other major European powers) is now investing 

resources in understanding these technologies. 

We must not expect that in the future restrictive policies or sanctions can be imposed on 

a country – even with the weight behind them of the UN Security Council – and not 

expect cyber retaliation. We are currently witnessing hostile cyber reconnaissance of key 

critical infrastructure in the U.S. and Europe. So far these have just been exploring and 

probing for weaknesses, but I can confidently predict that the ability to sabotage 

infrastructure will improve. There is an active black market in techniques and knowledge 

of vulnerabilities, and proliferation of these represents a major risk for Europe. 

For much of resilience planning, of course, the difference between malign threat and 

natural hazard is less important than mitigating the 

impact on society. How long until services can be 

restored is the principal pre-occupation. Unexpected 

disruptions of normal life are still more likely to come 

from accidents or natural hazards and disasters like 

earthquakes and floods than from deliberate 

sabotage. The most demanding scenarios are those 

where related risks are likely to cascade in a domino effect presenting problems that link 

quite different sectors. This may occur with advanced cyber-attacks; the interaction of 

European energy distribution and telecommunications systems being a case in point, and 

electricity supply and water treatment would be another. The cyber vulnerabilities of 

critical infrastructure are relatively uncharted territory for Europe. 

The more advanced a region is in terms of its dependence on digital technologies, of 

course, the more vulnerable it is to cyber-attack. That is proving true right across Europe 

as cyber infrastructure increasingly spans borders. And our economic future in Europe 

depends on managing these risks down to the point where confidence is maintained. 

European cyberspace has to be seen as a safe enough place not just to do business, but 

also for the use of cyber technology to innovate and create wealth. The nightmare 

scenario is that cyber-crime, espionage, subversion and sabotage could cause such a loss 

of the confidence that the markets and indeed the general public would doubt whether 

they can operate safely and securely in Europe’s cyberspace. 

So what can be done? The UK uses security planning to assess likely losses as the product 

of a number of factors. First, there’s the number, skill level and degree of motivation of 

the groups who might wish to launch an attack. Then, there is the vulnerability to attack 

of society, together with its networks, systems and infrastructure. Third, there’s the scale 

“The ability to conduct cyber-

sabotage against critical 

infrastructure exists, and will 

increase, and both the U.S. and 

Europe are playing catch up. “ 
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of the initial impact – whether it be social, financial or reputational – when an attacker 

gets through our defences. Finally, there’s the duration and therefore the cost of the 

ensuing disruption before normal services can be resumed. 

These factors can be multiplied together to give the expected value of the total loss to be 

faced. The good news is that all four of these factors can be significantly influenced if 

governments and the private sector act together. 

In reverse order, we can address them as follows. We can reduce the time taken to get 

back to normal by ensuring there is a core of capabilities in the critical information and 

communications infrastructure to provide the IT capability to help repair and reinstate 

damage in other critical infrastructure sectors such as finance. 

Who is going to pay for this capability? Most of Europe’s infrastructure is in the hands of 

the private sector, although usually in industries that are in part regulated by the state. It 

should therefore be a licence condition for any company operating critical systems that 

they must maintain such core capabilities. Regulators already have to ensure their 

industry complies with national, European and international safety legislation, and now 

we have to add cyber security to that. In that way we can ensure a level competitive 

playing field, and in most cases we must accept that the costs will in any case have to be 

passed on to the consumer. 

Moving on to the next factor, we can reduce the scale of initial impact by building real 

time situational awareness of attacks that is shared between governments and the private 

sector. Government has to show it can be trusted by industry with this sensitive 

information. Any information about attacks and anticipated attacks has to be shared at 

network speed between the machines patrolling our cyber frontier, government 

intelligence agencies, law enforcement, the impacted private parties and other actors 

who need to be forewarned before they suffer the same attack. 

The largest short-term impact on the risk can come from the third factor in the risk 

equation, reducing vulnerability. That means much more cyber security education and 

acceptance by business and industry of the importance of protecting information 

networks. Boardrooms need to recognise the commercial risks they run if they don’t 

invest in security, including the handling of employees to minimise insider risks. And they 

need to ask who are the technical experts who have access to the heart of the 

infrastructure (the Edward Snowdens) and whether or not just one person should have 

the keys to the kingdom. 

The biggest test of the UK’s approach to reducing vulnerability came with the Olympics 

last year. In the 18 months before the Olympics, I chaired nine table-top exercises in the 

UK government’s COBR situation centre, with the senior players who would be in charge 
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on the day. The aim was to think through scenarios involving different kinds of risk to 

public safety, including a cyber-attack on the infrastructure. Full-scale live exercises then 

tested the readiness of all involved, including the games managers from the London 

organising committee and their volunteers, the police, local authorities, transport 

operators, key operators of the critical infrastructure, central government, border and 

immigration authorities, the Foreign Office along with the armed forces, intelligence 

agencies and other cyber response mechanisms. The Olympic Games passed without 

major incidents, cyber or otherwise, and such attempts as were made to disrupt the 

games and defraud the public were foiled. It is nevertheless highly likely that over the 

next five years one or more EU countries will face some sort of advanced cyber threats. 

Finally, the likelihood of attack can be reduced by catching and prosecuting lower level 

hacktivists and criminals, and making their activities harder. Countering really advanced 

attacks, however, will depend on a combination of intelligence-led active defences that 

are ready to respond proportionately to an attack (but not necessarily symmetrically and 

not necessarily in cyberspace) coupled with the threat of using all elements of national 

power should there be a devastating attack. We also need to see the development of 

accepted international norms of behaviour, and a setting of limits for misbehaviour. 

A small start has been made on this with the agreement in the UN Group of 

Governmental Experts on Cyber Issues that international law, especially the UN charter, 

applies to cyberspace. The internationally accepted laws of armed conflict, for example, 

aim to minimise civilian suffering when conflict occurs, and that principle applies to 

attacks on civilian infrastructure in the cyber realm. These are steps that need active 

European support. There has also been an agreement between Washington and Moscow 

to reduce the risk of conflict in cyberspace through real-time communications about 

cyber incidents of national security concern, and that approach could be extended. 

For the future, we need agreed norms that reflect the fact that all advanced trading 

nations stand to lose from the instabilities that cyber-attacks can generate, especially 

those that result from nations fearing that in a major international crisis their critical 

military, space and national financial and other infrastructure has been compromised. All 

the major trading nations stand to lose from the economic damage a loss of confidence in 

cyberspace would lead to, not least those in Europe. 

We must not expect that in the future restrictive policies or sanctions can be imposed on 

a country – even with the weight behind them of the UN Security Council – and not 

expect cyber retaliation 

Regulators already have to ensure their industry complies with national, European and 

international safety legislation, and now we have to add cyber security to that. 
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EU-NATO: The search for a common cyber-strategy 
International conference 
19 March 2013, Brussels 

Moderator: Giles Merritt, Rapporteur: Séan Smith  

Speakers  

Koen Gijsbers  

General Manager of the Communications and Information Agency 
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Prior to his current position at NATO, Gijsbers worked in the Dutch Ministry 

of Defence, where he was responsible for coordinating the major 

reorganisation of the defence organisation.  In 2006 he was appointed 

Assistant Chief of Staff for Command, Control, Communications, Computers 

and Intelligence (ACOS C4I) of NATO’s Allied Command Transformation in 

Norfolk, VA, US.  He moved back to the Netherlands to become responsible 

for IT and business management policy at the Ministry of Defence and Chief Information Officer (CIO).  

Sébastien Héon  

Director of Political Affairs for Cassidian Cyber Security 

 EADS  

 

Héon joined Cassidian in 2009 as Senior Advisor for Intelligence & 

Cyberdefence. He is now in charge of developing trusted relations with 

national authorities and governments in the cybersecurity arena. Since 2005, 

he has been an associated professor at Paris 7 University, teaching cryptology 

and protocol security to postgraduate students.  

SecDef is an annual high level conference co-organised by 

the SDA and CEIS which gather key actors from both 

civilian and military backgrounds to exchange ideas and 

discuss the future of security and defence. 
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Europe's sense of cyber vulnerability is growing in the wake of revelations about the 

extent of US and UK eavesdropping on allies, said SDA Director Giles Merritt as he opened 

the debate. But although the revelations from US intelligence whistle-blower Edward 

Snowden have caused tensions, the allies on both sides of the Atlantic are painfully aware 

of the need to boost their common defences against cyber-attack.  

One key issue facing NATO is the question of a "cyber-doctrine" and most crucially 

whether the Alliance needs to bring cyber events under Article 5 of its founding treaty 

which states that an attack on one ally will be treated as an attack on all. 

“If a nation asks for assistance, we can help,” said Koen Gijsbers, General Manager of 

Communications and Information Agency at NATO.  

Maciej Popowski  

Deputy Secretary General  

European External Action Service  

 

Popowski is a Polish diplomat who has been working on European Union 

affairs since the beginning of his career. In 2009, he was seconded from the 

European Commission to head the cabinet of Jerzy Buzek, then President of 

the European Parliament. From 2008 to 2009, Popowski was a Director at the 

Development Directorate General of the European Commission. 

Marietje Schaake  

Member, Committee on Foreign Affairs 

 European Parliament  

 

Schaake serves on the Committee on Foreign Affairs, where she focuses on 

neighbourhood policy. In the Committee on Culture, Media, Education, Youth 

and Sports she works on Europe's Digital Agenda and the role of culture and 

new media in the EU´s external actions.  In the Committee on International 

Trade she focuses on intellectual property rights, the free flow of information 

and the relation between trade and foreign affairs.  
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However, he acknowledged that six years after Estonia suffered a serious breach of its 

digital networks in 2007, Alliance experts have yet to conclude if such an attack fell would 

fall under the Article 5 framework. “In the case of a physical attack, the doctrine is clear; 

but for cyber, it remains unclear,” Gijsbers said.   

A group of international experts commissioned by the NATO Cooperative Cyber Defence 

Centre of Excellence (CCDCOE) in the Estonian capital 

drew up the so-called "Tallinn Manual" early this year 

which concluded that nations would be in their rights 

under international law to respond with conventional 

weapons against a cyber-attacker who caused  death, 

destruction or damage on a significant scale. However 

the manual is not an official NATO document. 

Pressed by Merritt and Dutch Member of the European Parliament (MEP) Marietje 

Schaake to clarify NATO’s cyber-security strategy, Gijsbers explained that defending the 

Alliance's own networks and infrastructure is paramount, while helping Allies protect 

their IT systems remains a secondary element of NATO’s work.  

Sébastien Héon, Director of Political Affairs for Cassidian Cyber Security at the European 

Aeronautic Defence and Space Company (EADS), praised NATO’s achievements in setting 

up the CCDCOE and the "visionary" approach of the EU in creating the European Network 

and Information Security Agency (ENISA) in 2004. 

However, he complained that the cyber industry in Europe needs to follow that of the 

United States in pushing through vertical consolidation and ending costly national 

divisions.  “The picture is still too fragmented to be efficient,” Héon said. 

In addition, Europe needs to do more to support the “incredible number of innovative 

start-ups and SMEs” working in the cyber field, but suffering in a market insufficiently 

structured to promote growth potential. “Although EU regulations do promote high-grade 

“In order to build our resilience 
and enhance our preparedness, 

our approach must be 
comprehensive and go beyond 

purely military exercises. “ 
 

Maciej Popowski  
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security solutions,” Héon warned, “there is a risk of Europe losing out without more 

concrete projects to stimulate innovation and competitiveness.” 

Maciej Popowski, Deputy Secretary General for Inter-Institutional Affairs at the European 

External Action Service (EEAS), also stressed the 

need for greater synergies between the military 

and civilian side, between NATO and the EU, and 

between the private and public sector. 

"In order to build our resilience and enhance our 

preparedness, our approach must be 

comprehensive and go beyond purely military exercises," he said. 

Popowski pointed out that the EU is a regular observer at NATO cyber exercises, and 

urged the development of more civilian-military research at the EU level. “Such synergies 

could help advance collective industrial and technical resources,” he said.  

Greater cooperation could bring synergies between NATO's military and defence work 

and the greater EU focus on fighting cybercrime, for example with Europol's European 

Cybercrime Centre (EC3) which was inaugurated early this year. 

Popowski said the EU was pushing for stronger humanitarian laws in cyberspace and 

promoting application of the 2001 Budapest Convention against cybercrime.  The EU 

remains committed to a multi-stakeholder approach to internet regulation, that involves 

both public authorities and industry, he added. 

Underscoring the importance of bringing together different players to bolster cyber-

defences, Gijsbers pointed to an ongoing initiative in the Netherlands involving industry, 

government and academic experts to find common solutions - an approach he would like 

to see pursued at the supranational level.  

“If we could get academia, industry and institutions working together more closely, 

training programmes could improve simply through sharing the respective capabilities of 

each sector,” Gijsbers said.  

However, he recognized that varying national levels of technology, data protection and 

cyber resilience are an obstacle to greater cooperation.  

To counter that problem, Popowski, said the EU aims to harmonise approaches and 

establish common objectives to foster greater information exchanges among member 

states. 

He also stressed the importance of engaging with industry, pointing out that roughly 85% 

of cyber assets in the West are in the hands of the private sector, making cyber 

fundamentally different from traditional state-dominated security fields. 

“In the case of a physical attack, the 

doctrine is clear; but for cyber, it 

remains unclear.” 
 

Koen Gijsberg 
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Underscoring the risks facing the private sector, Héon mentioned an attack his company 

helped defeat recently on a large multinational corporation which had been ongoing for 

over five years before being detected and involved over 40 malware and viruses. 

Businesses need to alter their entire approach, he argued, to increase defence levels and 

move cyber-security decisions from the IT department to the boardroom.  

“When I ask the key decision-maker at a company under attack whether I should cut the 

internet and stop the production chain, I often receive no clear answer,” Héon said. “That 

is where the problem often lies: there is simply no decision-making when a crisis occurs.”  

Nevertheless, he remained optimistic that the cyber-threat can be defeated and was one 

of several speakers who warned against cyber scaremongering.  

“We need to stop scaring people with the prospect of cyber catastrophes," he said. "Life 

entails many risks, but we can deal with them by taking pragmatic and cost-effective 

measures. Risks in the cyber domain should be 

dealt with like any other.”  

Schaake agreed on the need to “eradicate the fear 

and hype” surrounding cyber-threats. She 

complained that media reports on the extent of 

the danger often rely on data from IT companies with an interest in selling software.  

“It may be a fine business model, but it doesn’t help advance the public discussion,” said 

the MEP from the Alliance of Liberals and Democrats for Europe (ALDE) group. 

In the Q&A session, Leendert van Bochoven, NATO and European Defence Leader at IBM, 

denied the private sector exaggerates the risk. He said IBM’s twice-yearly XForce Trend 

and Risk Report uses statistics from customer networks to build awareness rather than 

hyping dangers.  

Schaake also blamed governments for ramping up the rhetoric around cyber-security. She 

cited former US Defence Secretary Leon Panetta’s warning of a “cyber Pearl Harbour” as 

a bad example of a government seeking legitimacy for the toughest possible form of 

response. 

“Risks in the cyber domain should be 
dealt with like any other.” 

 

Sébastien Héon 
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Drawing a parallel with the US "war on terror," Schaake said authorities had to find a 

balance between security and freedom. "When we tackle these issues, it is useful to keep 

in mind what we seek to defend,” she said.  

In a reference to Snowden’s revelations of widespread monitoring of private 

communications by US intelligence services, Schaake said “mass surveillance can never be 

proportionate and is in direct conflict with human rights.” Instead, she advocated a 

society-wide exercise to build resilience and public debates on proportionate and 

justifiable security measures. 

Quizzed by Merritt on the scale and origin of cyber-attacks, Héon said effective network 

monitoring could make it easy to keep track on the number of attacks.  

“It is not difficult to assess, so long as we have the means of effective detection,” he said, 

adding that most attacks can be easily dealt with. 

“Day-to-day, simple measures of basic hygiene could eliminate 70-80% of the threats,” 

Héon explained. The rest can usually be handled by experts, he said, adding however that 

defences could be made more effective through the creation of large databases on attack 

information and early detection.  

Schaake and Gijsbers both suggested that the major problem is less in confronting the 

attacks and more in attributing their origin to enable prosecution of perpetrators. 

The MEP also urged tighter restrictions on the 

international trade in IT software saying it is 

"scandalous" that European companies can freely 

export sophisticated surveillance programmes to 

authoritarian states.  

Exported technology could also be used against 

European interests, Schaake warned. She complained of a “lack of appreciation of the 

rapid proliferation of technologies that can have an offensive capacity.” 

The panel also looked at the question of legally obliging victims to report cyber-attacks in 

order to improve the authorities' wider threat awareness. 

Héon supported the idea - indicating the way private data is shared in Britain and the 

United States - however he felt full publication was going too far.  

Gijsbers explained that NATO’s would not “reveal its vulnerabilities” and thus “help the 
enemy.” However he said it was important for security organisations and particularly 
Computer Emergency Response Teams (CERTs) to share technical data with each other.  

“Mass surveillance can never be 

proportionate and is in direct 

conflict with human rights.”  
 

Marietje Schaake 
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Imagine a world in which you get home to rooms at a pleasant temperature, where the 

lights switch on as you enter the front door, where coffee starts brewing the moment 

your morning alarm rings, and from which you never have to go out because you’ve 

forgotten to buy new batteries for your remote control. None of this is because you forgot 

the lights when leaving in the morning or because you keep a large stock of batteries at 

home, but because your house “knows” when to switch on heat and lights in advance, 

and when your batteries will run out so it can order new ones. 

All these home comforts are part of what is commonly called “the internet of things”, or 

sometimes “machine-to-machine”. They represent a reality that was first conceptualised 

over 10 years ago and will be within the grasp of many of us in the not-too-distant future. 

The internet of things doesn’t simply mean that everyday electronic devices have been 

manually set on a timer to do a task or that they will send various annoying reminders. 

Instead, it means that they can do these basic tasks themselves, reducing unnecessary 

and repetitive human tasks.  

All these new conveniences may be fairly minor, but they illustrate how just a tiny part of 

the internet of things would work. Much more important is the way the internet of things 

promises a smart environment that would offer immense savings of time, energy and 

resources. It’s a new concept that in the future entails our being surrounded by 

increasingly interdependent networks of smart communications, smart grids, smart 

homes, smart traffic, smart health and so on. The internet of things could eventually 

mean we not only will have smart homes or streets but entire smart cities and countries 

that are made more efficient by computer-based management and machine-to-machine 

communications. The technology that would enable this is already possible, which means 

that this vision is becoming more and more real by the day. 

But the internet of things also brings with it new challenges. To understand how it may 

affect the defence sector, especially cyber-security, we have to look at defence not as a 

narrow field but as something that – just like the internet of things – is interconnected. 

The “internet of things” holds golden 

promises, but also daunting cyber-threats  

 

Urmas Reinsalu, Estonia’s Defence Minister  
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One of the hallmarks of the modern security environment is that it encompasses much 

more than traditional “hard” security and defence, which put the emphasis on military 

strength and resilience. A broader view of the changing security environment presents 

many other areas like energy, telecommunications, transportation safety, medical care 

and financial transactions that may affect national and international security. These 

contribute to the stability of societies, but they also provide an opportunity to destabilise 

them, for in modern societies a crisis may not only be sparked by an armed attack but 

also by a lengthy power cut or a breakdown of banking services.  

The importance of critical infrastructure is now relatively well understood. Until the 

advent of the internet, nothing short of a physical attack or natural disaster could disrupt 

this infrastructure, but now the widespread use of the internet has added the term 

“critical information infrastructure” to our vocabularies. As Estonia and some other 

nations have been unfortunate enough to discover, cyber-attacks have been a reality for 

some years. And today, a botnet that can direct the capabilities of thousands of 

computers against any target for sale at a price of some €600 on Russia’s cyber-crime 

black market, it’s going to be increasingly easy for cyber-attacks to be launched.  

The threat of cyber-attacks using botnets or similar capabilities has become fairly well 

understood. Measures have been taken by 

governments and by the international 

community to enhance the resilience of cyber-

space and prevent serious disruption of 

infrastructures. The need for critical information 

infrastructure protection (CIIP) is acknowledged 

worldwide and the creation of cyber-security 

strategies or specialised cyber-institutions has been widely undertaken. Yet CIIP as it now 

stands isn’t enough to safeguard us for the future. It won’t prepare us for the internet of 

things. 

So what are the new challenges that the internet of things poses for our current way of 

thinking about CIIP? To start with, critical infrastructure as it’s today generally defined is 

still largely restricted to a select number of important areas, like energy. This also limits 

the number of systems that are considered necessary to protect, and makes it relatively 

easier to reinforce their protection. But when the world moves closer to the internet of 

things, this will complicate CIIP in two major ways. 

First, the internet of things increases the amount of systems that will have to be 

protected exponentially. When repetitive and unnecessary human tasks are given to 

smart systems, these systems will also become possible targets for cyber-attacks. This is a 

simple calculation of the number of potentially vulnerable systems that more 

“The increasing ease with which cyber

-attacks can be launched means we 

already have to prepare for more 

numerous and more complexe cyber 

attacks in the future.” 
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computerisation would bring. This should not, though, be an argument against moving 

towards the internet of things, just as potential vulnerability was not an argument when 

desktop computers replaced typewriters. 

Second, and perhaps more important, the internet of things will blur the line between 

critical information infrastructure and less-critical systems. Even if we protect a power 

plant from cyber-attack, that would be of no use if the smart systems that regulate an 

important building come under attack. As these lines begin to blur, we need to re-adjust 

our cyber-security thinking. 

Modern society will also be presented with a growing number of questions on regulation, 

compliance and liability in connection with securing data and services. All of these issues 

need a new approach that would increase their resilience. It is important to start thinking 

about these issues now because experience teaches us that the development of 

information technology often moves faster than the ability of big organisations like 

governments and corporations to catch up. 

Dealing with the internet of things puts emphasis on inclusiveness and a holistic approach 

to cyber-security. At the same time, the increasing ease with which cyber-attacks can be 

launched means we already have to prepare for more numerous and more complex cyber

-attacks in the future. It will be necessary to “future-proof” our existing critical 

information infrastructure as a hedge against still unknown challenges. 

This is the gist of Estonia’s solution to this whole problem. As well as setting up 

institutions and structures that deal with today’s cyber threats, we know that we need to 

expand the capability to respond, and also the general understanding of everyone who 

uses information systems. In other words, everyone. The response capability and 

flexibility of Estonian cyber security structures is enhanced by the Cyber Defence League 

(CDL), an organisation of voluntary experts that came together during, and even before, 

the attacks of 2007. By making this organisation part of the Estonian cyber security 

network and by encouraging its further development, we have gained important 

expertise and flexibility. As well as new capabilities, we are aware that it’s important to 

educate people regarding the risks involved in cyberspace, and how to avoid them. This 

education should be life-long, and should start in pre-school – if a five-year old can use an 

iPad, he or she should also be taught the basics of “netiquette”. The next steps in 

information systems and online networking will see society becoming more connected 

every year. Only one third of the world’s population was online last year, but it will be 

close to 100% by 2020. We need to think very hard now about future challenges if we are 

to make the internet safe for all its users. 
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Beyond the security vs. privacy debate 
Evening debate 

19 September 2013, Brussels 

Moderator: Giles Merritt; Rapporteur: David Koczij  
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Director European Affairs 

Center for Democracy and Technology (CDT)  
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to his current role with CDT, he worked at Dell, managed Intel’s EU Affairs team in 

Brussels and worked at the American Chamber of Commerce to the EU, on to Am-
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Joe McNamee 

Advocacy Coordinator 

European Digital Rights  

 

Joe McNamee has worked in the Internet sector almost continually since 1995. In his 

current role, he works on a wide range of digital civil rights issues such as data 
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Jane Holl Lute  

former Deputy Secretary of Homeland Security 

Department of Homeland Security (DHS) 

 

Jane Lute has over thirty years of military and senior executive experience in the 

United States government. As the second-highest official for the DHS, she was 

responsible for operations designed to ensure the cybersecurity of the U.S.  territory. 

Lute is also President and Chief Executive Officer of the Council on CyberSecurity, an 

independent not-for-profit organization with a global scope committed to the security of an open Internet.  

Speakers  
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In the wake of the recent revelations concerning the United States’ National Security 

Agency (NSA) scandal, new questions are coming to light about cyber-security, 

participants heard at the Security and Defence Agenda’s (SDA) debate ‘Beyond the 

security vs. privacy debate’. 

“The cyber-security problem is symptomatic of a much wider change in human society,” 

said moderator Giles Merritt, Director of the SDA. “Pre-internet national divisions were 

something that our laws and societies had adapted to quite well. We are now grappling 

with the big questions of how to deal with the ethics of the internet that transcends these 

boundaries, with the only certainty being that these questions will become more and 

more important as the world becomes 

more and more wired.” 

In reality, noted Jens-Henrik Jeppesen, 

Director of European Affairs at the Centre 

for Democracy and Technology, there is no 

debate between security and privacy. “The 

latest revelations concerning government 

interference in standards of encryption 

technology have quite clearly demonstrated that both security and privacy can be 

undermined by the same actions.” 

Furthermore, added Joe McNamee, Executive Director of European Digital Rights, “our 

societies are based on democracy, which requires freedom of speech, which in turn 

requires privacy. If we do not have privacy, we are missing a cornerstone on which our 

society is based. In other words, when we trade privacy for security, we are in fact seeking 

to trade security (of our individual rights) for (national) security.” 

The conversation about cyber-security has been held behind closed doors for far too long, 

indicated Jane Lute, former Deputy Secretary of Homeland Security, Department of 

Homeland Security. As the role of government in the lives of citizens changes in tandem 

with the spread of the internet and increases in data storage capacity and cloud 

computing, space must be made for a more open and inclusive debate. 

“There are 7 billion of us on this planet and 

there are only five things that claim the ac-

tive affiliation of a billion or more people – 

being Chinese, Indian, Catholic, Muslim,  

and being a Facebook user”  
 

Jane Lute 
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The impact of global trends on the security vs. privacy debate 

As the global penetration of the internet approaches 35%, many countries are witnessing 

a massive cyber-awakening. This massive growth in internet use – which has reached as 

high as 70% penetration in North America and Europe – is contributing to the changing 

role of governments in the lives of citizens, noted Lute. 

“There are 7 billion of us on this planet and there are only five things that claim the active 

affiliation of a billion or more people – being Chinese, Indian, Catholic, Muslim, and being 

a Facebook user,” she stressed. “Of these 

groups, only Facebook knows its users to any 

degree; Facebook knows more about its users 

than national governments typically know 

about their citizens and our understanding of 

people online is almost entirely as consumers, 

not as citizens -- and that must change. 

In the digital age, the most powerful actors in 

cyber-space are high-tech companies. Google, 

Facebook, and Yahoo, among others, all control more data and connect more individuals 

than any single government. “Powerful cyber-actors prove that it is the power to connect, 

not the power to protect, that matters online,” she added. “This is meaningful because 

governments are what they are in part because they have legitimate consolidated control 

of the power to protect.” 

For most of the history of the net, the U.S. government that had considerable political and 

administrative control over the Internet, noted McNamee. The fact that the internet has 

been able to grow into such an open, inclusive and global platform is owed greatly to the 

fact that the U.S. government was able to resist the temptation to exploit that control. 

Unfortunately, he added, this benevolent stewardship has been lacking in recent years, as 

“It is excessively difficult to find out ex-

actly what the oversight mechanisms are 

and how effective they are. This is not a 

state we can live with as 

global citizens.” 
 

Jens-Henrik Jeppesen 
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witnessed by the NSA scandal. “We are now faced with breaches of international law and 

the undermining of everyone’s information security,” he said. “This is not privacy vs. 

security. This is privacy, transparency, the rule of law, and security against a corrosive, out

-of-control security apparatus.” 

There are four main trends underlying this paradigm shift and calling into question the 

status quo of privacy and cyber-security, Jeppesen indicated: 

1)  Revolutions in storage and data analysis, combined with fears about terrorism and 

more mundane demands of public-sector organisations. Public authorities argue 

that they need to collect increasingly massive amounts of data – held mostly by the 

private sector – in order to extract crucial pieces of information. 

2) Transport implications of government demands for data pose unresolved 

challenges. Any transaction on the internet involving government entities from 

various countries expressing a legitimate interest in citizens from different 

geographical areas is likely to create problems for the companies that hold that 

data. 

3) Fibre optic networks, web-based email and other cloud services. Data is 

increasingly stored and transmitted across borders and through transit countries, 

contributing to unclear definitions of jurisdiction as concerns data retrieval. 

4)  International laws and agreements have allowed governments much greater 

powers to collect data in the name of national security than in ordinary criminal 

cases.  

“What we are seeing,” he concluded, “is a fundamental shift in the surveillance paradigm, 

away from particularised monitoring to a massive systematic surveillance regime which, 

within the U.S., violates the U.S. constitution and stretches constitutional frameworks 

beyond the imagination, making legal oversight impossible.” While U.S. capabilities in this 

area outstrip those of other countries, this is in 

fact a global concern, with similar examples to 

be found in France, Germany, and the United 

Kingdom. 

The NSA scandal has laid bare the wholesale 

breaches of control of the U.S.’ constitutional 

safeguards, with global consequences, stressed 

McNamee. “There is too much tension in the 

balance between individual security and a 

national security regime that has effectively declared independence from the people it 

was created to defend,” he concluded. 

“The issue has become muddied to the 

point where international and govern-

ment agencies are breaking laws con-

cerning citizen rights in order to defend 

those same laws”  
 

Joe McNamee 
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As the internet and data technology phenomena grow, there has been a global and near-

comprehensive decline in the trust that people have in public-sector organisations, noted 

Lute. “The global moment of cyber-awakening coincides with a lack of trust in 

government. This is an issue that must be discussed and resolved sooner rather than 

later.” 

 

Reconciling citizens and consumers: Trust in the digital age 

With the advent of cloud computing and the diminishing importance of national 

boundaries as regards data storage, cloud providers have become increasingly concerned 

about losing consumer trust. “Corporations such as Intel flourish if the internet ecosystem 

flourishes,” Jeppesen said. “At the same time, ensuring that data pertaining to EU citizens 

remains in EU territory is anathema to the concept of cloud computing,” he added. There 

is a need to reconcile the benefits for consumers of a free and open internet with the 

privacy and security of citizens through functioning, legal, and trustworthy surveillance 

systems. 

It is necessary to give up some freedoms for the benefits that surveillance based on 

massive amounts of data provides, noted Cdr. Kurt Engelen, Vice-President of the Euro-

Atlantic Association of Belgium, in an intervention from the audience. “I am not scared 

about the government using my data,” he said. “When they access private data, they do 

so to prevent crimes. How can we make it clear to people that it is worth giving up a part 

of their privacy?” 

To address that question and provide perspective, one must compare and contrast the 

online and offline worlds, Jeppesen said, likening the massive collection of data by 

government agencies to the notion that every letter one receives or sends could be 

registered at the post office. “It is likely that there is nothing to worry about, but the NSA 



SECURITY & DEFENCE AGENDA 34 

scandal suggests otherwise,” he stressed. “You have to put a lot of trust in the people 

who collect and store your data.” 

A fair representation of the argument for data surveillance is that governments are 

searching for the terrorist needle in the citizen haystack. While this argument may be 

valid, the critical element of the issue is what happens to all the other data that is 

collected in the process. “If the national security officials in charge of this data come 

across another piece of data that looks suspicious, they may launch an inquest into non-

terror-related activities,” he concluded.  

“The existence of a database is a greater security threat than having no database at all,” 

stressed McNamee. “Yes, one might find fifteen strands of straw that look like needles 

but are not, and fifteen lives can be ruined.” As an argument in support of this, he cited 

examples of police and tax authorities in Ireland abusing database privileges to stalk and 

harass innocent citizens. 

Underlying the trust issue are the divergent social views on questions of privacy and the 

relationship between citizen and state, Lute indicated. For example, EU countries issue 

national identity cards, whereas in the U.S. 

this would be unthinkable, and companies 

in the EU are required by law to hand over 

data to a greater degree than their 

counterparts in North America. 

“We have to determine what our comfort 

levels are as regards government intrusion 

in our lives as citizens,” she concluded. “It is 

a false choice between privacy and security. We must reconcile the practical aspects of 

the discussion.” 

 

Moving forward in the security vs. privacy discussion 

The first step towards finding workable global solutions to these questions is to reconcile 

fundamentally different views of privacy between governments, citizens, and both public- 

and private-sector organisations. Furthermore, noted Lute, citizens must seek to define 

what expectations they hold for governments in cyberspace, and how to narrate the value 

proposition of governments in their own lives. 

“We as the public need to become better informed,” she concluded. “Normally 

governments are charged with security – managing police forces and the military. While 

this is true for most ‘spaces’, it has not thus far been true for cyberspace. We must begin 

“This is no time for silence. People on the 

internet are almost entirely consumers and 

not citizens. The time is coming  

for us to change that.” 
 

Jane Lute 
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by asking ourselves how do we assign responsibility for our cyber-security?” 

In the case of the NSA, there is supposed to be oversight but, Jeppesen stressed, but by 

their own admission, these overseeing bodies have not been able to perform their 

function. “There is a tremendous amount of work that needs to be done in terms of 

reining in these surveillance programs,” he said. “It is excessively difficult to find out 

exactly what the oversight mechanisms are and how effective they are. This is not a state 

we can live with as global citizens.” 

He urges an international debate on how to handle the issue, beginning with the EU and 

the U.S., as the foremost proponents of the rule of law and global human rights. “The 

best way forward can be found in the context of international human rights law,” he said. 

“International human rights treaties recognise the right to privacy and they also say that 

this right is not absolute.”  

The European Court of Human Rights says that public authorities can interfere with the 

right to privacy for national security purposes in accordance with the law, when 

necessary. “What this means is not clear at the moment,” he concluded. “We need more 

transparency in order to have an informed debate.” 

 

“The truth is that the NSA has admitted that, in the twelve months prior to May 2012, 

there were 2.776 breaches of data as a result of their activities,” McNamee underlined. “I 

think the EU and the US are well-placed to take a lead in solving the cyber-security 

problem. However, the current practices have done too much damage to their credibility 

worldwide.” 

“The issue has become muddied to the point where international and government 

agencies are breaking laws concerning citizen rights in order to defend those same laws,” 

he concluded. “What are needed are necessity, proportionality, and a fresh look at digital 

privacy rights, based on international human rights principles.”  

“What is doing severe damage to the openness of the internet are not the revelations,” 

concluded Lute. “What is doing damage to you and me every day are the criminals who 

are online. This is no time for silence. People on the internet are almost entirely 

consumers and not citizens. The time is coming for us to change that.” 
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Brigadier General Bruce T. Crawford  

Director for Cyber-security 

U.S. European Commmand (USEUCOM) 

 

Brig. Gen. Crawford is responsible for directing the employment and activities of 

assigned, attached and support cyber forces to ensure the integ<rated planning, 

synchronization, monitoring and assessment of joint cyber operations within 

USEUCOM’s area of responsibility. 

Amelia Andersdotter 

Member,  Industry, Research and Energy  Committee (ITRE) 

European Parliament 

 

Internet freedom, a future-minded IT-policy, freer access to knowledge and culture, 

increased investments in science and research and a more intelligent industrial 

policy are some of the issues Andersdotter is passionate about. She is a member of 

the committee for industry and research (ITRE) of the European Parliament and of 

the Swedish Pirate party. She has been named one of the worlds ten most 

important internet activists for 2012. 

Speakers  
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Patryk Pawlak 

Senior Analyst 

European Union Institute for Security Studies (EUISS) 

 

Pawlak deals with internal security policies of the EU, in particular border 

protection, counterterrorism and cybersecurity. Prior to joining the EUISS, he was a 

visiting scholar at numerous research institutions, including the Center for 

Transatlantic Relations (Washington, DC), the Center for Peace and Security 

Studies at Georgetown University (Washington, DC) and the Centre for European 

Policy Studies (Brussels). 

Jamie Shea 

Deputy Assistant Secretary General for Emerging Security Challenges 

North Atlantic Treaty Organization 

 

Shea held several senior positions at the North Atlantic Treaty Organization prior to 

his current one, including Director of Policy Planning in the Private Office of the 

Secretary General. He also holds a number of academic position, most notably with 

the Collège d’Europe in Bruges.  

The SDA’s 2012 Security Jam, the massive online debate which brought together some 

4,000 participants over a four day period, identified the hiring of cyber-security 

professionals as a top priority. The SDA picked up this theme and brought together over 

one hundred senior representatives from NATO, EU institutions, national governments, 

industry, NGOs, academia and the media to discuss solutions  

SDA Director Giles Merritt highlighted the gravity of the problem by citing that “more 

than 20% of the US Department of Homeland Security’s cyber jobs are unfilled”. In light of 

this obvious deficit he questioned whether pay was a contributing issue. 

Brig. Gen. Bruce T. Crawford, EUCOM Director for Cyber-Security stated that the cyber 

challenge “is unlike any other that we face today, and so we have to apply some new 

thinking to this challenge.”  

Firstly he championed that manning, training, equipment, and organisation for the cyber 

challenge is an investment, and must be seen as such by governments and organisations. 

Secondly, in recruiting for the cyber profession, he emphasised that the general public 

needs to be made aware of and educated about the concept of cyber, and that some 

demystifying needs to be done.  

Crawford insisted that raising interest in cyber needs to occur at a younger age, and that 

steps should be taken to generate the intellectual curiosity necessary in educational 

institutions. He explained that the problem isn’t “about pay, but more about generating 
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interest – a lot of youngsters out there are 

digital natives, they know of nothing but the 

digital world, so this has more to do with 

them being interested in general, not just in 

their pocket book.” Demystifying the cyber 

field and showing people what they are really 

doing and what the value added is in their 

participation can, he believes, go a long way to creating an inherent interest in cyber 

professions. 

Amelia Andersdotter, Swedish Member of the European Parliament, added that part of 

the “fundamental challenges in the field of information and communications policy is that 

the word cyber is too cool.” She rhetorically asked if Edward Snowden and Bradley 

Manning’s revelations were not their attempt to demystify the cyber field. However, in 

doing so their actions caused a highly traumatic debate in society about cyber, which 

additionally has caused many problems for industry actors trying to create future markets 

for consumers and citizens.  

Andersdotter reasoned that part of the problem is that “our law enforcement agencies 

and military complexes are now surrounded by legislation that encourages them to attack 

networks, hack and spy. In turn it incentivises the creation of hacking tools that exploit 

and sell vulnerabilities and make surveillance tools.” The on-going policy debate has not 

yielded results, with Member States and institutions fighting to keep the intelligence 

privileges they were given post 9/11. This 

“extremely hostile environment” is the cause 

of unfilled jobs rather than a lack of interest 

in the information communication 

technologies sector. 

Merritt asked if what keeps political leaders 

awake at night isn’t the possibility that 

“critical infrastructures could suddenly grind 

to a halt because [there aren’t] enough 

people defending the ICT systems that make these things work?” rather than surveillance 

and intelligence gathering? 

“There is no accountability for software vendors in the field of critical infrastructure 

“replied  Andersdotter, unlike in the airline and shipping industries. This makes no sense, 

as surely if a product has vulnerabilities in it then its creators should be held liable.  

Patryk Pawlak, a senior analyst at the European Union Institute for Security Studies, 

“A lot of youngsters out there are digital 
natives – they know of nothing but the 

digital world – so this has more to do with 
them being interested in general, not just 

about their pocket book.”  
 

Brig. Gen. Bruce T. Crawford 

“The on-going policy debate has not 
yielded results, with Member States and 

institutions fighting to keep the intelligence 
privileges they were given post 9/11. This 

extremely hostile environment is the cause 
of unfilled jobs.” 

 

Amelia Andersdotter 
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admitted that in his view “there is actually no such thing as one cyber professional, and 

this is part of the problem.” Cyber is often presented as something that can only be done 

by either programmers or engineers. The reality is that there are many professions which 

contribute to a more secure cyberspace . He suggested that the best way to demystify the 

cyber profession is to steer away from defining it as the profession too narrowly but 

rather focus on the different avenues of employment. “When talking about cyber 

professionals we are talking about diplomats, law enforcement agents, the development 

community, engineers, and teachers […] there is no one answer as it is a horizontal 

responsibility,” he stated. Some professions are more advanced in clarifying their 

contributions to cyber while others are still struggling to find their place.  

Pawlak indicated that some of the solutions already on the table already contribute – 

directly or indirectly - to generating cyber workforce and qualifications. For instance the 

Network and Information Security (NIS) Directive proposes a voluntary frameworks such 

as the NIS Driving License or imposes obligations 

on Member States, de facto forcing them to 

generate the necessary labour force. This would 

have a bonus effect of raising education standards 

and awareness about the cyber profession. Those 

same skills and capabilities are generated through 

exercises such as those regularly carried out by 

ENISA or individual member states.  

Pawlak also had a few recommendations of his own; developing  a universally understood 

ethos for cyber professionals – similar to the civil servants status - was identified as a 

fundamental need. “When you think about it […] these are often people with access to 

information about millions of citizens, and they can do many things with it. Recognising 

their service and building up their reputation may constitute an important incentive 

where financial gratification is limited” Pawlak reasoned.  

Jamie Shea, Deputy Assistant Secretary General for Emerging Security Challenges at 

NATO, insisted that cyber is the area where you cannot handle the threat from within 

“There is actually no such thing as a 
cyber professional, and this is part of 

the problem. […] We are talking 
about diplomats, law enforcement 

agents, the development community, 
engineers, and teachers .” 

 

Patryk Pawlak 
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your own community in the same sense that you can handle missile threats or 

conventional threats from within your own community. He believes that concerning "the 

cyber domain it is not just [a question of] do I have the right people, and do I have enough 

of them - to which the answer is no I think for virtually everybody - but do I have the right 

network outside of my organisation, so that I am getting up-to-date information about 

threats, and the relevant tip offs?"  

He went on to explain that NATO benefits, like 

many other organizations, from the white hats or 

cyber amateurs etc, who just call up and report 

possible vulnerabilities that they think NATO might 

not have previously been aware of. He emphasised 

that the cyber business today is really about who 

you know, who is willing to help you, how good your contacts are and how willing your 

are to keep them up. He also noted that "we occasionally get tip offs from very unlikely 

sources. Though often these are the same people who can tip the other way."  

It is also about the quality of partnerships with industry, the ability to reach out across 

industry and governments for malware sharing platforms, confidential data exchange 

systems etc. Operators need to be able to go to the intelligence community and flag 

potential threats and vice-versa. 

An important problem in evaluating cyber threats is the complete absence of a reliable 

base line metric. Without it there is no real way to evaluate a threat, the actual damage 

inflicted, or how many specialists are needed to mitigate it. Defence should not solely rely 

on how many people are needed but rather ensuring the right mix of skills and a general 

cyber-defence culture throughout the organisation.  

Anne-Sophie Bernard, from the European Commission’s DG Connect, spoke about the NIS 

driving licence, a certification programme to recognise cyber-security skills, meant to help 

facilitate the movement of these skills across Europe, the cyber security championship, 

and the European cyber-security month. Andersdotter added that working with 

computers is to be made 'cool' at school, targeting girls in particular.  

Pawlak added that cyber is too often discussed only from the military and defence 

perspective. "The discussion turns immediately to discussion about cyber-conflict, cyber-

war, the defence industry and so on [...] rather than talking about the loss of intellectual 

property due to cyber-espionage, companies going out of business because their 

commercial secrets are being stolen ."  

A representative of the European External Action Service asked if the outsourcing of IT 

needs, as done by U.S. agencies, could be the answer to the needs of EU/NATO Member 

"We occasionally get tip offs from 
very unlikely sources. Though often 
these are the same people who can 

tip the other way."  
 

Jamie Shea 
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States? The panellists generally agreed that outsourcing was not the answer but that 

there should be internal cyber-capabilities across the public-private divide. 

Merritt summarised that "we are very unsure what the problem is exactly, and until 

something goes very wrong we won’t start to crystallise our thinking, which then might be 

around yesterday’s problem rather than tomorrow’s." 
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In 2014  
Below is an outline of some of the activities scheduled. Please check our website 

regularly for updates.  

 

20 January  

Cross-border crime and corruption in Europe:  

what next after the Stockholm Programme? 

Roundtable, Berlin - Organised in cooperation with Friends of Europe and the European 

Commission’s Directorate General for Home Affairs (DG HOME) 

 

February 

Cyber-security technologies –What does tomorrow have in store  

Evening debate 

 

April 

Facing up to cyber-risk  

Evening debate 

 

5 June  

The next security era  

International conference 

 

October  

Insurance and liability in the cyber-age  

Evening debate 

Turkey as a regional, political and industrial power  

Roundtable, 2-6 June 

 

November  

China’s developing security role,  

International conference, 5 june 

Personal data protection: Necessity, proportionality and digital privacy rights  

Evening debate 
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For further information on SDA membership, contact us at: 

Tel: +32 (0)2 300 29 91 | E-mail: info@securitydefenceagenda.org 
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