
JAMES MARTIN CENTER FOR

NONPROLIFERATION STUDIES

MIND  THE GAP
THE ROLE OF LIABILITY  AND INSURANCE REGIMES 

IN STRENGTHENING RADIOLOGICAL  SECURITY

Miles A. Pomper        August 2014





2 
 

Given that in a radiological attack the loss of life or injury will be far lower than in a nuclear attack, the major 
costs of an attack are expected to result from its effect in reducing or denying public access to and interest in 
contaminated areas and enterprises, particularly commercial enterprises. Such costs are commonly described as 
event recovery costs, business impact costs, and perception-based costs. Event recovery costs include the costs of 
decontaminating and otherwise restoring areas affected by an attack, and expenses related to relocation, 
compensation, and health care. Business impact costs include the costs of economic activity displaced by the attack 
(both within and outside the affected area) and diminished spending by affected employees. Perception-based 
costs, which can persist for many years, include a diminished willingness to purchase goods or services from, or 
invest in, the affected area. Potential costs, therefore, will be significantly affected by a number of factors: 

1) The level at which decontamination is determined to have been completed and employees and 
residents can return to the affected area. At a higher threshold of remaining contamination, for 
example, non-destructive cleanup methods might be employed and a smaller area would have to be 
cleaned up: at a lower threshold, more expensive demolition or abandonment may be required and more 
land would be involved.3   

2) The value of the area and affected enterprises closed off by the attack. Government studies indicate 
that an attack in downtown Manhattan or London would incur event recovery costs alone estimated at 
$25 billion per square kilometer; those in a far less dense and mixed use urban area like Albuquerque, 
New Mexico, might have event recovery costs fifty times less, or about $500 million per square kilometer. 
A 2012 study by the University of Southern California (USC) for the Department of Homeland Security 
of an attack in downtown Los Angeles did not calculate event recovery costs but did estimate roughly $2 
billion a year in business impact and perception costs per year.4   

3) Long-term perception costs will likely overshadow other costs. That USC study indicated, for 
example, that in the decade after the attack in downtown Los Angeles, perception-based costs of about 
$20 billion might be anticipated, with business impact costs running roughly one-tenth of that.5   

4) An adversary’s capabilities to contaminate an area. The technical skill with which a terrorist developed 
a weapon or the environments they choose to contaminate (land, water, etc.) will impact the damage they 
can cause.  

5) The nature of the high-risk source used. Terrorists that used cesium chloride, for example, might cause 
particularly large economic losses given its power to contaminate large areas for many years and the 
difficulty of cleaning it up.  

 

Who Pays? The Contrast of Liabil ity for Radiation from Radiological Sources and from Nuclear Plants 

To understand the gaps in liability and insurance for radiation sources, it is instructive to look at the legal 
regime governing nuclear power plants and related materials. Liability for dangerous nuclear radiation (the 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
3 The appropriate decontamination level is far from settled. For a sampling of the debate on the issue, see Douglas 
Guarino, “Federal Panel: Dirty Bomb Cleanup Need Not Follow US Cancer Rules,” November 26, 2012, 
<www.nti.org/gsn/article/federal-panel-dirty-bomb-cleanup-need-not-follow-us-cancer-rules/>. 
4 J. A. Giesecke, W. J. Burns, A. Barrett, E. Bayrak, A. Rose, P. Slovic, and M. Suher, “Assessment of the Regional 
Economic Impacts of Catastrophic Events: CGE Analysis of Resource Loss and Behavioral Effects of an RDD Attack 
Scenario,” Risk Analysis 32 (2012), pp. 583–600.  
5 Ibid. 
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that the likelihood of such a judgment is likely to increase if the federal government has formally certified an 
attack as a terrorist attack. 15  

Many US insurance companies which provide terrorism insurance, for example, have told the Government 
Accountability Office (GAO) that they do not underwrite chemical, biological, radiological, or nuclear 
(CBRN) risks because the lack of available data to assess the frequency and severity of attacks makes it 
difficult to construct appropriate models, leading insurers to focus on worst case scenarios. They also have 
resisted including this coverage because the scale of potential losses and the deliberate nature of the acts and 
the lack of available reinsurance makes such coverage difficult to price or too expensive.16 Industry experts also 
complain that a shortage of communication between government and industry makes it difficult to build 
models for estimating risks of a radiological terrorist attack and appropriate insurance policies to cover them. 
For example, they cite a lack of information about near misses and failed attacks. Acknowledging this can be 
difficult to do, they nonetheless point out that such information sharing is carried out in other sensitive 
industries. In fact, the Congressional Budgetary Office has managed to construct such models in order to 
determine the likely payout of claims for such an attack and the federal government’s potential share in these 
expenses before they are recouped.17 

Indeed, where such insurance is available today, it is generally perceived as too expensive given the estimated 
risk of an accident. For instance, there is a limited, stand-alone insurance market for CBRN insurance today 
but low demand and high prices—as much as five to ten times higher than general property insurance, 
according to the 2014 White House report—have prevented most businesses from purchasing coverage.18 
One nearly ten-year-old study estimated that only 35 percent of insurers offered CBRN coverage in TRIA-
eligible lines, and less than 3 percent of policy holders opted for it.19 The capacity of this market is also 
limited, for instance, with limits of as little as $750 million in some high-risk locations.20 This contrasts with 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
15 The Treasury Department released an interpretative letter in 2004 stating that the program covers loss from a 
Treasury-certified act of terrorism, if the coverage for those perils is provided in the policy issued by the insurer. 
(Interestingly, no such certification was made after the 2013 Boston Marathon attack.)  
16 Government Accountability Office, Terrorism Insurance: Treasury Needs to Collect and Analyze Data to Better 
Understand Fiscal Exposure and Clarify Guidance, GA0-14-445, May 2014, p. 51. See also The President’s Working 
Group on Financial Markets, The Longterm Availability and Affordability of Insurance for Terrorism Risk, April 2014, p. 
16 (see footnote 91 in particular), <www.treasury.gov/initiatives/fio/reports-and-
notices/Documents/PWG_TerrorismRiskInsuranceReport_2014.pdf>.  
17 It is interesting to note that insurance industry experts consulted by the Congressional Budget Office (CBO) 
apparently believe that annualized, projected, TRIA-backed CBRN losses to the federal government under a recently 
introduced House reauthorization bill (described below) are now estimated as lower than they were when the law was last 
reauthorized in 2007, although the reasons for this differences are not explained by CBO. The expected annual losses 
under the 2014 legislation were $650 million in the current study versus $800 million in 2007, but would only apply in 
any cases to where policy holders had TRIA-based coverage. Congressional Budget Office, Cost Estimate: HR4871-TRIA 
Reform Act of 2014, July 15, 2014, <www.cbo.gov/sites/default/files/cbofiles/attachments/hr4871.pdf>. 
18 This figure is for “standalone” coverage, which differs from the typical embedded coverage available for standard 
terrorism insurance. The President’s Working Group on Financial Services, 2014. A similar multiple of five for CBRN 
coverage was cited by a Washington DC real estate developer in the 2008 GAO report.  
19 US Department of the Treasury, Assessment: The Terrorism Risk Insurance Act of 2002, Report to Congress, 
Washington, DC: June 30, 2005, <www.treasury.gov/resource-center/fin-mkts/Documents/tria_studyby_treas.pdf>. 
Similar conclusions were reached by the interagency President’s Working Group on Financial Markets in its September 
2006 Terrorism Risk Insurance report.  
20 President’s Working Group on Financial Markets, April 2014, p. 24. 
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In determining how to provide greater CBRN coverage, one model lies in Europe. Some European 
governments have made it possible for insurers to include CBRN coverage by permitting the companies to 
obtain reinsurance from government-backed terrorism insurance pools like the UK’s Pool Re and France’s 
Gestion de lÕAssurance et de la RŽassurance des risques Attentats et actes de Terrorisme, or GAREAT.27 Under Pool 
RE, insurers pay into a common pool. Should an attack occur, an insurer will cover the first £20 million 
(about $34 million) in property damage or business interruption costs. After that, the pool will provide 
additional resources until it is exhausted (current resources are about £5 billion pounds) with the government 
providing the ultimate backstop. 

GAREAT contains an interesting provision requiring all commercial policy holders to purchase antiterrorism 
insurance (including CBRN coverage) as part of their property insurance.28 This approach may have some 
benefits in spreading risk among a larger pool, but—at least in the United States—might fail to gain political 
traction, given the heated debate about somewhat similar requirements in the Affordable Care Act (a.k.a. 
Obamacare). Moreover, even basic terrorism insurance is far from universal in Europe or other developed 
countries, and CBRN coverage even more so. 29 

 

Practical Challenges in Holding a Licensee Liable 

Should laws assign strict liability to a licensee, compelling those licensees to pay compensation to victims 
could face practical challenge that should be addressed.  

Forensics 

Given the homogeneity, portability, and failure to implement potential tracking and identification 
technologies for radiological sources, it would likely be difficult to track an attack to a particular source and its 
licensee. Forensics could be further complicated if the material is used in a dirty bomb attack, with an 
explosion destroying much of the evidence. 

To be sure, there are some practices and technologies that might be helpful. For instance, most modern sealed 
sources have a serial number engraved in the stainless steel encapsulation that might allow a source to be 
tracked back to the licensee and manufacturers of the relevant device. Unfortunately, record keeping is often 
poor, sources are sometimes resold, licensees can disappear, and such serial numbers are much harder to detect 
after an attack. One possibility might be for isotope producers or device manufacturers to add an additional 
unique isotope to their products, which would not affect the use of the source but would allow identification 
even after an accident.30 To be effective, such a step would require international agreement. In addition, better 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
27 Catastrophe Risk: U.S. and European Approaches to Insure Natural Catastrophe and Terrorism Risks 
GAO-05-199: February 2005.  
28 Spain and Australia have similar requirements, according to John Cooke, “Terrorism Risk Insurance in Selected 
Countries,” Policy Issues in Insurance, OECD, 2005, pp. 241-275.  
29 Ibid. 
30 This possibility has yet to be explored rigorously, but CNS Scientists-in-Residence George Moore and Ferenc 
Dalnoki-Veress postulate that a small amount of a unique combination and ratio of isotopes could be produced and 
work as an identifier. One possibility might be for a manufacturer to add Cesium (Cs)-137 and Cs-134 to all of its 
sources at the end of the production process. Another, more complicated, approach would be adding different isotopes of 
the same type to each type of source. After a detonation, the traces of the material could be analyzed for the unique 
isotopic ratio, which should persist no matter how little material remained. 
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