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EXECUTIVE SUMMARY

oney laundering and terrorism financing

pose a significant threat to security and

developmental efforts worldwide and
increasingly undermine the integrity of the global
financial system and its long-term stability. Many states
in the Greater Horn of Africa region are experiencing
rapid economic growth and have increasing access to
global markets. With predominantly informal and
cash-based economies, these states are particularly
vulnerable to money laundering and terrorism financ-
ing activities. This vulnerability is further enhanced
by absent, nascent, or incomplete financial regulatory
mechanisms as well as limited law enforcement and
judicial capacities to respond to violations. Poverty,
weak governance, corruption, porous borders, and
political instability all contribute to the enabling envi-
ronment for transnational organized criminal and
terrorist groups in the Greater Horn region. Although
overarching regulatory frameworks and institutional
capacities remain low, political interest and technical
attention and resourcing is growing in the region. In
particular, a willingness to engage on these issues at the
national level is rising.

This report provides a new assessment of develop-
ments related to anti-money laundering and counter-
ing the financing of terrorism (AML/CFT) efforts in
East Africa and the Greater Horn region and offers a
review and analysis of 10 countries: Djibouti, Eritrea,
Ethiopia, Kenya, Somalia, South Sudan, Sudan,
Tanzania, Uganda, and Yemen. It builds on the 2012
baseline study, titled “ISSP-CGCC Joint Baseline
Study on Anti-Money Laundering and Countering the
Financing of Terrorism in the IGAD Subregion,” and
includes two additional countries, Tanzania and Yemen,
because of the geographical and strategic importance
of these two countries to the cross-border risks shared
among Intergovernmental Authority on Development
(IGAD) member states and these non-IGAD members.

This report combined desk research and analysis with
limited in-country visits. To the extent possible, each
country’s assessment covers similar areas, including a
recap of the findings from the 2012 baseline study and
a summary of findings and recommendations to date;

a broad economic snapshot of the country and relevant
political context; progress on AML/CFT efforts, such as
the national legal framework and the operationalization
of a financial intelligence unit; ongoing risks and vul-
nerabilities, largely focused on sectoral risks and con-
crete implementation of legal frameworks; and emer-
gent entry points for action and further development.
Below is a summary of findings.

Djibouti

As noted in the 2012 baseline report, Djibouti has an
operational financial intelligence unit (FIU) and laws
that criminalize terrorism-related offenses, including
money laundering and terrorism financing within the
country. Djiboutian FIU staff have received training on
financial intelligence and analysis from international
entities and have engaged relevant actors at regional
conferences and workshops on AML/CFT topics.
Nevertheless, Djibouti’s AML/CFT framework and
infrastructure in 2014 closely resembles that from 2012.
Although functional, the FIU does not have sufficient
human resources support, limiting its ability to fully
execute its mandate. Djibouti lacks observer or member
status in a Financial Action Task Force (FATF)-style
regional body (FSRB) and has not yet undergone an
FATF review. Without membership in an FSRB, for-
malized cooperation with Djibouti on AML/CFT issues
beyond its borders is limited. Although Djibouti has not
formally requested observer status within the Middle
East and North Africa Financial Action Task Force
(MENAFATF), the country continues to work toward
fully meeting international AML/CFT standards and
demonstrates political will in undertaking those efforts.
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Djibouti’s important strategic location, small geo-
graphic size and population, and relative political sta-
bility present it with opportunities for sustained and
enhanced economic development. At the same time,
like many other jurisdictions, it is increasingly suscepti-
ble to potential criminal abuse or misuse of its financial
system. The expansion of Djibouti’s port infrastructure
enables it to process increased trade volumes. Djibouti’s
legal framework supports an active and growing busi-
ness sector with a diverse portfolio of incoming and
outgoing financial flows. The effectiveness of Djibouti’s
AML/CEFT legislation is limited by minimal oversight
and guidance with regard to reporting and exchange of
information, potentially rendering Djibouti vulnerable
to money laundering and other illicit activities. Such
occurrences could threaten future foreign direct invest-
ment and international aid, which are instrumental
components of the economy.

Further support of the FIU with particular attention to
hiring additional analysts would be valuable to ease the
workload for existing staff. Once these human resources
needs have been met, training and targeted guidance

on interactions with nondesignated financial businesses
and professions would be beneficial toward fulfilling
the FIU’s mandate beyond supervision of banking insti-
tutions. Additionally, confirmation of observer status

in MENAFATF would be beneficial for Djibouti as the
country seeks to enhance its cooperation with regional
counterparts.

Eritrea

The 2012 baseline report noted Eritrea’s economy as
being significantly regulated by the state and having a
limited formal financial sector. Remittances from its
overseas diaspora were cited as a significant contributor
to the Eritrean economy, as was the burgeoning min-
ing sector. At that time, no formal law or framework
was in place on AML/CFT issues. The UN Security
Council continued to impose sanctions against the
country, which were challenged by the Eritrean gov-
ernment, but potential entry points were identified
through enhanced engagement between Eritrea and its
trading partners.

Since 2012, Eritrea has made some progress on devel-
oping its AML/CFT framework with the passage of its
AML/CFT law in September 2014. The law calls for
the formation of a financial intelligence unit, but the
establishment of one has not been confirmed. Eritrea is
increasingly altering its approach to economic develop-
ment and is actively trying to create opportunities for
cross-border cooperation and coordination. Renewed
privatization of several state-owned enterprises, increased
mining production and investment opportunities, and
heightened engagement in international fora can be
viewed as positive steps toward the strengthening of
regional and international relations that would encour-

age economic development and AML/CFT efforts.

Economic development related to mining, particu-

larly as investments in the sector grow, is expected to
improve the welfare of the majority of Eritreans in the
short term, generating employment opportunities and
revenues that can be diverted toward the provision of
social services. The Eritrean government, in formulating
new policies, is attempting to emulate lessons learned
from oil countries that have already undergone devel-
opmental growing pains. Eritrea continues to adhere to
certain restrictive economic policies, and combined with
a decline in diaspora remittances and the continued
imposition of UN sanctions, these factors contribute to
Eritrea’s political isolation from the international system,
the lack of foreign investment, and a weak economy.

Eritrea poses limited risk for money laundering and
terrorism financing activities. Although independent
and reliable information regarding economic activity
and vulnerabilities is largely unavailable, additional
information on sectors such as mining could be derived
from increased international investment. The recently
passed AML/CFT law and more public reporting by
international mining companies operating in the coun-
try now offer at least some potential entry points for
engagement with Eritrea by regional and international
organizations as well as bilateral donors.

Ethiopia

The 2012 baseline report characterized Ethiopia as a
fast-growing economy and a country of primary con-
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cern vulnerable to money laundering and terrorism
financing activities. Subject to the FATF global
AML/CFT monitoring process since 2010, Ethiopia
has made substantial progress in the last three years on
strengthening its legal framework, building capacity
among stakeholders on AML/CFT issues, and improv-
ing coordination and information sharing between rele-
vant institutions.

In recognition of these efforts, as of October 2014,
Ethiopia is no longer subject to the FATF monitor-
ing process. Although Ethiopia has made substantial
improvements in its legal framework and in finan-

cial institution compliance, designated nonfinancial
businesses and professions remain an area of money
laundering and terrorism financing vulnerability, par-
ticularly because Ethiopia is a hub for cross-border
trade in East Africa and the Greater Horn of Africa
region. Additionally, the Financial Intelligence Center
(FIC) is still developing its analytical capacity through
continued staff training and the implementation of a
comprehensive AML/CFT software system. The lack of
such software presents one of the biggest challenges to
FIC staff in creating a more robust analysis process and
streamlining record keeping and case management.

Political will remains high across some institutions, and
considerable achievements have been made in the imple-
mentation of AML/CFT efforts, but a weak bureaucratic
system and the generally slow pace of reform in Ethiopia
continue to present challenges. These issues are further
compounded by high turnover rates in working-level
positions, coupled with the lack of AML/CFT training
in the country’s graduate-level academic institutions.
With Ethiopia’s recent removal from the FATF monitor-
ing process, it is important to build on recent momen-
tum and investment to encourage continued capacity
building and engagement to sustain the advancements
that have been made and address the remaining vulnera-
bilities. The FIC is committed to achieving membership
in the Egmont Group of Financial Intelligence Units.

Kenya

In the 2012 baseline report, Kenya was subject to the
FATF global AML/CFT monitoring process. Kenya

had passed an AML/CFT bill in 2009, but its FIU
was not yet operational, and overall implementation
was limited. Moreover, Kenya was deficient in CFT
procedures, lacking a national provision for asset
freezing. Overall, Kenya’s AML/CFT regime was
nascent, and there appeared to be limited levels of
political will.

Kenya’s emerging economy is projected to grow
even more rapidly over the next decade for a variety
of reasons, including a recently enacted policy of
governmental devolution, potential oil reserves, and
increased regional trade cooperation. In the past two
years, Kenya has demonstrated a significant increase
in political will to address AML/CFT measures.
With the passage of AML and terrorism prevention
laws in 2012, as well as the enactment of clarifying
regulations to assist in their implementation, many
deficiencies have been addressed, and Kenya is now
considered compliant with international AML/CFT
standards. Kenya’s FIU, the Financial Reporting
Center (FRC), is fully operational and has begun
receiving suspicious transaction reports (§STRs). In
recognition of these efforts, Kenya was removed
from the FATF monitoring process in June 2014
and is exploring membership in the Egmont Group.

Common AML/CFT risks, such as corruption,
illicit trade flows, and illegal wildlife trafficking,
linger. Limited institutional resources may hinder
implementation efforts, particularly as the FRC
seeks to expand its capacities and increase levels of
compliance from reporting entities and supervisory
authorities. Furthermore, FRC contributions made
by the collection of STRs are diminished by a lack
of resources among law enforcement professionals.
The few judicial prosecutions related to money
laundering and terrorism financing suggest a lack of
interaction between the principal agencies. Kenya
must maintain high levels of political will as it con-
tinues efforts to implement AML/CFT measures.
Additionally, these efforts must be situated within

a broader push for increasing transparency and
accountability by governmental institutions in order
to ensure their effectiveness and sustainability.
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Somalia

The 2012 baseline report identified Somalia as the
“most significant source” of money laundering and
terrorism financing risk for the IGAD subregion. The
country had neither an infrastructure for governmental
financial institutions nor a formal banking sector, and
hawalas accounted for a considerable portion of the
economy. The Transitional Federal Government and
Somaliland and Puntland authorities were unable to
suppress or prevent money laundering and terrorism
financing activities.

The situation in Somalia has evolved over the past two
years even though the country remains beset with secu-
rity and governance challenges. The transitional govern-
ment was officially replaced by the Federal Government
of Somalia in August 2012, and since then, government
ministries that would form the backbone of a Somali
AML/CFT regime have been reconstituted, includ-

ing the Ministry of Finance and the Central Bank of
Somalia. Persistent challenges, including corruption,
continue to hamper sustainable reforms in this area;
beyond the reestablishment of these institutions, the
federal government has not made progress on AML/CFT
matters. Additionally, terrorism threats emanating

from Somali-based al-Shabaab continue to concern

all countries in the region, although efforts to degrade
al-Shabaab’s capabilities in Somalia have yielded some
positive results.

The Federal Republic of Somalia is an internation-

ally recognized country and a member of the United
Nations, but the federal government has direct control
only over some portions of the country’s pre-1991
territory, with its power concentrated in the south and
center of the country. The emergence of new regional
administrations in Somalia, such as the recently
declared Southwestern State of Somalia, minimizes the
federal government’s control in various areas that were
under its jurisdiction until recently. Additionally, the
governance structures in Puntland and the self-declared
republic of Somaliland do not fall under the federal
government’s authority, and progress on AML/CFT
issues in Somalia as a whole therefore must consider
measures and actions in these regions. For example,

Somaliland has a central bank and proposed AML
legislation awaiting debate in its parliament. Although
no formal AML/CFT initiatives have been publicly
documented in Puntland, dialogue led by trusted inter-
locutors has taken place between hawalas and Puntland
central bank authorities.

The federal government, Somaliland, and Puntland
do not have the requisite capacity to control money
laundering and terrorism financing in Somalia, nor do
they have sufficient information to effectively coor-
dinate efforts on this issue among themselves. More
emphasis is needed to hold accountable those federal
government institutions managing domestic and inter-
national revenue, including an active zero-tolerance
policy on corruption and investigations on reported
cases. Furthermore, an AML/CFT component should
be included in any broader anticorruption initiatives.
Cooperation on suspected money laundering and ter-
rorism financing cases among the federal government
and the regional administrations must be prioritized.
In the meantime, one encouraging development is the
recent induction of Somalia as an observer country to

MENAFATF in November 2014.

South Sudan

When the 2012 baseline report was published, South
Sudan’s regulatory and political climate was very fluid.
As the newest state in the world, South Sudan had a
number of vulnerabilities to money laundering and
terrorism financing activities but had not established
any legal framework to address these crimes. Awareness
of each was very low, with key officials unable to artic-
ulate a comprehensive definition of the crimes or their
practical implications for the economy.

Since that time, the country has made significant
improvements in its AML/CFT regime. Still facing a
dynamic and complicated political and security situ-
ation, South Sudan passed its first AML/CFT law in
2012. The law defined money laundering and terrorism
financing and called for the establishment of an FIU.
Although it was a notable achievement and demonstra-
tion of political will, the law has not been assessed for its
level of compliance with international standards due to
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its recent passage and South Sudan’s lack of membership
in an FSRB. Additionally, progress on implementation
has likely been limited due to resource constraints and
the prioritization of security and humanitarian concerns.

Without an operational AML/CFT regime, South
Sudan remains vulnerable. The country has a large
foreign currency black market, which could serve as
an enabling environment for laundering criminal pro-
ceeds. Corruption remains a key concern for South
Sudan, although efforts have been made within senior
levels of the administration to address these challenges.
Additionally, South Sudan is faced with generally low
levels of AML/CFT awareness among stakeholders,
which will require a substantial investment of political
and resource capital to address.

The development and provision of technical assistance
to South Sudan’s FIU should be the international com-
munity’s initial focus for building the capacity of the
South Sudanese AML/CFT regime. The promotion of
membership in FSRBs will be important in enhancing
regional cooperation and information sharing, and the
process of undergoing mutual evaluation as a require-
ment for membership will be crucial to the creation of
a national action plan to address financial crimes. As
South Sudan’s AML/CFT regime develops, clear regu-
latory and inspection processes must be established to
ensure adequate and sustained implementation as part
of a broader push to improve financial transparency and
reduce levels of corruption across the country.

Sudan

The 2012 baseline report noted the difficulty of assess-
ing financial governance in Sudan, given the state’s isola-
tion from the global financial system due to long-stand-
ing unilateral sanctions and heavy involvement in the
private sector. Progress toward institutional reform was
noted with the passage of the 2010 Money Laundering
and Terrorism Financing Act, but assessment of imple-
mentation and the operationalization of its FIU was
difficult because of low levels of financial transparency.

Since then, Sudan has taken measurable steps to
strengthen its AML/CFT regime. Sudan participated
in a mutual evaluation with the Middle East and

North Africa Financial Action Task Force, which
assisted in identifying deficiencies in the country’s 2010
AML/CFT law. The government has demonstrated
political will in addressing these issues and passed an
updated AML/CFT law in June 2014, developed a
national AML/CFT action plan, and issued decrees
related to the freezing and seizure of terrorist assets
under UN Security Council Resolutions 1267 and
1373. In addition, the FIU has undertaken efforts to
build capacities through training programs for staff and
relevant stakeholders.

Sudan remains vulnerable to money laundering and
terrorism financing crimes. Its continued isolation from
the international financial system due to long-standing
U.S. and UN Security Council sanctions contributed
to a foreign currency crisis that has fostered the growth
of a large black market. A weak and overlapping regu-
latory structure will present a significant and pressing
challenge as the country seeks to expand and diversify
its economy following the succession of South Sudan.
This deficiency is further compounded by low aware-
ness among reporting entities and enforcement efforts
constrained by limited levels of human and capital
resources, which have otherwise been prioritized to
address Sudan’s critical security and humanitarian

issues.

In order to ensure continued political commitment, the
international community must demonstrate the posi-
tive impact of AML/CFT measures on Sudanese eco-
nomic development and position any capacity-building
initiatives within that framework. The FIU, which has
shown a willingness and capacity to engage with inter-
national actors to strengthen the Sudanese AML/CFT
regime and will serve as a key entry point for interven-
tion, would greatly benefit from a coordinated and tar-
geted program of technical assistance.

Tanzania

The 2012 baseline study did not examine Tanzania
because the study focused on IGAD countries and
Tanzania is not an IGAD member.

Since the FATF listed Tanzania as a jurisdiction with
strategic money laundering and terrorism financing
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deficiencies in October 2010, Tanzania has been con-
sistently responsive to feedback from regional and
international bodies on strengthening its AML/CFT
regime. After having met its substantive points for
progress and improvement, Tanzania is no longer sub-
ject to the FATF global AML/CFT monitoring process
as of June 2014.

Tanzania is moving toward effective and enhanced
implementation of its AML/CFT laws, primarily
through enactment of its national AML/CFT strategy
and the strengthening of its FIU operations. Its AML
law was amended to include an adequate definition
of terrorism financing. Amendments to its terrorism
prevention act in January 2014, which further clari-
fied Tanzania’s obligation to implement UN Security
Council Resolutions 1267 and 1373, were assessed

by the FATF and found to be satisfactory. Tanzania
should continue to prioritize strengthening and identi-
fying any challenges to the implementation of its legal
framework.

Although the FIU has demonstrated its capacity to
receive suspicious transaction reports, it could publish
further guidance for reporting entities related to cus-
tomer due diligence expectations. Tanzania’s FIU is
operational but lacks staff and support in the form of
training to enhance their analysis and dissemination
capacities. Widespread awareness of money laundering
and terrorism financing risks outside of formal financial
institutions is lacking, and engagement with the desig-
nated nonfinancial business and profession (DNFBP)
sector is an opportunity and entry point for further
growth. The FIU has issued some guidelines for certain
DNFBPs and should prioritize preparing guidelines for
other DNFBPs as well as sector outreach. Law enforce-
ment and judicial authorities have a limited under-
standing of what constitutes money laundering and
terrorism financing and could improve their institu-
tional capacities through training and awareness-raising
sessions, particularly on investigations and prosecutions
of complex financial crimes.

Tanzania’s membership in the Eastern and Southern
Africa Anti-Money Laundering Group (ESAAMLG) and

the Egmont Group remains an important component

of its regional and international cooperation network,
and all measures listed above remain ongoing under
the ESAAMLG follow-up mechanism. Tanzania should
continue to capitalize on these networks and prioritize
the exchange of information, particularly with neigh-
boring countries and major trading partners.

Uganda

The 2012 baseline report noted Uganda as one of the
most vulnerable countries to money laundering and
terrorism financing activities. Without a comprehensive
AML law or FIU, the process on addressing AML/CFT
issues in Uganda was at a standstill. Officials described
money laundering as “rampant” across the country,
largely resulting from endemic public corruption.
Private sector actors expressed concern that the lack of
progress on these issues was posing a real and serious
threat to their businesses, offering a competitive advan-
tage to firms with political influence.

The lack of progress on developing an AML/CFT
regime capable of stemming the tide of illicit financial
activity was attributed to a deficiency in Ugandan polit-
ical will as much as an absence of resources and capac-
ity. In the past two years, however, Uganda has begun
making progress in strengthening its AML/CFT system.
Most notable is the passage after 10 years of a compre-
hensive AML bill. Uganda has established its Financial
Intelligence Authority (FIA), an administrative-style
FIU responsible for the collection, analysis, and dissem-
ination of STRs and cash transaction reports, which
financial institutions and other accountable entities are
required to file.

Uganda’s predominately informal and cash-based
economy presents challenges to effectively monitoring
money laundering and terrorism financing activi-

ties. Porous borders have left the country vulnerable

to cross-border smuggling, particularly of resources
extracted from the Democratic Republic of the Congo.

Recently, Uganda has demonstrated increased politi-
cal will to address AML/CFT issues, but the depth of
this commitment is unclear. To maintain the current
momentum, a demonstration of the economic benefits

to Uganda of effective AML/CFT regulation, particularly
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to the country’s political and business elites, is import-
ant. Foreign and multilateral donors should clearly
state that, without effective AML/CFT efforts, Uganda
may forgo the economic development opportunities
enjoyed by its regional peers. The recent push toward
increased integration with the East African Community
could potentially serve as a key catalyst for continued
political commitment, and discussion on AML/CFT
issues should be encouraged as part of the formation of
a monetary union.

In the short term, the key entry point will be the newly
established FIA. Donors and regional partners should
work with the FIA to develop a coordinated package
of assistance designed to strengthen and advance the
national strategy for addressing AML/CFT issues. Most
importantly, these efforts must be situated alongside a
broader push for more transparent, accountable, and
rule of law—based government reforms in Uganda.

Yemen

The 2012 baseline study did not examine Yemen
because the study focused on IGAD countries and
Yemen is not an IGAD member.

Yemen confronts a myriad of dynamic, evolving secu-
rity and economic challenges. This low-income coun-
try has not benefited financially from oil revenues to
the extent its Arabian Peninsula neighbors have. The
combination of limited governmental capacity and its
geographic location makes Yemen vulnerable to abuse
from transnational criminal networks and terrorism
financers, particularly from smuggling through its vast
and strategically important waterways. This risk is fur-
ther compounded by the existence of a large, informal
marketplace in Yemen, encouraged by the prevalence of
cash-based transactions in the country and underdevel-
oped law enforcement capacity.

Recent political instability has exacerbated an already
deteriorating humanitarian situation and opened the
door for exploitation by violent extremist groups,
including Al-Qaida in the Arabian Peninsula. This
instability has had a tangible impact on Yemen’s econ-
omy, including declining gross domestic product rates
and oil production due to frequent attacks on pipelines.

Although there have been high-level demonstrations

of political will related to AML/CFT issues, ambiguity
around the future of the political structure, coupled
with the prioritization of security concerns and human-
itarian crisis management, may present challenges to
continued AML/CFT implementation efforts.

Yemen has been home to a number of high-profile
cases related to terrorism financing involving khat
smuggling and abuse of its nonprofit sector. These cases
underscore the main problem for Yemen: a lack of
governmental capacity to address immediate or more
long-standing challenges due to continued political and
civil unrest. Until the security situation is addressed
and a stable government put in place, there is limited
capability to support the effective implementation of
AML/CEFT efforts. Yemen’s FIU has made significant
strides raising awareness and building its aptitude and
that of staff, but scarce institutional resources continue
to hinder performance.

As the new administration assumes power, it will be
important to continue to promote awareness and
engagement on AML/CFT issues. The international
community should work to demonstrate the economic
and security benefits of effective AML/CFT regulation
as a way to encourage continued compliance and polit-
ical commitment. The FIU serves as a key entry point
and would benefit greatly from a coordinated package
of technical assistance directed at building specific
capacities and institutions, focusing first on the FIU
and regulatory authorities.

Looking Ahead

Over the past few years, there have been tangible signs
of measurable progress in AML/CFT regimes across
East Africa and the Greater Horn region. There are
multiple opportunities to capitalize on this progress
and build on the momentum, often initiated and sus-
tained by national governments themselves. In partic-
ular, Ethiopia, Kenya, and Tanzania have emerged as
regional leaders, and their efforts have been recognized
by the international community through their removal
from the FATF global AML/CFT monitoring process.
Progress has been made in Djibouti, Eritrea, Sudan,
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and Uganda, including advancements in legal frame-
works and technical capacity building as well as demon-
strations of high-level political will and awareness-rais-
ing efforts. Somalia, South Sudan, and Yemen, despite
facing significant challenges to security and periods of
political instability, have seen positive developments in
establishing AML/CFT controls and building institu-
tional frameworks (table ES1).

Nevertheless, the East Africa and the Greater Horn
region remain home to still-developing countries that
have newly formed institutions and face a complex
myriad of economic, political, and security challenges.
In many instances, after the immediate needs related to
the founding of these institutions have been fulfilled,
sufficient human and financial resources are not allo-
cated to support their ongoing development and per-
formance, and as a result, these institutions cannot be
considered fully operational. Although political will to
support AML/CFT objectives exists across the region,
it can be difficult for governments to justify prioritiz-
ing AML/CFT efforts over other pressing economic,
security, and humanitarian concerns. The international
community is well positioned to support development
through partnerships.

A primary entry point for strengthening AML/CFT
frameworks remains with national institutions such as
FIUs, border and customs control, and law enforce-
ment agencies, among others. Targeted technical
assistance on these issues is crucial for countries to

be able to effectively implement legal frameworks

and address remaining vulnerabilities. Additionally,
efforts should be made to broaden awareness of money
laundering and terrorism financing threats and impli-
cations beyond the formal financial sector to include
all DNFBPs and other key stakeholders. As national
AML/CFT regimes advance, sector-specific risk analysis
can serve as a useful method for identifying ways to
allocate limited resources to effectively address coun-
try-specific challenges.

Money laundering and terrorism financing are crimes
that can have far-reaching global effects and require
comprehensive national, regional, and international
approaches and responses. Cooperation and informa-
tion sharing among national institutions and across
jurisdictions remain challenging and present an imped-
iment to comprehensive and coordinated approaches

to AML/CFT issues, particularly in East Africa, with
cash-intensive economies and low financial inclusion
rates. These factors contribute to a core regional vulner-
ability as large segments of economic activity operate
outside of formal financial systems and are not subject
to adequate AML/CFT controls. Emerging technolo-
gies such as mobile banking and money services offer
unique solutions to advance financial inclusion goals,
but the burgeoning nature of these new markets has left
many regulators struggling to identify ways to mitigate
risk while encouraging these technologies, which have
positive impacts on many communities in the region.
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Table ES1. Summary of AML/CFT Arrangements in East Africa and the Greater Horn of Africa

Region

Country
Djibouti

Eritrea

Ethiopia
Kenya
Somalia

South Sudan

Sudan

Tanzania

Uganda

Yemen

2 Not yet operational.

Financial
intelligence
unit (FIU)

and year of
establishment
by law

Service de
Renseignements
Financiers (2002)
In progress

Financial Intelligence
Center (2010)

Financial Reporting
Center (2009)

No

Financial Intelligence
Unit (2012)?

Financial Intelligence
Unit (2010)

Financial Intelligence
Unit (2006)

Financial Intelligence
Authority (2013)

Financial Information
Unit (2003)

AML law

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

CFT law

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

In progress

Yes

Participation
in FATF-style
regional body

No

No

ESAAMLG

ESAAMLG

MENAFATF
(observer)
No
MENAFATF

ESAAMLG

ESAAMLG

MENAFATF

FATF global

AML/CFT

monitoring

process
status

N/A

N/A

Removed in
October 2014

Removed in
June 2014

N/A

N/A

“Improving
global AML/CFT
compliance”

Removed in
June 2014

“Improving
global AML/CFT
compliance”

“Improving
global AML/CFT
compliance”

Egmont
Group
membership

No

No

No

No

No

No

No

Yes

No

No

NOTES: ESAAMLG - Eastern and Southern Africa Anti-Money Laundering Group; FATF - Financial Action Task Force; MENAFATF - Middle East and North Africa Financial

Action Task Force.

Source: Global Center staff.






INTRODUCTION

oney laundering and terrorism financing

pose a significant threat to security and

developmental efforts worldwide and
increasingly undermine the integrity and stability of
the global financial system. Many states in the Greater
Horn of Africa region are experiencing rapid economic
growth and have increasing access to global markets.
With predominantly informal and cash-based econo-
mies, these states are particularly vulnerable to money
laundering and terrorism financing activities. This
vulnerability is further enhanced by absent, nascent,
or incomplete financial regulatory mechanisms as well
as limited law enforcement and judicial capacities to
respond to violations. Poverty, weak governance, cor-
ruption, porous borders, and political instability all
contribute to the enabling environment for transna-
tional organized criminal and terrorist groups in the
Greater Horn region.

Adequately criminalizing money laundering and terror-
ism financing and further prioritizing the establishment
and implementation of national anti-money laundering
and countering the financing of terrorism (AML/CFT)
frameworks are increasingly seen as an effective antidote
to the rise of terrorism and other organized criminal
activity. By taking proactive measures to track and
punish illegal financial activity, states are working to
dismantle the resource base by which terrorist organiza-
tions, such as al-Shabaab and the Islamic State in Iraq
and the Levant, are funded. Moreover, strengthening
AML/CFT frameworks at the national level contributes
to regional efforts to curb illicit financial flows, enhances
cross-border cooperation, and helps to reduce risks that
hinder overall economic and country development.

Jurisdictions are seeing tangible progress at the national
level in terms of enhanced capacities and abilities to
prevent and mitigate financial and tactical threats. At
the same time, movement toward meeting financial
inclusion goals is critical to development, economic
growth, gender equality, and the extension of a finan-
cial safety net for the rural poor.

For these reasons, national and regional actors and
donor governments are investing in regional AML/CFT
efforts to advance their economic and security interests
while promoting benefits, such as transparency, that
shine a light on corruption and contribute to broader
good governance goals.

Tracking Progress

In 2012 the Intergovernmental Authority on
Development (IGAD) Security Sector Program
(ISSP) and the Global Center on Cooperative
Security, formerly known as the Center on Global
Counterterrorism Cooperation (CGCC), published
a joint baseline study on AML/CFT efforts in the
IGAD subregion,' which produced an initial analysis
of Djibouti, Eritrea, Ethiopia, Kenya, Somalia, South
Sudan, Sudan, and Uganda.

This report provides an updated analysis of AML/CFT
challenges in the Greater Horn region. It takes stock
of progress that has been made at the national level on
AML/CFT issues across the region and charts the inter-
national community’s increased focus on AML/CFT
activities in the region. This report broadens its focus
to include two additional countries, Tanzania and
Yemen, because of the geographical and strategic

1 Tu’emay Aregawi Desta and James Cockayne, eds., “ISSP-CGCC Joint Baseline Study on Anti-Money Laundering and Countering the Financing of Terrorism
in the IGAD Subregion,” CGCC, May 2012, http://globalcenter.org/wp-content/uploads/2012/11/AML_Report.pdf.
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importance of these two countries to the cross-border
risks shared among IGAD member states and these
non-IGAD members.?

This report identifies key entry points for future capac-
ity development interventions and enhancement of
practical regional and international cooperation. It
offers local context to complement the data and capture
AML/CFT regimes as part of a larger picture in which
the promise of financial growth and prosperity is viewed
alongside a reinvigorated approach to “securing the

neighborhood” on AML/CFT issues across the region.

The information and recommendations in this report are
intended to inform policy formulation, project design,
and implementation in East Africa and the Greater
Horn region. The report can be utilized by policymakers,
academics, technical personnel, and companies in the
private sector, as well as multilateral organizations, and
serve as a resource for information sharing among the

covered jurisdictions on AML/CFT progress, vulnerabili-
ties, and entry points. Similarly, donors and partners can
use this report as a coordination tool among stakeholders
interested in investing in the region to identify viable
opportunities for intervention and cooperation and to
avoid duplication of efforts and resource allocation.

Objectives and Methodology

This report is the product of field visits, desk research,
and consultations with in-country government and
financial sector officials and representatives. A report
draft was shared with government and financial officials
from each relevant country prior to publication for

review and feedback (fig 1).

Research for this report took place during September—
December 2014. The project team emphasized local
perspectives and national priorities, and outreach and
follow-up was conducted with each country’s finan-

Figure 1. Research Formulation* (September — December 2014)

COUNTRIES

Djibouti

Desk Research

Eritrea
Ethiopia
Kenya

Somalia Outreach and

Consultations

South Sudan
Sudan
Tanzania

Uganda

Select In-Country
Field Visits

Yemen

— Legal Frameworks

— Open Source Documents

— Reports from FATF-Style Regional Bodies

ermanent Missions

Financial Intelligence Units

Central Banks

Ministries of Justice

Law Enforcement

AML/CFT Focal Points International

FATF-Style Regional Bodies

Regional

National

* Graphic is representative of all activities undertaken; the process was not uniform across all jurisdictions.

2 Similarly, Tanzania and Yemen are members of the Global Counterterrorism (GCTF) Forum Horn of Africa Region Capacity-Building Working Group. See
GCTF, “Working Groups: Horn of Africa Region Capacity Building,” n.d., https://www.thegctf.org/web/guest/horn-of-africa-region-capacity-building.
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cial intelligence unit (FIU) if one existed and central
bank, as well as representatives of the justice ministry,
law enforcement, and other relevant AML/CFT focal
points. The team conducted a number of in-coun-

try consultations and consulted a range of national,
regional, and international experts. The team exten-
sively reviewed open source documents and interviewed
senior officials of the Eastern and Southern Africa

Anti-Money Laundering Group (ESAAMLG), as the
primary Financial Action Task Force (FATF)-style
regional body (FSRB) to which a majority of these
jurisdictions belong. Documents and reports of the
Middle East and North Africa Financial Action Task
Force were consulted to ensure inclusion of updated
information for countries that are not covered by

ESAAMLG but have an FSRB affiliation (table 1).

Table 1. Schedule of Upcoming AML/CFT Reviews for East Africa and the Greater Horn of Africa Region

Assessment body
(FATF-style

Country regional body)
Djibouti —

Eritrea =
Ethiopia ESAAMLG
Kenya ESAAMLG
Somalia MENAFATF (observer)

South Sudan =

Sudan MENAFATF
Tanzania ESAAMLG
Uganda ESAAMLG
Yemen MENAFATF

Date of last
mutual evaluation

Plenary
discussion

On-site period

— 7-17 April 2014 September 2014
September 2011 June 2018 March 2019
May 2013 Not scheduled Not scheduled
December 2009 June 2017 March 2018
August 2007 June 2015 March 2016
September 2009 Not scheduled Not scheduled

Notes: ESAAMLG - Eastern and Southern Africa Anti-Money Laundering Group; FATF - Financial Action Task Force; MENAFATF - Middle East and North Africa Financial

Action Task Force.

Source: Global Center staff.

Structure of the Report

A separate chapter examines each jurisdiction and
includes the following sections: (1) an introductory box
providing a recap of the findings from the 2012 base-
line study and a summary of findings and recommen-
dations; (2) a broad economic snapshot of the country
and relevant political context background; (3) progress
on AML/CEFT efforts, such as the national legislative
framework and the operationalization of an FIU; (4)
ongoing risks and vulnerabilities, largely focused on
sectoral risks and concrete implementation of legislative

frameworks; and (5) emergent entry points for action
and further development.

Finally, this report offers a brief analysis of the oppor-
tunities presented by the rise of mobile money use in
the region to promote financial inclusion goals. The
broader issue of financial inclusion is examined within
the context of balancing AML/CFT risks against poten-
tial socioeconomic gains. For reference purposes, an
appendix listing key laws and regulations by country is
included at the end of this report.






Djibouti

As noted in the 2012 baseline report, Djibouti has
an operational financial intelligence unit (FIU) and
laws that criminalize terrorism-related offenses,
including money laundering and terrorism financing
within the country. Djiboutian FIU staff have received
training on financial intelligence and analysis from
international entities and have engaged relevant
actors at regional conferences and workshops on
anti-money laundering and countering the financ-
ing of terrorism (AML/CFT) topics. Nevertheless,
Djibouti’'s AML/CFT framework and infrastructure in
2014 closely resembles that from 2012. Although
functional, the FIU does not have sufficient human
resources support, limiting its ability to fully execute
its mandate. Djibouti lacks observer or member
status in a Financial Action Task Force (FATF)-style
regional body (FSRB) and has not yet undergone

an FATF review. Without membership in an FSRB,
formalized cooperation with Djibouti on AML/CFT
issues beyond its borders is limited. Although
Djibouti has not formally requested observer status
within the Middle East and North Africa Financial
Action Task Force (MENAFATF), the country con-
tinues to work toward fully meeting international
AML/CFT standards and demonstrates political will
in undertaking those efforts.

Djibouti’s important strategic location, small geo-
graphic size and population, and relative political

stability present it with opportunities for sustained
and enhanced economic development. At the same
time, like many other jurisdictions, it is increasingly
susceptible to potential criminal abuse or misuse
of its financial system. The expansion of Djibouti’'s
port infrastructure enables it to process increased
trade volumes. Djibouti’s legal framework supports
an active and growing business sector with a diverse
portfolio of incoming and outgoing financial flows.
The effectiveness of Djibouti’s AML/CFT legislation
is limited by minimal oversight and guidance with
regard to reporting and exchange of information,
potentially rendering Djibouti vulnerable to money
laundering and other illicit activities. Such occur-
rences could threaten future foreign direct invest-
ment and international aid, which are instrumental
components of the economy.

Further support of the FIU with particular attention
to hiring additional analysts would be valuable to
ease the workload for existing staff. Once these
human resources needs have been met, training and
targeted guidance on interactions with nondesig-
nated financial businesses and professions would be
beneficial toward fulfilling the FIU’'s mandate beyond
supervision of banking institutions. Additionally,
confirmation of observer status in MENAFATF would
be beneficial for Djibouti as the country seeks to
enhance its cooperation with regional counterparts.
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State of Play

Under the leadership of President Ismail Omar
Guelleh, Djibouti has experienced real gross domestic
product (GDP) growth rates of 4.4-5.4 percent over
the past five years, with 2013 GDP estimated at about
$1.5 billion. The Djiboutian franc remains stable and
pegged to the U.S. dollar as it has been since 1973,
which has helped to keep inflation rates low in recent
years.” Economic growth is expected to increase in
2015 to 6.5 percent and is attributed to the expansion

of Djibouti’s port capacities and foreign direct invest-
ment (FDI).*

Djibouti remains an import-heavy economy, primar-
ily of oil and foodstuffs.” Although it has few natural
resources, the country’s position on high-traffic ship-
ping lanes between the Red Sea and the Gulf of Aden
has greatly bolstered the trading influence of the Port of
Djibouti and the Doraleh Container Terminal (DCT),
establishing the country as a burgeoning trade hub

for the rest of the Greater Horn of Africa region, in
particular Ethiopia, and the Arabian Peninsula. The
Djiboutian government manages the port,® and the
DCT is currently managed by Dubai-based DP World.
A $300 million expansion to double the terminal’s
capacity is scheduled to end by 2015.7

Djibouti recently unfurled a development plan titled
“Djibouti Vision 2035 and expressed its desire to
become the Dubai or Singapore of Africa in the next 20
years. As part of this plan, $6 billion will be invested in
six new ports, railways, roads, aqueducts, and a desali-
nation plant.® There are plans to build four additional
regional ports in the next two years, one of which is
intended to serve as Djibouti’s third “transport cor-
ridor,” providing port access to landlocked Burundi,
Rwanda, South Sudan, and Uganda and enhancing
Djibouti’s integration with the other economies of the
Common Market for Eastern and Southern Africa.’

This healthy growth trajectory and potential for expan-
sion has attracted the interest of international private
sector actors. The two free zones in Djibouti incentivize
private sector financial engagement with the country
with 100 percent foreign ownership, a 5- to 10-year
licensing exemption, no corporate taxes, and no import
duties.”” In 2013, FDI represented 18.6 percent of
Djibouti’s GDP, with the majority coming from Chinese
companies.' Much of the funding for “Djibouti Vision
2035 activities will originate primarily from Chinese,
Indian, Brazilian, and Persian Gulf sources.'?

Additionally, Djibouti benefits from the strategically
located military outposts of its major allies, includ-
ing the United States, France, Japan, and China. The

3 Banque Centrale de Djibouti, “Rapport Annuel 2013,” n.d., pp. 10, 23, https://banque-centrale.dj.s3.amazonaws.com/uploads/document/

attachment/133/Rapport_Annuel_2013.pdf.

IS

Economist Intelligence Unit (EIU), “Country Report: Djibouti,” 30 October 2014, p. 13 (copy on file with authors).

5 Trading Economics, “Djibouti Exports,” n.d., http://www.tradingeconomics.com/djibouti/exports; African Development Bank Group, “Djibouti: Country
Strategy Paper 2011-2015,” August 2011, p. 3, http://www.afdb.org/fileadmin/uploads/afdb/Documents/Project-and-Operations/Djibouti%20-%20

CSP%202011-15.pdf.

6 Teguest Yilma,“Strengthening Djibouti Port’s Strategic Position,” Port de Djibouti, 1 November 2014, http://www.portdedjibouti.com/Pages/ReadNews.

php?NID=30.

7 Aboubakar O. Hadi, “Infrastructure and Investment of Ports and Free Zones,” n.d., pp. 5, 16, 30, http://www.icafrica.org/fileadmin/documents/
ICA_sponsored_events/IGAD_HoA_Conf_2012/DJIBOUTI_IGAD_Conf_March2012.pdf. Hadi presented this material at the Intergovernmental Authority on

Development Horn of Africa Conference in Nairobi on 12-13 March 2012.

8 Ambassade de la République de Djibouti en Ethiopie, “Djibouti Vision 2035,” n.d., http://www.ambassadedjibouti-eth.net/m-139-les-grands-projets.html;
Romil Patel, “Djibouti Plans LNG, Oil Terminals to Develop Regional Trade,” Bloomberg, 7 November 2014, http://www.bloomberg.com/news/2014-11-06/

djibouti-plans-Ing-oil-terminals-to-develop-regional-trade-ties.html.

9 Aidan Grange, “In With the New,” Port Strategy, 13 August 2014, http://www.portstrategy.com/news101/world/africa/horn-of-africa; Port de Djibouti,
“Port of Tadjourah,” n.d., http://www.portdedjibouti.com/Pages/NewProjects.php?ProjectID=1; Sarah McGregor, “Djibouti to Double Capacity at Doraleh
Container Terminal,” Bloomberg, 12 March 2012, http://www.bloomberg.com/news/2012-03-12/djibouti-to-double-capacity-at-doraleh-container-

terminal-1-.html.

10 Djibouti Free Zone, “Incentives and Benefits,” n.d., http://www.djiboutifz.com/en/our-offerings/incentives-and-benefits.html; “Global Vision: Djibouti,”
Fortune, n.d., http://www.timeincnewsgroupcustompub.com/sections/071015_Djibouti.pdf.
11  Audrey Emmanuelle Vergnes, “Djibouti 2014,” African Economic Outlook, 2014, p. 6, http://www.africaneconomicoutlook.org/fileadmin/uploads/

aeo0/2014/PDF/CN_Long_EN/Djiouti_EN.pdf.

12 Maria Levitov, “Djibouti to Raise $5.9 Billion From Investors for Infrastructure,” Bloomberg, 8 May 2013, http://www.bloomberg.com/news/2013-05-08/

djibouti-to-raise-5-9-billion-from-investors-for-infrastructure.html.
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United States, France, and Japan pay a combined

total of roughly $150 million annually for basing
privileges.® In 2014, China and Djibouti agreed to a
partnership in which Djibouti offered military facilities
in exchange for Chinese strategic guidance and equip-
ment. This foreign presence makes a dual contribution
to the country’s economic health as those stationed in
Djibouti become economic players.

National economic growth is not reflected evenly across
the population. In 2013, Djibouti ranked 170 out of
187 countries in the Human Development Index, with
human inequality and multidimensional poverty con-
tributing to this low ranking." During 2014, approxi-
mately 48 percent of the population was unemployed,
and of those employed, 41 percent worked for the
government. The private sector, however, is projected to
create more jobs as it continues to develop."”

The challenge presented by food insecurity has arisen
from multiple periods of drought and fresh water short-
ages, leading to a decrease in crop yields and already
limited livestock production and an increased need for
imported foods at higher prices.’® Landlocked Ethiopia
has emerged as one of Djibouti’s closest allies in con-
fronting this challenge by providing underground fresh
water to Djibouti for free.'” This relationship was insti-
tutionalized with a 2002 agreement to boost bilateral
trade that stipulated that Ethiopia could use Djibouti’s

maritime ports.'® Today, more than 80 percent of
goods moving through Djibouti’s ports originates in
Ethiopia." Ethiopia is also active in the development
of a new railroad along the two countries’ trade route,
which is expected to be completed in 2015.%

Progress and AML/CFT Efforts

The Djiboutian government expressed its political com-
mitment to national counterterrorism efforts in 2001
with the creation of the Comité National de Lutte
contre le Terrorisme, a national committee dedicated to
countering terrorism.?' The committee’s formation was
followed in December 2002 by passage of legislation
on money laundering and confiscation of the proceeds
of crime.?” The government updated that law in 2011,
sharpening the definition of money laundering in
accordance with international standards, such as those

of the Financial Action Task Force (FATF).?

The 2002 law and subsequent legislation called for
the establishment of the Service de Renseignements
Financiers (SRF), the financial intelligence unit (FIU)
of Djibouti. The SRF is charged with receiving, ana-
lyzing, and processing declarations from credit institu-
tions, financial intermediaries, and persons. It is also
responsible for receiving other relevant information
from judicial authorities and certain other entities. A
related decree in 2006* clarified that the SRF would

13 In 2014 the United States signed a new 20-year lease for its military base Camp Lemonnier, agreeing to $63 million in leasing fees plus $7 million
in development aid annually. Roble Olhaye, “Government of Djibouti Refutes a Congress Blog,” Hill, 24 October 2014, http://thehill.com/opinion/op-
ed/221726-government-of-djibouti-refutes-a-congress-blog. France pays approximately $39 million annually for its military bases, and Japan reportedly
pays a similar amount for its naval base. “Djibouti: China Planning Military Base, Increased Co-operation,” African Armed Forces, 28 March 2014, http://
www.aafonline.co.za/news/djibouti-china-planning-military-base-increased-co-operation.

14  UN Development Programme, explanatory note on the 2014 Human Development Report composite indices for Djibouti, n.d., p. 3, http://hdr.undp.org/

sites/all/themes/hdr_theme/country-notes/DJI.pdf.
15 Vergnes, “Djibouti 2014,” p. 11.

16  World Food Programme, “Djibouti: Drought and High Food Prices Plague Djibouti,” n.d., https://www.wfp.org/countries/djibouti.
17 Beyene Geda, “Ethiopia to Give Djibouti Underground Water for Free,” Africa Report, 4 July 2014, http://www.theafricareport.com/East-Horn-Africa/

ethiopian-to-give-djibouti-underground-water-for-free.html.

18 “Djibouti-Ethiopia: Accord Signed to Use Djibouti Port,” IRIN, 15 April 2002, http://www.irinnews.org/report/31135/djibouti-ethiopia-accord-signed-to-use-

djibouti-port.
19 EIU, “Country Report: Djibouti,” p. 10.

20  William Davison, “Ethiopia-to-Djibouti Rail to Be Complete in a Year, PM Says,” Bloomberg, 17 October 2014, http://www.bloomberg.com/news/2014-10-

17/ethiopia-to-djibouti-rail-to-be-complete-in-year-s-time-pm-says.html.

21  “Décret n°2001-0193/PRF portant création d’un Comité National de lutte contre le Terrorisme,” Journal Officiel de la République de Djibouti, 3 October

2001, https://www.unodc.org/tldb/pdf/Djibouti_Dcret_n2001-0193.pdf.

22 Loi n°196/AN/02/4eme L Sur le Blanchiment, la Confiscation et la Coopération Internationale en matiére de produits du crime, Journal Officiel de la
République de Djibouti, 29 December 2002, http://www.presidence.dj/LES%20TEXTES/loi196an02.htm.
23  Loin°112/AN/11 sur la lutte contre le financement du terrorisme, Journal Officiel de la République de Djibouti, 25 May 2011, http://www.presidence.dj/

jo/texte.php?num=112&date_t=2011-05-25&nature_t=Loi.

24 “Décret n°2006-0083/PR/MJAPM portant application de la loi n°196/AN/02/4éme L sur le Blanchiment, la Confiscation et la Coopération Internationale

en matiere de produits du crime et portant organisation et modalités de fonctionnement du Service de Renseignements Financiers,” Journal Officiel de la
République de Djibouti, 27 March 2006, art. 2, http://www.presidence.dj/jo/2006/decr0083pr06.php.
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fall under the authority of the Banque Centrale

de Djibouti and that staff members would include
appointments designated by the minister of justice and
human rights and the governor of the central bank.

The 2002 law states that SRF agents are bound by con-
fidentiality agreements in the execution of their duties
and calls for the eventual “assuring or strengthening
(of the SRF’s) independence.” This institutional auton-
omy and confidentiality is necessary for FIU staff to
fulfill their duties. Currently, however, the SRF does
not enjoy operational independence from the central
bank. It is organizationally located within the central
bank and physically housed within the central bank’s
building. The SRF does not have a specific budget line
for its operational expenses but instead has access to the
administrative, human, and material resources of the
central bank as needed.

The efficacy of the SRF as an institution has been called
into question. For example, the central bank’s 2013
annual report stated that “the operational capacity of
the SRF has been judged insufficient with regards to
the missions that are assigned to it.”* As of 2013, the
SRF had only one dedicated staff member to perform
its core functions, down from three in 2012 as one per-
son was on long-term leave and another was moved to
the central bank’s supervision department.

The SRF was awaiting material and human resource
reinforcements and was in talks with the World Bank
regarding a long-term technical assistance program that
would give the SRF “new capabilities.” Following an
August 2012 visit by Interpol, the UN Office on Drugs
and Crime (UNODC), and the World Bank, UNODC
designated an international expert to evaluate the SRF’s
institutional needs from a capacity-building stand-
point as a first phase of such a project. This evaluation
was scheduled for a period of three months between
December 2013 and June 2014, and as part of this

25 Banque Centrale de Djibouti, “Rapport Annuel 2013,” p. 73.

work, preliminary financial investigation training was
delivered in Djibouti in March 2014. The results from
this mission have not been made public.

The SRF was designed to serve as the nucleus of the
country’s anti-money laundering and countering

the financing of terrorism (AML/CFT) regime, but

the central bank’s supervision department for banks,
financial institutions, and auxiliaries, created in 2011
and supported by the International Monetary Fund
through July 2013, has received significant attention
for its contributions on this front.?° In 2013, the cen-
tral bank reorganized with the goal of “reinforcing”

the supervision department. The department is staffed
with eight people: three inspectors charged with mon-
itoring activities of banks and financial auxiliaries and
five supervisors who conduct monitoring and periodic
on-site checks on these financial establishments. As
indicated in the central bank’s 2013 annual report,
which is the most recently published governmental
document to reference the SRE, the purpose of the SRF
is to “preserve the integrity of financial activities in the
national territory of Djibouti,”” and the SRF therefore
works closely with the supervision department. Staff of
the SRF and the supervision department have attended
regional training sessions related to regulatory supervi-
sion in Ethiopia and Yemen and an Intergovernmental
Authority on Development training on AML/CFT
issues in Djibouti.?®

According to central bank Governor Ahmed Osman
Ali, as of 2014, Djibouti has 11 banks, four of which
are Islamic banking institutions. The central bank’s
2013 annual report indicated that the SRF has worked
with the supervision department to conduct on-site
and ongoing reviews of these institutions. Other types
of institutions requiring equal attention include three
microfinance institutions, one public institution that
finances small and medium-sized enterprises,” 17 regis-
tered bureaux de change and money transfer businesses,

26 International Monetary Fund (IMF) Communications Department, “IMF Executive Board Concludes 2013 Article IV Consultation With Djibouti,” no. 13/289,

31 July 2013, https://www.imf.org/external/np/sec/pr/2013/pr13289.htm.

27 Banque Centrale de Djibouti, “Rapport Annuel 2013,” pp. 64, 72-73.

28 IMF Communications Department, “IMF Executive Board Concludes 2013 Article IV Consultation With Djibouti.”
29  “Small Country, Big Ideas,” Banker Africa, no. 008 (2013), pp. 11-15, http://www.cpifinancial.net/flipbooks/BA/2013/8/#11/z.
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and designated nonfinancial businesses and professions
(DNFBPs) such as insurance companies, investment
firms, real estate agents, notaries, dealers in precious
metals and stones, auditors, travel agencies, casinos and
gaming establishments, and nongovernmental organi-
zations.”® The 2011 law is explicit in its requirements
for DNFBPs, indicating that the requirement to report
suspicious transactions supersedes client—service pro-

vider confidentiality.

Enhanced cooperation among agencies other than

the supervision department and the SRF is needed.
The 2011 law does not stipulate information-sharing
mechanisms or provide detail on the information
entities are required to report beyond the reason for
the transaction and the date, and as a result, the SRF
had only identified seven possible money laundering
cases between the time of its establishment and the
2012 baseline report. The SRF has not submitted any
cases to law enforcement agencies for terrorism financ-
ing.’! Despite this lack of progress in developing cases,
there are currently no sanctions in place on Djibouti,
as the FATF and the Organisation for Economic
Co-operation and Development have not formally
reviewed Djibouti’s performance.’

The SRF needs staffing reinforcement, but it has been
asked on occasion to operate beyond its mandate. For
example, when the Warka Bank for Investment and
Finance in Djibouti faced a liquidity crisis in 2012, the
SRF was tasked with implementing precautionary mea-
sures and monitoring the bank under the supervision
of the central bank governor, which it did. Requests

30 Banque Centrale de Djibouti, “Rapport Annuel 2013,” p. 64.

such as this—performance of duties beyond the typical
expectations of an administrative-style FIU—place a
strain on an already understaffed SRE

Ongoing Risks and Vulnerabilities

In a region where most of its neighbors have experi-
enced significant terrorist activity, Djibouti has not
been a major target.” Money laundering is currently a
more pressing concern for the country and a significant
challenge for its AML/CFT regime.

One major vulnerability originates in Somalia. Somalia
has many historical, cultural, geographic, and trade
linkages with Djibouti, and several Djibouti-based
financial institutions operate in Somalia.’* With the
government’s AML/CFT jurisdictional oversight limited
to formal banking institutions, a significant cross-sec-
tion of economic activity is not subject to appropri-

ate Djiboutian regulatory standards. For instance,
Djiboutian banking institutions commonly refer to rel-
evant UN sanctions lists and the U.S. Office of Foreign
Assets Control’s Specially Designated Nationals List as
part of their know your customer (KYC) and customer
due diligence (CDD) procedures, but the level to which
money transfer businesses conduct these checks cannot
be verified. In one such international money laundering
case, ransom from piracy was smuggled from Somalia
into Djibouti and sent out of Djibouti via a money
transfer service.”

Djibouti and its central bank continue to identify
piracy, primarily from Somalia, as a major money laun-

31 Bureau of Counterterrorism, U.S. Department of State, “Country Report on Terrorism 2013,” April 2014, pp. 20-22, http://www.state.gov/documents/

organization/225886.pdf.

32 Bureau of International Narcotics and Law Enforcement Affairs, U.S. Department of State, “International Narcotics Control Strategy Report (INCSR)—
Volume II: Money Laundering and Financial Crimes Country Database,” June 2014, pp. 133-136, http://www.state.gov/documents/organization/222700.

pdf (hereinafter U.S. State Department June 2014 INCSR on Djibouti).

33 Although it contributed forces to the African Union Mission to Somalia in December 2011, Djibouti was not attacked by the Somalia-based terrorist
organization al-Shabaab until May 2014 when the organization orchestrated a suicide bombing in a restaurant frequented by Westerners. “Al
Shabaab Claims Responsibility for Djibouti Suicide Attack,” Reuters, 27 May 2014, http://www.reuters.com/article/2014/05/27 /uk-djibouti-attacks-
idUSKBNOE72AA20140527. Since this attack, several foreign diplomatic missions have issued warnings that additional terrorist activities are likely to
occur in the country. See Australian Department of Foreign Affairs and Trade, “Djibouti,” 5 December 2014, http://www.smartraveller.gov.au/zw-cgi/view/
Advice/Djibouti; UK Foreign Commonwealth Office, “Foreign Travel Advice: Djibouti; Terrorism,” n.d., https://www.gov.uk/foreign-travel-advice/djibouti/
terrorism (accessed 1 February 2015); Bureau of Consular Affairs, U.S. Department of State, “Djibouti Travel Warning,” 25 November 2014, http://travel.
state.gov/content/passports/english/alertswarnings/ djibouti-travel-warning.html.

34 U.S. State Department June 2014 INCSR on Djibouti, p. 133.

35 World Bank, Pirate Trails: Tracking the lllicit Financial Flows From Pirate Activities Off the Horn of Africa, 2013, p. 49, http://siteresources.worldbank.org/
EXTFINANCIALSECTOR/Resources/Pirate_Trails_World_Bank_UNODC_Interpol_report.pdf.
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dering and terrorism financing risk for the nation. As
expanding trade brings more international attention
and business to Djibouti, it increases the number of
piracy targets and the likelihood of attacks. Overall
incidents of piracy decreased from 2012 to 2013, but
the World Bank, UNODC, and Interpol estimate that
$339-413 million in ransom payments were made
between April 2005 and December 2012. These funds
reportedly were likely laundered through legal busi-
nesses, such as catering, transportation, real estate, and
khat trade, and funneled into illegal activities such as
smuggling of drugs, arms, and individuals.*®

Although corruption may also pose a challenge to the
overall economic landscape in Djibouti, measurements
of this activity in Djibouti are primarily limited to per-
ceptions of corruption in the public sector. In 2014,
Djibouti ranked in the third quartile in the Transparency
International Corruption Perceptions Index.”” In
response to concerns about corruption, the government
responded with several concrete actions, including
through its continued support for the Chamber of
Accounts and Fiscal Discipline of the Supreme Court
(Chambre des Comptes et de Discipline Budgétaire de
la Cour Supréme), charged with auditing state-owned
enterprises.’®

In terms of cooperation with international counterparts,
Djibouti’s FIU has not yet signed an agreement cover-
ing information exchanges with other FIUs. Djibouti
is not a member of the Middle East and North Africa
Financial Action Task Force (MENAFATF), although
its formal request for observer status is pending. Also,
the SRF is not a member of the Egmont Group of
Financial Intelligence Units. As Djibouti increases

its economic influence in the region, it will be neces-
sary for the country not only to improve its domestic
AML/CFT capacities, but also to look beyond its bor-
ders. Its linkages to Somalia, Kenya, and the United
Arab Emirates in particular will require formalized

36  See generally ibid.

37 Transparency International, “Corruption by Country/Territory: Djibouti,” 2014, http://www.transparency.org/country#DJI (107 out of 175 jurisdictions, but only a

34 percent score).

38 Loin°136/AN/97/3eéme L portant création d’'une Chambre des Comptes et de Discipline Budgétaire de la Cour Supréme, Journal Officiel de la République de

mechanisms of information sharing related to potential
money laundering and terrorism financing cases.

Entry Points

With projections of sustained economic growth in the
coming years, Djibouti’s expanding economy will likely
continue to attract investment from international coun-
terparts. Increased volumes of trade passing through
Djibouti will necessitate development of a strong and
autonomous SRE, equipped to perform its duties of
receipt, analysis, and dissemination of declarations to
relevant authorities, as the next step in the progression

of strengthening Djibouti’s AML/CFT regime.

Based on our findings and the input we received from
Djiboutian stakeholders and other partners, we offer a
number of recommendations for the international com-
munity and the Djiboutian government.

Fulfill the recruitment and retention needs to
place and keep permanent staff in the SRF.

Select international trainers, preferably French
speakers, to offer formal instruction and informal
guidance to new SRF staff members.

Designate a separate office space for the SRF
outside of the central bank as a symbolic step
toward establishing institutional separation of
powers.

Conclude a memorandum of understanding
between the two institutions to designate
mandates and formalize the working relationship
between the two bodies.

Amend existing law or issue a clarifying decree

to provide for increased institutional autonomy
of the SRF from the central bank and designate a
separate budget line indicating a specific amount
of funding for SRF operations.

Amend existing law to empower the SRF to select

its own staff, other than the head of the SRF,

Djibouti, 2 July 1997, http://www.track.unodc.org/LegallLibrary/LegalResources/Djibouti/Law/Act%2520Creating%2520a%2520Chamber%25200f%

2520Auditors%2520%28Judicial%2520Discipline%25200f%2520the%2520Supreme%2520Court%29%2520%281997%29.pdf+&cd=1&hl=en&ct=clnk&gl=us.
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who would still be confirmed by the central bank
governor.

Hold educational and awareness-raising programs
for reporting institutions, particularly DNFBPs,
on identification of suspicious activity and

the submission of useful reports to improve
cooperation among stakeholders.

Continue its pursuit of observer status and
eventually full membership in MENAFATTF,

requesting assistance if necessary to achieve

this end.

Conduct a sectoral risk assessment in cooperation
with the central bank once accepted as a member
in MENAFATF to inform the preparation of
specific CDD and KYC procedures, particularly
for the bureaux de change and money transfer,
DNFBP, and telecommunications sectors.
Prepare for an FATF mutual evaluation after
acceptance as a member in MENAFATFE.






Eritrea

The 2012 baseline report noted Eritrea’s economy
as being significantly regulated by the state and
having a limited formal financial sector. Remittances
from its overseas diaspora were cited as a signif-
icant contributor to the Eritrean economy, as was
the burgeoning mining sector. At that time, no for-
mal law or framework was in place on anti-money
laundering and countering the financing of terrorism
(AML/CFT) issues. The UN Security Council con-
tinued to impose sanctions against the country,
which were challenged by the Eritrean government,
but potential entry points were identified through
enhanced engagement between Eritrea and its trad-
ing partners.

Since 2012, Eritrea has made some progress on
developing its AML/CFT framework with the passage
of its AML/CFT law in September 2014. The law
calls for the formation of a financial intelligence unit,
but the establishment of one has not been con-
firmed. Eritrea is increasingly altering its approach
to economic development and is actively trying to
create opportunities for cross-border cooperation
and coordination. Renewed privatization of several
state-owned enterprises, increased mining produc-
tion and investment opportunities, and heightened
engagement in international fora can be viewed as
positive steps toward the strengthening of regional
and international relations that would encourage
economic development and AML/CFT efforts.

Economic development related to mining, particu-
larly as investments in the sector grow, is expected
to improve the welfare of the majority of Eritreans

in the short term, generating employment oppor-
tunities and revenues that can be diverted toward
the provision of social services. The Eritrean govern-
ment, in formulating new policies, is attempting to
emulate lessons learned from oil countries that have
already undergone developmental growing pains.
Eritrea continues to adhere to certain restrictive
economic policies, and combined with a decline in
diaspora remittances and the continued imposition
of UN sanctions, these factors contribute to Eritrea’s
political isolation from the international system, the
lack of foreign investment, and a weak economy.

Eritrea poses limited risk for money laundering and
terrorism financing activities. Although independent
and reliable information regarding economic activity
and vulnerabilities is largely unavailable, additional
information on sectors such as mining could be
derived from increased international investment.
The recently passed AML/CFT law and more public
reporting by international mining companies operat-
ing in the country now offer at least some potential
entry points for engagement with Eritrea by regional
and international organizations as well as bilateral
donors.
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State of Play

An estimated two-thirds of Eritrea’s 3.5-4.0 million
people live in rural areas, where rain-fed agriculture is
one of the predominant economic activities and food
security remains a concern due to periodic drought.?
Improvements have been made in the education and
health sectors due to increased government investment,
yet significant challenges remain as the government
builds a more enabling business environment.”” In
2013, Eritrea ranked near the bottom on the UN
Development Programme Human Development Index
but has successfully met Millennium Development
Goals for reducing child mortality, improving maternal
health, and combatting HIV/AIDS, malaria, and other
diseases.”!

Publicly available information about the Eritrean
economy is limited, as is information that could be
gleaned from the low levels of foreign direct investment
in Eritrea, complicating accurate assessments of risk
and the level of vulnerability to money laundering and
terrorism financing. Eritrea is not a regional financial
center,”” and its economic growth is constrained by
trade embargoes and other punitive measures. The UN
Security Council has imposed strict economic sanc-
tions on the country since 2009, including territorial
and targeted arms embargoes and travel bans and asset
freezes on listed individuals.* The imposition of sanc-
tions on FEritrea originally stemmed from concerns that

it was providing support to armed opposition groups in
neighboring countries, such as al-Shabaab in Somalia,
but a recent report by the UN Monitoring Group on
Somalia and Eritrea stating there was no evidence of
such activity has not affected the sanctions regime.*

The government has prioritized economic development
and postconflict rehabilitation following international
recognition of Eritrea as an independent and sover-
eign country in 1993. One of the key components of
Eritrea’s economy is the mining sector, with 14 mining
and exploration companies operating in the country

as of 2011 from Australia, Bermuda, Canada, China,
Libya, the United Arab Emirates, and the United
Kingdom.® The Eritrean government has developed

a clear legal framework for mining and related oper-
ations, including laws on licensing, operations and
taxation. Eritrea has a 10 percent free carried interest of
total mining operations and has the right to purchase
an additional 30 percent, bringing the government’s
potential ownership share to 40 percent.

Development of the mining sector has led to an influx
of capital and export earnings from gold and copper,?’
and revenue is expected to increase in 2015 as addi-
tional mines become productively operational. For
example, feasibility studies completed in May 2013 by
the Sunridge Gold Corp. on the Asmara Mine estimated
a net present value of $692 million with an internal

rate of return of 34 percent. The state-owned Eritrea

39 An Eritrean census completed in 2014 provided this population estimate. The World Bank estimated Eritrea’s population to be 5.3 million in 2012. World
Bank, “Eritrea Overview,” September 2012, http://www.worldbank.org/en/country/eritrea/overview. The Eritrean government disputes this estimate,
which was not based on an in-country consultation.

40 Magidu Nyende and Luka Okumu, “Eritrea 2014,” African Economic Outlook, 2014, p. 2, http://www.africaneconomicoutlook.org/fileadmin/uploads/
aeo/2014/PDF/CN_Long_EN/Erithr%C3%A9e_EN.pdf.

41 UN Development Programme, “Table 1: Human Development Index and Its Components,” n.d., http://hdr.undp.org/en/content/table-1-human-
development-index-and-its-components (accessed 18 December 2014) (182 out of 187 countries).

42  Bureau of International Narcotics and Law Enforcement Affairs, U.S. Department of State, “International Narcotics Control Strategy Report (INCSR)—
Volume II: Money Laundering and Financial Crimes Country Database,” June 2014, pp. 148-150, http://www.state.gov/documents/organization/222700.
pdf (hereinafter U.S. State Department June 2014 INCSR on Eritrea).

43 UN Security Council, “Security Council Committee Pursuant to Resolutions 751 (192) and 1907 (2009) Concerning Somalia and Eritrea,” n.d., http://www.
un.org/sc/committees/ 751/ (accessed 1 December 2014).

44 UN Security Council, Letter Dated 10 October 2014 From the Chair of the Security Council Committee Pursuant to Resolutions 751 (1992) and 1907
(2009) Concerning Somalia and Eritrea Addressed to the President of the Security Council, S/2014/727, 13 October 2014, p. 6 (Report of the Monitoring
Group on Somalia and Eritrea Pursuant to Security Council Resolution 2111 (2013)) (hereinafter 2014 UN Monitoring Group report on Eritrea).

45  “Exploration and Mining Companies Operating in Eritrea,” TesfaNews, 26 August 2011, http://www.tesfanews.net/exploration-and-mining-companies-
operating-in-eritrea/ .

46  Thomas R. Yager and Harold R. Newman, “The Mineral Industry of Eritrea,” USGS 2012 Minerals Yearbook: Eritrea, U.S. Geological Survey, August 2014,
http://minerals.usgs.gov/minerals/pubs/country/2012/myb3-2012-er.pdf.

47 U.S. State Department June 2014 INCSR on Eritrea. See Eritrean Ministry of Energy and Mines, “Eritrea Mining Journal,” 1-5 October 2014, http://www.

hornofafrica.de/data/pdfs/eritrea-MiningJournal-2014 .PDF.
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National Mining Corporation (ENAMCO) owns a 40
percent stake in the mine, and production is set to begin
in 2015 with full production achieved in three years.*

The Bisha Mine is one of the most lucrative mines in
the country and contains large deposits of gold, silver,
copper, and zinc. Nevsun Resources, Ltd., the mine
operator from Canada, has released certain financial
results of its work in Eritrea, including net income

of $126 million in the first three quarters of 2014.%
ENAMCO owns 40 percent of the Bisha Mine, and
the Nevsun Resources financial information provides
some insight into government revenues from mining,
even though sector profitability remains uncertain. One
estimate of total mining revenues from 2011 to 2013 is
approximately $200 million annually,”® while another
source placed the revenues in 2011 alone at $614 mil-
lion.”! Regardless of the data’s accuracy, one source indi-
cated that these amounts are a fraction of what it would
cost the government to offer widespread, adequate social
and health services.”> The government has argued that
revenues from the mining sector will enhance the lives
of Eritreans because they will be dedicated to support-
ing long-term, strategic projects, such as the construc-
tion of necessary megaprojects and infrastructure such
as roads and dams, contributing to job creation and
increasing access to social services. The direct impact on
or benefit to Eritreans remains to be determined as the
government allocates and distributes the funds.

The Eritrean fishing and agricultural sectors also have
substantial potential for growth. With a Red Sea
coastline of more than 1,000 kilometers, Eritrea has a
maximum sustainable yield of 80,000 metric tons of
fishery and marine resources, but only 13 percent of this
potential was being utilized as of 2013.%° Chinese firms
have been investing in agricultural-related infrastruc-
ture, including food storage and manufacturing facilities
and pipeline plants.”* The expansion of these industries
may help address food security issues in Eritrea. Eritrean
developmental principles, rooted in the philosophy of
the unitary ruling party, continue to broadly emphasize
self-reliance and home-grown development and resourc-
ing, contributing to the government’s decision not to
accept external food aid for the past 10 years.”

A direct source of revenue for the government is the 2
percent Recovery and Rehabilitation Tax, more com-
monly referenced as the “diaspora tax” and a point of
controversy.”® Enacted in 1994, it is an assessment on
the net income of Eritrean citizens in the diaspora and
is characterized by the government as an act of “active
and voluntary participation” by the diaspora “in the
affairs and development of their country.”” Envisioned
as a short-term measure to provide support for the
rehabilitation of Eritrea, it does not have a definitive
sunset clause.”® Eritrean citizens living abroad who do
not pay this tax forfeit such entitlements as access to
urban land and power of attorney to process inheri-

48  Sunridge Gold Corporation, “Investment Highlights,” n.d., http://www.sunridgegold.com/s/Home.asp (accessed 17 December 2014).
49  Nevsun Resources, Ltd., “Management’s Discussion & Analysis - 2014 Third Quarter,” n.d., p. 2, http://www.nevsun.com/docs/financials/0914-NRL_

MDA.pdf.

50 Permanent Mission of Eritrea to the United Nations, “Eritrea’s Response to the Information Request Contained in the Letter S/AC.29/2014/SEMG/C.14,"
14 July 2014, p. 6, http://www.scribd.com/doc/243141200/ Eritrea-s-Response-to-SEMG (hereinafter Eritrea 2014 UN Mission response).
51 Bertelsmann Stiftung, “BTI 2014: Eritrea Country Report,” 2014, http://www.bti-project.de/uploads/tx_itao_download/BTI_2014_Eritrea.pdf.

52  Former UN official, interview with authors, New York, November 2014.

53 Michael Kashu Tesffzgi, “Marine Sources in Eritrea: Performance, Potential, and Prospectus” (remarks at the International Conference on Oceanography,
Orlando, 21-23 August 2013), http://omicsonline.org/speaker/Michael_Kashu_Tesffzgi_Eritrea_Fisheries_Corporation_Eritrea_Oceanography2013/.

54  Nyende and Okumu, “Eritrea 2014,” p. 12.

55 Embassy of the State of Eritrea to the Nordic Countries, “Eritrea at Present,” n.d., http://www.eritrean-embassy.se/about-eritrea/eritrea-at-present/

(accessed 17 December 2014).

56 Canada and Germany have challenged Eritrean consular representatives in their countries about the tax, and Australia has recently condemned the tax.
The UN Monitoring Group on Somalia and Eritrea noted that Eritrea uses extortion, threats of violence, fraud, and other means to collect taxes from its
expatriates. 2014 UN Monitoring Group report on Eritrea, p. 36. The Monitoring Group collected a number of credible, anecdotal testimonies of Eritrea
resorting to coercive methods to extract payment from Eritrean nationals and noted that Eritrea will deny the issuance of a passport and block individuals
from shipping goods to Eritrea unless proof of tax payment is provided. Ibid., p. 37.

57  Eritrea 2014 UN Mission response, p. 4.
58 Ibid., p. 3.
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tances.”” The Eritrean government states it has not col-
lected more than $73 million during 2010-2013, while
expenditures from the fund had reached $112 million
in that time period. Although the Eritrean government
indicates it has made these transactions transparent

to the Eritrean public through television and media
outlets,”” information about the government’s budget

is limited, so the degree to which these funds finance
governmental spending remains unclear. Given the lack
of readily available information and conclusive data,
tax collection from the diaspora has an indeterminate
bearing on money laundering and terrorism financ-

ing issues, although it remains a source of income for
financing governmental operations.

The most current public information indicates that
Eritrea has neither a stock exchange nor a stock market
and the state appears to own all financial institutions.®'
Eritrean monetary policy has largely been geared toward
accommodating the fiscal deficit, and the central bank
continues to print money to finance the deficit.* The
Eritrean nakfa is pegged to the U.S. dollar at an official
rate of 15.38 to 1, but steady growth in the nakfa sup-
ply has undermined price stability across the country,
and the black market exchange centers valued the nakfa
at 52 to 1 in mid-2014. Until recently, the nakfa was
nonconvertible to any foreign currency, but the govern-
ment moved to liberalize these transactions, which can
now be conducted through Eritrean banks or financial
institutions authorized by the National Bank of Eritrea.®®

Market-based competition and private sector activities
are growing in Eritrea. Building on privatization efforts
in the 1990s, the Eritrean government in late 2012
announced a restart of the privatization process for
many of the remaining state-owned enterprises, such
as the Asmara Brewery, Red Sea General Mills, and
Children’s Food Factory, as well as the sale of equity

in some of the most profitable companies, such as the
Eritrean Telecommunications Corp. and the National
Insurance Corp. of Eritrea.®® The resumption of privat-
ization marks a shift in policy and political commit-
ment toward increasing engagement with international
financial markets. Yet, private sector development may
be hindered by the number of highly skilled workers
that have left Eritrea due to limited economic pros-
pects domestically and to Eritrean political conditions.
Eritrean ofhicials have agreed that this is a critical chal-
lenge.®” Annual seminars hosted by the government to
strengthen diaspora commitment might be one way to
combat this problem.®

The economic and political landscape in Eritrea contin-
ues to be led by President Isais Afewerki and members
of the ruling People’s Front for Democracy and Justice
(PFD]J), the only legal party in the country.®” The last
presidential election was planned for 1998 but indefi-
nitely postponed due to conflict on the border and lim-
ited political space for dissent. A date has not been set
for a presidential election, although Eritrea continues to

hold local and regional elections.”

59  Eritrean Ministry of Foreign Affairs, “Eritrea’s Response to the Queries Contained in the Letter S/AC.29/2014/SEMG/0C.64,” 12 August 2014, p. 5,
http://www.innercitypress.com/smegleritrea080114.pdf (hereinafter Eritrea 2014 foreign ministry response). Some international observers have referred
to these conditions as a form of coercion, and the UN Security Council has “decided Eritrea should cease these practices.” 2014 UN Monitoring Group
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64  U.S. Department of State, “2014 Investment Climate Statement,” June 2014, http://www.state.gov/documents/organization/227167.pdf.
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Currency Remittance and Exchange and the Declaration of Currency of Travelers Arriving Into and Departing From Eritrea, Gazette of Eritrean Laws, vol.
21/2013, no. 1 (20 February 2013), http://www.eritreaembassy-japan.org/data/Proclamation_1732013_Liberalizing_Foreign_Currency_Movement_
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privatization-program/ .
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Eritrea has taken steps toward increased regional and
international engagement, including on economic
issues. Eritrea is a member of the Intergovernmental
Authority on Development, African Union, and

UN Economic Commission for Africa. In October
2014, President Afewerki received 25 ambassadors

in Asmara, briefing them on Eritrea’s achievements
and discussing opportunities for further development
of existing partnerships.”’ Similarly, there have been
high-level visits to Eritrea in the past few years from
UN agencies such as the Office for the Coordination
for Humanitarian Affairs, UN Development Group,
Department of Political Affairs, and the Office of the
UN High Commissioner for Human Rights, as well
as from the African Development Bank (AfDB) and
ministers and private sector companies. An enhanced,
high-level political commitment to transparency and
accountability should be an integral component in
Eritrea’s regional and international engagements.

Progress and AML/CFT Efforts

Eritrea enacted its fundamental legislation criminal-
izing money laundering and terrorism financing in
September 2014.7* It institutes reporting requirements
and know your customer (KYC) rules and mandates
the establishment of a financial intelligence unit (FIU),
although it is unclear if the FIU has been launched.
Moreover, the law emphasizes international coopera-
tion and encourages the exchange of information. This
new law is the most important action taken by Eritrea
to advance and strengthen its anti-money laundering
and countering the financing of terrorism (AML/CFT)
regime and presents a unique opening for cooperation
and engagement.

Part I of the law offers useful, context-specific defini-
tions such as beneficial owner, cross-border transfer,
predicate offenses, and supervisory authority. Among
the law’s several listed objectives are to detect, deter,
and prosecute AML/CFT offenses and encourage

financial institutions to establish and maintain policies

and procedures to guard against AML/CFT offenses.

Part II covers customer due diligence and identification,
providing specific guidelines for financial institutions
on customer acceptance policies, procedures, and com-
pliance arrangements. It also addresses account moni-
toring, cross-border correspondent banking, wire trans-
fers, exemptions, record keeping, and the establishment
of training programs for financial institutions.

Part III focuses on the detection of money laundering
and terrorism financing and the establishment of an FIU
whose head is appointed by the President of Eritrea,
although the law does not stipulate the operational inde-
pendence of the FIU: the “composition, organization,
operation and resources of the FIU shall be prescribed
by Government directive.” The language regarding the
powers and functions of the FIU are encouraging, par-
ticularly with regard to its core functions and openness
to cooperation with and assistance from foreign juris-
dictions seeking information or collaboration. The law
mandates that the FIU compile statistics and records
and provide periodic feedback to the supervisory author-
ity, financial institutions, and other relevant agencies.

Part IV addresses the criminalization of money launder-
ing and terrorism financing and includes guidance on
measures, offenses, and penalties (imprisonment and
fines) for covered entities and perpetrators. It also pro-
vides for the provisional seizure of property, provisional
freezing of funds, and the confiscation of property.

Part V directs Eritrean courts and competent author-
ities to cooperate with courts in other jurisdictions,
“taking appropriate measures to provide assistance in
matters’ concerning money laundering and terrorism
financing. It discusses the establishment of a Central
Seizure and Confiscation Agency to “manage and
administer properties subject to seizure and confisca-
tion.” The role of the agency is designed to be primarily
administrative, but there are opportunities to have the

71  “President Isaias Received the Credentials of 25 Ambassadors,” Eri-News, no. 20 (18 October 2014), http://www.tesfanews.net/wp-content/uploads/Eri-
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72  Proclamation No. 175/2014 Anti-Money Laundering and Combating Financing of Terrorism, Gazette of Eritrean Laws, vol. 22/2014, no. 1 (8 September

2014) (copy on file with authors).
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agency collect and maintain data associated with the
management of seized or frozen properties and assets.

The reporting of suspicious and cash transactions are
detailed at length in the proclamation, although the guid-
ance is limited to financial institutions and not designated
nonfinancial businesses and professions, such as accoun-
tants and lawyers. Because progress is apparent on the
legislative front, the next step for Eritrea is the law’s imple-
mentation, particularly through the development of the
FIU, which will require external expertise and support.

Ongoing Risks and Vulnerabilities

Like its regional peers, Eritrea is home to a large, infor-
mal, cash-based economy susceptible to money laun-
dering and terrorism financing activities. Additionally,
the nascent nature of Eritrea’s AML/CFT regime and
proximity to areas of ongoing criminal and terrorist
behavior present additional challenges to the identifica-
tion of and effective response to these crimes.

Eritrea has a noteworthy remittance corridor, relying
on informal money service businesses and hawalas.
These financial flows serve as one source of income for
Eritreans and help alleviate poverty rates and encourage
postconflict rehabilitation. In 2011 the UN Security
Council expanded the existing sanctions regime on
Eritrea,”” which may have contributed to the tem-
perance of remittances. One estimate suggests that
remittances to the Eritrean ruling party have dropped
by about one-third in the first half of 2014 compared
to the same period in 2013.74 Assessments of the accu-
racy of these figures are difficult because a high volume
of remittances do not pass through formal, regulated
financial institutions and oversight over hawalas is

minimal. This lack of oversight makes remittances par-
ticularly vulnerable to abuse by money launderers and
terrorism financiers.

Cross-border smuggling and trafficking, although com-
mon vulnerabilities in the region, remain contested
issues in Eritrea. Recent reports have claimed that
Eritrean government and military officials are bene-
fiting from these crimes.”” Information on this issue
remains limited, and Eritrean officials, citing the highly
centralized nature of the state and characterizing its
borders as tightly controlled, dispute the allegations as
“unfounded,”® particularly those in the reports of the
UN Monitoring Group on Somalia and Eritrea and of
governments and international organizations that refer-
ence the Monitoring Group’s claims.””

A sharp increase in corruption among the bureaucracy
and especially the military has been noted by some
sources, which are difficult to corroborate because of

a general national lack of transparency. The 2014 UN
Monitoring Group report notes that senior Eritrean
officials “continue to collect millions of dollars per

year through unofficial revenues by means of private
business arrangements involving PFD]J-run companies
domestically and abroad.” The report further notes that
the government “maintains a global financial structure
that is not registered in the name of [the] PFDJ and
that includes tax havens, secret trusts and companies
under the names of officials and, in most cases, the
names of private individuals.” The report states that
because the country’s annual budget is not publicly
available, the “lack of financial transparency creates
structural ambiguities.”’® There has been some disagree-
ment about this characterization of corruption in the
country, and some sources dispute it entirely.

73 UN Security Council, S/RES/2023, 5 December 2011. This resolution condemned Eritrea’s violations of Security Council Resolutions 1844, 1907, and
1982 and imposed new measures to prevent Eritrea from using the Recovery and Rehabilitation Tax or revenues from its mining sector to commit further
violations. Eritrea disputes the credibility of the UN Monitoring Group on Somalia and Eritrea report and its findings.
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75 2014 UN Monitoring Group report on Eritrea, p. 148; Mirjam van Reisen, Meron Estefanos, and Conny Rijken, “Human Trafficking in the Sinai: Refugees
Between Life and Death,” October 2012, http://www.eepa.be/wcm/dmdocuments/publications/Report_Human_Trafficking_in_the_Sinai_Final_Web.pdf.
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Eritrea has made tangible progress in building an
AML/CFT legal framework, but implementation remains
uncertain. The mechanism for action against these crimes
is unclear, and Eritrea does not publish national statistics
on these matters. Unstable political conditions, strict
regulations regarding imports, and a lack of consistency
regarding exit visas for Eritrean nationals have encour-
aged money laundering and bribery among those respon-
sible for customs and immigration.

Ongoing challenges to economic growth contribute to
potential Eritrean vulnerability to money laundering
and terrorism financing. Beyond the mining sector,
continued governmental aversion to foreign investment
is expected to reinforce the lack of financial transpar-
ency in the country. Ongoing and large-scale diversion
of resources and manpower to the military, as well as
indefinite conscription, leads to growth suppression and
a slow yet steady stream of Eritreans leaving the coun-
try. The continued peg of the nakfa to the U.S. dollar
has negative developmental and economic implications.
Overall, continued governmental mismanagement of
the economy coupled with negligible foreign invest-
ment outside of the mining sector means that Eritrea’s
economy will continue to underperform drastically.

A variety of other challenges remain. The majority of
Eritrean imports come from Sudan, and smuggling

of consumer goods occurs regularly across the bor-

der. Eritrea may serve as a smuggling transit country
through eastern Africa for goods and migrants.”
Furthermore, the new AML/CFT law will need to be
supported by a widespread awareness-raising campaign
to encourage compliance among stakeholders. Eritrea
has demonstrated a high-level political commitment to
addressing AML/CFT issues, but that commitment has
not included a print, television, and radio campaign on
state-run media.

Entry Points

Eritrea has made tangible progress on AML/CFT
issues with the passage of its first legislation and has

demonstrated increasing political will to engage the
international financial system, despite the continued
imposition of UN sanctions and ongoing regional
tensions. The international community should capi-
talize on this momentum by identifying opportunities
for outreach and fostering partnerships between the
Eritrean government and international bodies to pro-
mote AML/CFT standards and incentivize compliance.
Eritrea’s increasing focus on business and trade in recent
years provides a key entry point to discussions that
ensure these preliminary attempts at liberalizing practices
are implemented in line with AML/CFT best practices.

The drafting of a new constitution, announced by
President Afewerki in May 2014, could be another
opening for engagement with Eritrea. Although addi-
tional public information regarding a new constitution
is quite limited, the international community should
be aware of the opportunities that a new constitution
could provide for Eritrean economic development and
international AML/CFT engagement.

Based on our findings and the input we received from
Eritrean stakeholders and other partners, we offer a
number of recommendations for the international com-
munity and the Eritrean government.

Invest in a mission to Eritrea in coordination
with its government to discuss money laundering
and terrorism financing risks and AML/CFT
opportunities.

Hold preliminary discussions on technical

issues related to the establishment and
operationalization of an FIU.

Invest in the training of a specialized financial
crimes unit.

Publish national audits to inform discussions

on fiscal transparency and national AML/CFT
priority sectors, perhaps with the AfDB.
Encourage Eritrea to become a party to
international anticorruption agreements.

Use the recent passage of AML/CFT legislation as
an opportunity for engagement with international

79 The Global Initiative Against Transnational Organized Crime, “Smuggled Futures: The Dangerous Path of the Migrant From Africa to Europe,” May 2014,
http://www.globalinitiative.net/download/global-initiative/ Global%20Initiative%20-%20Migration%20from%20Africa%20t0%20Europe%20-%20May%20

2014.pdf.
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experts from the Financial Action Task Force
(FATF) and FATF-style regional bodies,
including the Eastern and Southern Africa Anti-
Money Laundering Group and the Middle East
and North Africa Financial Action Task Force.
Conduct outreach on implementation of Eritrea’s
new AML/CFT law and establish a date for an
in-country FATF assessment.

Develop the FIUs of Eritrea and Sudan under
one technical assistance program, given their
close relations and shared risks on smuggling,
trafficking, and other economic crimes.

Develop memoranda of understanding between
the National Bank of Eritrea and the central banks
of relevant jurisdictions, particularly those of
neighboring countries and jurisdictions involved
in mining exploration and production in Eritrea.



Ethiopia

The 2012 baseline report characterized Ethiopia as
a fast-growing economy and a country of primary
concern vulnerable to money laundering and ter-
rorism financing activities. Subject to the Financial
Action Task Force (FATF) global anti-money laun-
dering and countering the financing of terrorism
(AML/CFT) monitoring process since 2010, Ethiopia
has made substantial progress in the last three
years on strengthening its legal framework, building
capacity among stakeholders on AML/CFT issues,
and improving coordination and information sharing
between relevant institutions.

In recognition of these efforts, as of October 2014,
Ethiopia is no longer subject to the FATF monitoring
process. Although Ethiopia has made substantial
improvements in its legal framework and in financial
institution compliance, designated nonfinancial busi-
nesses and professions remain an area of money
laundering and terrorism financing vulnerability, par-
ticularly because Ethiopia is a hub for cross-border
trade in East Africa and the Greater Horn of Africa
region. Additionally, the Financial Intelligence Center
(FIC) is still developing its analytical capacity through

continued staff training and the implementation of a
comprehensive AML/CFT software system. The lack
of such software presents one of the biggest chal-
lenges to FIC staff in creating a more robust analysis
process and streamlining record keeping and case
management.

Political will remains high across some institutions,
and considerable achievements have been made in
the implementation of AML/CFT efforts, but a weak
bureaucratic system and the generally slow pace of
reform in Ethiopia continues to present challenges.
These issues are further compounded by high
turnover rates in working-level positions, coupled
with the lack of AML/CFT training in the country’s
graduate-level academic institutions. With Ethiopia’s
recent removal from the FATF monitoring process,

it is important to build on recent momentum and
investment to encourage continued capacity build-
ing and engagement to sustain the advancements
that have been made and address the remaining
vulnerabilities. The FIC is committed to achieving
membership in the Egmont Group of Financial
Intelligence Units.
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State of Play

Ethiopia had the 12th-fastest growing economy in the
world in 2012% and has experienced annual economic
growth rates averaging 10.9 percent over the past 10
years, compared to a regional average of 5.3 percent.”!
Ethiopia’s growth-oriented economic policy, coupled
with the comparatively long absence of domestic armed
conflict, has enabled the government to focus on invest-
ment in industry and infrastructure development, such
as road construction, sugar production, the building of
the Grand Ethiopian Renaissance dam on the Blue Nile
River, and an electrified rail link along the country’s
major trade route to Djibouti.®

In August 2012, the country transitioned as it mourned
the death of Prime Minister Meles Zenawi, who had
led the government since 1991.% Prior to his death,
there had been concerns that his passing would impact
economic growth, given the large role state-owned
enterprises play in domestic commerce.* Yet, the
country experienced a peaceful and constitutional
transfer of power and continued economic progress,
led by expansion in the agricultural and services sec-
tors, which account for nearly 88 percent of Ethiopian
gross domestic product and grew at rates of 7—10
percent in 2012/2013.% This momentum is expected
to continue in the coming years, although some esti-
mate that limited private sector growth may hinder the

pace slightly.*® The Ethiopian government imposed a
tight monetary policy to contain inflation, successfully
reducing the rate to 7.9 percent in November 2013
compared to 15.6 percent and 39.2 percent one and
two years earlier.” The government also has enacted
policies designed to encourage private sector develop-
ment, such as an income tax holiday and exemptions
from import duties for investment capital goods.®

Given its strategic location within the Horn of Africa,
Ethiopia is vulnerable to transnational smuggling activ-
ities and trafficking in narcotics, persons, arms, and
animal products.® Additionally, Ethiopia is home to
high tariffs that may further encourage customs fraud
and trade-based money laundering.”® These vulnerabil-
ities have contributed to a huge loss of revenue for the
growing nation via illicit financial outflows. Ethiopia
was ranked 39th out of 144 countries in terms of the
value of these illicit flows, and although adequately
measuring these flows is difficult, some have estimated
a loss of $5.6 billion in 2010 alone.”* This revenue loss
presents a serious challenge as Ethiopia seeks to con-
tinue its economic growth and pursue middle income
status pursuant to the government’s 2010 “Growth and
Transformation Plan.”? Illicit financial flows also rep-
resent a large vulnerability for the AML/CFT regime as
much of these funds may be the result of money laun-
dering, tax evasion, and international bribery.”
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Progress and AML/CFT Efforts

With a fast-growing economy, Ethiopia has been a
country of primary concern vulnerable to money laun-
dering and terrorism financing activities. Subject to the
Financial Action Task Force (FATF) global AML/CFT
monitoring process since 2010, Ethiopia has made
substantial but not always rapid progress on strength-
ening its legal framework, building capacity among
AML/CFT stakeholders, and improving coordination
and information sharing between relevant institutions.
Research suggests that progress has been limited not by
a lack of political will, but by the generally slow process
of institutional reform resulting from the country’s
cumbersome and underdeveloped bureaucratic system.

Ethiopia has ratified the Intergovernmental Authority
on Development (IGAD) Convention on Extradition,
the IGAD Convention on Mutual Legal Assistance

in Criminal Matters, and the UN Convention for the
Suppression of the Financing of Terrorism. The coun-
try passed its first AML/CFT legislation in November
2009, which called for the establishment of an inter-
ministerial AML/CFT committee and the Financial
Intelligence Center (FIC).” This first law was identified
as having a number of deficiencies related to the effec-
tive criminalization of money laundering and terrorism
financing offenses and the implementation of sanctions
and asset freezing measures in line with UN Security
Council Resolutions 1267 and 1373.

Ethiopia updated the law in February 2013, effectively
and comprehensively criminalizing money launder-
ing and terrorism financing and expanding the FIC’s
mandate.” In June 2014, Ethiopia passed regulation
no. 306/2014 detailing procedures for freezing terror-
ist assets in order to address one of the key remain-
ing FATF-identified deficiencies in the country’s
AML/CFT regime. These two legal instruments, com-

bined with the existing customer due diligence (CDD)
directive from the FIC,’® have served to make Ethiopia
fully compliant with all international requirements as

determined by the FATE

In September 2013, Ethiopia was accepted as a full
member of the Eastern and Southern Africa Anti-
Money Laundering Group (ESAAMLG). As part of
the membership process, the FIC is participating in
an ongoing mutual evaluation with the assistance of
the World Bank and ESAAMLG, which included an
on-site visit involving an evaluation team and relevant
stakeholders to assess the country’s compliance with
international AML/CFT standards. As a full member
of the ESAAMLG, the FIC gains access to a regional
network of AML/CFT professionals and benefits from
opportunities for enhanced cooperation with other
financial intelligence units (FIUs). In addition, full
membership helps to advance Ethiopia’s reputation in
the international AML/CFT community and its jour-
ney toward joining the Egmont Group of Financial
Intelligence Units.

In September 2014, Ethiopia participated in an on-site
visit with the FATF for a determination on whether it
had fully implemented the required legislative measures
and should no longer be subject to the FATF monitoring
process. The FATF acknowledged the substantial prog-
ress made over the past few years and removed Ethiopia
from the monitoring process.” The removal represents

a big achievement for Ethiopia and provides important
recognition from the international community.

Established in 2010, the FIC is directly accountable to
the prime minister and is responsible for the collection
and analysis of suspicious transaction reports (STRs)
and cash transaction reports (CTRs) and their dissem-
ination to law enforcement agencies and regulatory
bodies, as well as oversight of reporting entities’ com-
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pliance. Now fully operational, the FIC consists of 22
core personnel and reported receiving 667 STRs and
almost 1.1 million CTRs between July 2013 and 7 July
2014.% Ethiopia imposes reporting requirements on
banks, foreign exchange bureaus, customs and revenue
authorities, microfinance institutions, and designated
nonfinancial businesses and professions (DNFBPs)
such as lawyers, notaries, accountants, real estate agents,
and precious stones and metal dealers. Only the coun-
try’s 19 public and private banks are submitting reports
presently, but the microfinance and insurance sectors
are set to begin submitting reports in 2015.” Also, the
FIC is developing reporting guidelines for DNFBPs in
collaboration with international experts, and these enti-
ties will be expected to begin reporting in 2015.

The Ethiopian government is receiving support

from the international community to strengthen its
AML/CFT regime, including targeted technical assis-
tance for the FIC and the Ministry of Justice, such as
the development of an AML/CFT training manual
for ministry staff and a series of intensive training ses-
sions and workshops in the capital and rural regions
during May 2013-December 2014. Participants in
this training have included a broad range of Ethiopian
government and civil society stakeholders and covered
topics such as financial intelligence, data analysis, reg-
ulatory standards and compliance, standard operating
procedures, and information sharing and coordination.
Following this training, the FIC is developing clear
standard operating procedures related to the receipt,
analysis, and dissemination of financial intelligence.
Additionally, the FIC has signed memoranda of under-
standing to promote information sharing and collab-
oration with the Ministry of Justice, National Bank
of Ethiopia (NBE), Ethiopian Revenue and Customs
Authority, Federal Police Commission, Federal Ethics
and Anti-Corruption Commission, and Ethiopian
Bankers Association.'®

This collaborative training has led to a marked
improvement in cooperation and information sharing,
particularly between the FIC and the banking sector.
The FIC has prioritized and developed clear procedures
for the submission of STRs and CTRs from financial
institutions, and all Ethiopian banks have created an
AML/CFT compliance department that has demon-
strated higher levels of capacity related to these issues.
Senior FIC staff indicated that they meet regularly with
banking officials to discuss comparative discrepancies in
reporting statistics or quality of reports and are receiv-
ing copies of each bank’s AML/CFT policies in order to

ensure full compliance with laws and regulations.''

The FIC has developed a brochure to help raise aware-
ness among the public about the impact of these crimes
on the financial system and to inform the public about
the role of the FIC and has produced short segments for
TV and radio. The Ministry of Justice has collaborated
on three radio programs on money laundering and ter-
rorism financing issues, and discussions are underway to
film a special AML/CFT episode of the legal television
show “Amicus.”'?* Efforts have expanded beyond the
capital as well, with the Ministry of Justice and FIC
collaborating on a series of regional training sessions

for more than 300 participants designed to improve
AML/CFT capacities in the rural areas of the country.

Ongoing Risks and Vulnerabilities

In recent years, Ethiopia has embraced a managed but
more market-oriented system that included an expan-
sion in the number of domestic banks. Yet, the coun-
try’s financial system remains closed to foreign invest-
ment and is comparatively less liberal than its regional
peers. There are 18 commercial banks, two of which
are state owned, and one state-owned development
bank. The largest bank is the state-owned Commercial

Bank of Ethiopia, which held approximately 70 percent

98 Tu’emay Aregawi Desta and Biniam Shiferaw Ayalew, “The Anti-Money Laundering/Countering Financing of Terrorism (AML/ CFT) Regime in Ethiopia:
Progress, Achievements and Remaining Challenges; Third Assessment Report,” Global Center on Cooperative Security, pp. 12, 21 (draft) (copy on file with

authors).
99  Senior FIC officials, interviews with authors, Addis Ababa, June 2014.

100 Senior FIC officials, interviews with authors, Addis Ababa, December 2014.

101 Ibid.

102 Ethiopian Ministry of Justice staff and senior FIC officials, interviews with authors, Addis Ababa, May and December 2014.
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of the industry’s total holdings as of May 2013.'% In
light of this tightly controlled, formal financial sector,
stakeholders believe that the risk of money laundering
and terrorism financing cannot lie within the country’s
financial institutions and instead resides in informal
value-transfer services such as hawala. Total remittance
inflows to Ethiopia have increased drastically from $33
million in 2002 to $624 million in 2012.'% Ethiopia
continues to closely monitor remittance organizations
for money laundering or terrorism financing abuse and
has closed a number of illegal hawala operations in
recent years.'?

The vulnerability of DNFBPs, largely within the gold
and livestock trades, to money laundering and ter-
rorism financing is a particular concern in Ethiopia.
Because the country is a hub for cross-border trade

in East Africa and the Greater Horn of Africa region,
engaging practitioners and businesses in these sectors is
increasingly important in combating money launder-
ing and terrorism financing crimes at a regional level.
Ethiopian law categorizes real estate agents and brokers,
precious metal and stones dealers, independent accoun-
tants, lawyers, notaries, and certain other legal profes-
sionals as DNFBPs and empowers the FIC to designate
other businesses and professions as DNFBPs as it deems
appropriate, making them subject to specific oversight
and compliance measures.'"

The FIC reported low levels of compliance from
DNFBP:s related to suspicious transaction reporting,.
This is due to the prioritization of financial institu-
tion compliance, limited awareness about reporting
requirements among DNFBPs, ambiguity about the
transactions that can be classified as suspicious, a lack
of understanding of sector-specific risks for money
laundering and terrorism financing offenses, and con-
straints on FIC capacity to receive and process reports.
Senior FIC ofhcials indicated they have begun develop-
ing a CDD guidance note for DNFBPs, and reporting

is slated to begin for high-risk sectors in 2015.'” The
FIC has attempted to engage DNFBPs and regulatory
authorities to raise awareness and promote compli-
ance, including by hosting a training seminar in 2014
on regulatory standards and sector-specific risks for
more than 40 representatives from the Federal Ethics
and Anti-Corruption Commission, Revenues and
Customs Authority, Ministry of Transport, Ethiopian
Professional Association of Accountants and Auditors,
Ethiopia Commodity Exchange, and Postal Service, as
well as representatives of the construction, legal, real
estate, mining, and automobile sectors, among others.

Ethiopian financial institutions have shown strong
political commitment to enhancing AML/CFT compli-
ance in the past few years. The remaining impediments
are possibly in part the result of limited resources and
institutional capacity. For example, the country has

just recently undertaken a process to install software
that would link accounts across different branches of
the same bank. Most financial institutions do not have
AML/CFT software and struggle to monitor and track
transactions comprehensively. Financial institutions, par-
ticularly in rural regions, continue to submit STRs on
paper, presenting logistical challenge for the FIC, which
is struggling to process thousands of reports each year.

The FIC continues to develop its analytical capacity
through staff training and the implementation of a
comprehensive AML/CFT software system. Currently,
the FIC relies on an internally developed database sys-
tem that lacks a comprehensive analytical capacity and
is nearing its storage limits,'* presenting one of the
biggest challenges to FIC staff in effectively analyzing
STRs and CTRs. A comprehensive AML/CFT soft-
ware system would enable the FIC to streamline record
keeping and case management, create a more robust
analysis process, support continued analysis growth
capacity, provide feedback to reporting institutions,
and better identify and respond to patterns, trends, and

103 International Monetary Fund (IMF), “The Federal Democratic Republic of Ethiopia: 2013 Article IV Consultation,” IMF Country Report, no. 13/308 (October
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104 World Bank, “Prospects - Migration and Remittances Data,” http://go.worldbank.org/092X1CHHDO (accessed 2 December 2014).
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106 Proclamation No. 780/2013, pp. 6758-6759.

107 Senior FIC officials, interviews with authors, Addis Ababa, December 2014.
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typologies. As the FIC seeks to expand DNFBP report-
ing, such a software management system will become
increasingly more important to the detection and analysis
of suspicious transactions and to combating money
laundering and terrorism financing crime.

Rising concern about terrorist activity has led to
increased attention on terrorism financing cases from law
enforcement. Many criminal justice practitioners, how-
ever, still struggle to understand the connection between
money laundering and predicate offenses, and “follow
the money” techniques are not routinely employed in
criminal justice investigations. During January—October
2013, suspicious transaction and cash transaction report-
ing resulted in the prosecution of six cases involving 13
people.'” The low prosecution rates likely stem in part
from a lack of coordination between public prosecutors
and police investigators. Prosecutors have indicated that
they feel the information received was not sufficient to
bring money laundering cases to trial, while police have
expressed reticence in pursuing crimes that do not result
in convictions. This disconnect presents a major chal-
lenge to Ethiopia as it seeks to tackle money laundering
and terrorism financing within its borders.

Entry Points

Although political will remains high across the
Ethiopian government and considerable achievements
have been made relative to the implementation of
AML/CEFT efforts, limited commitment at the working
level in some institutions, coupled with a weak bureau-
cratic system and the generally slow pace of reform

in Ethiopia, continues to presents challenges. High
turnover rates in select working-level positions, coupled
with the lack of AML/CFT training in the country’s
graduate-level academic institutions, compound the
difficulties in carrying out AML/CFT initiatives.

As the FIC prepares to expand the number of reporting
institutions to include DNFBPs, the need for efficient
and comprehensive AML/CFT software becomes even
more acute. The Ethiopian government and FIC lead-
ership indicated that the selection of a comprehensive

109 U.S. State Department June 2014 INCSR on Ethiopia, p. 153.

database was a high priority for 2014, particularly as its
existing software system approaches capacity. Ethiopia
places a high priority on database security and has
sought advice on the selection and implementation of
a system from its peers, involving on-site visits with
China, Denmark, India, Mauritius, South Africa, and
South Korea. The selection of such a system will help
improve analytical capacities and the quality of finan-
cial intelligence the FIC is able to provide police, inves-
tigators, and prosecutors.

With Ethiopia’s recent removal from the FATF mon-
itoring process, it is important to build on recent
momentum and investment to encourage continued
capacity building and engagement to sustain the
advancements that have been made and address the
remaining vulnerabilities. Based on our findings and
the input we received from Ethiopian stakeholders and
other partners, we offer a number of recommendations
for the international community and the Ethiopian
government.

Work with the FIC to effectively implement

a software system and to enhance analytical
capacities through continued training and
capacity building.

Encourage engagement with DNFBPs and
conduct sector-specific risk assessments in order
to best allocate resources.

Continue work with the interministerial
committee and practitioner-level officials to
encourage information sharing and coordination
among agencies.

Support the development of effective regulatory
structures for emerging technologies, such as
mobile banking, to help promote financial
inclusion goals.

Continue forging informal and formal working
relationships among reporting entities, the FIC,
NBE, judiciary, and law enforcement bodies.
Expand awareness raising and training efforts to
rural regions.

Seek active membership in the Egmont Group in
the near term.



Kenya

In the 2012 baseline report, Kenya was subject to
the Financial Action Task Force (FATF) global anti-
money laundering and countering the financing of
terrorism (AML/CFT) monitoring process. Kenya had
passed an AML/CFT bill in 2009, but its financial
intelligence unit (FIU) was not yet operational, and
overall implementation was limited. Moreover, Kenya
was deficient in CFT procedures, lacking a national
provision for asset freezing. Overall, Kenya’s
AML/CFT regime was nascent, and there appeared
to be limited levels of political will.

Kenya's emerging economy is projected to grow
even more rapidly over the next decade for a vari-
ety of reasons, including a recently enacted policy
of governmental devolution, potential oil reserves,
and increased regional trade cooperation. In the
past two years, Kenya has demonstrated a signifi-
cant increase in political will to address AML/CFT
measures. With the passage of AML and terrorism
prevention laws in 2012, as well as the enactment
of clarifying regulations to assist in their implemen-
tation, many deficiencies have been addressed,
and Kenya is now considered compliant with inter-
national AML/CFT standards. Kenya’s FIU, the

Financial Reporting Center (FRC), is fully operational
and has begun receiving suspicious transaction
reports (STRs). In recognition of these efforts, Kenya
was removed from the FATF monitoring process

in June 2014 and is exploring membership in the
Egmont Group of Financial Intelligence Units.

Common AML/CFT risks, such as corruption, illicit
trade flows, and illegal wildlife trafficking, linger.
Limited institutional resources may hinder imple-
mentation efforts, particularly as the FRC seeks

to expand its capacities and increase levels of
compliance from reporting entities and supervisory
authorities. Furthermore, FRC contributions made
by the collection of STRs are diminished by a lack
of resources among law enforcement profession-
als. The few judicial prosecutions related to money
laundering and terrorism financing suggest a lack of
interaction between the principal agencies. Kenya
must maintain high levels of political will as it con-
tinues efforts to implement AML/CFT measures.
Additionally, these efforts must be situated within
a broader push for increasing transparency and

accountability by governmental institutions in order
to ensure their effectiveness and sustainability.
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State of Play

Kenya’s steady economic growth in recent years has
positioned Nairobi, already an important regional
commercial hub, to become a major center of inter-
national finance. Growth in gross domestic product
(GDP) was estimated at 5 percent in 2013/2014 and
may increase even more rapidly in the future."’* Among
the factors contributing to this environment is a strong
monetary policy enacted by the Central Bank of Kenya,
helping to keep inflation expectations stable despite
rising fuel and food costs. Decentralization of govern-
mental responsibilities, the potentially vast amounts of
oil within the country, and expansion of East African
cooperation and common markets influence the favor-
able economic projections.

In August 2010, Kenya adopted a new constitution,
which established a plan for decentralization of some
governmental authority to help redistribute wealth
and reduce poverty. Wealth inequality is a concern

in Kenya, where 40 percent of the country’s income

is received by the top 10 percent of the population.
For the majority, poverty remains a major problem;
recent estimates indicate four out of 10 Kenyans live
below the poverty line.''! Implemented in 2013, this
new system created 47 county governments, to which
15 percent of the national budget was allocated based
on a formula involving population, land mass, and
poverty levels. This devolution of authority established
mechanisms to supply important services and resources
to the more needy areas and allowed counties to cus-
tomize their approach toward local concerns, such as

education and health care,!'? and better border controls
to reduce trafficking and money laundering. The new
constitution gave some control to local authorities, but
this change has not been uniformly or effectively imple-
mented in all regions, especially those outside Nairobi.

The discovery of additional oil reserves and the need
for new pipeline routes may further impact regional
resource sharing, could augment funds allocated to the
devolution process, and may lead to more investment
in development and social infrastructure projects.'?
Kenya has displayed its commitment to the develop-
ment of the subregion through its involvement in the
East African Community (EAC) Monetary Union. The
union, implemented by a protocol signed in November
2013,"* establishes a regional exchange rate and other
mechanisms over a 10-year period to help oversee and
administer policies geared toward deep economic inte-
gration and the harmonization of laws, such as those
on anti-money laundering and countering the financ-
ing of terrorism (AML/CFT) issues. In addition, the
East African Payment System, implemented by Kenya,
Rwanda, Tanzania, and Uganda, may streamline busi-
ness transactions and increase regional trade, enabling
countries to track money and goods exchanged across
borders more accurately.'”® By liberalizing trade and
synchronizing financial laws, the countries could move
closer to the protocol’s main goal of a single EAC cur-
rency by 2024.11¢

Violent political unrest has been subdued in Kenya
since the post—presidential election period in 2007-

110 International Monetary Fund (IMF), “Kenya: Staff Report for the 2014 Article IV Consultation,” IMF Country Report, no. 14/302 (8 September 2014), p.

32, http://www.imf.org/external/pubs/ft/scr/2014/cr14302.pdf.

111 World Bank Group, Kenya Country Partnership Strategy FY2014-2018, June 2014, p. iii, http://www-wds.worldbank.org/external/default/
WDSContentServer/WDSP/1B/2014/06/25/000442464_20140625105403/Rendered/PDF/889400CASOP1440KenyaOCPSO00Volume02.pdf.
112 Mwangi S. Kimenyi, “Devolution and Resource Sharing in Kenya,” Brookings Institution, 22 October 2013, http://www.brookings.edu/research/

opinions/2013/10/22-devolution-resource-sharing-kenya-kimenyi.
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after-oil-discovery.html; Tullow Oil, “2013 Annual Report and Accounts; Special Feature: Kenya,” n.d., p. 28, http://www.tullowoil.com/files/pdf/special_
feature_kenya.pdf; Observatory of Economic Complexity, “Kenya,” n.d., http://atlas.media.mit.edu/profile/country/ken/ (accessed 7 November 2014).
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115 Enos S. Bukuku, “Launch of the East African Payment System (EAPS),” East African Community, n.d., http://www.eac.int/index.php?option=com_conte
nt&view=article&id=1590:press-statement-launch-of-the-east-african-payment-system-eaps-&catid=147:speeches-a-statements; “Rwanda Joins Speedy
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2008, but the threat of terrorism presents a serious
security risk. An attack on a shopping mall in the
Westlands district of Nairobi in September 2013

and subsequent attacks nearer to the Somali border
were carried out by al-Shabaab, intensifying secu-
rity concerns concerning Kenya’s eastern and coastal
border with Somalia. By 2012, almost one-quarter
of al-Shabaab’s terrorist attacks had taken place in
Kenya, which al-Shabaab blamed on the involvement
of Kenyan troops in the ongoing Somalian conflict.'”
The Kenyan government has adopted a strong stance
against terrorism, forming such institutions as the
National Counterterrorism Center and the Anti-
Terrorism Police Unit. Recent reports, however, have
expressed concern over potential abuses of counterter-

118

rorism laws.''® Kenyan authorities dispute these allega-

tions and indicate that a number of terrorist plots have

been thwarted as a result of these efforts.'"”

Progress and AML/CFT Efforts

Kenya has made slow but significant progress in
strengthening its AML/CFT regime. In 2009 it enacted
watershed AML legislation, the Proceeds of Crime and
Anti-Money Laundering Act (POCAMLA),"'* which
established Kenya’s Financial Reporting Center (FRC)
and the Anti-Money Laundering Advisory Board (AML
Board). The board can recommend approval of an

FRC director, monitor the performance of the FRC,
and counsel the director on decisions. Board members
include the governor of the central bank, permanent
secretary of the Ministry of Finance, inspector gen-

eral of police, attorney general, and two private sector
members. Implementation of this law remained limited
in the initial years due to a lack of political will.

In February 2010, Kenya became subject to the
Financial Action Task Force (FATF) global AML/CFT
monitoring process. As a long-standing member of the
Eastern and Southern Africa Anti-Money Laundering
Group (ESAAMLG), Kenya underwent an on-site
mutual evaluation visit in 2010 to measure compli-
ance with international AML/CFT standards. In a
September 2011 report, ESAAMLG officials identified
a number of areas for improvement, including the
criminalization of terrorism financing, establishment
of a fully operational financial intelligence unit (FIU),
creation of an effective asset-freezing framework for
terrorist assets, awareness raising in the law enforce-
ment community, and improved sanctioning powers.'*!
The ESAAMLAG visit was instrumental in developing
Kenya’s action plan for strengthening its AML/CFT
regime, and the government has made a high-level
political commitment to addressing these deficiencies

with the support of the ESAAMLG and FATE

Kenya enhanced the capacity of the FRC through
passage of amendments to the POCAMLA in 2012,
giving the FRC the power to delegate compliance
monitoring to supervisory bodies and allow them

to issue guidelines to their licensees on AML/CFT
matters. The amendments clarified the conduct of
reporting institutions when investigating a suspicious
transaction and authorized the FRC to make requests
that a reporting institution maintain records beyond
seven years.'? In April 2012, the central bank donated
office space in the Central Business District of Nairobi
to the FRC to commence its operations. Additionally,
central bank secondary staff were sent to the FRC

to provide additional administrative support toward
operationalization. The staff remains at 17 seconded
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staff, with the recruitment of permanent staff set to
begin in 2015.'*

The FRC began receiving suspicious transaction reports
(STRs) in October 2012 and had received a total of
345 as of December 2014. These have been analyzed,
and those STRs that met the criteria or threshold for
dissemination—=85 reports—were sent to law enforce-
ment agencies, including the Criminal Investigations
Department of the police and the Ethics and Anti-
Corruption Commission (EACC)."* More than 40
percent of the reported cases involved fraud, followed
by smuggling, terrorism, and drug trafhicking. Of the
85 reports transmitted to law enforcement, one case
involved money laundering and one case involved
terrorism financing, and both are moving through the
Kenyan judiciary.'®

In line with the FATF action plan, the FRC gained
additional power in 2013 through implementation of
the Proceeds of Crime and Anti-Money Laundering
Regulations (POCAMLR) and Prevention of Terrorism
Regulations (POTR). POCAMLR contains the forms
all reporting institutions must use to register with the
FRC and report suspicious transactions.'* The reg-
ulations highlighted customer due diligence (CDD)
standards to be applied by reporting institutions. There
are currently 242 registered reporting institutions,
including commercial banks, deposit-taking microf-
inance institutions, foreign exchange bureaus, stock
brokers, insurance companies, telecommunication com-
panies, and remittance providers. Recently, sensitization
meetings have been held with the Betting Control and
Licensing Board, and as a result, the registration of
casinos has begun. The registration of real estate enti-
ties will follow through liaison with the Estates Agents
Registration Board.'”

In coordination with the Prevention of Terrorism Act,
the POTR was issued by the Ministry of Interior and
Coordination of National Government to combat ter-
rorism financing and implement UN Security Council
Resolutions 1267, 1373, 1718, 1988, and 1989. The
regulations call for the establishment of a governmental
collective enforcement body known as the Counter
Financing of Terrorism Inter-Ministerial Committee,
of which the FRC director is a member, and gives the
committee the ability to freeze assets.'”® Once assets
have been frozen, an STR must be completed and sent

to the FRC.

Kenya’s diligent progress to meet international
AML/CFT standards was recognized in June 2014
when it was announced Kenya was no longer subject to
the FATF global AML/CFT monitoring process. After
more than four years, Kenya had made significant prog-
ress in tackling deficiencies identified in February 2010
by establishing an adequate legal and regulatory frame-
work. As the FATF proclamation states, “Kenya will
work with ESAAMLG as it continues to address the
full range of AML/CFT issues identified in its mutual
evaluation report.”'*’ Kenya is taking steps to become a
member of the Egmont Group of Financial Intelligence
Units, and South Africa and Mauritius have agreed to
serve as sponsors for Kenya’s application. An on-site
assessment visit is tentatively scheduled for mid-2015,
with the FRC’s admission to the Egmont Group tar-
geted for June 2016."°

Kenya has strengthened its domestic and international
cooperation on AML/CFT matters by concluding
memoranda of understanding (MOU) to encour-
age information sharing and improved coordination.
The FRC has signed MOUs with the central bank,
Insurance Regulatory Authority, Capital Markets
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Authority, and EACC and with the FIUs of Lesotho,
Malawi, and Tanzania. In addition, cooperation among
domestic AML/CFT stakeholders has been enhanced
through monthly AML roundtable meetings hosted by
the U.S. embassy in Nairobi."'

Ongoing Risks and Vulnerabilities

Although Kenya has passed legislation that satisfies
international AML/CFT standards and made progress
toward effective implementation of those laws, as a
regional and international commercial hub, it is vul-
nerable to ongoing money laundering and terrorism
financing activity. With Kenya’s recent AML/CFT
achievements and the government’s prioritization of
devolution under its new constitution, Kenya must
ensure that current levels of political will for implemen-
tation of AML/CFT measures are sustained.

Like many of its regional peers, perhaps the most
overarching risk to the integrity of Kenyas AML/CFT
regime is corruption, which appears to have worsened
in recent years, placing Kenya near the bottom of
international evaluations for corruption.'?* Kenya has
taken steps to address this environment, establishing
the EACC in 2011 following amendment of the 2003
Anti-Corruption and Economic Crimes Act.' It is
tasked with combating corruption and economic crime
through a variety of methods, including law enforce-
ment, education, and prevention. To complement these
efforts, President Uhuru Kenyatta launched a website
in October 2013 through which Kenyans, 97 percent
of whom indicated in a survey that they do not report
their payment of bribes, can report these experiences of
corruption directly to his office. Despite these positive

131 Ibid.

steps, corruption remains a problem.'** As the EACC
seeks to “establish, maintain, and strengthen partner-
ships and networks against corruption and unethical

practices,”'® it should partner with other national

AML/CFT stakeholders, including the FRC.

Because Kenya is a major transit point for goods trav-
eling to East Africa, illicit trade remains an ongoing
problem for Kenyan authorities, particularly in the
port city of Mombasa. Trade misinvoicing is a common
tactic for money launderers and a concern for Kenyan
officials. Kenya has lost on average an estimated $1.5
billion per year during 2002-2010 from trade misin-
voicing, representing about 7.8 percent of GDP'*® Due
in part to the implementation of an electronic customs
clearance system in 2005, these losses were estimated
to be much improved during 2005-2010."" Efforts to
curb these financial flows, however, must be situated
within a broader push for increased accountability and
transparency among Kenyan government officials.

Like many of its East African neighbors, Kenya’s econ-
omy remains predominantly cash based, impeding
investigations of possible money laundering and ter-
rorism financing transactions. In addition, a significant
amount of international cash transfers passes through
Kenya. Many of these transactions come from neigh-
boring Somalia, as well as from the Kenyan Somali
community that remains connected to the diaspora in
North America and Europe.

These linkages remain intact through hawala transters.
Prior to 2013, Kenya did not require hawala agents to
have licenses, and several informal remitters were oper-
ating without record-keeping requirements. In response

132 The World Bank’s aggregation of governance indicators placed Kenya in the 12-13th percentile for its ability to control corruption within the state in 2013,
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Index. Tl, “Corruption Perceptions Index 2014,” n.d., http://www.transparency.org/cpi2014/results.
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http://www.eacc.go.ke/Docs/IEC/ACECA2.pdf.

134 “Kenyan President Kenyatta Sets Up Anti-Bribery Website,” BBC News, 31 October 2013, http://www.bbc.com/news/world-africa-24756493. There is also
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to concerns that money laundering and terrorism
financing could occur via these outlets, the central bank
implemented the Money Remittance Regulations in
2013, which require remittances firms to register, pay a
licensing fee of 100,000 Kenyan shillings, and maintain
a minimum core capital of 20 million Kenyan shillings
at all times."?* The regulations require these firms to
maintain transactions records for at least seven years
and report any transactions of $10,000 or more."” In
addition, remittance transfer operators cannot exchange
gold,'* which has been identified as one means by
which to launder money.

The regulations are nascent and require further sup-
port in implementation and adaptation to emerging
typologies. For example, the relatively high core capital
requirement of 20 million Kenyan shillings (approxi-
mately $200,000) could lead to arrangements in which
agents of companies that cannot fulfill the requirements
for a Kenyan license operate under a larger licensed
company through an agreement between the two com-
panies, even though those agents may not adhere to the
same CDD procedures. Additionally, targeted outreach
with hawalas in Kenya on behalf of the central bank
and the FRC will be necessary to ensure that agents of
all licensed companies in Kenya understand the regula-
tions and the reporting requirements.

Although the use of cash and informal banking is still
widespread, mobile financial services such as M-Pesa are
leading to less reliance on physical cash. Only 3 percent
of financial transactions in Kenya are currently made
electronically,'! but the mobile banking industry is
growing in Kenya. One AML/CFT control that M-Pesa

has implemented is a limit of 35,000 Kenyan shillings
per transaction, although M-Pesa agents overwhelm-
ingly indicated that the major risk the mobile platform
faces is fraud, a main predicate offense for money
laundering and terrorism financing.'** One AML/CFT
control that the central bank has implemented is

an individual electronic transaction limit of 75,000
Kenyan shillings and an aggregate limit of one million
Kenyan shillings per month on amounts electronically
transferred into an account.' Safaricom, the provider
that offers the M-Pesa service, has a Money Laundering
Reporting office that is responsible for assessing and
addressing such risks.

The Kenyan government is seeking to reduce its
citizens’ reliance on cash, and one step has been its
December 2014 rollout of the cashless fare system for
passenger service vehicles, in which commuters will use
prepaid cards at specific terminals.'* Kenya will likely
shift toward this cash-lite categorization gradually, lead-
ing the way for its neighbors in the Greater Horn of
Africa region.'®

The precipitous growth and rising prices in Kenya’s
real estate sector have raised questions about whether
property ownership is being used to launder money
from Somali pirates and other criminals. The FRC has
admitted that due to the lack of a regulatory body in
the real estate industry, the ability to monitor suspi-
cious transactions in the sector is extremely difhicult.
FRC officials have noted that they “will soon start
tracking down real estate developers through records at
the Ministry of Lands.”'%
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The FRC’s lack of institutional resources may pres-

ent challenges as the country seeks to expand and
strengthen its AML/CFT regime. In 2013, Kenya
reduced budgets for many governmental departments
because 15 percent of national spending was diverted to
establish regional authorities under the devolution ini-
tiative. Although devolution may enhance AML/CFT
efforts in the long term by enabling local authorities,
this initial cut presented challenges to the FRC as it
tries to enhance its capacities, become fully staffed, and
install AML/CFT software systems. The FRC has indi-
cated they plan to bridge the funding gap through sup-
port from international donors,'” but it is important to
ensure that political will and momentum resulting from

removal from the FATF monitoring process is sustained.

Additionally, the FRC is an administrative unit and
has no ability to perform independent investigations
or prosecute cases on its own. The FRC must work
closely with law enforcement to ensure that suspicious
transactions and other abuses of the financial sector are
developed as cases and prosecuted.'*® There have been
no prosecutions or convictions for money laundering
crimes in Kenya, which suggests a lack of coordination
among the relevant agencies. As the FRC increases its
operations and enhances its analysis of financial intelli-
gence, improved cooperation and information-sharing
efforts will become vital to ensuring an effective and

enforceable AML/CFT regime.

Entry Points

In recent years, Kenya has demonstrated a high level
of political will and made strident efforts to establish
AML/CFT frameworks in line with international stan-
dards, which is a marked improvement since 2012. As
an emerging economy and a key financial center for
East Africa, some key vulnerabilities remain and must
be addressed in order to ensure that AML/CFT prac-

tices are correctly implemented and serious economic

crime is punished proportionally within the criminal
justice system.

The practical implementation of governmental devo-
lution will require sustained attention and could help
strengthen the AML/CFT efforts of the FRC through
the development of county-specific law enforcement.
The appointment of county police commanders will

be an important step in the decentralization of gov-
ernmental powers.'¥ The ability of each county to
tailor their law enforcement responses and resources

to address specific concerns could facilitate trust and
cooperation between the police and their communities.
For example, Mandera County, which borders Ethiopia
and Somalia, could concentrate its resources to bolster
weak border security and enhance intelligence gather-
ing in a fight to eradicate possible money laundering
and terrorism activities.

Following removal from the FATF monitoring process,
it will become increasingly important that Kenya retain
a high level of political momentum to continue efforts
to improve the efficiency and productivity of the exist-
ing AML/CFT regime. Based on our findings and the
input we received from Kenyan stakeholders and other
partners, we offer a number of recommendations for the
international community and the Kenyan government.

Coordinate with the FRC to develop a
comprehensive package of advanced technical
assistance designed to strengthen AML/CFT core
capacities.

Capitalize on momentum from Kenya’s
governmental devolution to conduct regional and
sector-specific risk assessments to identify key
vulnerabilities and ensure effective allocation of
resources utilizing a risk-based approach.
Support awareness-raising efforts on licensing
and reporting requirements for AML/CFT
stakeholders, particularly designated nonfinancial
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businesses and professions, to encourage higher
levels of compliance.

Continue efforts to enhance communication and
working relationships among the judiciary and
other governmental entities, such as the central
bank, Ministry of Finance, and Kenya Revenue
Authority.

Continue to build cooperation and information-
sharing practices between the FRC and the
federal police.

Continue work with Kenya’s mobile banking
industry to ensure effective implementation of
AML/CFT standards within this rising sector.
Continue to foster international engagement
and information sharing through regional and
international platforms such as the ESAAMLG
and FATF and membership in the Egmont
Group.



Somalia

The 2012 baseline report identified Somalia as the
“most significant source” of money laundering and
terrorism financing risk for the Intergovernmental
Authority on Development subregion. The country
had neither an infrastructure for governmental finan-
cial institutions nor a formal banking sector, and
hawalas accounted for a considerable portion of the
economy. The Transitional Federal Government and
Somaliland and Puntland authorities were unable to
suppress or prevent money laundering and terrorism
financing activities.

The situation in Somalia has evolved over the past
two years even though the country remains beset
with security and governance challenges. The tran-
sitional government was officially replaced by the
Federal Government of Somalia in August 2012, and
since then, government ministries that would form
the backbone of a Somali anti-money laundering
and countering the financing of terrorism (AML/CFT)
regime have been reconstituted, including the
Ministry of Finance and the Central Bank of Somalia.
Persistent challenges, including corruption, continue
to hamper sustainable reforms in this area; beyond
the reestablishment of these institutions, the federal
government has not made progress on AML/CFT
matters. Additionally, terrorism threats emanating
from Somali-based al-Shabaab continue to con-

cern all countries in the region, although efforts to
degrade al-Shabaab’s capabilities in Somalia have
yielded some positive results.

The Federal Republic of Somalia is an internation-
ally recognized country and a member of the United
Nations, but the federal government has direct con-
trol only over some portions of the country’s pre-1991

territory, with its power concentrated in the south and
center of the country. The emergence of new regional
administrations in Somalia, such as the recently
declared Southwestern State of Somalia, minimizes
the federal government’s control in various areas that
were under its jurisdiction until recently. Additionally,
the governance structures in Puntland and the
self-declared republic of Somaliland do not fall under
the federal government’s authority, and progress

on AML/CFT issues in Somalia as a whole there-

fore must consider measures and actions in these
regions. For example, Somaliland has a central bank
and proposed AML legislation awaiting debate in its
parliament. Although no formal AML/CFT initiatives
have been publicly documented in Puntland, dialogue
led by trusted interlocutors has taken place between
hawalas and Puntland central bank authorities.

The federal government, Somaliland, and Puntland
do not have the requisite capacity to control money
laundering and terrorism financing in Somalia, nor
do they have sufficient information to effectively
coordinate efforts on this issue among themselves.
More emphasis is needed to hold accountable those
federal government institutions managing domes-

tic and international revenue, including an active
zero-tolerance policy on corruption and investigations
on reported cases. Furthermore, an AML/CFT com-
ponent should be included in any broader anticor-
ruption initiatives. Cooperation on suspected money
laundering and terrorism financing cases among the
federal government and the regional administrations
must be prioritized. In the meantime, one encourag-
ing development is the recent induction of Somalia
as an observer country to the Middle East and North
Africa Financial Action Task Force in November 2014.




36 | Tracking Progress

State of Play

More than two decades of conflict, humanitarian crisis,
and underdevelopment have contributed to numerous
social, political, and economic challenges in Somalia.
Despite the formation of the Federal Government of
Somalia in 2012 and the public unfurling of the newly
established government’s stated priorities in the Somali
Compact,"” formal institutions are weak and often
unable to fulfill the basic needs of its vulnerable
population.

In many instances, actors outside of the Somali gov-
ernment contribute to filling these gaps. In 2012

the United States, the European Union, the United
Kingdom, and Turkey, among others, provided almost
$1 billion in developmental aid to support Somali edu-
cation, health, and humanitarian needs.”' The majority
of these funds were distributed through the federal
government, but many aid programs engage Puntland
and Somaliland regional authorities even if such col-
laborations are informal in nature. International orga-
nizations such as the International Monetary Fund
(IMF) and the World Bank act similarly, supporting
the development of fledgling federal institutions and
collecting economic data, where available, in Puntland
and Somaliland. Local and international nongovern-
mental organizations'** and private sector entities offer
vital social and financial services, such as supplementary
community, health, and education programs and remit-
tance services.

Somalia’s gross domestic product (GDP) in 2012 was
approximately $6.3 billion, primarily livestock (59

percent of GDP) and wholesale and retail trade and
services (34 percent).'” Somalia’s main trading partners
are Oman, the United Arab Emirates, Yemen, Ethiopia,
and India, and trade occurs primarily through the var-
ious regional administrations’ ports.”* Major Somali
exports are livestock and foodstuffs, and imports
include sugar and khat. The country’s formal trade
volumes, however, remain limited by international
sanctions, although these are frequently evaded. For
example, demand for Somali charcoal is high because it
burns longer than other charcoal types, but the United
Nations has banned trade in Somali charcoal since
2012 because its sale has been a main source of funding
for al-Shabaab. The ban may have had an unintended
result, increasing revenues for al-Shabaab, which has
smuggled charcoal from Somalia.'>

In 2011, foreign direct investment (FDI) in Somalia
was estimated at $102 million."® Although FDI is not
an overwhelming component of Somali GDP, substan-
tial Somali oil reserve estimates will likely entice foreign
companies to invest in this field, particularly following
a Somali oil and gas summit in October 2014. Such
investment will require formalized cooperation among
the regional administrations through the passage of oil
and gas revenue-sharing legislation."’

The majority of Somalis are not directly involved in
trade or investment-based economic activity, and
Somalia remains a predominantly cash-based economy.
Individual regions may vary, but the primary liveli-
hood for many Somalis is derived from livestock.'>®
Apart from a limited number of formalized finan-

cial institutions in Somalia, including two Islamic
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banks—East Africa Bank, with branches in Hargeisa
and Mogadishu, and Salaam Somali Bank, which estab-
lished its headquarters in Mogadishu in 2009'*—the
majority of financial transactions are conducted outside
formal tracking mechanisms. Additional commercial
banks, including foreign institutions, are expected to
begin operations once the Central Bank of Somalia
grants licenses to them.

Remittance payments, often hailed as the saving grace
for Somalia, flow from the Somali diaspora in Australia,
Europe, other Greater Horn of Africa countries, and
North America at a higher volume than international
humanitarian aid, with about $1.4 billion annually.
Somali money service businesses (hawala) are the con-
duit for these transactions, and nearly 40 percent of
households have relied on these funds to fulfill basic
needs.'® More than 20 Somali-owned and -operated
hawalas link the diaspora to Somalia through branches
in some of the most rural areas that would otherwise
have no access to such financial services.

Progress and AML/CFT Efforts

Despite being charged with the responsibility to “issue
currency, regulate the banking and credit system and
manage the external reserves” of Somalia, the central
bank does not have financial regulatory control over

all of Somalia.'*' The Somali shilling is the official cur-
rency, but the U.S. dollar is accepted and used, with the
exception of small purchases, for most economic trans-
actions. Similarly, Somaliland’s official currency is the
Somaliland shilling, and Puntland started in May 2013
to collect taxes and pay government salaries in U.S.
dollars.’ A sole regulatory authority is necessary to
increase compliance within Somalia with anti-money

laundering and countering the financing of terrorism
(AML/CFT) measures, and the central bank could
play this role. Given the current lack of a standard-
ized national identification system in Somalia and the
limited capacity and reach of the federal government,
however, regional administrations may present a more
practical solution in the near term and provide entry

points for supporting AML/CFT efforts.

Only the federal government can be analyzed for com-
pliance with international standards. Although Somalia
has not conducted a risk assessment or a mutual eval-
uation with the Financial Action Task Force, it is an
observer country to the Middle East and North Africa
Financial Action Task Force (MENAFATF).'*® As a
first step toward improving Somalia’s severely underde-
veloped financial system, the Ministry of Finance and
the central bank were reopened under the 2012 federal
government. Support for these institutions through
the appointment of new senior leadership and inter-
national developmental assistance have helped prepare
an environment conducive to the implementation of
AML/CFT standards and the development of depart-
ments specifically tasked with handling cases related to
money laundering and terrorism financing.

The banking supervision department of the central
bank is mandated to supervise hawalas and foreign
exchange bureaus, credit institutions, and commercial
banks,'®* but its effectiveness has not been measured by
an independent institution. Somalia has no AML/CFT
laws or functional financial intelligence unit (FIU). In
addition to the absence of a dedicated FIU that could
process suspicious transaction reports, the central bank
lacks financial information technology capacities, such
as software systems, that could detect such activity.
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The Central Bank of Somaliland has been operational
since 1994, but its authority was expanded in 2012 to
include powers commonly ascribed to national central
banks. In late 2012, the Somaliland parliament passed
legislation providing for the licensing of Islamic bank-
ing institutions through the Somaliland central bank.'®
One report at the end of 2014 indicated that the
Somaliland parliament would soon vote on a commer-
cial banking law.'® The Somaliland central bank has
drafted AML legislation, which was provided to minis-
ters and international entities such as the World Bank
for review at a 2014 central bank—organized workshop
on remittances, compliance, and financial crime.'®’
Although not available for review by the general public,
the legislation reportedly calls for the establishment of
an FIU, which will likely require regional and interna-
tional assistance to begin operations.

The Puntland central bank has been operational for
more than a decade'®® but has not made any AML direc-
tives or legislation publicly available. No Puntland insti-
tutions have been tasked specifically with AML/CFT
responsibilities. One problem particular to Puntland is
the continued illegal circulation of counterfeit Somali
shillings.'® Although no formal AML/CFT initiatives
have been publicly documented in Puntland, dialogue
led by trusted interlocutors has taken place between

hawalas and Puntland central bank authorities.'”®

In addition to lacking AML/CFT laws, the federal gov-
ernment, Puntland, and Somaliland do not have law
enforcement and judicial systems equipped to investi-
gate and prosecute AML/CFT cases. Law enforcement
officials have not been trained to effectively gather

information that could be used for the prosecution of
money laundering and terrorism financing cases; ensur-
ing citizen security from “criminal behavior” remains
the primary concern of police forces."”! The absence

of documented information on instances of money
laundering and terrorism financing crime hinders any
estimation of the extent or severity of these crimes that
occur within the three jurisdictions.

Even if law enforcement officials collected such infor-
mation, the federal government’s judicial systems are
weak and fragmented, leaving courts ill equipped to
process money laundering and terrorism financing
cases. The federal governments 2012 constitution
provides for multiple levels of courts, which as of

2014 had not been established.'”? Moreover, President
Hassan Sheikh Mohamud’s October 2014 decision to
suspend 21 judges throughout the country calls into
question the ability of the judicial system to function
independently. Somaliland has three separate legal
systems in place based on Islamic law, civil law, and
customary law. Yet, as of 2014 there were only 100
judges in Somaliland, and many of them did not have
formal legal training."”? In Puntland, whose judicial
system faces a similar issue as Somaliland, the UN
Development Programme in particular is attempting to
increase the number of lawyers and judges with “formal
legal education.”'”*

Following the implementation of AML/CFT laws, all
authorities within Somalia will need to strengthen law
enforcement capacities to effectively respond to and
investigate financial crime and the capacity of the judi-
cial system to prosecute these crimes.
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Ongoing Risks and Vulnerabilities

The terrorist group al-Shabaab continues to maintain a
presence within Somalia and carry out attacks despite
several successful “takebacks” by the African Union
Mission to Somalia of major cities that were previ-
ously al-Shabaab strongholds.'”” Recent attacks within
Somalia attributed to the group not only indicate that
the group is still receiving funds but place the security
of Somali officials and international organizations at
risk. Even as the federal government and the regional
administrations focus more on AML/CFT issues,
al-Shabaab’s continued activity may dissuade qualified
individuals from accepting employment with relevant
AML/CEFT units or task forces and hinder reporting
institutions from cooperating with information requests
due to personal safety concerns.

Similarly, piracy presents an ongoing threat to stability
within Somalia and an entry point for money launder-
ing and terrorism financing activity. Piracy ransoms are
paid in cash that must be removed from Somalia by air,
land, or sea or through trade or financial systems.””® The
majority of ransoms exit Somalia via cross-border cash
smuggling, facilitated by the long, porous border that
Somalia shares with many of its neighbors. This money
sometimes leaves Somalia via trade-based money laun-
dering activities, in which traders overinvoice or falsely
invoice goods. Investigations into the origin of piracy
proceeds can be complicated by conflict between indi-
viduals or entities of different Somali regional, political,
or clan affiliations. For instance, two business partners
in 2009 were unable to divide a ransom payment, and
the resulting interclan clash became a violent, two-year-

long conflict.'””

Regionally, piracy is a major concern
for Puntland and its expansive coastline, with allega-

tions that piracy proceeds are often laundered through

investments in factories, retail stores, restaurants, and
178

gas stations.
In the absence of formal financial institutions and with
significant volumes of transactions entering Somalia
through hawalas, the hawala sector is at risk for being
abused for money laundering and terrorism financing
purposes, especially following a few isolated cases in
which funds were remitted to support al-Shabaab.'”
Varying levels of customer due diligence (CDD) prac-
tices in hawala branches across Somalia have been cited
as one of the sector’s greatest vulnerabilities.'"®® Similar
to many other countries in the region, the lack of a
Somali national identification system required and
provided by the government increases the difficulty

of conducting due diligence. The federal government
implemented a new biometric identification card and
electronic passport system in 2013, with high costs of
approximately $98.50, only one operating distribu-
tion center in Mogadishu, and significant background
documentation requirements. As a result, processing
has been substantially delayed, and the service will
only be available to a small segment of the population.
Additionally, with hawalas embracing mobile platforms
to conduct transactions, many of them must identify
the risks these new technologies present and implement
customer identification systems suitable to these types
of technology.

The majority of these hawalas are headquartered in the
United Kingdom or the United Arab Emirates, and the
renewal of their licenses requires the confirmation of
high-level AML/CFT compliance. They have demon-
strated a willingness to comply but are understandably
reluctant to engage in compliance efforts that would
have an adverse effect on business in terms of high costs
and loss of customers. If compliance standards in their
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Somali branches are deemed inadequate, however, they
could be subject to high financial and legal penalties in
the countries in which they are headquartered or lose
their operational licenses altogether. Furthermore, such
risks have led various financial institutions to refuse
hawala banking business. Without these bank accounts,
hawalas will be unable to send remittances to recipients
in Somalia in the short period of time necessary for
these transactions, which will likely push the remittance
sector underground and completely outside of the pur-
view of regulatory frameworks.

Corruption is a pervasive challenge in Somalia that
threatens internally collected and externally received
revenues from being spent according to their intended
use. In 2014, Somalia was ranked almost last in the
Transparency International Corruption Perceptions
Index because of the widespread nature and severity of
corruption.'®! Misappropriation of governmental funds,
as well as limited transparency regarding the Somali
national budget and its individual allocations, not only
prevent crucial resources from reaching the Somali peo-
ple, but also threaten the provision of future aid to the
country. Additionally, sustainable development solu-
tions remain elusive as the resources that are not mis-
managed often go toward the most pressing, immediate
issues, such as drought and famine.'®* With grave con-
cerns such as these, issues that require structural adjust-
ments, such as AML/CFT efforts, are underfunded and

understandably not prioritized.

Allegations in the past two years of corruption within
major Somali institutions have dealt a significant blow
to the credibility that the federal government intended
to restore, despite such symbolic actions as the 2012
establishment of a Joint Financial Management Board

staffed by Somalis and others to manage Somali reve-
nues as well as international aid payments and the reor-
ganization of crucial governmental bodies. Perhaps the
most notable example is the resignation of the governor
of the central bank after less than seven weeks in ofhice
because of financial arrangements she felt could open
“the door to corruption” involving the federal govern-
ment’s attempt to recover an estimated $100 million in
frozen Somali assets held overseas.'®

Following public statements of concern regarding mis-
management of funds deposited in the central bank,
Turkey—one of Somalia’s biggest donors—announced
in February 2014 that it had stopped providing direct
budgetary support to Somalia at the end of 2013.

This aid had been paid directly to the central bank in
monthly increments of $4.5 million."® The establish-
ment of a Financial Governance Committee (FGC),
which has an IMF-appointed advisor and released its
most recent report in June 2014 on the achievements
and shortcomings of Somali public financial manage-
ment reform, is a positive step,'® but if a review of the
FGCs efficacy has been completed, it has not been
made public.

Although levels of corruption in Puntland and
Somaliland are not documented to the same extent as
those in the federal government, AML/CFT develop-
ments in those regional administrations have been lim-
ited despite continuing concern over money laundering
and terrorism financing crime in both jurisdictions. The
Penal Code of Somalia, instituted in December 1962
and still applicable in Puntland and Somaliland, crimi-
nalizes certain forms of financial crimes, such as embez-
zlement and public corruption, but does not explicitly

address money laundering.'*

181 Transparency International, “Corruption by Country/Territory: Somalia,” 2014, http://www.transparency.org/country#SOM. (174 out of 175 jurisdictions).
182 The food security situation in Somalia significantly deteriorated between June and December 2014, according to one estimate. FSNAU, “FSNAU Releases
the Quarterly Food Security and Nutrition Brief — Focus on Post Gu Season Early Warning,” 25 June 2014, http://www.fsnau.org/in-focus/fsnau-releases-
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183 Heidi Vogt, “In Hunt for Funds, Somalia Found Trouble,” Wall Street Journal, 30 September 2014, http://www.wsj.com/articles/in-hunt-for-funds-somalia-
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Entry Points

As the regional administrations in Somalia look to
more effectively address threats posed by money laun-
dering and terrorism financing, regionally tailored
solutions and cooperation between administrations will
be necessary despite different work plans and legislative
frameworks.

Corruption has been nearly universally highlighted

as an inhibitor to progress for the federal government
in particular. The lead-up to the 2016 presidential
elections could be an important opportunity for the
federal government and relevant governmental, pri-
vate sector, and civil society interlocutors to place an
increased emphasis on and demand accountability and
transparency from various ministries and departments,
particularly as international actors decide how to con-
tinue supporting them. Implementation of a program
to build confidence in these institutions could further
a broader culture of accountability in Somalia, as well
as encourage regional administrations to engage one
another.

The influence of the Somali diaspora cannot be over-
stated. Engaged and highly educated Somalis living

in Australia, East Africa and the Greater Horn region,
North America, and Europe have demonstrated that
they can be mobilized to assist their homeland on a
moment’s notice in the form of remittances. The federal
government and the regional administrations will ben-
efit from the financial and human capacity support of
diaspora members diverse experiences and knowledge.
Programs that can encourage diaspora engagement in
enhancing the financial transparency infrastructure
across the regional administrations, independent of
clan or regional affiliation, would be worthwhile. For
example, AML/CFT advisors from the diaspora, whose
background included work for another country’s more
developed FIU, could be housed within each regional
administration’s bank supervision department or FIU
and offer guidance to staff members as part of a rota-
tional program.

Based on our findings and the input we received from
Somali stakeholders and other partners, we offer a
number of recommendations for the international
community and the Somali federal government and the
Puntland and Somaliland regional administrations.

Reform the security sector to bolster national
law enforcement capacity and map the sector’s
capabilities and gaps in various parts of Somalia.
Issue and circulate AML/CFT strategic plans,
which include timelines for expected completion
of initial steps such as passage of legislation
criminalizing money laundering and terrorism
financing, to reconcile political commitment with
capacity for action.

Issue guidance notes for financial institutions
within the country, primarily hawalas, on
AML/CFT expectations.

Pass AML/CFT legislation that adequately
criminalizes money laundering and terrorism
financing and provides for the establishment of
an FIU, which can be a federal-level example for
such legislation in neighboring states.

Engage Islamic banking institutions and
incentivize sufficient know your customer

and CDD policies as being good for business,
especially when they are not explicitly required.
Offer training to banking supervision
departments on recognition of potential money
laundering and terrorism financing crime.
Create a law enforcement department specializing
in money laundering and terrorism financing
investigations, with expertise on corruption,
piracy, and al-Shabaab issues.

Establish a dialogue on AML/CFT issues with
any new regional entities, for example the recently
established Southwestern State of Somalia, and
institutionalize working relationships with them
to facilitate information sharing.

Formalize cooperation among the three central
banks through memoranda of understanding to
increase oversight across jurisdictions.
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Additionally, because of the unique political situation
within Somalia and the federal government’s limited
territorial control, we offer individual recommendations
to the federal government, Somaliland, and Puntland.

Recommendations for the federal government—

Demonstrate commitment to anticorruption and
AML initiatives by signing the UN Convention
Against Illicit Traffic in Narcotic Drugs and
Psychotropic Substances and the UN Convention
Against Transnational Organized Crime,

laying the groundwork for sufficient AML/CFT
legislation to be developed in all regional
administrations.

Earmark financial and technical support for
specific departments within the central bank, for
instance the Central Bank Training Institute of
Somalia, that comes with reporting conditions.
Encourage direct payments whenever possible,
such as payment of central bank staff salaries via
a hawala or Islamic banking institution.
Establish a financial information technology
division within the central bank.

Establish anticorruption initiatives, including an
active zero-tolerance policy, protection of funds at
the central bank, and clearance of funds through
a central system or through the central bank.
Expedite the accessibility of the national
identification system to complement CDD efforts
and work with regional administrations to ensure
their citizens are eligible to receive identification
cards and that sensitive citizen identity
information is safeguarded.

Introduce a national anticorruption and
anticrime digital campaign to highlight the
benefits of tackling these challenges for the
benefit of the Somali nation and people.

Exercise the central bank’s ability to license
commercial banks and strengthen its supervision
department with best practices and guidelines,

including risk management guidelines in

the areas of money laundering and terrorism
financing and reporting guidelines to the central
bank and an FIU, once one has been established.

Recommendations for Somaliland in coordination with

the federal government—

Pass AML legislation after incorporating feedback
from international and East African AML/CFT
leaders, ensuring clear definitions of money
laundering, terrorism financing, and financial
institutions.

Establish an FIU.

Engage continually with regional financial
institutions, including hawalas and designated
nonfinancial businesses and professions
(DNFBPs).

Enhance criminal justice capacities to properly
investigate suspected money laundering and
terrorism financing crime and prosecute it
accordingly.

Recommendations for Puntland in coordination with
the federal government—

Clarify and enforce a consistent policy on the use
of U.S. dollars and Somali shillings as currency.
Pass AML/CFT legislation that adequately
criminalizes money laundering and terrorism
financing and provides for the establishment of
an FIU.

Establish an FIU, perhaps within the Puntland
central bank, in conjunction with the extensive
antipiracy initiatives currently being funded in
the region.

Engage the central bank with DNFBPs apart
from hawalas.

Institutionalize working relationships between
the central bank and hawalas.



South Sudan

When the 2012 baseline report was published,
South Sudan’s regulatory and political climate was
very fluid. As the newest state in the world, South
Sudan had a number of vulnerabilities to money
laundering and terrorism financing activities but
had not established any legal framework to address
these crimes. Awareness of each was very low, with
key officials unable to articulate a comprehensive
definition of the crimes or their practical implica-
tions for the economy.

Since that time, the country has made significant
improvements in its anti-money laundering and
countering the financing of terrorism (AML/CFT)
regime. Still facing a dynamic and complicated polit-
ical and security situation, South Sudan passed its
first AML/CFT law in 2012. The law defined money
laundering and terrorism financing and called for
the establishment of a financial intelligence unit
(FIU). Although it was a notable achievement and
demonstration of political will, the law has not been
assessed for its level of compliance with interna-
tional standards due to its recent passage and
South Sudan’s lack of membership in a Financial
Action Task Force-style regional body (FSRB).
Additionally, progress on implementation has likely
been limited due to resource constraints and the
prioritization of security and humanitarian concerns.

Without an operational AML/CFT regime, South
Sudan remains vulnerable. The country has a large
foreign currency black market, which could serve
as an enabling environment for laundering criminal
proceeds. Corruption remains a key concern for
South Sudan, although efforts have been made
within senior levels of the administration to address
these challenges. Additionally, South Sudan is faced
with generally low levels of AML/CFT awareness
among stakeholders, which will require a substan-
tial investment of political and resource capital to
address.

The development and provision of technical assis-
tance to South Sudan’s FIU should be the inter-
national community’s initial focus for building the
capacity of the South Sudanese AML/CFT regime.
The promotion of membership in FSRBs will be
important in enhancing regional cooperation and
information sharing, and the process of undergoing
mutual evaluation as a requirement for membership
will be crucial to the creation of a national action
plan to address financial crimes. As South Sudan’s
AML/CFT regime develops, clear regulatory and
inspection processes must be established to ensure
adequate and sustained implementation as part of
a broader push to improve financial transparency
and reduce levels of corruption across the country.
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State of Play

South Sudan remains a nascent nation confronted with
a number of evolving political, economic, security,

and humanitarian concerns. After nearly 50 years of
Sudanese civil war, South Sudan was given regional
autonomy in 2005 and gained full independence in
July 2011 following a referendum.'®” Since its estab-
lishment, the government has taken preliminary steps
to establish core administrative structures and pro-

vide basic services to the population.'®® An attempted
coup d’état in December 2013, however, reignited
political and ethnic tensions and led to violence that
consumed government attention.'® South Sudan is
participating in peace talks in Ethiopia mediated by the
Intergovernmental Authority on Development (IGAD),
but they have encountered frequent delays.'”

South Sudan is the most oil revenue—dependent coun-
try in the world, with the sector accounting for 80
percent of gross domestic product (GDP) and nearly
all of the country’s exports.”! In a dispute with Sudan
over pipeline transit fees, South Sudan shut down oil
production in January 2012, costing the government as
much as $2 billion in lost revenues.”* South Sudan cut
spending by nearly 40 percent and drew heavily on its
reserves, raising concerns about foreign currency short-
ages in the country.””® Resumption of oil production
was projected to improve South Sudan’s GDP, but the
revival of civil conflict has dampened prospects for

economic recovery and development.'?

The conflict has displaced more than one million peo-
ple and left an estimated 4.9 million in need of human-
itarian assistance.'”” In 2012, South Sudan was the
second-largest recipient of humanitarian aid worldwide
and was pronounced eligible for concessional lending
from the International Monetary Fund (IMF).!?® South
Sudanese government officials have appealed to foreign
investors to offset the loss of oil revenue and help alle-
viate budgetary deficits, but businesses have shied away
from working in the country due to its unclear regu-
latory framework and unstable political and security
situation.'”’” The situation is further complicated by the
imposition of bilateral sanctions by the United States
in May 2014 designed to freeze the assets and ban the
travel of two individuals associated with the ongoing
political instability."”®

These considerations have led to severe shortages in
human, resource, and political capital to address issues
outside of the security and economic spheres. Rising
political and ethnic tensions have consumed large
amounts of political attention, and the South Sudanese
budget continues to prioritize spending on security
over infrastructure development and social services.'”
The implications for the development of the country’s
anti-money laundering and countering the financing of
terrorism (AML/CFT) regime are clear, with increased
competition for already scarce resources presenting a
formidable challenge to the effective operationalization
of the financial intelligence unit (FIU) and implemen-

tation of AML/CFT measures.
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Progress and AML/CFT Efforts

Just one year after gaining independence, South Sudan
took a first step toward the establishment of an effec-
tive AML/CFT framework with the passage of its 2012
Anti-Money Laundering and Counter Terrorist Act.
The law contains several key elements of an AML/CFT
regime, including definitions of money laundering and
terrorism financing, identification of predicate offenses,
establishment of penalties, and the creation of an FIU
and the National Multi-Disciplinary Committee on
Anti-Money Laundering (National Committee).”* This
landmark achievement for the new country represents
key governmental recognition of the importance of

AML/CFT issues.

South Sudanese financial and government officials had
lacked a consensus on the definition of money laun-
dering,”" and with this new law, the government has
provided the first comprehensive definition. In addi-
tion, the law adopts a listing approach toward predicate
offenses: trafficking in drugs, arms, and persons; terror-
ism and terrorism financing; corruption; counterfeiting;
robbery and theft; smuggling; extortion; forgery; and

piracy, among others.””

Previously, South Sudanese
officials did not adequately understand the connection
between money laundering and predicate offenses,
instead perceiving money laundering as being limited

to the crime exclusively related to the money itself (e.g.,
forgery).”” The new law, coupled with future aware-
ness-raising efforts on its implementation, should help
address this knowledge gap and promote a better under-
standing of money laundering and its broader connec-

tion to transnational crime and economic development.

Another important achievement under the new law
is the establishment of an FIU as an interministe-
rial department under the Ministry of Finance and

Economic Planning. The legislation specifies that the
National Legislative Assembly will appropriate the
FIU’s budget,”™ but it is unclear whether funds have
been allocated. Although this funding structure is
common for many FIUs, it may present a challenge for
the South Sudanese FIU as it seeks to operationalize,
given the government’s recent focus on security expen-
ditures.”” The resources allocated to the FIU could
indicate the current administration’s prioritization of

AML/CFT measures.

The FIU’s mandate includes the receipt and analysis of
suspicious transactions, dissemination of reports to law
enforcement agencies, inspections of reporting entities,
compilation of statistics and records for dissemination,
and the issuance of guidelines to reporting entities in
consultation with regulatory authorities. Additionally,
the FIU is empowered to exchange information with
peer FIUs and create training requirements and pro-
vide training for reporting entities, judicial authorities,
and law enforcement officials. The law outlines staffing
guidelines for the FIU, stating that the South Sudanese
President will appoint the commissioner and that all
other staff will be appointed for five-year terms and
have “experience in law, finance, customs, and law
enforcement.”” Whether any staff appointments have
been made is unclear.

The law clearly defines reporting entities subject to
AML/CFT compliance, including banks, financial
institutions, accountants, real estate agents, dealers in
precious stones or metals, regulators, customs officers,
attorneys, notaries, and other independent legal pro-
fessionals. The law also lists “cash dealers,” a term that
includes insurers, money transmitters, gaming opera-
tors, and foreign exchange bureaus. Reporting entities
are legally required to follow certain procedures related
to record keeping, reporting, and verification of a cus-
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tomer’s identity. When cause arises, the law requires
that a suspicious transaction report (STR) be prepared
and submitted to the FIU within 24 hours.?””

The law states that the National Committee will be
comprised of the FIU commissioner and representa-
tives from the Bank of South Sudan; the ministries

of finance, justice, interior, and foreign affairs; and

the National Security Service, each appointed by the
finance minister for a three-year term. Once estab-
lished, the National Committee will be tasked with
assessing and making suggestions to improve the effec-
tiveness of AML/CFT policies and advising the South
Sudanese government on AML/CFT legislative, reg-
ulatory, and policy reforms.””® Coordination between
the FIU and National Committee will be important,
particularly as South Sudan strives to tackle low levels
of AML/CFT awareness across the country. The current
legal framework does not explicitly define a clear rela-
tionship between the bodies, creating the potential for a
practical disconnect between the institutions.

South Sudan has indicated that the minister of finance
and economic development will issue regulations
necessary for the implementation of the new law, but
no such regulations have been made public. Similarly,
the FIU has been tasked with issuing guidelines to
reporting entities, but without dedicated staff, no
apparent progress on this front has occurred.

South Sudan’s new AML/CFT law represents an
important step for the country in addressing its vulner-
ability to money laundering and terrorism financing
activities. The law’s degree of compliance with inter-
national standards has not been evaluated. Given the
experience of its regional peers and the complicated and
evolving nature of AML/CFT law, additional regulation
will likely be required in order build an effective and

207 lbid.
208 lbid.

comprehensive AML/CFT framework. For example,
notably absent from the current law are procedures
addressing sanctions and the freezing, seizure, and con-
fiscation of funds or assets related to money laundering
and terrorism financing offenses, a key component

of the recommendations of the Financial Action Task
Force (FATF). South Sudan should be applauded for its
initiative in passing an AML/CFT law, but continued
engagement is essential for the development of a com-
prehensive regime.

Ongoing Risks and Vulnerabilities

Because South Sudan is a newly formed nation with
limited capacity for data collection and low levels of
financial transparency, a full assessment of its level of
vulnerability to financial crimes is difficult. The country
has a relatively small formal financial system; 26 banks
reportedly operate in South Sudan, and a source sug-
gests that many of these operate in name only.*® The
country experiences high levels of public corruption,
and its geographic location and long, porous borders
expose it to those seeking overland routes for smug-
gling. South Sudan requires that reports be made to
customs authorities on the cross-border transport of
cash or certain bearer negotiable instruments, but the
finance ministry has not specified a report-triggering
threshold. Furthermore, without a functioning FIU,
there is no central agency to analyze and investigate
these reports.'’

High levels of official corruption magnify South
Sudanese resource constraints. Transparency
International ranked the country near the bottom in its
2013 Corruption Perceptions Index.*'" President Salva
Kiir, acknowledging the situation, has accused more
than 75 senior government officials of stealing at least
$4 billion.”"> Corrupt behavior at such high levels poses
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a particular threat to budding AML/CFT efforts in the
country because officials will be reluctant to enforce
measures that make it more difficult for them to con-
ceal the illicit source of their funds. In trying to reduce
corruption, the government issued a decree requiring all
public officials to declare their assets to the newly estab-
lished South Sudanese Anti-Corruption Commission.
President Kirr’s office claims that about 5,000 public
officials have already done so and asserts that the pub-
lic airing of corruption accusations has resulted in the
return of about $60 million in inappropriately used
finds.*? The initiative to develop more transparency
and fiscally accountable institutions will have a positive

impact on the development of AML/CFT measures.

South Sudan is home to a large foreign currency black
market due in part to recent devaluations and concerns
about low foreign exchange reserve levels. According

to the U.S. Department of State, the Central Bank

of South Sudan distributed $1.3 million per week in
early 2014 to South Sudanese banks for withdrawal by
private businesses and citizens with children abroad.
Reportedly, only $450,000 of these funds were dis-
bursed, with the remainder diverted into the parallel
market.”* Such a large, unregulated market could
create an enabling environment for money launderers,
who may capitalize on the high demand for foreign cur-
rency as a way to launder illicit proceeds. Because this
process is highly lucrative, with black market exchange
rates often reaching much higher than state-controlled
rates, foreign exchange bureaus may have been involved
in the black market, utilizing their access to foreign
currency at the state-controlled rate. Interviewees have
suggested there was a connection between the increas-
ing number of foreign exchange bureaus and political
patronage, indicating that licenses had been granted to
those connected with the ruling party.””® South Sudan
announced a plan in October 2014 to close these black

213 Ibid.
214 U.S. State Department June 2014 INCSR on South Sudan.
215 2012 baseline study, p. 39.

markets in an effort to control the strength of the South
Sudanese pound relative to the dollar,?' but the effec-
tiveness of this plan is unknown.

One of the biggest challenges facing South Sudan in
addressing these vulnerabilities is the generally low
levels of AML/CFT awareness among stakeholders, but
the passage of the new AML/CFT law represents an
important step in addressing money laundering and
terrorism financing crimes and can promote a broader
understanding of AML/CFT measures and compli-
ance requirements. As of 2012, awareness appeared to
be highest in the private sector due to experiences in
international banking and lowest among law enforce-
ment and judiciary authorities.””” A segment of South
Sudanese security forces have been tentatively identified
to handle money laundering and terrorism financing
investigations, but no courts or prosecutors are desig-
nated specifically for financial crimes. Understaffing
and a lack of training present a further complication,
particularly given the developing nature of the South
Sudanese legal system,*'® as does a lack of human and
resource capital and the prioritization of security con-
cerns in government expenditures.

As a new state, South Sudan is working generally to
strengthen its governmental institutions and is in the
process of developing its banking and finance regula-
tory structure, a key component for measuring com-
pliance with AML/CFT requirements and assessing
the risk of money laundering and terrorism financing
abuse among reporting entities. Currently, the only
designated financial regulatory authority is the central
bank, but the new AML/CFT law includes a provision
for designation by the finance minister of future reg-
ulatory agencies. In 2012 the government announced
its intention to begin training bank employees in AML
and STR activities,”"” but the scope of these programs
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has not been announced and may be hindered by the
recent surge of political insecurity.

Entry Points

South Sudan’s development of its AML/CFT regime

is in its preliminary stages. Although passage of the
AML/CFT law represents a notable achievement,
enforcement capacity is insufficient to address financial
crimes. The FIU has not been fully staffed and opera-
tionalized, and regulations to assist in the implemen-
tation of laws have not been issued. As South Sudan
builds its AML/CFT framework, it must establish clear
regulatory and inspection processes to address any
money laundering or terrorism financing vulnerabilities
as part of a broader push to improve financial transpar-
ency and reduce levels of corruption across the country.

As one of the newest nations, South Sudan has made
tangible efforts to engage on the international polit-
ical scene. It has become a member of the United
Nations, the African Union, IGAD, and Interpol**°
but has rarely engaged the international community
on AML/CFT issues. It is not a member of any FATF-
style regional body (FSRB) and has not been reviewed
by the FATF so that deficiencies may be identified.
Membership in regional organizations such as the
Eastern and Southern Africa Anti-Money Laundering
Group or Middle East and North Africa Financial
Action Task Force could be highly beneficial for South
Sudan because these groups could conduct techni-

cal assessments of South Sudan’s AML/CFT frame-
works and provide information and best practices for
strengthening its regime. Given the numerous other
pressing challenges facing this nascent country, all
AML/CFT developments should be positioned within

the broader framework of economic development.

The international community should work to demon-
strate the economic and security-related benefits of
effective AML/CFT action as a way to encourage con-
tinued compliance and political commitment from
South Sudan. Based on our findings and the input we
received from South Sudanese stakeholders and other
partners, we offer a number of recommendations for
the international community and the South Sudanese
government.

Promote continued high-level political
commitment for AML/CFT efforts by positioning
them within the broader security and economic
development framework.

Provide assistance to the Ministry of Finance
and Economic Planning and other governmental
institutions in developing implementation
guidelines pursuant to the new AML/CFT law
and in identifying and defining a regulatory
framework for reporting entities.

Develop a coordinated package of assistance to
support the FIU in becoming fully operational,
including targeted technical assistance programs
on staffing and core FIU competencies.

Support South Sudanese membership in FSRBs
to promote regional cooperation and information
sharing.

Encourage South Sudan to undergo a mutual
evaluation to inform the development of a
national AML/CFT action plan.

Support awareness-raising efforts and advanced
technical training to build capacity among

AMUL/CFT stakeholders.

220 Bureau of Counterterrorism, U.S. Department of State, “Country Reports on Terrorism 2013,” April 2014, pp. 49-50, http://www.state.gov/documents/

organization/225886.pdf.



Sudan

The 2012 baseline report noted the difficulty of
assessing financial governance in Sudan, given the
state’s isolation from the global financial system
due to long-standing unilateral sanctions and heavy
involvement in the private sector. Progress toward
institutional reform was noted with the passage of
the 2010 Money Laundering and Terrorism Financing
Act, but assessment of implementation and the
operationalization of its financial intelligence unit
(FIU) was difficult because of low levels of financial
transparency.

Since then, Sudan has taken measurable steps to
strengthen its anti-money laundering and counter-
ing the financing of terrorism (AML/CFT) regime.
Sudan participated in a mutual evaluation with the
Middle East and North Africa Financial Action Task
Force, which assisted in identifying deficiencies in
the country’s 2010 AML/CFT law. The government
has demonstrated political will in addressing these
issues and passed an updated AML/CFT law in June
2014, developed a national AML/CFT action plan,

and issued decrees related to the freezing and sei-
zure of terrorist assets under UN Security Council
Resolutions 1267 and 1373. In addition, the FIU has
undertaken efforts to build capacities through train-
ing programs for staff and relevant stakeholders.

Sudan remains vulnerable to money laundering

and terrorism financing crimes. Its continued isola-
tion from the international financial system due to
long-standing U.S. and UN Security Council sanctions
contributed to a foreign currency crisis that has
fostered the growth of a large black market. A weak
and overlapping regulatory structure will present a
significant and pressing challenge as the country
seeks to expand and diversify its economy following
the succession of South Sudan. This deficiency is fur-
ther compounded by low awareness among reporting
entities and enforcement efforts constrained by
limited levels of human and capital resources, which
have otherwise been prioritized to address Sudan’s
critical security and humanitarian issues.

In order to ensure continued political commitment,
the international community must demonstrate the
positive impact of AML/CFT measures on Sudanese
economic development and position any
capacity-building initiatives within that framework.
The FIU, which has shown a willingness and capacity
to engage with international actors to strengthen

the Sudanese AML/CFT regime and will serve as a
key entry point for intervention, would greatly benefit
from a coordinated and targeted program of technical
assistance.
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State of Play

In recent years, Sudan has experienced major geo-
graphic, political, economic, and social upheaval.

On 9 July 2011, approximately one-quarter of the
country’s land mass seceded to form the new nation
of South Sudan.?' South Sudan’s territory contained
three-quarters of Sudan’s productive oil fields, which
had accounted for one-half of Sudanese government
revenues and 95 percent of exports.””? As a result of
this loss, Sudan’s economy suffered a shock in 2012,
with inflation levels reaching as high as 45 percent and
gross domestic product (GDP) shrinking by 10 per-
cent.”” In an attempt to preserve economic stability,
the government implemented an emergency austerity
program that was met with sporadic antigovernment
protests. These measures have been extended into 2015.
Although inflation was forecast to remain high at 27
percent in 2014, real GDP growth has shown signs of
revival, reaching 3.6 percent in 2013.2

Economic growth will continue to be affected by
Sudan’s high levels of public debt, totaling more than
$45 billion in 2013, of which approximately 85 per-
cent is in arrears.”” Some creditor countries, including
France and the Netherlands, have recently indicated an
intention to cancel or reduce portions of Sudan’s debrt,
although Sudan is not yet eligible for the International
Monetary Fund (IMF)—World Bank debt relief pro-
gram.”?® A deadline for an agreement on the division
between Sudan and South Sudan of pre-2011 debt was
postponed from 27 September 2014, possibly to avoid
complications in ongoing negotiations about the export

of South Sudanese oil through Sudan or in the hope
that additional debt reduction plans can be established
prior to the agreement.?”

In addition to slowing economic growth, high levels of
Sudanese debt cut into available funding for social and
infrastructure development. The loss of oil as a major
source of revenue will continue to present challenges

as the Sudanese government strives to find a balance
between security and developmental spending. This is
likely to have an impact on the resources available for
anti-money laundering and countering the financing of
terrorism (AML/CFT) efforts across the country, partic-
ularly as Sudan moves toward effective implementation
of new laws and the further operationalization of its
financial intelligence unit (FIU).

In an effort to rebound from the loss of oil revenues,
the government has shifted its focus to the mining,
agricultural, and livestock industries. Gold has become
Sudan’s largest export, totaling $2.2 billion in 2012.%%
Additionally, a recent report confirmed the existence of
large reserves of manganese and chrome in the coun-
try.”” The agricultural and livestock industries play

a critical role in the creation of employment oppor-
tunities, as nearly 80 percent of Sudan’s workforce is
employed in agriculture and the two sectors account for
35-40 percent of Sudanese GDP*° The government
has committed to spending 20 percent of public expen-
ditures on infrastructure and technical advancements
to enhance productivity and growth in these sectors.*
As these industries expand, they will pose greater risks
to effective AML/CFT issue management, particularly

221 *“Sudan Fast Facts,” CNN, 18 April 2014, http://www.cnn.com/2013/10/30/world/africa/sudan-fast-facts/.

222 World Bank, “Sudan Overview,” 10 October 2014, http://www.worldbank.org/en/country/sudan/overview.

223 “Sudan Inflation Rises to 45 Percent in Oct,” Reuters, 8 November 2012, http://www.reuters.com/article/2012/11/08/ozabs-sudan-inflation-
idAFJOE8A701U20121108; World Bank, “Sudan,” n.d., http://data.worldbank.org/country/sudan.

224 African Development Bank Group, “Sudan,” n.d., http://www.afdb.org/en/countries/east-africa/sudan/ (accessed 18 December 2014).

225 World Bank, “Sudan Overview.” Sudan has been in nonaccrual status with the World Bank since 1994.

226 Economist Intelligence Unit (EIU), “Sudan and South Sudan Delay Apportionment of Debt,” 3 October 2014, http://country.eiu.com/article.
aspx?articleid=922349476&Country=Sudan&topic=Economy; IMF Communications Department, “Debt Relief Under the Heavily Indebted Poor Countries
(HIPC) Initiative,” September 2014, p. 4, https://www.imf.org/external/np/exr/facts/pdf/hipc.pdf.

227 EIU, “Sudan and South Sudan Delay Apportionment of Debt.”

228 As of 2013, 91 firms were exploring for gold at 138 locations, and the government has indicated an intention to increase exploration with the
assistance of Russian and Chinese companies. “Sudan Made $2.2 Billion From Gold Exports in 2012,” Reuters, 1 April 2013, http://www.reuters.com/

article/2013/04,/01/sudan-gold-idUSLENOCOOVX20130401.

229 “Sudan Has Large Reserves of Various Minerals: Report,” Sudan Tribune, 7 October 2014, http://www.sudantribune.com/spip.php?article52665.
230 U.S. Central Intelligence Agency, “World Factbook: Sudan,” 20 June 2014, https://www.cia.gov/ library/publications/the-world-factbook/geos/su.html;

World Bank, “Sudan Overview.”
231 World Bank, “Sudan Overview.”
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as they are currently in a regulatory gray area. Sudan’s
porous borders and limited customs capacities, coupled
with low levels of awareness and limited operational
reporting capacity, make Sudan particularly vulnerable
to money laundering and terrorism financing abuse
within these sectors.

Sanctions against Sudan further complicate the eco-
nomic landscape. The United States has had a com-
prehensive trade embargo in place against Sudan since
1997, citing that government’s continued support for
international terrorism and prevalence of human rights
violations.”” The United States has joined the United
Nations and the European Union in the implemen-
tation of other, targeted sanctions over human rights
violations in Darfur.””® These have made foreign inves-
tors wary of doing business in Sudan, and the resulting
financial isolation has contributed to a foreign currency
crisis and a large black market.?** These developments
present a serious risk for money laundering and terror-
ism financing offenses as many Sudanese scramble to
obtain foreign currency in light of recent devaluations
of the Sudanese pound and the reduction of fuel subsi-
dies,” often without concern as to the potential illicit
sources of these funds.”*

Sudan has actively sought to intensify its economic
engagement with Persian Gulf countries, who represent
more than one-half of foreign investment in Sudan. The
Sudanese government is hoping that increased part-
nership with these wealthy countries will help stabilize

the economy and drive infrastructure development.””

In April 2014, Qatar deposited $1 billion in aid into
the Central Bank of Sudan and reportedly plans to
invest in large agricultural and energy projects.”
Sudan has opted to align itself with the Middle East on
AML/CFT issues, joining the Middle East and North
Africa Financial Action Task Force (MENAFATTF) as
its Financial Action Task Force (FATF)-style regional
body. Sudan remains active within the regionally
focused Intergovernmental Authority on Development
(IGAD),* but cultural and economic linkages with
the Gulf, coupled with lingering historical tensions
among other East African states, may prove challeng-
ing to broader East African regional cooperation on
AML/CFT issues.

Progress and AML/CFT Efforts

Sudan’s first substantive, legislative progress on
AML/CFT issues came with the 2010 passage of the
Money Laundering and Terrorism Financing Act. A
notable demonstration of political will, this legislation
established an FIU and criminalized elements of money
laundering and terrorism financing.?*® Following an
on-site assessment on 18—29 December 2011 and addi-
tional review, however, MENAFATF identified a num-
ber of key deficiencies in Sudan’s legal framework. In
particular, the law failed to include a full range of pred-
icate offenses for money laundering, including smug-
gling, illicit trade, human and arms trafficking, and

232 Office of Foreign Assets Control, U.S. Department of the Treasury, “Sudan Sanctions Program,” 5 November 2013, p. 3, http://www.treasury.gov/resource-

center/sanctions/Programs/Documents/sudan.pdf.

233 UN Security Council, “Security Council Committee Established Pursuant to Resolution 1591 (2005) Concerning the Sudan,” n.d., http://www.un.org/
sc/committees/1591/; European Commission, “Restrictive Measures (Sanctions) in Force,” 2 September 2014, p. 62, http://eeas.europa.eu/cfsp/

sanctions/docs/measures_en.pdf.

234 Ahmed Feteha, “Sudan Pound Sinks in Black Market As Oil Fields at Risk,” Bloomberg, 30 April 2014, http://www.bloomberg.com/news/2014-04-29/

sudan-pound-sinks-in-black-market-as-rebels-threaten-oil-fields.html.

235 *“Sudan Devalues Currency Amid Economic Crisis,” Reuters, 11 November 2013, http://www.aljazeera.com/news/africa/2013/11/sudan-devalues-

currency-amid-economic-crisis-20131111182219329947.html.

236 Tu’emay Aregawi Desta and James Cockayne, eds., “ISSP-CGCC Joint Baseline Study on Anti-Money Laundering and Countering the Financing of Terrorism
in the IGAD Subregion,” Center on Global Counterterrorism Cooperation, May 2012, p. 48, http://globalcenter.org/wp-content/uploads/2012/11/AML_

Report.pdf (hereinafter 2012 baseline study).

237 Asa Fitch, “Sudan Makes Gulf Investment Pitch,” Wall Street Journal, 10 April 2014, http://blogs.wsj.com/middleeast/2014/04/10/sudan-makes-gulf-
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MENAFATF, Mutual Evaluation Report: Anti Money Laundering and Combating the Financing of Terrorism; Sudan, 28 November 2012, p. 4, http://www.
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corruption. In addition, MENAFATF expressed con-
cern over Sudanese processes for freezing and seizing
terrorist assets, indicating an insufficient capability to
effectively implement UN Security Council Resolutions

1267 and 1373.%4!

Sudan committed to addressing these issues through
the passage of an updated AML/CFT law drafted by
the Ministry of Justice in collaboration with the IMF

in June 2014.2%? In addition, Sudan issued three decrees
related to the implementation of Resolutions 1267 and
1373 and the establishment of a technical committee.?*
Because these measures were concluded recently, they
have not been assessed for their effectiveness in address-
ing the remaining deficiencies.

The Sudanese AML/CFT administrative committee is
the most senior AML/CFT body and focuses on devel-
oping public policies, facilitating information exchange,
and coordinating among authorities at the operational
and policy levels. The committee consists of represen-
tatives from major AML/CFT stakeholders, including
the ministries of justice, finance, trade, foreign affairs,
investment, and interior; the central bank; the Taxation
Chamber; the National Information Center; and the
FIU. The committee helped develop the FIU staffing
structure and has developed a 2012-2016 national strat-
egy to strengthen the country’s AML/CFT regime.**

Established 1 October 2010, Sudan has an administra-
tive-style FIU with the responsibility to receive, analyze,
and disseminate to the competent authorities suspicious
transaction reports (STRs). It is supervised by the central
bank. Sudan’s 2010 law did not indicate the availability
of an independent budget for the FIU, which created

a structural flaw in the AML/CFT regime. The central
bank has been providing financial and logistical support,
raising concerns about FIU autonomy. The 2014 legis-
lation sought to address this issue by clearly establishing

245

the FIU as an independent unit,** which helps ensure

241 Ibid., p. 37.

that FIU practices are not impacted by the business or
political climate of the central bank and helps preserve
adequate measures of information security.

The FIU has made substantial strides in building

staff capacities. During 2009-2010, it facilitated 16
AML/CFT training sessions for FIU, customs, and
border security officials. Additional training has been
offered for compliance officers at banks and financial
institutions. FIU staff has indicated that training is
continuing, although specific information regarding the
number and topics covered was not available. This focus
on training represents a commitment to fully operation-
alizing the FIU and building a capable and educated
staffing structure.

As of 2012, Sudan was a member of a number of
international organizations such as the Common
Market for Eastern and Southern Africa, World Trade
Organization, Technical Regional Committee for
Governors of Northern African Banks, the Near East—
North Africa Regional Agricultural Credit Association,
IMF, World Bank, and the African Development Bank.
Additionally, the FIU had memoranda of understand-
ing in place with a number of Sudanese agencies and
international counterparts. Sudan had indicated that

it plans to seek membership in the Egmont Group of
Financial Intelligence Units.**

With notable progress, Sudan continues to be described
by the FATF as a country undergoing an “on-going
process” related to its AML/CFT compliance. The
FATF noted Sudan’s high-level political commitment
to addressing its AML/CFT deficiencies, including

the development of an action plan, and the country’s
strong partnership and cooperation with MENAFATE.
In October 2014, the FATF recognized Sudan for
bringing into force three decrees related to UN Security
Council Resolutions 1267 and 1373 and their asset
freezing obligations. The FATF noted, however,

242 Sudanese Financial Information Unit, “Financial Information Unit Efforts to Develop Anti-Money Laundering and Combatting of Financing of Terrorism

System (AML/ CFT),” July 2014, p. 2.

243 Sudanese FIU officials, e-mail communication with authors, November 2014.

244 2012 MENAFATF mutual evaluation report on Sudan, p. 19.

245 Sudanese FIU officials, e-mail communication with authors, November 2014.

246 2012 MENAFATF mutual evaluation report on Sudan, p. 45.
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ongoing deficiencies related to predicate offenses for
money laundering, adequate procedures for identifying
and freezing terrorist assets, a fully operational FIU,
improvement of customer due diligence measures, and
adequate laws and procedures related to mutual legal
assistance.”” The Sudanese government indicated that
mutual legal assistance procedures are currently being

reviewed by the IMF and will be issued in 2015.%

Ongoing Risks and Vulnerabilities

Sudan is a country of tremendous and diverse resources,
but prolonged conflict and international sanctions

have left the financial sector largely underdeveloped.
The country is not considered to be a regional financial
hub. Assessments of the prevalence of financial crime

in Sudan are complicated by the government’s heavy
presence in the private sector, a lack of economic trans-
parency, and continued Sudanese emphasis on Sharia-
compliant financial systems. Sharia law strongly pro-
hibits money laundering, and individuals interviewed
for the 2012 baseline study indicated they feel its appli-
cation across the economy improves individual conduct
and substantially reduces risk.**

Between 2005 and 2009, the administrative commit-
tee charged with monitoring financial crimes received
reports of 12 suspicious transactions, all of which
originated from law enforcement agencies. Sudan’s

FIU was established in 2010, and 51 STRs were filed
during 2010-2011.%° Although significantly improved,
these levels remain comparatively low due to limited
awareness among reporting entities and a lack of clarity
around reporting procedures.

Sudan has made efforts to raise awareness and provide
guidance to reporting entities, but there has been a lack
of coordination and clarity regarding the mandates for
doing so. A number of supervisory agencies, including

the central bank and the Khartoum Stock Exchange
Board of Directors, initially issued AML/CFT guide-
lines, which were later cancelled because the FIU is the
sole entity with the mandate to issue such guidelines.!
The FIU had issued circulars to designated nonfinan-
cial businesses and professions (DNFBPs), including
the unions for car dealership owners, jewelers and

gold traders, auction houses, lawyers public, and real
estate office owners; the Commission for Voluntary
and Humanitarian Works; and Accountancy and Audit
Profession Organization Council. MENAFATF noted,
however, that the 2010 law did not apply to some enti-
ties that received circulars and that there were some
contradictions between the requirements outlined in
the law and those included in the circulars.”** As a
result, these circulars were similarly cancelled. The 2014
law included an expanded definition inclusive of these
entities.”® These measures represent a positive step in
raising awareness and ensuring compliance and demon-
strate strong political will and commitment across

a broad range of AML/CFT stakeholders. Yet, these
duplicative efforts may prove confusing for reporting
entities as they strive to enhance their capacity and
understanding of AML/CFT requirements.

Numerous Sudanese law enforcement authorities are
authorized to conduct investigations on predicate
offenses and money laundering and terrorism financing
crimes. They include the criminal investigation unit of
the police, the drug combating unit, public and spe-
cialized prosecution investigations, national security
and intelligence services, and public and specialized
prosecutions. Additionally, Sudan established an AML
Directorate in 2007 that includes the banking viola-
tions investigations department, tax evasion combating
investigation department, suspicious fund sources
investigation department, and information and oper-
ations management. Nevertheless, only five STR cases

247 FATF, High-Risk and Non-Cooperative Jurisdictions; Improving Global AML/ CFT Compliance: On-Going Process, 24 October 2014, pp. 5-6, http://www.fatf-
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Sudanese FIU officials, e-mail communication with authors, November 2014.
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Sudanese FIU officials, e-mail communication with authors, November 2014.
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were referred for prosecution during 2010-2011, with
an additional 37 under investigation as of late 2012.%*
Sudanese legal authorities may not be focused on
money laundering and terrorism financing crimes, and
with high levels of state engagement in the private sec-
tor, enforcement can be subject to political pressures.”
Law enforcement has likely prioritized ongoing security
concerns, particularly given limited levels of human

and capital resources.

Entry Points

The recent progress on AML/CFT legislation in Sudan
may not result in a deep and sustained commitment

to effective implementation. Faced with mounting
humanitarian issues and a substantive decrease in
government revenues, adequate resources may not be
available to support broad execution of these measures.
Furthermore, impending elections scheduled for 2015
may mark a shift in the political environment regard-
ing the favorability of AML/CFT prioritization. The
international community must continue to engage
Sudan on these issues and promote the continued and
effective implementation of its legal framework. In
order to ensure continued political commitment, the
international community must demonstrate the posi-
tive impact of AML/CFT measures on economic devel-
opment and position any capacity-building initiatives
within that framework.

The Sudanese FIU has shown a willingness and capac-
ity to engage with international actors to strengthen
its AML/CFT regime and will serve as a key entry
point for international intervention. Given the ongo-
ing ambiguity over division of labor issues among

the FIU, central bank, and supervisory authorities,
capacity-building initiatives must be conducted with a
coordinated and holistic approach inclusive of all rele-
vant stakeholders. This method will help clarify roles,

promote coordination and cooperation, and expand

254 2012 MENAFATF mutual evaluation report on Sudan, pp. 21, 49.

awareness across the board. Operationalization of the
FIU, including stathng and technical training, should
be prioritized and followed by awareness-raising efforts

among AML/CFT stakeholders.

Based on our findings and the input we received from
Sudanese stakeholders and other partners, we offer a
number of recommendations for the international com-
munity and the Sudanese government.

Support and promote continued progress on
implementing the Sudanese AML/CFT national
strategy in order to address remaining legal
deficiencies and implement best practices in line
with international standards.

Develop a coordinated package of assistance
that offers targeted technical capacity-building
programs directed at strengthening AML/CFT
institutions, focusing first on clarifying roles
and building supervisory capacities in the FIU,
central bank, and regulatory authorities.
Conduct sector-specific risk assessments to
identify areas for strengthening the regulatory
frameworks for vulnerable sectors, including
DNEFBPs.

Continue awareness-raising efforts among
stakeholders in order to raise compliance and
reporting levels.

Continue to engage regional counterparts

in training and relationship building with
international experts and peer FIUs.

Expand formal structuring of memoranda of
understanding for regional cooperation.
Encourage continued and deepened cooperation
and partnership with regional and international
actors such as MENAFATTF, the Egmont Group,
IGAD, the World Bank, and IMF to enhance
international engagement and information
sharing.

255 Bureau of International Narcotics and Law Enforcement Affairs, U.S. Department of State, “International Narcotics Control Strategy Report (INCSR)—
Volume II: Money Laundering and Financial Crimes Country Database,” June 2014, p. 398, http://www.state.gov/documents/organization/222700.pdf.



Tanzania

The 2012 baseline study did not examine

Tanzania because the report was focused on the
Intergovernmental Authority on Development (IGAD)
countries and Tanzania is not an IGAD member.

Since the Financial Action Task Force (FATF) listed
Tanzania as a jurisdiction with strategic money
laundering and terrorism financing deficiencies

in October 2010, Tanzania has been consistently
responsive to feedback from regional and inter-
national bodies on strengthening its anti-money
laundering and countering the financing of terrorism
(AML/CFT) regime. After having met its substantive
points for progress and improvement, Tanzania is no
longer subject to the FATF global AML/CFT monitor-
ing process as of June 2014.

Tanzania is moving toward effective and enhanced
implementation of its AML/CFT laws, primarily
through enactment of its national AML/CFT strategy
and the strengthening of its financial intelligence
unit (FIU) operations. Its AML law was amended to
include an adequate definition of terrorism financ-
ing. Amendments to its terrorism prevention act in
January 2014, which further clarified Tanzania’s
obligation to implement UN Security Council
Resolutions 1267 and 1373, were assessed by the
FATF and found to be satisfactory. Tanzania should
continue to prioritize strengthening and identifying
any challenges to the implementation of its legal
framework.

Although the FIU has demonstrated its capacity to
receive suspicious transaction reports, it could pub-
lish further guidance for reporting entities related
to customer due diligence expectations. Tanzania’s
FIU is operational but lacks staff and support in
the form of training to enhance their analysis and
dissemination capacities. Widespread awareness
of money laundering and terrorism financing risks
outside of formal financial institutions is lacking,
and engagement with the designated nonfinan-
cial business and profession (DNFBP) sector is an
opportunity and entry point for further growth. The
FIU has issued some guidelines for certain DNFBPs
and should prioritize the preparation of guidelines
for other DNFBPs as well as sector outreach. Law
enforcement and judicial authorities have a limited
understanding of what constitutes money launder-
ing and terrorism financing and could improve their
institutional capacities through training and aware-
ness-raising sessions, particularly on investigations
and prosecutions of complex financial crimes.

Tanzania’s membership in the Eastern and Southern
Africa Anti-Money Laundering Group (ESAAMLG) and
the Egmont Group of Financial Intelligence Units
remains an important component of its regional and
international cooperation network, and all measures
listed above remain ongoing under the ESAAMLG
follow-up mechanism. Tanzania should continue

to capitalize on these networks and prioritize the
exchange of information, particularly with neighbor-
ing countries and major trading partners.
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State of Play

The United Republic of Tanzania is a union consisting
of the mainland of Tanzania and the group of islands
that form the semiautonomous Zanzibar.>* Since 2008,
Tanzania’s economy has experienced annual growth of
more than 6 percent.””” Major sectors include agricul-
ture, manufacturing, trade, transport, communications,
and financial services.”® The agricultural sector is the
largest, comprising 45 percent of overall gross domestic
product (GDP) from crops such as coffee, tea, cotton,
cashews, tobacco, and cloves. Agricultural production
reportedly would greatly increase if not for the high
percentage of small-scale subsistence farming, some

of which contributes to Tanzania’s so-called informal
economy.”” The government has identified mining,
which accounts for approximately 3 percent of GDD, as
a sector for continued growth, although low gold prices
would affect this estimate.**® Continued economic
growth has drawn increased foreign direct invest-

ment (FDI), with $1.9 billion entering the country in
2013.%

This economic growth has not affected the majority of
Tanzania’s population; as of 2013, one-third lived in
severe poverty.”*? The sustained growth of Tanzania’s
economy can be partially attributed to the international

assistance it receives as development aid,*® of which
Tanzania was the second-largest recipient in sub-Saharan
Africa in 2013.%%% International actors, including the
World Bank and the International Monetary Fund
(IMF), have noted Tanzania’s commitment to promot-
ing economic growth and have approved debt relief
measures. Inflation rates have seesawed over the years,
with 2012 rates estimated to be 12 percent, although
rates are lower when monetary policy has been con-
trolled by international bodies such as the IME.

Tanzania serves as an important transport link among
eastern, central, and southern Africa, and the gov-
ernment prioritizes increasing its trading capacities
regionally and internationally while reducing such trade
barriers as tariffs.*® As a member of the East African
Community (EAC), Tanzania has applied the EAC
Common External Tariff, which has contributed to
increased regional trade.”” Between 2010 and 2012,
the Tanzania Ports Authority, which manages the
mainland’s ports, saw a 10 percent increase in cargo
traffic.?®® The major port city of Dar es Salaam handles
these increasing volumes of trade—in 2012 about $15
billion worth of goods—and provides port access to
landlocked countries such as Uganda.”®® The Zanzibar
Port Corporation manages the operations of Zanzibar’s
five ports and continues to expand them.?”® These ports
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Government of Zanzibar handling non-national matters for Zanzibar—favors the mainland in terms of influence. Economic issues including “all matters
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allow for increased local and foreign trade, and infra-
structure development presents several opportunities
for Tanzania, including increased FDI.

Discoveries in recent years of natural gas reserves will
likely provide a boost for Tanzania’s economy. Known
gas reserves are valued at $430 billion, and the World
Bank estimates that investment in the development of
those reserves will be $20—40 billion.?”" Pipeline con-
struction and plans for natural gas exports will contrib-
ute to the growth of the Tanzanian transport and con-
struction sectors, although international donors have
indicated that the energy sector could be vulnerable to
corruption.”’? In addition, the distribution of natural
gas revenue between mainland Tanzania and Zanzibar

could be challenging.

Progress and AML/CFT Efforts

Tanzania recognizes that money laundering and terror-
ism financing affect the attainment of the national goals
outlined in the Tanzania Development Vision 20257
and has committed to proactively fighting these crimes.
The Financial Action Task Force (FATF) first high-
lighted Tanzania in October 2010 after a number of
strategic deficiencies were identified in its anti-money
laundering and countering the financing of terrorism
(AML/CFT) regime, including the need to adequately
criminalize money laundering and terrorism financing,
implement UN Security Council Resolutions 1267
and 1373, establish effective customer due diligence
(CDD) measures, fully operationalize the Tanzanian
Financial Intelligence Unit (FIU), and ratify relevant
mutual legal assistance legislation. In June 2014, the
FATF noted Tanzanias significant progress in improv-

ing its AML/CFT regime and removed Tanzania from
the FATF global AML/CFT monitoring process.”’* This
progress is particularly evident in the alignment of laws
and operations with international standards.

The Tanzanian government has demonstrated its
willingness and ability to amend its AML/CFT laws
to keep pace with ever-evolving international stan-
dards. The Proceeds of Crime Act in 1994 and the
Mutual Assistance in Criminal Matters Act in 199127
criminalized money laundering and related underlying
crimes and provided for international cooperation on
criminal matters but did not directly align with inter-
national standards. In response, Tanzania enacted the
Drugs and Prevention of Illicit Traffic in Drugs Act in
1995 and the Prevention of Terrorism Act (POTA),
which provided definitions of offenses related to funds
or property in support of or controlled by terrorist
groups and criminalized such activity, in 2002.7°

In 2006 the Anti-Money Laundering Act (AMLA)
established a National Multi-Disciplinary Committee
on Anti-Money Laundering, which included the com-
missioner of this FIU.?”” The Tanzanian FIU became
operational in 2007 and began issuing regulations to
implement AMLA. In 2009, Zanzibar enacted its own
AML and proceeds of crime act (AMLPOCA) for cases
falling under its jurisdiction.”® To bring AMLPOCA
into compliance with international standards, a 2011
amendment helped strengthen the identity of Tanzania’s
FIU, which was previously seen as an institution pri-
marily serving the mainland, by stating that the FIU
would be responsible for receiving, analyzing, and dis-
seminating information received from reporting entities
in Zanzibar.””? Similarly, a 2012 AMLA amendment
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statement, see http://www.fatf-gafi.org/countries/s-t/tanzania/documents/improvingglobalamicftcomplianceupdateon-goingprocess-october2010.html.
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criminalized money laundering in full compliance with
FATF Recommendation 3,2 established the FIU’s

autonomy, and ensured that all financial institutions are
subject to AML/CFT requirements as reporting entities

and are required to undertake CDD measures.*®'

In June 2012, Tanzania amended POTA to define ter-
rorism financing with regard to “funds” in accordance
with international standards, but POTA did not address
issues related to UN Security Council Resolutions

1267 and 1373. In September 2012, regulations were
issued by the authorities to address inadequacies that
the amendments did not cover.”® Tanzania amended
POTA again in 2013. The regulations have been imple-
mented, and the amendments bring the law fully in
line with international standards.?®

Since its operationalization in 2007, the FIU has made
efforts to fulfill its mandate under the leadership of

its commissioner, who is appointed by the President
of Tanzania. The FIU currently operates at half of its
optimal staffing level and has a permanent staff of 15
professionals and limited office space. Staff training,
such as the receipt of suspicious transaction reports
(STRs), has enhanced the institutional capacity of the
FIU, which receives approximately 150 STRs annually
and says that most entities are submitting “happily.”*
Money laundering cases often originate from FIU
analysis of STRs whereas potential terrorism financing
cases originate with the National Counterterrorism
Center (NCTC) and are cross-checked in FIU and
NCTC databases for relevant background information.
The quality of STRs vary and are slowly improving,
although the challenge of timely reporting is ongoing.
In prioritizing the accurate assessment of STRs, the

FIU is working on technical capacity building aimed
at improving the quality and depth of its analysis.”®
Improving the capacities of conducting on-site inspec-
tions of financial institutions and strengthening the
capacities of the compliance department are also pri-
orities for the FIU, but operational capability remains
low, with a small number of staff and a lack of sectoral
awareness regarding money laundering and terrorism
financing issues.?*

The Bank of Tanzania, the country’s central bank, has
regulatory authority over the 45 commercial banks reg-
istered in the country as of 2011, the majority of which
have some foreign connection. Of those banks, three
control about 40 percent of the banking sector.®” The
central bank and the FIU have a good working relation-
ship, and each will have an important role to play in
the upcoming AML/CFT national risk assessment. The
central bank and FIU share annual work plans, super-
vise banks, and conduct joint on-site examinations.
Commercial banks report to the FIU and the central
bank and provide AML status reports. The central bank
aspires to implement a risk-based supervision model,
but a lack of resources prevents this granularity of
analysis, leading to a focus on institutions that appear
to pose a risk.

The designated nonfinancial businesses and professions
(DNEBPs) sector in Tanzania is large, with the majority
of DNFBP transactions conducted in cash, and this
area remains largely uncovered by the FIU.* A small
number of STRs are submitted from the insurance

and accounting sectors and from brokers and lawyers.
AMLA requires real estate agents to submit STRs, but

due to limited manpower, regulation of the financial

280 FATF, International Standards on Combating Money Laundering and Financing of Terrorism and Proliferation: The FATF Recommendations, February 2012,
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf.
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sector has been prioritized. Reporting entities find
using the goAML software system to be challenging®®
and face issues related to technological platforms more
generally. In response, the FIU is beginning develop-
ment of an outreach program for reporting financial
entities to assure compatibility and interoperability.
The FIU is seeking additional technical assistance and
support in order to facilitate training for stakeholders
beyond financial sector institutions and across DNFBP
sectors, with priority for the booming real estate sector
and lawyers, and to ensure that training is offered out-
side Dar es Salaam.*”

To emphasize the need for interagency cooperation on
AML/CFT matters, Tanzania issued a national strategy
for 2010-2013, organized around five areas of imple-
mentation: legal, law enforcement, financial sector, gov-
ernance, and regional and international cooperation.!
The Ministry of Finance and Economic Affairs is the
focal point for coordinating and overseeing the national
strategy. The FIU noted that the implementation of the
national strategy has been working well and that part-
ners are attempting to coordinate as much as possible,
although capacity limitations remain. Partners are try-
ing to emphasize financial inclusion and are beginning
preparations for an AML/CFT national risk assessment
in 2017, for which the FIU is expected to take a lead-
ing role.*”*

The national strategy allows for inclusion of multiple
stakeholders, but operations among agencies remain
informal and challenging, given the varying levels of
capacity and awareness about money laundering and
terrorism financing issues. The FIU struggles to refer
complete cases to law enforcement for further inves-
tigation, and awareness about money laundering and
terrorism financing issues remain low with receiving

investigators, as do related investigative and forensic
capacities. In addition, police officials do not have the
necessary equipment for surveillance and investigation
of AML/CFT crimes, such as basic software, cameras,
secure computer systems, or wiretapping devices.””
Prosecutors, magistrates, and judges have similarly

low levels of awareness and capacity, and judges have
dismissed a number of cases because they did not fully
grasp money laundering offenses. There has not been

a terrorism financing case in the Tanzanian courts yet.
Charge sheets will often list predicate offenses as well as
the money laundering offense, but charges will only be
brought on the predicate offense because the evidence
base for the money laundering charge would be weak,
inadmissible, or simply not understood. Furthermore,
judges and prosecutors do not understand that request-
ing FIU staff to testify in court may compromise their
personal security. The director of public prosecutions
should consider issuing guidance and conducting train-
ing on these issues to raise awareness, ease Working
relations with the FIU, and strengthen the national
AML/CFT regime.

Similar issues exist with the Revenue Authority, which
oversees customs and is responsible for collecting infor-
mation on cross-border movements. In cases referred
by the FIU, one FIU official noted that the Revenue
Authority simply does not “investigate further.”*

A declaration system option has been issued for any
amount of $10,000 or more, but an official threshold
of funds has not been established.

As an example of regional cooperation, commercial
banks in Kenya, Tanzania, and Uganda have launched
the East African Payments System in 2013, which
allows for faster cross-border payments and risk con-
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trol mechanisms. Rwanda has joined, and Burundi is
expected to join.*”” Tanzania has become a member of
regional and international bodies that foster AML/CFT
cooperation, such as the Eastern and Southern Africa
Anti-Money Laundering Group (ESAAMLG), undergo-
ing its first mutual evaluation in 2009. The ESAAMLG
Council of Ministers approved and adopted the mutual
evaluation report in December 2009,%¢ thus facili-
tating the implementation follow-up for the country.
The Tanzanian FIU became a member of the Egmont
Group of Financial Intelligence Units in June 2014.%”

Ongoing Risks and Vulnerabilities

Tanzania is proactive in its assessment of national vul-
nerabilities to money laundering and terrorism financ-
ing activities as it seeks to enhance the institutional
capacities of Tanzania's AML/CFT regime. Since the
July 1998 attack on the U.S. embassy in Dar es Salaam,
the terrorism threat has expanded as organizations

such as al-Shabaab have firmly rooted their operations
within the region, with attacks occurring in Kenya and
Uganda. Tanzania’s location, multiple points of entry
by land and sea, and lack of limits on cash transactions
compound its vulnerability to domestic or international
money laundering and terrorism financing crime.

Tanzania has limited fund-tracking mechanisms in its
predominantly cash-based economy; only 17 percent
of the population had formal bank accounts in 2012.%*
In addition to the formal sector, remittance payments
to Tanzania through the hawala system totaled an
estimated $75 million in 2013.%° This number may

be small compared to the country’s 2013 $33.2 billion

GDP, but it is not insignificant. Many countries within
the Greater Horn of Africa region have cash-based
economies, but Tanzania’s proximity to al-Shabaab
strongholds and reputation as a center of trade creates
vulnerabilities for cash to pass through these channels
for illicit purposes, especially complicated by the lim-
ited ways to trace the origins of funds. The approxi-
mately 170 bureaux de change in the country®® and
the routine acceptance of international currencies

adds a layer of complexity to establishing the source of
funds.**! Transactions made by individuals on sanctions
lists may not be detected, given Tanzania’s location,
which draws investment from various regions, and the
country’s open door policy, which does not always lead
to the routine and effective scrutiny of funds.*”
Although predicate crimes in Tanzania currently include
drug trade, forgery, armed robbery, and poaching, the
government has indicated that the country is vulnerable
to the “escalation” of these offenses as evidenced by a
measured increase in offenses linked to money laun-
dering and terrorism financing, including prostitution,
bank robberies, car thefts, cell phone thefts, corruption,
counterfeiting, and trafficking of illegal substances, such
as drugs. With easy accessibility via porous borders or
multiple ports, Tanzania is at risk for being a link in a
transnational chain for one or more of these types of
offenses. A primary vulnerability for money laundering
in Tanzania begins with Tanzania’s role as a transit hub
for drugs smuggled primarily from Mexico and Pakistan
and destined for the South African market,?® as well as
consumed locally.*** Further compounding the problem

is the lack of official thresholds for cross-border funds

movement or mobile banking transactions.
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Allegations of corruption in government spending
threaten international developmental aid, as recently
demonstrated by the October 2014 decision of a group
of 12 donors to suspend nearly $500 million in aid that
had been earmarked for general support of the
government budget.’* Tanzania has a national
Prevention and Combating of Corruption Bureau,

has anticorruption laws in place, and outpaces several
regional neighbors in comparative corruption mea-
surements,’® but corruption still challenges economic
growth. Corruption allegations often point toward
Tanzanian taxation and customs authorities, although
state monopolies over resources and public services,
including water, railway, ports, and electricity, have also
been cited.*”

Tanzania has adopted measures to improve the effective-
ness and quality of statistical collection by the National
Bureau of Statistics, including a restructuring in 2009.%
Although the bureau publishes several categories of
statistics that are indicative of the country’s overall
economic progress, it lacks crime statistics, particularly
financial crime. Among those statistics that are available,
data collection may not be reliable. This overall lack of
information stems from the bureau’s limited capacity

to collect such data and awareness of what kind of data

would be beneficial to enhance AML/CFT efforts.

Entry Points

Having established an AML/CFT legal framework as
a foundation, Tanzania is focused on strengthening its
implementation and effectiveness through the capac-
ity development of its FIU, engagement beyond the
formal financial sector with reporting entities such

as DNFBPs, involvement of law enforcement and
judiciary officials as critical partners in the country’s
AML/CFT regime, and formalization of international
cooperation.

Expanding the reach of the AML/CFT regime beyond
Dar es Salaam should remain a governmental priority
and will require outreach to and cooperation across the
country’s 26 administrative regions. A mutual under-
standing on AML/CFT issues between Zanzibar and
the mainland will be a crucial step in achieving this
objective. Because each is an important center of eco-
nomic activity and trade, better coordination and inte-
gration of AML/CFT procedures will further improve
the existing AML/CFT regime. Although Zanzibar’s
law has been amended to reflect the FIU’s role in
national oversight, additional outreach should be con-
ducted with particular emphasis on reporting entities in
Zanzibar.

Based on our findings and the input we received from
Tanzanian stakeholders and other partners, we offer a
number of recommendations for the international
community and the national government and
Revolutionary Government of Zanzibar.

Strengthen the FIU analysis unit in preparation
for the national AML/CFT risk assessment, on
which the FIU and the central bank are likely
to take a leading role, and a sectoral assessment,
with particular typology studies on suspected
areas of concern, such as minerals and precious
stones.

Deliver specific and focused training to FIU staff
on data analysis and record keeping.

Encourage private financial institutions, such as
Tanzanian and international banks, to conduct
their own risk assessments.

Increase outreach to DNFBPs, with specific
emphasis on the real estate sector and lawyers as
immediate priorities, as well as on actors in the
mining sector.

Host training on financial intelligence for
reporting entities outside Dar es Salaam and
have material available in Swahili and English,
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providing timely feedback to these entities on
whether existing STRs have been helpful and
guidance and feedback to these entities on the
quality of their STRs.

Issue additional regulations and pass laws
pertaining to DNFBPs and the informal financial
sector.

Strengthen the criminal justice and judiciary
system, emphasizing cooperation between
investigators and magistrates, judges, and
prosecutors.

Train financial crime units within the police,

as well as customs and tax authorities, on topics
such as forensic investigation.

Work toward the formalization of information
exchange and the development of memoranda of
understanding with key counterparts, including
jurisdictions along known transnational illicit
trafficking routes, bordering jurisdictions, and
Tanzania’s largest trading partners.



Uganda

The 2012 baseline report noted Uganda as one of
the most vulnerable countries to money launder-
ing and terrorism financing activities. Without a
comprehensive anti-money laundering (AML) law
or financial intelligence unit (FIU), the process on
addressing AML and countering the financing of
terrorism (CFT) issues in Uganda was at a standstill.
Officials described money laundering as “rampant”
across the country, largely resulting from endemic
public corruption. Private sector actors expressed
concern that the lack of progress on these issues
was posing a real and serious threat to their busi-
nesses, offering a competitive advantage to firms
with political influence.

The lack of progress on developing an AML/CFT

regime capable of stemming the tide of illicit
financial activity was attributed to a deficiency

in Ugandan political will as much as an absence
of resources and capacity. In the past two years,
however, Uganda has begun making progress in
strengthening its AML/CFT system. Most notable
is the passage after 10 years of a comprehensive
AML bill. Uganda has established its Financial
Intelligence Authority (FIA), an administrative-style
FIU responsible for the collection, analysis, and
dissemination of suspicious transaction and cash
transaction reports, which financial institutions and
other accountable entities are required to file.

Uganda’s predominately informal and cash-based
economy presents challenges to effectively monitor-

ing money laundering and terrorism financing activi-
ties. Porous borders have left the country vulnerable
to cross-border smuggling, particularly of resources
extracted from the Democratic Republic of the Congo.

Recently, Uganda has demonstrated increased
political will to address AML/CFT issues, but the
depth of this commitment is unclear. To maintain
the current momentum, a demonstration of the
economic benefits to Uganda of effective AML/CFT
regulation, particularly to the country’s political
and business elites, is important. Foreign and mul-
tilateral donors should clearly state that, without
effective AML/CFT efforts, Uganda may forgo the
economic development opportunities enjoyed by its
regional peers. The recent push toward increased
integration with the East African Community could
potentially serve as a key catalyst for continued
political commitment, and discussion on AML/CFT
issues should be encouraged as part of the forma-
tion of a monetary union.

In the short term, the key entry point will be the
newly established FIA. Donors and regional partners
should work with the FIA to develop a coordinated
package of assistance designed to strengthen

and advance the national strategy for addressing
AML/CFT issues. Most importantly, these efforts
must be situated alongside a broader push for more
transparent, accountable, and rule of law-based
government reforms in Uganda.
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State of Play

Uganda has historically placed a low priority on
improvement of its regime for anti-money laundering
and countering the financing of terrorism (AML/CFT)
issues,”” focusing instead on economic development,
inflation, unemployment, and electricity rationing.
Growth rates for Ugandan gross domestic product
(GDP) hovered around 7 percent annually from 1990
to 2010, led by high levels of private investment, partic-
ularly in the construction sector, and diverse and profit-
able agricultural exports.’'® After a brief period of slower
growth and high inflation, the growth rate increased in
2013,>"" and the economic outlook remains robust with
faster than anticipated implementation of infrastructure
projects in the transport and energy sectors.’?

Like many of its neighbors, Uganda has a predomi-
nately informal and cash-based economy that presents
challenges to effective monitoring of money laundering
and terrorism financing activities. Porous borders with
South Sudan, Kenya, Tanzania, and the Democratic
Republic of the Congo (DRC) have left the country
vulnerable to cross-border smuggling, particularly of
resources extracted from the DRC. Uganda has no
anticounterfeiting laws and has developed a large black
market, which is further fueled by the country’s lack of
customs and tax enforcement capacities.®'?

Uganda has no restrictions on or mechanisms to mon-
itor the amount of currency that individuals carry

into or out of the country, and Rwanda, South Sudan,
and the eastern region of the DRC often utilize the
Ugandan shilling as a second currency.?'* In November
2013, Uganda joined Burundi, Kenya, Rwanda, and
Tanzania in signing the East Africa Community (EAC)
Monetary Union Protocol, an important step toward
increasing monetary and economic integration among
EAC states.”” Integration is particularly important for
Uganda, which conducts more than 45 percent of its
commerce within regional markets, the EAC, and the
Common Market for Eastern and Southern Africa.>
In addition, it will have implications for AML/CFT
efforts as financial laws are standardized across the
region. Renewed focus on this process could serve as a
key catalyst for efforts to strengthen AML/CFT mea-
sures within newly developed legislation and could help
promote broader regional cooperation and cohesiveness
on these issues.

Uganda has suffered from a lengthy history of violent
conflict, including a prolonged war with the Lord’s
Resistance Army (LRA), which operates primarily in
northern Uganda and South Sudan and has abducted
at least 20,000 children. The conflict has displaced an
estimated 1.9 million.>"” Efforts by the Uganda People’s
Defense Force to capture LRA warlord Joseph Kony,
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who was expelled from Uganda and is believed to be in
the Central African Republic, have resulted in conflict
with armed groups in that country.>'®

Relatedly, Uganda has committed troops to the African
Union Mission to Somalia. Somali-based terrorist
group al-Shabaab cited this engagement as the motiva-
tion behind two July 2010 bombings in Kampala that
left 74 people dead.’” In September 2014, Ugandan
police arrested 19 people and seized large amounts

of explosives allegedly intended for use in additional
attacks on Kampala.’?

With increasing concerns about terrorism within
Uganda and the region, the need becomes more acute
to implement a comprehensive AML/CFT regime that
would effectively track and counter terrorism financing,
especially financing involving LRA rebels, whose fund-
ing sources have been linked to illegal poaching and
cross-border trade in ivory.**! Increasing focus on secu-
rity concerns within Uganda, however, may represent a
challenge to maintaining or increasing political will and
resource allocation in support of the country’s nascent

AML/CFT regime.

Progress and AML/CFT Efforts

The Uganda Anti-Money Laundering Committee
(UAMLC) was formed in 2000, comprised of
representatives from several ministries and chaired by
the Bank of Uganda, the central bank. It put together

a comprehensive AML/CFT bill in 2003,%*? which was
approved by the Cabinet in 2005. The bill was intro-
duced in Parliament only in 2009, and it remained
there for years. In 2007 the Eastern and Southern
Africa Anti-Money Laundering Group (ESAAMLG)
released a mutual evaluation report for Uganda citing
the lack of a comprehensive AML law and a functional
financial intelligence unit (FIU) as key deficiencies

in urgent need of attention. Three years later, the
UAMLC developed and published a six-point national
AML/CFT strategy for Uganda but was not able to
make real progress on its objectives. Frustrated by an
inability to move the legislative process forward, the
UAMLC temporarily ceased meeting during 2011.
Later that year, the ESAAMLG chairperson wrote to
the Ugandan minister of finance, planning, and eco-
nomic development, expressing dissatisfaction with the

slow pace of implementation and urging the country to
expedite its AML/CFT efforts.*

In the last two years, Uganda has made progress in
strengthening its AML/CFT regime, most notably with
the passage after 10 years of a comprehensive AML bill,
the Anti-Money Laundering Act, 2013 (AMLA).?*
Previously, Uganda had been reliant on stopgap mea-
sures such as 2010 financial institution regulations
issued by the central bank,*” which had created know
your customer, customer due diligence, and AML/CFT
record keeping requirements but were applicable only
to entities overseen by the bank.*?* AMLA effectively
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criminalizes money laundering in line with international
standards; codifies regulatory preventative measures;
provides for the seizure, freezing, and forfeiture of assets
linked to money laundering and terrorism financing;
and includes provisions for mutual legal assistance. With
AMLASs passage, UAMLC meetings have resumed.’”’

AMLA provided for the creation of two agencies: the
Financial Intelligence Authority (FIA) and its supervi-
sory agency, the Financial Intelligence Board (FIB). The
FIB is responsible for coordination of national efforts to
combat money laundering, AMLA implementation, and
oversight of the FIA. The Ugandan Cabinet, however,
has not appointed the FIB in accordance with AMLA.
The FIA was established as an administrative-style FIU
responsible for the collection, analysis, and dissemina-
tion of suspicious transaction reports (STRs) and cash
transaction reports (CTRs). Provisions for funding

the FIA were included for the first time in the 2014
national budget. The FIA has secured office space and
hired nine staff members,**® including an interim exec-
utive director. The FIA is considered fully operational,
and financial institutions and other accountable entities

have begun filing STRs and CTRs.>”

Proposed amendments to the 2002 Anti-Terrorism
Act™ were submitted to the Ministry of Internal Affairs
and the Financial Action Task Force (FATF) regional
review group for comment, and on 29 October 2014,
these amendments were approved by the Cabinet.

The Office of the First Parliamentary Counsel then

was instructed to draft the 2014 Anti-Terrorism
(Amendment) Act.**! These amendments will expand
the definition of “funds” to include legitimate and illegit-
imate sources and provide for domestic implementation

of UN Security Council Resolutions 1267 and 1373
related to sanctions and asset freezing. Once passed,

Uganda should be fully compliant with all legislative
standards as outlined by the FATE?*

Uganda took preliminary steps to raise awareness about
its AML/CFT legislation among high-level stakeholders.
In December 2012, the Ministry of Finance, Planning
and Economic Development in conjunction with the
central bank and the UAMLC organized a meeting

on the AMLA bill, which was attended by the World
Bank, Financial Intelligence Authority of Malawi, and
several members of the Ugandan Parliament. The cen-
tral bank also sponsored a study tour of the Mauritius
and Malawi FIUs for members of Parliament during
11-15 February 2013. With the assistance of the

U.S. Department of the Treasury, World Bank, the
International Monetary Fund, and other technical
assistance providers, a number of training programs
have begun to build the AML/CFT technical capacities
of financial sector supervisory authorities, law enforce-
ment agencies, public prosecutors, and reporting insti-
tutions. On the international stage, Uganda has signed
bilateral memoranda of understanding with China,
Egypt, Malawi, and EAC member states.?*

Ongoing Risks and Vulnerabilities

Uganda has been working in recent years to expand

and liberalize its banking sector. There are 25 commer-
cial banks operating in Uganda, the majority of which
are foreign owned.** In the last five years, Uganda

has reportedly experienced an average of 60 new bank
branches opening per year, rising in total to 495 branches
in 2012.3% Yet, access to formal financial services remains
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limited, with only 13 percent of the population having
a deposit account,** leaving the majority of the popula-
tion reliant on informal value transfer systems, such as
hawalas and the growing mobile money market. Annual
remittances are a large source of foreign currency for
Uganda, bringing in $932 million in 2013 and account-
ing for 4.3 percent of the country’s GDP*” Although
they are an important lifeline for the population, these
funds have traditionally been viewed by the international
community as vulnerable to money laundering and ter-
rorism financing activities due in part to concerns about
recipient customer identification procedures.

Further compounding these concerns is the lack of

a comprehensive national identification program in
Uganda. Previous attempts at national identification
systems have collapsed under accusations of corrup-
tion and disagreement between government agencies
regarding ownership of the collected data. The program
was recently revitalized in light of the EAC integration
process, with the first registration phase running from
April 2014 to February 2015. Ugandans over the age of
16 are required to register for an identification card that
includes their photo, signature, and a thumb print. As
part of the enrollment process, information is collected
on the individual’s family, tribe, clan, village, and dis-
trict. Because Uganda has experienced frequent viola-
tions of civil liberties, there remain concerns about the
security of the data and the potential for government
abuse in targeting ethnic minorities or political dissi-
dents. In order to encourage compliance, the Ugandan
government linked registration to access to education
and health care services and employment.>*® After two
weeks of enrollment, nearly 290,000 Ugandans had
begun the process, and enrollment officers reported reg-
istering 31,000 people per day. If registration continues

at this pace, only 4.6 million citizens will have
registered by the close of the first phase, or 25 percent
of the estimated 18 million citizens ages 16 or older. >’

Designated nonfinancial businesses and professions
(DNFBDs) present a particular area of vulnerability

to the AML/CFT regime in Uganda, which has a
predominantly cash-based economy. Under AMLA,
remittance and foreign exchange institutions will be
subject to AML/CFT customer identification and
reporting requirements, as will DNFBPs such as real
estate brokers, legal practitioners, casinos, dealers in
precious metals and gems, and insurance companies.
The FIA, however, does not have the capacity to receive
and process STRs and CTRs from DNFBPs, which
also are not required to submit reports to the central
bank. These businesses exist in a jurisdictional gray area
presently, covered by an incomplete patchwork of reg-
ulatory structures with varying levels of enforcement.
For example, in 2011 the Uganda Revenue Authority
(URA) introduced a policy requiring parties involved
in real estate purchases valued at more than $20,000 to
declare the income source. This policy proved contro-
versial, and it is unclear when or if the URA will begin
implementation and enforcement.’*

Another key vulnerability for Uganda is corruption,
which is widely perceived as endemic across the coun-
try. Transparency International ranked Uganda on its
2013 Corruption Perceptions Index in the bottom
quarter with such countries as Honduras, Kazakhstan,
and Laos.*"' Most laundered money comes from
domestically generated proceeds of crime, largely as a
result of government corruption, misappropriation of
public funds and foreign assistance, and abuse of the
public procurement process.*? Research suggests that
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public and official opposition to corruption is growing
and that the renewed political focus on AML/CFT
measures implies a growing understanding among gov-
ernment officials of the link between money laundering
and public corruption.

Entry Points

Since the 2012 baseline study, Uganda has demon-
strated increased political will to address AML/CFT
issues. After significant delays, legislative progress was
finally achieved with the passage of comprehensive
AML legislation in 2013. Uganda has established a
fully operational FIU. With the proper legal framework
in place, Uganda must now shift its focus to effec-

tive implementation and enforcement of these new

AML/CFT measures.

The depth of the government’s commitment to
AML/CFT efforts, as well as how sustained that com-
mitment will be, is unclear. To maintain the current
momentum, a demonstration of the economic benefits
to Uganda of effective AML/CFT regulation, partic-
ularly to the country’s political and business elites, is
important. Foreign and multilateral donors should
clearly state that, without effective AML/CFT efforts,
Uganda may forgo the economic development oppor-
tunities enjoyed by its regional peers. The recent push
toward increased integration with the EAC could
potentially serve as a key catalyst for continued politi-
cal commitment, and discussion on AML/CFT issues
should be encouraged as part of the formation of a
monetary union.

In the immediate future, the key entry point for
AML/CEFT efforts will be the newly established FIA. As

capacities are improved within the institution, efforts
can transition to strengthening regulatory frameworks
and promoting information sharing and regional
cooperation. Most importantly, these efforts must be
situated alongside a broader push for more transpar-
ent, accountable, and rule of law—based government
reforms in Uganda. Without them, there is a danger
that AML/CFT efforts will become hollow, present in
name but lacking any real enforcement mechanisms or
political support.

Based on our findings and the input we received from
Ugandan stakeholders and other partners, we offer a
number of recommendations for the international com-
munity and the Ugandan government.

Coordinate with the FIA to develop a
comprehensive and cohesive package of technical
assistance designed to strengthen AML/CFT
capacities.

Promote the development of a national
AML/CFT action plan to address any remaining
institutional deficiencies outlined in the FATF
review process.

Conduct sector-specific risk assessments,
providing assistance to clarify and strengthen
the regulatory frameworks for vulnerable

sectors, including DNFBPs and mobile money
companies.

Support awareness-raising efforts among
AML/CFT stakeholders, particularly among
DNFBPs and other vulnerable sectors.
Encourage regional and international engagement
on AML/CFT issues, including membership

in the Egmont Group of Financial Intelligence
Units.



Yemen

The 2012 baseline study did not examine Yemen
because the study focused on Intergovernmental
Authority on Development (IGAD) countries and
Yemen is not an IGAD member.

Yemen confronts a myriad of dynamic, evolving
security and economic challenges. This low-income
country has not benefited financially from oil reve-
nues to the extent its Arabian Peninsula neighbors
have. The combination of limited governmental
capacity and its geographic location makes Yemen
vulnerable to abuse from transnational criminal
networks and terrorism financers, particularly from
smuggling through its vast and strategically import-
ant waterways. This risk is further compounded by
the existence of a large, informal marketplace in
Yemen, encouraged by the prevalence of cash-based
transactions in the country and underdeveloped law
enforcement capacity.

Recent political instability has exacerbated an
already deteriorating humanitarian situation and
opened the door for exploitation by violent extremist
groups, including Al-Qaida in the Arabian Peninsula.
This instability has had a tangible impact on

Yemen’s economy, including declining gross domes-
tic product rates and oil production due to frequent
attacks on pipelines. Although there have been
high-level demonstrations of political will related to
anti-money laundering and countering the financing
of terrorism (AML/CFT) issues, ambiguity around

the future of the political structure, coupled with the
prioritization of security concerns and humanitarian
crisis management, may present challenges to con-
tinued AML/CFT implementation efforts.

Yemen has been home to a number of high-profile
cases related to terrorism financing involving khat
smuggling and abuse of its nonprofit sector. These
cases underscore the main problem for Yemen: a
lack of governmental capacity to address immediate
or more long-standing challenges due to continued
political and civil unrest. Until the security situation
is addressed and a stable government put in place,
there is limited capability to support the effective
implementation of AML/CFT efforts. Yemen'’s finan-
cial intelligence unit (FIU) has made significant
strides raising awareness and building its aptitude
and that of staff, but scarce institutional resources
continue to hinder performance.

As the new administration assumes power, it will be
important to continue to promote awareness and
engagement on AML/CFT issues. The international
community should work to demonstrate the eco-
nomic and security benefits of effective AML/CFT
regulation as a way to encourage continued compli-
ance and political commitment. The FIU serves as a
key entry point and would benefit greatly from a coor-
dinated package of technical assistance directed at
building specific capacities and institutions, focusing
first on the FIU and regulatory authorities.
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State of Play

Although Yemen is not considered a regional financial
hub, its strategic geographic location makes it vulnera-
ble to abuse from transnational criminal networks and
terrorism financers.’® The country has a lengthy coast-
line that borders the Gulf of Aden, one of the most
important waterways in the world and one of the most
trafficked routes for international smuggling of arms,
drugs, and people.?** The risk Yemen faces from these
criminal activities is compounded by a large, informal
Yemeni marketplace sustained by the prevalence of
cash-based transactions.> Unregulated markets such as
these represent a key vulnerability because money laun-
derers perceive them to be an attractive haven.

Yemen has confronted a myriad of dynamic security
and economic challenges in recent years. In 2011 it
became the third Middle Eastern or North African
country, after Egypt and Tunisia, to experience a popu-
lar uprising. Following a year of widespread and often
violent popular demonstrations, President Ali Abdullah
Saleh stepped down in February 2012.>* The National
Dialogue Conference, consisting of more than 600

37 from all parts of the country and represent-

delegates
ing all political parties, as well as youth, women, and

civil society organizations, was tasked with devising an

inclusive, transitional process to a new government over
a 10-month period.**

The outcome was a National Dialogue Document,
endorsed in early 2014 and addressing many key polar-
izing issues, such as a system of regional states.’® A
northern insurgency group called the Houthis rejected
this proposal, arguing that the agreement does not
provide an equal distribution of wealth.* Following
months of protests sparked by a reduction in fuel sub-
sidies, Houthi forces took control of the Yemeni capital
in September 2014.%" A peace deal has been brokered
between the Houthis and the Yemeni government, but
the country’s political future remains unclear.’>

Although there have been high-level demonstrations of
political will on anti-money laundering and countering
the financing of terrorism (AML/CFT) issues, ambigu-
ity around the future of the political structure, coupled
with the prioritization of security concerns and human-
itarian crisis management, may present challenges to
continued AML/CFT implementation efforts.*>® The
2011 uprising severely set back Yemen’s economy, with
gross domestic product (GDP) shrinking by nearly 13
percent. Its GDP grew 4.8 percent in 2013 but was
projected at less than 2 percent for 2014.%>* Yemen’s
economy is largely reliant on oil production, which
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accounts for nearly three-quarters of government reve-
nue and 90 percent of exports.”” Between March 2011
and March 2013, repeated attacks on oil pipelines have
cost Yemen’s economy an estimated $4.8 billion.>® In
the longer term, the viability of Yemen’s oil sector is
questionable as projections indicate that the country
may deplete its existing reserves in 10—12 years.””’
Nearly 54 percent of Yemen’s population of 25 million
live below the poverty line, making Yemen one of the
poorest countries in the Arab world.**® Food is scarce,
with the United Nations estimating that 40 percent
of the population is classified as “being either hungry
or on the edge of hunger.”**? Additionally, Sana’a may
become the first world capital to exhaust its viable
water supply,®*® possibly within the next 10 years.*"’
Declining resources stand to fuel the already tenuous
political situation even further as competition increases
among groups.’

Escalating violence has accompanied political and
economic tumult across the country. Al-Qaida in

the Arabian Peninsula (AQAP), exploiting the frag-

ile security situation, has used Yemen as a base for
numerous attacks on national and international tar-
gets.’ Similarly, as the Houthis have gained political
influence, they have clashed with AQAP forces over
territorial and sectarian issues.’*** The declining security
situation has led to a rise in kidnappings and demands
for ransom, which is considered a key source of AQAP
funding. For example, in May 2013, AQAP reportedly

received $20 million in ransom for three people who

had been held in Yemen for 140 days.*®® An effective
AML/CFT regime would serve as a complimentary
measure to enhanced security, helping to identify, track,
and stop these flows in order to effectively combat ter-
rorist organizations in the region.

Progress and AML/CFT Efforts

Due to its political and economic instability, Yemen
has long been an area of concern for the international
community on money laundering and terrorism
financing issues. The Financial Action Task Force
(FATF) has noted the Yemeni government’s high-level
political commitment to addressing these issues and
the substantial progress made on fulfillment of its
AML/CFT action plan. Subject to the FATF global
AML/CFT monitoring process since 2010, Yemen has
taken numerous steps toward building its AML/CFT
framework even though it remains challenged with an
operationally difficult working environment. In recog-
nition of these efforts, Yemen was removed from the
list of high-risk jurisdictions by the FATF in June 2014
and identified as one undertaking an “on-going pro-
cess” related to AML/CFT issues. Observers have been
unable to conduct an on-site visit to assess the imple-
mentation structures due to the security situation.>®
Until a proper assessment can take place, it appears that
the FATF will continue to include Yemen in its moni-
toring process.

Yemen enacted its first AML law in 2003, establish-
ing the Data Collection Unit of the Central Bank
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of Yemen and the national Anti-Money Laundering
Committee.*”” It was an important step toward address-
ing money laundering crimes, but the law did not
criminalize terrorism financing. Additionally, a mutual
evaluation report released by MENAFATF in April
2008 highlighted a number of areas in the legislation
that were not compliant with international standards,
and these issues remain a work in progress.**® The key
deficiencies included issues related to predicate offenses
and customer due diligence (CDD) procedures and

a lack of reporting requirements for designated non-
financial businesses and professions (DNFBPs), as well
as concerns about confiscation of the instrumentalities
involved in money laundering and the efficiency of the
freezing and seizure mechanisms. MENAFATF also
viewed the Data Collection Unit as problematic because
it was not fully autonomous, lacked an inspection man-
date, and was empowered to report only when there
was concrete evidence on money laundering crimes

not based on suspicious transactions. Additionally, the
mutual evaluation report pointed out a “clear overlap”
between the work of the Data Collection Unit and

the Anti-Money Laundering Committee, noting that
the unit was not authorized to share information with
counterpart authorities unless the sharing was facilitated
through the committee and was limited in its access and
ability to request information to only those institutions
who were subject to central bank supervision.’®

In 2010, Yemen released an updated AML/CFT law*"°
and a resolution®! that served to address several of the
previous law’s deficiencies. The updated law reconsti-
tuted the Financial Information Unit as an administra-
tive-style financial intelligence unit (FIU). Although
still housed under the central bank, the FIU was given

financial and administrative independence that same
year via a prime ministerial decree,”* which helps insu-
late it from the political and business environment of
the central bank. The FIU is responsible for the receipt,
analysis, and dissemination of suspicious transaction
reports (STRs) from financial institutions, DNFBPs,
and supervisory and oversight authorities. It is empow-
ered to conduct on-site inspections, sign memoranda
of understanding with foreign counterparts, and to
prepare STR and cash transaction report (CTR) forms
and guidelines.””” This law and the newly consti-

tuted FIU were significant advancements in Yemen’s
AML/CFT framework, but a review by the FATF and
MENAFATF still found a number of areas in which
Yemen was not fully compliant.

In consultation with the World Bank, Yemen passed
additional amendments to its AML/CFT law in early
September 2013 and issued a set of implementation
guidelines in January 2014.%7% They addressed the
remaining deficiencies related to the scope of predicate
offenses and CDD obligations, the definition of regula-
tory and supervisory authorities, adequate criminaliza-
tion of terrorism financing, and a requirement to report
based on suspicious transactions rather than concrete
evidence of a crime. Additionally, the amended law cre-
ated a mechanism for freezing, seizing, and confiscating
funds related to cases referred for prosecution as well

as mechanisms to adequately implement UN Security
Council Resolutions 1267 and 1372 on sanctions and
asset freezing. Although a mutual assessment visit has
yet to be conducted, desk research conducted as part of
a MENAFATF report released in June 2014 has indi-
cated that Yemen’s legal framework is now largely com-
pliant on all key and core recommendations.””> With
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the legal building blocks in place, Yemen has begun to
focus on effective and comprehensive implementation
of these efforts.

The FIU currently has 11 staff members, seven of
whom work in the analysis department, and has indi-
cated it plans to increase staffing to 30 in the coming
year. Since its founding, the FIU has seen a dramatic
increase in the number of cases reported each year,
rising from 29 in 2011 to 166 in 2013.%7¢ The FIU’s
definition of “cases,” however, includes STRs and CTRs
as well as local and foreign requests for assistance.

In 2013, STRs filed by Yemeni banks and exchange
companies accounted for 96 of the 166 cases, with the
remaining cases being requests for assistance from gov-
ernment agencies, law enforcement, counterpart FIUs,
and foreign authorities.””” The most common of these
cases was related to money laundering, accounting for
11.4 percent of the total, followed by corruption at 6.6
percent. In 2013, only six cases were related to terror-
ism financing, and two cases were related to terrorism.

Yemen attributes this modest rise in reporting to aware-
ness-raising efforts among stakeholders. Yet, the overall
number of reported cases is still perceived as low. To
that end, the central bank has issued guidelines for
banks and exchange companies and basic indicators for
suspected transactions involving money laundering and
terrorism financing. Yemen has referred a large number
of cases to judicial authorities and governmental and
law enforcement agencies; last year, 97 were referred,
and another 17 were put under analysis. This has
resulted in four convictions for money laundering and
one for terrorism financing.”®

The central bank has conducted field inspection visits
in 10 of the country’s 16 banks and identified violations
at four, resulting in the imposition of financial sanc-
tions on three of those four.”” Sources indicate that the
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central bank has begun signing Minutes of Agreement
with banks where deficiencies were detected and that
the FIU is starting to conduct its own more in-depth
AML/CFT inspections based on feedback from central
bank regulators and their analysis. Inspection visits were
conducted in the exchange sector too, identifying viola-
tions in 128 offices (out of 483 nationwide) and leading
to the referral of 65 companies for prosecution.’®

Currently, DNFBPs are not submitting reports to the
FIU, but supervisory authorities have begun recently to
issue sector-specific guidance notes to their respective
industries. These notes have been issued to real estate
brokers and agents, dealers of precious metals and pre-
cious stones, insurance companies, the post office, and
public associations and organizations including char-
ities and nongovernmental organizations.®' Sources
indicate that the regulatory authorities have begun
conducting on-site compliance visits in the insurance
and postal sectors, but the scope of AML/CFT policies

under review is unclear.3®

Yemen is home to the free trade zone of Aden. Research
indicates that this center is tightly regulated by customs
authorities, including the strict enforcement of identi-
fication requirements and background checks for indi-
viduals and entities in the trucking industry, and is not
considered to be highly vulnerable to money laundering
and terrorism financing activities.’®

Over the past several years, the FIU has undertaken an
intensive training process, engaging with AML/CFT
professionals from a wide range of countries and insti-
tutions. FIU staff members have attended sessions
facilitated by the International Monetary Fund (IMF),
the UN Office on Drugs and Crime, and the U.S.
Department of State and Department of the Treasury
on issues including financial investigations, recovery of
looted assets, cross-border smuggling, bank fraud, and
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misuse of the nonprofit sector. In 2013 alone, FIU staff
attended 13 training sessions held in Ethiopia, Italy,
Lebanon, Qatar, and Saudi Arabia. A delegation from
Yemen has participated in an on-site information-sharing
visit to the Lebanese Special Investigation Unit and the
Saudi Financial Investigations Unit.*** Within Yemen,
the Anti-Money Laundering Committee has organized
25 training courses and workshops for nearly 650 par-
ticipants from regulatory bodies, financial institutions,
DNEBPs, and the FIU.*® These trainings have helped
to build the technical capacity of FIU and regulatory
staff and enhanced general AML/CFT awareness among
stakeholders.

Ongoing Risks and Vulnerabilities

As a cross-border trade hub with high vulnerability to
illicit smuggling, the strength of Yemeni customs insti-
tutions is particularly important to AML/CFT enforce-
ment. The Yemeni government requires persons transit-
ing to declare on request all cash or bearer-transferable
financial instruments whose value exceeds 3 million
Yemeni rials (approximately $14,000). The law enables
customs officials to seize these funds if unreported,

but it does not empower them to conduct target-based
investigations or random checks.**® Customs reporting
levels remain low, which suggests that enforcement may
not be strict or that reports are not being provided to
the authorities.”®” Additionally, Yemen experiences high
levels of government corruption,*®® which may com-
plicate AML/CFT implementation efforts due to the
potential reluctance to enforce measures that make it
more difficult for officials to conceal the illicit source of
their funds.
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One area of particular concern for Yemen is cross-border
khat smuggling. Despite declining water resources,
nearly 90 percent of water is directed to agricultural
production in Yemen, with the vast majority used to
cultivate khat.*® Although the drug remains legal in
much of East Africa, it has been banned in the United
States, United Kingdom, and across many other
European countries. With large East African diaspora
communities in North America and western Europe,
khat smuggling has become a highly lucrative criminal
business.*”” Some proceeds from these smuggling rings
are being laundered to support terrorism financing. For
example, in May 2012 the UK counterterrorism police
arrested seven people and charged them with being
part of a network that exported khat to Canada and the
United States to fundraise for terrorism, with the per-
petrators being linked to al-Shabaab networks.””
Yemen has been the focus of several high-profile ter-
rorism financing abuse cases involving its nonprofit
sector. Most prominent is the recent U.S. designation
of Yemeni politician Abdulwahab al-Humayqani as

a “specially designated global terrorist” and financier
of AQAP in Yemen. Al-Humayqani is the founding
member of Yemen’s conservative Salafi Rashad Union
Party and served as a delegate at the National Dialogue
Conference.*” The United States alleges that he used
his prominent status to fundraise through his affiliated
charities, then transfer the proceeds to AQAP opera-
tives in Yemen. The U.S. designation enables the U.S.
Ofhce of Foreign Assets Control to freeze his assets and
prohibit U.S. businesses and citizens from conducting
business with him.*? Critics of this move argue this is
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a political measure in response to his vocal criticism of
continued U.S. drone strikes in Yemen.**

These cases underscore the main problem for Yemen: a
lack of governmental capacity to address immediate and
long-standing challenges due to continued political and
civil unrest. Until the security situation is addressed and
a stable government put in place, capacity to support
the effective implementation of AML/CFT efforts is
limited. The FIU has made significant strides raising
awareness and building capacity as an institution and
of the regulatory staff, but limited resources continue

to hinder performance.’” The lack of reporting from
DNFBPs is an area of great concern, as is the nascent
state of the inspection and supervisory process for these
sectors. Outside of the capital, reporting remains low; in
2013, only 21 cases were reported from areas outside of
Sana’a. Dealing with a fragile security situation and in
some cases the presence of known terrorism and crimi-
nal operatives, these rural regions are highly vulnerable
to money laundering and terrorism financing crimes. It
is increasingly important that they remain engaged and
connected to the broader AML/CFT regime.

Entry Points

With large parts of the country outside of governmental
control and some under the control of known terrorist
organizations, effectively countering money laundering
and terrorism financing crimes in Yemen is challenging.
The government has made a substantial political com-
mitment to strengthening its AML/CFT infrastructure,
instituting a solid legal framework and making tangible
efforts to build staffing capacities and raise awareness
among key stakeholders. Yet, with the political system in
transition and elections tentatively scheduled for 2015,
the sustainability of this commitment remains to be seen.

Additionally, a lack of resources and funding will con-
tinue to hinder real, tangible implementation efforts.
Yemen continues to receive international aid to help
promote stability in the country, including a $95 mil-
lion emergency loan from the IMF and a combined $8
billion humanitarian aid pledge from the Friends of
Yemen, a group of nearly 40 nations and international
organizations.”” The AML/CFT regime has received
attention from international investors, including a

$20 million grant from the World Bank to update the
central bank’s software system.*” Yet, underfunding
and understafling will continue to be a substantial chal-
lenge for effective implementation and expansion of

AML/CFT regulatory controls.

As a new administration assumes power, it will be
important to continue to promote awareness and
engagement on AML/CFT issues. The international
community should work to offer examples of good
practices that demonstrate the economic and security
benefits of effective AML/CFT regulation as a way to
encourage continued compliance and political commit-
ment. Based on our findings and the input we received
from Yemeni stakeholders and other partners, we offer a
number of recommendations for the international com-
munity and the Yemeni government.

Develop a coordinated package of technical
assistance directed at building specific capacities
and institutions, focusing first on the FIU and
regulatory authorities.

Conduct sector-specific risk assessments and
provide assistance in clarifying and strengthening
the regulatory frameworks for vulnerable business
sectors, including DNFBPs and mobile money
companies.
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Continue awareness-raising efforts and support
advanced technical trainings for DNFBPs and
reporting entities in order to promote a more
holistic and comprehensive AML/CFT system.
Establish a local, grassroots network of trained
AML/CFT professionals who can actively seek
to engage AML/CFT stakeholders in vulnerable

rural regions outside Sana’a.

Continue to engage Yemeni officials and FIU
staff in training and relationship building by
means of international experts and peer FIUs.
Encourage continued engagement with
MENAFATF and other international AML/CFT
bodies to facilitate information sharing and the
promotion of best practices.



On the Horizon and Toward Financial Inclusion: Mobile Money

ormal financial sectors in the Greater Horn of
Africa region are largely underdeveloped.”® Cash
remains king for most financial transactions, and
people rely on it for the purchase of daily items and
for investment, including in property and vehicles. A
number of factors contribute to the limited expansion
of formal financial institutions in the region, including
inadequate infrastructure and governance, low and

volatile income levels, distrust in formal banks, and
high banking costs.*” The World Bank estimates that
nearly one-half the world’s population does not have
access to a bank account,* but in eastern Africa, that
estimate rises to 78 percent (table 2).*! In states facing
complex security and humanitarian challenges, such as
South Sudan, Sudan, and Yemen, that number reaches

well above 90 percent.

Table 2. Financial Inclusion and Mobile Penetration Rates (percent)

Population over

Mobile cellular Growth rates in

the age of 15 with Adults using subscriptions mobile phone
access to bank mobile money (per 100 penetration,
Country account, 2012 during 2011 people), 2013 2010-2014
Djibouti 12.3 7 28 8.8
Eritrea n/a n/a 6 18.9
Ethiopia 7.9 n/a 27 35.5
Kenya 42.3 68 71 3.9
Somalia 31.0 34 49 62.7
South Sudan 1.0° 18 25 13.7
Sudan 6.9° 52 73 14.8
Tanzania 17.3 23 56 45
Uganda 20.5 27 44 3.7
Yemen 3.7 2 69 8.9
a 2013 data.
b 2011 data.

¢ Includes data prior to the 2011 division of Sudan and South Sudan.

Sources: Asli Demirguc-Kunt and Leora Klapper, “Measuring Financial Inclusion: The Global Findex Database,” World Bank Policy Research Working Paper, no.
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data.worldbank.org/indicator/IT.CEL.SETS.P2; International Monetary Fund (IMF), “The Federal Democratic Republic of Ethiopia: 2013 Article IV Consultation,” IMF
Country Report, no. 13/308 (October 2013), p. 21; “The United Nations in South Sudan: Helping South Sudan During Its First Two Years,” n.d., http://www.un.org/en/
ecosoc/julyhls/pdfll/has_lise_grande.pdf; Allison Ehrich Bernstein, “Mobile Money’s Newest Outpost,” Center for Financial Inclusion, 19 March 2014, http://cfi-blog.

org/2014/03/19/mobile-moneys-newest-outpost/.
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The most common reasons cited for the lack of bank
accounts include limited individual revenue and high
cost. For example, checking account fees in Uganda
are equal to 25 percent of the per capita annual gross
domestic product (GDP).** Additionally, East Africa’s

404 result in patrons traveling

low bank-penetration rates
long distances to visit a branch, which can be danger-
ous in countries facing unstable security situations and

for travelers with large quantities of cash.

Access to formal banking institutions remains largely
a service reserved for a specific demographic in the
region, often urban, middle-class elite. Women are
particularly affected by financial exclusion, with four
out of five African women lacking access to a bank
account.””® The recent rise of mobile money technol-
ogies has greatly expanded the availability of financial
services and functions as a clear multiplier for financial
inclusion goals. Although mobile money systems have
already developed organically in many countries in the
region, comprehensive legal structures to mitigate the
inherent money laundering and terrorism financing
risks have often lagged behind the explosive growth of

this sector.

A large “unbanked” population presents significant
challenges for the developing economies of East Africa
and the Greater Horn region and, in turn, the global
financial system. Improved access to financial services
can assist a developing country manage cash flows,
build assets, and expand lending, savings, and invest-
ment practices for small and medium-sized businesses,
supporting a growing class of entrepreneurs that helps
alleviate high levels of poverty and spur economic
growth. On an individual level, access to savings
accounts, insurance, and other financial services helps
poor populations mitigate economic shocks, man-

age uneven or seasonal cash flows, and invest in their
homes and families.*”® Furthermore, expanded financial

403 Ibid., p. 46.

access presents an opportunity to enhance anti-money
laundering and countering the financing of terrorism
(AML/CFT) regimes, with more transactions passing
through the formal financial system and subject to
AML/CFT monitoring and reporting requirements.

Without access to formal banking, the population relies
on informal value transfer systems, such as hawalas,

to conduct transactions. These trust-based systems,
although vital, are considered vulnerable to money
laundering and terrorism financing abuse due to lim-
ited regulatory oversight and, in some cases, inadequate
customer identification practices. Also, limited access to
banking institutions perpetuates a cash-based society in
which the effective identification and tracking of pos-
sible money laundering and terrorism financing mone-
tary flows can be difficult due to a lack of oversight and
standardized record-keeping practices. Additionally,
cash-based societies have often served as enabling envi-
ronments for the development of large black markets,
which are attractive venues for criminals to launder
illicit proceeds.

Mobile money systems offer an opportunity to address
many of these issues by bringing financial services
directly to the unbanked population. In most instances,
the only requirements to entry are access to a mobile
phone and SIM card, which are becoming increasingly
more available as mobile phone penetration rates rise
across the East African region. Eritrea, Ethiopia, and
Somalia are among the countries in the region that
have experienced double-digit growth in mobile phone
penetration rates since 2010.%7 As a result, access to
mobile phones has become more common than access
to financial institutions for much of East Africa and the
Greater Horn region. For example, only 4 percent of
the population in Yemen has access to a bank account,
but nearly 70 percent have a mobile phone subscription

(table 2).908

404 World Bank, “Financial Inclusion Data,” n.d., http://datatopics.worldbank.org/financialinclusion/ (accessed 3 December 2014).

405 Triki and Faye, “Financial Inclusion in Africa,” p. 75.

406 Alliance for Financial Inclusion, “General FI,” n.d., http://www.afi-global.org/policy-areas/general-fi.
407 World Bank, “Mobile Cellular Subscriptions (Per 100 People),” n.d., http://data.worldbank.org/indicator/IT.CEL.SETS.P2 (accessed 3 December 2014).
408 World Bank, “Country Dashboard: Yemen, Rep.” n.d., http://datatopics.worldbank.org/financialinclusion/country/yemen,-rep. (accessed 3 December

2014); World Bank. “Mobile Cellular Subscriptions (Per 100 People).”



Tracking Progress | 79

The expansion of mobile phone usage for financial
purposes such as bill payment and the transmission

of funds has created a new and unprecedented oppor-
tunity for East Africa and the Greater Horn region to
align this service with the conceptual goal of financial
inclusion. These technologies hold particular promise
for rural and impoverished populations, which tradi-
tionally see significantly lower levels of financial inclu-
sion.*” In Uganda, 65 percent of unbanked households
surveyed in 2012 had access to one or more mobile
phones and at least one SIM card. Three in five house-
holds living below the poverty line of $2 a day owned a
SIM card or had access to a mobile phone.*!°

The telecommunications industry has been quick to
capitalize on this burgeoning market, with a num-

ber of mobile money systems already operational in
East Africa and the Greater Horn region. Kenya’s
M-Pesa, commonly viewed as the first mobile money
company in the region, is most well known. M-Pesa
was launched in 2007 by telecommunications giant
Safaricom and has grown to 15 million users.'' More
than 2 million transactions are performed daily*'? with
one source estimating that 43 percent of Kenya’s annual
GDP is channeled through M-Pesa.*’* Most promising
for financial inclusion goals are a report that M-Pesa
reaches 84 percent of the population earning less than
$2 per day.*'* M-Pesa has experienced similar success

in Tanzania, where it launched in April 2008. Since
mobile financial services were introduced in Tanzania in
2007, customers have made nearly 4.3 million mobile

financial transactions through the system, equivalent to
40 percent of Tanzanian annual GDP#"

Philanthropists and international institutions have

also recognized the positive impact that mobile money
systems can have on financial inclusion goals and have
supported a number of initiatives to encourage the
growth of this promising industry. For example, the
International Finance Cooperation struck a three-year,
$3.9 million advisory services agreement with Airtel
Uganda to help promote its mobile money initia-

tive in rural regions.*'¢ The Bill and Melinda Gates
Foundation has similarly engaged on these issues, fund-
ing programs in Kenya, Tanzania, and Uganda.*"”
Other companies in the region have sought to capi-
talize on M-Pesa’s success by launching platforms in
neighboring states. East Africa reportedly has become
one of the most active mobile money markets in the
world, representing 34 percent of total accounts reg-
istered globally in 2013.%'® Ethiopia, Somalia, Sudan,
Tanzania, Uganda, and Yemen all have operational
mobile banking platforms. Similar to the Tanzanian
figures noted above, more than one-half of Sudanese
adults reported using a mobile phone to send or receive
funds in 2012,%" putting the country among the top
10 with the highest reported use of mobile phones.**
South Sudan has been identified as the “next mobile
money frontier,” with transactions forecasted to cross

the $1 billion mark by 2016.%!
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Beyond providing banking services within countries,
mobile money services could be used by remittance
companies to offer services in areas where remittance
company outposts are not as common. Across Africa,
41 percent of account holders reported using their
account to receive remittances as of 2012; in Somalia,
that number is 66 percent.*?? Even without a formal
mobile money system in place, users in South Sudan
have reported using prepaid airtime as an alternative to
cash for sending and receiving remittances.*
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ers are often regulated as a telecommunications indus-
try and may not be covered under existing AML/CFT
laws. Mobile money transactions are “faceless” by
nature, which presents limitations for customer due
diligence (CDD) and know your customer measures.
Frequently, senders must give only a mobile number

to transmit funds, complicating the identification of
recipient communities. In addition, few jurisdictions
require identification or registration for the purchase of
SIM cards, which commonly are themselves exchanged
in a region in which nascent national identification
programs are not widely applied. As a result, mobile
money transmissions are vulnerable to abuse from
national and international money laundering and ter-
rorism financing organizations.

Regulators in the region have recognized this risk and
taken preliminary steps to address AML/CFT issues
in a way that does not hinder the promising growth
of the sector. Kenya, possessing the most mature
mobile money industry, has sought to be a leader on
this front through the issuance of the 2011 National

422 Triki and Faye, “Financial Inclusion in Africa,” p. 47.

Payment Systems Act, which imposes the same regula-
tory requirements for funds transfers and payments on
mobile banking providers and formal banking institu-

tions. %4

On the private sector level, M-Pesa has pro-
vided AML/CFT awareness training for its personnel
and implemented transaction monitoring software that
imposes limits on the amount and number of transac-

tions conducted (table 3).4%

Regulators in other states have taken proactive measures
to ensure these technologies develop within the nec-
essary AML/CFT frameworks. The National Bank of
Ethiopia (NBE) issued a regulation requiring mobile and
agent banking operators to conduct business through
NBE-licensed financial institutions, subjecting them to
AML/CFT requirements.*”® In Yemen, the central bank
has issued a number of circulars to financial institutions
and exchange companies, highlighting the need to con-
duct CDD measures on transactions conducted through
electronic means or modern technology channels.*””
Additionally, both countries have partnered with inter-
national experts to host workshops on developing appro-
priate policy frameworks for branchless banking.***
Mobile money platforms provide great opportunity

for financial inclusion in East Africa.*”’ As regulators
struggle to catch up with this quickly evolving and
expanding technological landscape, the use of mobile
money continues to present challenges to the existing
AML/CFT regimes in East Africa and the Greater Horn
region. Nevertheless, the promise these mobile banking
platforms offer for promoting inclusive finance and
economic growth goals cannot be understated. Efforts
should be taken to ensure that mobile money systems
develop within the requisite AML/CFT framework.**
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Table 3. Overview of Mobile Banking in East Africa and the Greater Horn of Africa Region

Customer due
diligence and know

Mobile money Existing laws/ your customer
Country operators Regulatory body guidelines procedures?
Diibouti Mobicash, Ria, Salaam Ministry of Communication and Culture No No
] African Bank
Eritrea N/A Eritrea Tglecorq munications Services No No
Corporation (EriTel)
o Belcash, M-BIRR Ministry of Information and Yes Yes
S Communication Technology
Ko Finserve, M-Pesa Central bank; Communications Yes Yes
Y Authority
E-Dahab (Somtel), E-maal National Communications Regulator No No
. (NationLink), EVC Plus (not yet established)

sl (Hormuud), Sahal (Golis

Telecom), Zaad (Telesom)

In development Ministry of Telecommunications and Unclear Unclear
South Sudan Postal Services (guidelines under

review)

Sudan Hassa, Saref-Mobile National Telecommunications Authority Unclear Unclear
TFETIE Airtel Money, Eazzy 24/7, Bank of Tanzania; Communications Yes Yes

M-Pawa, M-Pesa, TIGO Pesa Regulatory Authority

Airtel-Warid Money, MTN Guidelines issued by central bank Yes No
Uganda m-money, M-Sente, Orange in 2013

Money
Y MTN Mobile Money, Ria Ministry of Telecommunications and Yes Yes

‘emen

Information Technology

Source: Global Center staff.






APPENDIX

Select Laws and Regulations of Examined Countries
Relevant to Anti-Money Laundering and Countering
the Financing of Terrorism Matters

DJIBOUTI

Act No. 110/AN/11 on the fight against terrorism financing. (Loi
n® 110/AN/11 sur la lutte contre le financement du terrorisme.)

Act No. 111/AN/11 on the fight against terrorism and other
serious offenses. (Loz n° 111/AN/11/6éme L relative it la lutte
contre le terrorisme et autres infractions graves.)

Act No. 112/AN/11/ supplementing law No. 196/AN/02 on
laundering, confiscation, and international cooperation in
criminal proceeds. (Loi n° 112/AN/11 / droit complétant n°
196/AN/02 sur le blanchiment, la confiscation et la coopération
internationale dans les produits du crime.)

Decree No. 2001-0193 establishing the National Committee on
the Fight Against Terrorism. (Décret n° 2001-0193 portant
création du Comité national sur la lutte contre le terrorisme.)

ERITREA

1994 Rehabilitation and Recovery Tax Proclamation

Legal Notice No. 19/1995, regulations on mining operations.
Minerals Proclamation No. 68/1999

Proclamation No. 68/1995, to promote the development of
mineral resources.

Proclamation 173/2013, pertaining to the opening of foreign
currency deposit accounts, domestic commercial transactions
and/or contracts, currency remittance and exchange, and the
declaration of currency of travelers arriving into and departing
from Eritrea.

Proclamation No. 175/2014, anti-money laundering and
combating the financing of terrorism.

ETHIOPIA

Council of Ministers Regulation No. 171/2009, to provide for the
establishment of the Financial Intelligence Center.

National Bank of Ethiopia. Customer Due Diligence of Banks
Directives No. SBB/46/2010.

———. Circular No. FIS/01/2014.

Proclamation No. 414/2004, the criminal code of the Federal
Democratic Republic of Ethiopia.

Proclamation No. 652/2009, a proclamation on antiterrorism.

Proclamation No. 657/2009, prevention and suppression of money
laundering and the financing of terrorism.

Proclamation No. 780/2013, prevention and suppression of money
laundering and financing of terrorism.

Regulation No. 306/2014.

KENYA
Prevention of Terrorism Act, No. 30 of 2012.

Prevention of Terrorism (Implementation of the United Nations
Security Council Resolution on Suppression of Terrorism)
Regulations. Legal notice no. 211, 12 November 2013.

Proceeds of Crime and Anti-Money Laundering Act, No. 9 of
2009 (revised 2012).

Proceeds of Crime and Anti-Money Laundering Regulations,
2013.

Security Laws (Amendment) Act, 2014.

SOMALIA

Federal Government of Somalia

Financial Institution Decree Law, No. 37 of 23 November 1989.
Law No. 2 of 13 January 1961.

Law No. 130, April 2012.

Puntland

Transitional Constitution of Puntland Regional Government,
2001.

Puntland Constitution, 2012.

Somaliland
Islamic Banking Law, No. 55/2012.
Somaliland Central Bank Law, No. 54/2012.

SOUTH SUDAN

Anti-Money Laundering and Counter Terrorist Act, 2012.

Code of Criminal Procedure Act, 2008. Southern Sudan Gazette 1,
no. 1, 10 February 2009.

Penal Code Act, 2008. Southern Sudan Gazette 1, no. 1, 10
February 2009.
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SUDAN

Bank Information and Rating Act, 2011.

Bank of Sudan Act, 2002.

Combating Terrorism Act, 2000.

Money Laundering and Terrorism Financing Act, 2010.

TANZANIA
Anti-Money Laundering Act, 2006.
Anti-Money Laundering Act Amendment, 2012.

Anti-Money Laundering and Counter-Terrorist Financing

Guidelines to Insurers, no. 4.
Anti-Money Laundering and Proceeds of Crime Act, 2009.

Anti-Money Laundering Guidelines for Accountants and
Auditors, 2010.

Anti-Money Laundering Guidelines for Bank of Tanzania, no. 3

Anti-Money Laundering Guidelines for Banking Institutions, no. 2.

Anti-Money Laundering Guidelines to CMSA Licensees, no. 5.

Anti-Money Laundering Guidelines to Collective Investment

Schemes, no. 6.
Banking and Financial Institutions Act, 2006.
Capital Market and Securities Act, 1994.
Criminal Procedure Act, 1985.
Criminal Procedure (Amendment) Act, 1988.
Drugs and Prevention of Illicit Traffic in Drugs Act, 1995.
Economic and Organized Crime Control Act, 1984.
Evidence Act, 1967.
Extradition Act, 1965.
Gaming Act, 2003.
Guidelines for Verification of Customers’ Identities, no. 1.
Mutual Assistance in Criminal Matters Act, 1991.
Non-Governmental Organisations Act, 2002.
Prevention and Combatting of Corruption Act, 2007.
Prevention of Terrorism Act, 2002.
Prevention of Terrorism General Regulations, 2014.
Proceeds of Crime Act, 1991.
Written Laws (Miscellaneous Amendments) Act, 2007.

Written Laws (Miscellaneous Amendment) Act, 2011.

UGANDA

Anti-Corruption Act, 2009.
Anti-Money Laundering Act, 2013.
Anti-Terrorism Act, 2002.

Bank of Uganda Act.

Financial Institutions Act, 2004. Uganda Gazette 47, no. 14 (26
March 2004).

Financial Institutions AML Regulations, 2010.

YEMEN

Circular No. 1/2012, Regulations and Guidelines for Banks
Related to Combating Money Laundering and Terrorism
Financing.

Circular No. 2/2012, Basic Indicators for Suspected Transactions
Involving Money Laundering and Terrorism Financing.

Decree No. 24/2007.

Law No. 35/2003.

Regulations of Law No. (1) for 2010 on Combating Money

Laundering and Terrorism Financing, Republican Resolution
No. (226).
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to develop and implement comprehensive and sustainable responses to complex
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programming, and capacity development. In collaboration with a global network of expert
practitioners and partner organizations, the Global Center fosters stronger multilateral
partnerships and convenes key stakeholders to support integrated and inclusive security

policies across national, regional, and global levels.

The Global Center focuses on four thematic areas of programming and engagement:
m  multilateral security policy

m countering violent extremism

m criminal justice and the rule of law

m financial integrity and inclusion

Across these areas, the Global Center prioritizes partnerships with national and regional
stakeholders and works to ensure respect for human rights and empower those affected

by transnational violence and criminality to inform international action.
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