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CRITICALINFRASTRUCTURES:
VULNERABILITIES, THREATS, RESPONSES

The terrorist attacks of 11 September 2001 have led to an increased focus on the vulnerability of
modern societies in general and the protection of so-called critical infrastructures in particular.
However, drafting efficient protection plans has proven to be a challenge: requirements include
sophisticated situation analyses, better understanding of vulnerabilities, and a political consensus
on how protection measures should be prioritized. Domestic and inter-state political cooperation
as well as functioning public-private partnerships are also indispensable.

Information infrastructures — nerve centers of modern society

The importance of protecting infrastruc-
tures has greatly increased in the security
political debate of late, due in particular to
the traumatic terrorist attacks in New York
and Washington (2001), Madrid (2004),
and London (2005). In all of these cases,
the perpetrators exploited elements of
the civilian infrastructure for the purpose
of indiscriminate murder. In the case of
the 11 September 2001 attacks in the US,
they used the transport infrastructure by
turning airplanes into weapons. In Europe,
trains, underground railways, and train sta-
tions as well as commuters were targeted.
This approach not only demonstrated the
brutal nature of the “new terrorism”, but
also reinforced the view that traditional
concepts of domestic security were no
longer commensurate to contemporary re-
quirements and needed to be adapted.

Long before these attacks, the protection
of strategically important installations in
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the domestic economic and social sphere
had already been an important part of
national defense concepts under the label
of “physical protection”. The term Critical
Infrastructure Protection (CIP), however,
refers to a broader concept with a dis-
tinctly new flavor. First of all, it is no longer
restricted to concrete defense against im-
mediate dangers or criminal prosecution
after a crime has been committed, but
increasingly refers to preventive security
measures as well. Furthermore, contempo-
rary modern societies have become signifi-
cantly more vulnerable, and the spectrum
of possible causes of disruptions and crises
has become broader and more diffuse. This
is why CIP has become a crystallization
point for current security policy debates.

From threats to risks

The genesis and establishment of the con-
cept of CIP is the result of two interlinked
and at times mutually reinforcing factors:
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The expansion of the threat spectrum af-
ter the Cold War, especially in terms of ma-
licious actors and their capabilities on the
one hand, and a new kind of vulnerability
due to modern society’s dependency on in-
herently insecure information systems on
the other.

During the Cold War, threats were mainly
perceived as arising from the aggressive
intentions of states to achieve domination
over other states. Among other things, the
end of the Cold War also heralded the end
of unambiguous threat perceptions: fol-
lowing the disintegration of the Soviet Un-
ion, a variety of “new” threats were moved
onto the security policy agendas of most
countries. The main distinguishing qual-
ity of these “new” challenges is the ele-
ment of uncertainty that surrounds them:
uncertainty concerning the identity and
goals of potential adversaries, the time-
frame within which threats are likely to
arise, the contingencies that might be im-
posed on the state by others, the capabili-
ties against which one must prepare, and
also about what type of challenge to pre-
pare for. Clearly, the notion of “threat” as
something imminent, direct, and certain
no longer accurately describes these chal-
lenges. Rather, they can be characterized
as “risks”, which are by definition indirect,
unintended, uncertain, and situated in the
future, since they only materialize when
they occur in reality.

As a result of these diffuse risks and due
to difficulties in locating and identify-
ing enemies, parts of the focus of secu-
rity policies has shifted away from actors,

capabilities, towards

and motivations
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Interdependencies of risks and vulnerabilities
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general vulnerabilities of entire societies.
The catchphrase in this debate is “asym-
metry”, and the US military has been a
driving force behind the shaping of this
threat perception in the early 1990s. The
US as the only remaining superpower was
seen as being predestined to become the
target of asymmetric warfare. Specifically,
those adversaries who were likely to fail
against the American war machine might
instead plan to bring the US to its knees by
striking against vital points at home that
are fundamental not to the military alone,
but to the essential functioning of indus-
trialized societies as a whole. These points
are generally defined as critical infrastruc-
tures (Cl). They are deemed critical because
their incapacitation or destruction would
have a debilitating impact on the national
security and the economic and social wel-
fare of a nation.

Fear of asymmetrical measures against
such “soft targets” was aggravated by the
second factor: the so-called information
revolution. Most of the Cl relies on a spec-
trum of software-based control systems for
smooth, reliable, and continuous operation.
In many cases, information and communi-
cation technologies (ICT) have become all-
embracing, connecting other infrastructure
systems and making them interrelated and
interdependent. These technologies are in
general regarded as inherently insecure:
security has never been a system design
driver,and pressure to reduce time-to-mar-
ket is intense, so that a further explosion
of computer and network vulnerabilities is
to be expected, leading to the emergence
of infrastructures with in-built instabil-
ity, critical points of failure, and extensive
interdependencies. At the same time, the
spread of ICT was (and is) seen to make it
much easier to attack the US asymmetri-
cally, as big, specialized weapons systems
or an army are no longer required. Borders,

already porous in many ways in the real
world, are nonexistent in cyberspace.

From hackers to terrorists

The US was the first nation to broadly
address the new vulnerability of the vital
infrastructures in a concerted effort. New
risks in designated sectors like informa-
tion and communications, banking and
finance, energy, physical distribution, and
vital human services were identified by
the Presidential Commission on Critical
Infrastructure Protection (PCCIP). The PC-
CIP concluded in 1997 that the US was so
dependent on these infrastructures that
the government had to view them through
the lens of a “national security focus”,
since serious consequences for the entire
nation were to be expected if these ele-
ments were unavailable for any significant
amount of time.

According to this approach, critical in-
frastructures should be understood to
include material and IT assets, networks,
services, and installations that, if disrupted
or destroyed, would have a serious im-
pact on the health, security, or economic
well-being of citizens and the efficient
functioning of a country’s government.
Such infrastructures could be damaged by
structural threats as well as by intentional,
actor-based attacks. The first risk category
would, for example, include natural catas-
trophes, human-induced catastrophes (e.g.
dam failure, nuclear reactor accident), per-
sonnel shortages through strikes or epi-
demics, organizational shortcomings due
to technical or personal failures, human
error, technical outages, and dependencies
and supply shortages. In the second cat-
egory, the spectrum of possible attackers
is extensive, ranging from bored teenagers,
disaffected or dissatisfied employees, or-
ganized crime, fanatics and terrorist cells,
to hostile states.
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There is an equally broad range of attack
options, including hacker attacks as well
as the physical destruction of civilian or
military installations. The main focus of
early US CIP efforts was, however, directed
towards the as-yet largely unknown risks
emanating from cyberspace: The global
information infrastructure appeared to
facilitate anonymous attacks from any-
where in the world, while at the same time
serving as a source for hacker tools for
everyone. Based on this threat perception,
a CIP policy crystallized under US Presi-
dent Bill Clinton that was largely directed
towards information security.

However, since the terrorist attacks of
11 September 2001, there has been a no-
ticeable return of the classical threat con-
cept to the CIP debate. Especially from
the US point of view, efforts have been
made since then to tackle a series of struc-
tural threats within the framework of an
increasingly actor-oriented counter-terror-
ism strategy. In the US, CIP became a key
component of Homeland Security and is
currently discussed predominantly with a
view to developing strategies against Mus-
lim terrorism. The physical aspects of CIP
have been moved to the forefront, while
the importance of information aspects
has diminished. In the meantime, this CIP
focus on counterterrorism has also become
a hallmark of debates in the EU, which has
recently begun to develop a CIP policy that
consists mainly of coordinating the meas-
ures adopted by member states.

Challenges to an efficient CIP
policy

The example of the US and experiences
gathered by other countries allow us to
identify four challenges to efficient CIP
policy, some of which are closely inter-
linked. First of all, a sound assessment of
the nature and scale of the relevant risks
and threats is required. Instead of the
current one-sided focus on terrorism, CIP
should return to a broader approach and
deal with the susceptibility of highly com-
plex systems in general. The intelligence
services have an important role to play
in connection with providing nuanced
assessments. This is all the more impor-
tant considering that responsibilities may
be located in various places depending on
the danger involved, and that protective
measures must be shaped accordingly on
a case-by-case basis.

However, as long as there is no reliable
data on the likelihood of threats, a focus on
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the likely effects of a failure of a specific in-
frastructure or asset and ways to mitigate
them is a better approach. The reasoning
for this is quite simple: from the perspec-
tive of maintaining reliable services, it is
not so important whether the events that
triggered the surprise originated from
within or from outside the infrastructure.
In practice, it is also often difficult to de-
termine whether a particular detrimental
event is the result of a malicious attack,
of a component failure, or of an accident
— a distinction that is often less impor-
tant than the impact of the event. This de-
monstrates the value of an “all-hazards”
approach, designed for comprehensive
protection, irrespective of the nature of the
threat, with a focus on the capability to
respond to a whole spectrum of unantici-
pated events. The key is to create greater
resilience, commonly defined as the abil-
ity of a system to recover from adversity,
either returning back to its original state or
in an adjusted state based on new require-
ments. Resilience is commonly embedded
in processes, rather than individual physi-
cal assets or protection measures.

Secondly, a better understanding of vul-
nerabilities is required, including interde-
pendencies between infrastructures. It is
clear that comprehensive protection of all
critical infrastructures — once they have
been identified — against all threats and
risks is impossible, not only for technical
and practical reasons, but also because
of the associated costs. Further prioritiza-
tion, may, for example, involve a distinc-
tion between critical infrastructures that
deserve a greater level of attention, or the
identification of vital points within a criti-
cal infrastructure. Criteria used for prioriti-
zation can focus on the relative likelihood
of the threat, on the criticality of an asset
compared to another one, or on the rela-
tive cost of protection. It is clear that due
to the high degree of system complexity,
the existing methodology is not sufficient
to grasp the entire range of the problem.
From a strategic point of view, as opposed
to the dominant “technical approach”, the
goal is often not so much to quantify and
measure risks “objectively”, but to under-
stand them in their social, political-institu-
tional, cultural, or economic context.

Third, there is a need to define what
makes an infrastructure “critical”. After
9/1, the list of critical infrastructures was
vastly increased. “Critical” elements now
also include such infrastructures the de-
struction of which would have an effect

on the “national psyche” and the morale of
the nation. This development poses near-
insurmountable problems for the devel-
opment of protective measures: How can
one guarantee security when nearly every-
thing is considered “critical” and therefore
requires protection? Benchmarks for dis-
tinguishing between “normal” and “criti-
cal” should not be set too low. It is of key
importance to establish sensible priori-
ties. This, in turn, can only be done based
on comprehensive risk analysis. The hy-
pothetical vulnerability of a target is not
a sufficient indicator for selecting targets
to be protected. Instead, a sensible assess-
ment of criticality must also be based on
knowledge about concrete threats and
about the scope and gravity of potential
damage.

Fourth, CIP requires comprehensive co-
operation. A functioning partnership be-
tween the state and the corporate sector is
essential. Due to the liberalization of many
public sectors since the 1980s, a large part
of the critical infrastructure is privately
administered today. Therefore, the private
sector has a key role in defining and im-
plementing protective policies, and nation
states want operators to take on responsi-
bility for the implementation of protection
measures that are in accordance with the
parameters or frameworks set by public
authorities. In order to win the support of
the private sector without having to fall
back on heavy regulation, governments
must strive to create a mutual win-win
situation.

Fortunately states can provide a number
of services that are in the interest of the
private sector. For example, nation states
can provide financial assistance, through
funding of research on protection tech-
nologies and by contributing towards
implementation costs. They can coordi-
nate the intervention of law enforcement
services regarding criminal matters and of
emergency services for disaster relief, and
can provide advice, guidance, or oversight
concerning measures taken by other infra-
structure operators to protect their facili-
ties. Governments can provide non-tech-
nical analyses of the general risk situation
provided by national and international
intelligence services, such as information
about the nature of criminal organizations.
Further, private actors can profit from close
contacts with the police (in particular, with
high-tech crime units). Also, they can gain
knowledge about incidents and lessons
learned from an exchange with other
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private actors that is mediated by a “neu-
tral” government entity.

However, the efficacy of national efforts re-
mains limited: the vulnerability of modern
societies has global origins and implica-
tions. Any adequate protection policy that
extends to strategically important infra-
structures will thus ultimately require tran-
snational solutions. To create some kind of
added value, international organizations
can help develop and promulgate (infor-
mation) security standards, or disseminate
recommendations and guidelines on best
practices. International law enforcement
institutions and mechanisms, like Inter-
pol, can be used for information exchange
and investigations, with the aim of provid-
ing early warning of cyber-attacks by ex-
changing information between the public
and private sectors. Enhanced cooperative
policing mechanisms can be created. Mul-
tilateral conventions on computer crime,
such as the Council of Europe convention,
can be expanded and built on. However, it
is of key importance not to duplicate ef-
forts already undertaken at national level
or below: the principles of subsidiarity
and proportionality must be taken into
account at all times. Key activities should
concentrate on challenges that cannot be
mastered by any single nation or region on
its own; among these are global infrastruc-
tures, like the internet, or truly large-scale
interdependencies.
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