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INTRODUCTION

At the end of 2005, a video showing security guards open fire at civilian cars in
Baghdad was posted on the Internet.! This video sparked concern that private military
and security companies, contracted by Western governments, could be responsible for
the deaths of hundreds of innocent Iragis without being held accountable.” Many other
sources also reported the involvement of private contractors in violent incidents.?

Peter Singer, an expert on U.S. private military contractors, notes "not one contractor
of the entire military industry in Iraq has been charged with any crime over the last
three and a half years, let alone prosecuted or punished. Given the raw numbers of
contractors, let alone the incidents we know about, it boggles the mind."*

More than at any time in the past, the Pentagon is relying on private contractors to
perform crucial tasks once entrusted to the military.®> These tasks include combat
support, training of security forces, intelligence gathering, interrogation (including the
torture at Abu Ghraib) and many others. According to the Washington Post, there are
about 100,000 U.S. government contractors operating in Iraq (not counting
subcontractors).® Furthermore the United States is not the only country that contracts
private companies to perform security and military tasks on its behalf; this is part of a
global trend of military outsourcing and foreign policy by proxy.’

These private military and security companies are often described as ‘corporate
mercenaries.' Many view them as illegitimate entities,® operating outside a legal
framework and lacking any kind of accountability. What is their impact on the human
security of local populations with whom they come into contact? How effective are
these companies when they are used in the context of state building? These are the
main issues to be discussed in this paper.

THE RISE OF PRIVATE MILITARY AND SECURITY COMPANIES

Background

Private military and security companies (PMSCs) started to emerge on a large scale in
the beginning of the 1990s, when the end of the Cold War and the ensuing military
downsizing in many countries created a vacuum, which PMSCs were eager to fill.”
This dovetailed nicely with the neo-liberal revolution, which advocated privatization
of public enterprises.’® The military downsizing also resulted in many highly trained
military personnel being made redundant; creating an enormous labor pool of military
expertise available to the emerging PMSCs.™ In the former Soviet Union alone, tens
of thousands of personnel demobilized from the armed forces and joined increasingly
active private firms. To illustrate the enormous growth of this sector, between 1994
and 2002, the U.S. Defense Department entered into over 3,000 contracts with U.S.
based private firms at an estimated contract value of more than US $300 billion.*?

What Are PMSCs?

The term PMSCs is used here to describe a wide variety of companies usually referred
to as private military companies (PMCs) or private security companies (PSCs). PMCs



can be defined as "profit-driven organizations that trade in professional services
intricately linked to conflict and warfare."™ Their services include combat and
combat support, consultation, training, logistic support, maintenance, intelligence
gathering (including interrogation) and de-mining operations. The PMC industry
consists of hundreds of companies operating in more than 50 countries worldwide.™

PSCs provide professional services linked to internal security and protection, and
operate both domestically and internationally. PSCs operating domestically are mostly
concerned with crime prevention and ensuring public order through security and
private guard services.” Increasingly, they also provide security for multinational
corporations, governments, international organizations and NGOs. Services provided
include consultation, training, intelligence gathering, securing of key locations and
headquarters, protection of critical infrastructures, convoy escort and humanitarian aid
deliveries, as well as providing security for VIPs and senior officials.'®

The dividing line between PMCs and PSCs becomes increasingly blurry, especially
when the same companies perform multiple functions and are engaged in both
security and military services.'” One of the criteria often used to distinguish PMCs
from PSCs is to determine whether their activities are defensive or offensive in nature.
According to this distinction, PMCs are more likely to be associated with activities
designed to have a military/strategic impact and to be engaged in combat operations;
as well, their employees are usually armed. PSCs on the other hand are primarily
concerned with protecting individuals and property. However, many PSCs are now
armed as well, and often perform military roles with military consequences.'®

Why Do States Hire PMSCs?

While the questionable argument of cost reduction is often invoked by proponents of
military outsourcing, there are other obvious benefits to governments hiring PMSCs.
PMSCs assist Western states in the discreet execution of their foreign policy, either
through covert or overt operations. In the case of covert operations, it enables them to
deny involvement in foreign conflicts and to evade accountability.™ In the case of
overt operations, PMSCs allow governments to circumvent legal obstacles. This was
the case for example in 2001, when the U.S. government contracted several PMSCs to
work with Colombia's security forces after the U.S. Congress placed limits on the
number of U.S. personnel allowed to operate in Colombia.?° In Iraq, PMSCs provide
an appealing solution for Western governments confronted with public pressure to
reduce and/or withdraw army troops. They can claim the number of troops has been
reduced while simply having the same work performed by civilians. In addition, the
deaths of employees of PMSCs are not included in the official numbers, thus enabling
governments to claim a lower casualty rate.?!

THE CONTROVERSIAL NATURE OF PMSCS

The State Monopoly on the Legitimate ‘Use of Force’

In Western democracies, the monopoly on the legitimate ‘use of force’ rests with the
state.?? The armed forces are under the command of civil authorities who have the
ultimate say on how to structure the state institutions that express and defend this
monopoly on the legitimate ‘use of force,” namely the police and the military.”® In
other words, civil authorities in a democratic society ultimately decide in which
situation — and how much — force may be used.




The ‘use of force’ by state institutions must be in accordance with national and
international laws and regulations which provide the legal parameters for the ‘use of
force.” These laws and regulations include the UN Charter, human rights instruments,
international humanitarian law and national military and police codes. They form the
basis of a system of legality and accountability and as a result provide civilians with
the security that force may not be applied at will but will follow clear rules of
procedure and engagement. Force used in this way then becomes legitimate (publicly
sanctioned).

PMSCs Gain Authority over the ‘Use of Force’

The rise of private military actors presents a direct challenge to the notion of a state’s
monopoly on the legitimate ‘use of force.”®* PMSCs provide a range of services
normally carried out by national security and military forces. While it is sometimes
claimed ‘use of force’ is only delegated to these PMSCs and not privatized — implying
PMSCs are only proxies for their governments, implementing government policy —
PMSCs gain an independent voice (authority) over the physical implementation of
‘use of force,” even when acting on behalf or with the approval of states. This takes
place in the following ways:*

(@ When PMSCs are assigned to perform a certain military operation, they gain
control over the implementation thereof. They determine how negotiated
contracts should be interpreted in practice and decide what kind of force should
be used in specific conditions.

(b) Once these private companies sign a contract abroad, they are likely to use their
new leverage to develop long term business relationships and initiate
independent business initiatives, including with non-state actors. This increases
their authority in defining ‘use of force.’

In short, states transfer a significant share of control over defense matters to the
private sector through the privatization and outsourcing processes.?® As a result,
PMSCs gain authority over the “use of force,” and this authority is likely to increase
over time. Naturally, this development has implications for the legitimate ‘use of
force.’

What are the Implications of this Development

In a conflict zone like Iraq, it is often impossible to distinguish between combat
operations and combat support. There is hardly any perceptible difference between
regular soldiers and PMSC employees, who are often armed as well and ready to use
force. PMSCs have become independent players in the market for force, liable to
instigate human rights violations in the cause of their operations.?” According to one
commentator, "there is a normative sense that there is something illegitimate about a
state contracting out the right to defend and promote its military and security interests
to profit-making actors."?® This raises questions about the legal framework in which
PMSCs operate — in other words the legality of PMSCs — and their accountability. Do
PMSCs operate in accordance with the rule of law? These are important questions
when determining the legitimacy of PMSCs.

PMSCS AND THE RULE OF LAW



International Legal Framework in which PMSCs Operate

International Law Concerning Mercenaries

The terms private military company and private security company do not exist in
international law. However, PMSCs are often compared to modern day mercenaries, a
term defined in the First Additional Protocol of 1977.2° According to Article 47, a
mercenary is any person who:

(a) is specially recruited locally or abroad in order to fight in an armed
conflict;

(b) does, in fact, take a direct part in the hostilities;

(c) is motivated to take part in the hostilities essentially by the desire for
private gain and, in fact, is promised, by or on behalf of a Party to the conflict,
material compensation substantially in excess of that promised or paid to
combatants of similar ranks and functions in the armed forces of that Party;
(d) is neither a national of a Party to the conflict nor a resident of territory
controlled by a Party to the conflict;

(e) is not a member of the armed forces of a Party to the conflict; and

(f) has not been sent by a State which is not a Party to the conflict on official
duty as a member of its armed forces.

In general, it will be difficult to fulfill all of the requirements in order to be termed a
mercenary. PMSCs contracted by states are usually not specifically recruited to fight
or to take a direct part in hostilities, even though they may end up doing so. In
addition, when employees of PMSCs have the same nationality as the state that hired
them (and that is a party to the conflict), application of this clause is also precluded.

In any case, the First Additional Protocol does not prohibit the existence of
mercenaries. Rather, Article 47 only determines the legal status of a mercenary, and
denies such a person the right to be a combatant or a prisoner of war. Other
international conventions, such as the convention for the Elimination of Mercenarism
in Africa® and the International Convention against the Recruitment, Use, Financing
and Training of Mercenaries, both of which clearly prohibit the use of mercenaries
and related activities, encompass limited applicability and enforceability.*® The result
is a total ban on mercenarism does not exist within established, international law.*

International Humanitarian Law

International Humanitarian Law (IHL), as reflected in the four 1949 Geneva
Conventions® and the two accompanying Additional Protocols of 1977,% seeks, for
humanitarian reasons, to limit the effects of armed conflict and to ease the human
suffering caused by war.*® IHL crafts important distinctions between the rights,
privileges and immunities of combatants and non-combatants in armed conflicts.®’
IHL limits inter alia the conduct of military operations under international law, and
applies both to states and non-state actors. Employees of PMSCs are thus bound by
IHL and face individual criminal responsibility for any war crimes they commit.*®

According to Common Atrticle 1 of the four Geneva Conventions, all contracting
parties undertake to respect and to ensure respect for the present convention under all



circumstances. This means states cannot escape their obligations under IHL by
placing certain tasks in the hands of private companies.®® In fact, they have to ensure
that PMSCs, which (a) they deploy in conflict situations, (b) are based in their state,
or (c) which are operational on their territory, respect IHL.*" States also have the duty
to prosecute serious breaches of the Geneva Conventions regardless of where the act
took place or the nationality of the perpetrator.**

The difficulty in applying this body of law is determining the legal status of PMSCs
and their employees. According to Phillip Carter, a former U.S. army officer now at
UCLA Law School, "they [military contractors] fall into the same grey area as the
unlawful combatants detained at Guantanamo Bay."** The legal status of PMSCs is
the subject of a separate paper.

International Human Rights Law

The principal international human rights instruments, such as the Universal
Declaration of Human Rights,* the International Covenant on Civil and Political
Rights* and the Convention Against Torture* were drafted primarily with states in
mind. These treaties grant individuals rights to be free from torture and cruel,
inhumane or degrading treatment, but these are generally seen as rights against the
state. States are the central bearers of rights and responsibilities under these treaties.*®

States have a duty to “respect, protect and to ensure human rights.”*’ This means
states have an obligation to refrain from arbitrarily interfering with human rights.
They are also expected to protect all persons from acts by third parties that could
impair the enjoyment of their human rights. These human rights obligations come into
play when states hire PMSCs that engage in activities that could potentially affect
human rights.*®

The question also arises whether PMSCs or their employees can be held responsible
for human rights violations. Under the international human rights treaties, private
parties have no obligations. In a number of states however they may be directly bound
by international human rights law through national legislation.*®

General Principle of Law: Prohibition of the ‘Use of Force’

The prohibition of the ‘use of force’ is one of the cornerstones of international law. It
means states are not allowed to use armed force against another state. According to
article 2(4) of the UN Charter, "All members shall refrain in their international
relations from the threa se of force against the territorial integrity or political
independence of any stare;0r in any other manner inconsistent with the Purposes of
the United Nations." There are only two exceptions to this rule: self-defense and force
used pursuant to resolutions of the UN Security Council adopted under Chapter VII of
the UN Charter.

Obviously states are not allowed to circumvent this prohibition by delegating the ‘use
of force’ to PMSCs and this could lead to a serious breach of international law.
According to the International Court of Justice, a state will breach the international
legal principle of non-intervention against another state by "organizing or
encouraging the organization of irregular forces or armed bands, including
mercenaries, for incursion into the territory of another State."* Similarly, states are
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not allowed to use PMSCs to interfere in matters within the domestic jurisdiction of
another state.”

Leqgitimacy of Private Military and Security Companies

The legitimacy of PMSCs entails a public and legal sanctioning of their existence. For
PMSCs to be a legitimate entity their operation should be in accordance with the rule
of law, and mechanisms for accountability should be in place.

Lack of Transparency and Decreasing Democratic Control

We discussed above that in a proper democracy the state has the monopoly on the
legitimate ‘use of force.” The army is under civilian democratic control and any
military actions abroad require legislative or public approval. This is one of the
cornerstones of democracy: a system of checks and balances to ensure compliance
with the rule of law, with enforcement achieved through legal or political
accountability.

The use of PMSCs by governments for covert operations abroad can be dangerous for
the health of a democracy. In democracies, the public has a fundamental right to
participate in decisions involving military operations.>” Such covert operations are
kept away from the public eye, leading to a lack of democratic oversight and political
accountability. As one commentator notes, "exporting private military services opens
the door to foreign policy by proxy, whereby private companies are used to hide the
government's fingerprints."

But also in the case of overt operations — i.e. when the outsourcing of military tasks to
private contractors is not hidden from the public, such as in Iraq — democratic
principles may be compromised in different ways:

(@) PMSCs allow governments to carry out actions that generally would not gain
legislative or public approval.>* By using contractors, governments avoid
decisions regarding the expansion of regular forces or the use of reserve troops;
and circumvent the need for tough compromises with allies or the UN. In
addition, deaths of contractors largely stay out of the news.> The result is a lack
of transparency in foreign policy.*®

(b) When PMSCs operate in war zones, it is difficult to monitor what they are doing
exactly, rendering effective democratic control over their actions almost
impossible.>” Subcontracting by PMSCs makes any oversight even more
complicated.”® How can oversight be effective if the military often does not
know where the private security forces are operating, and the private contractors
do not know where U.S. troops are?>® The resulting lack of transparency is
especially problematic considering the authority of PMSCs over “use of force.”

In general, information about the activities of PMSCs abroad is hard to obtain and
often unreliable. Strict rules of confidentiality often apply to contracts: the US
government classifies contractual details as proprietary commercial information, the
release of which is exempt under the Freedom of Information Act.® This lack of
transparency is a key contributor to the lack of accountability,®* to which we will turn
next.



Accountability of PMSCs and their Employees

Accountability is “being answerable or liable for one's conduct or actions.
Accountability can be achieved through good regulatory structures and appropriate
enforcement mechanisms.®® One of the main problems associated with PMSCs and
their employees is their lack of accountability.
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It is the duty of government to maintain disciplined armed forces.** National armies
are accountable domestically through the political process and military law. Soldiers
and their commanders are all bound by the codes, rules and regulations of the army
and the relevant provisions of international law. They are responsible and liable for
their ag;[ions and may be prosecuted in national courts and the International Criminal
Court.

PMSCs are different from national militaries in the sense they are structured solely for
commercial profit. Until recently, U.S. private contractors were not subject to military
law, except during a declared war (this may change due to a recent amendment to the
U.S. Uniform Code of Military Justice; see below). Also, they are not commanded by
a military commander, and are often not trained to operate in accordance with IHL.
Instead, they are subject to the terms of their contract.®®

While contracts issued by the U.S. Department of Defense (DOD) are covered by
regulations which, among other things, require private contractors to observe
applicable international law and properly train their employees and subcontractors,
these regulations do not cover contracts granted by other government agencies.®’ In
any case, contractor employees are subject to realistic models of discipline by the
contractor itself, or to criminal prosecution by the U.S. Department of Justice.®

It is a fact PMSCs have been involved in human rights violations and present a
challenge for the protection of human rights.*® For instance, employees of Titan Corp
and California Analysis Center Incorporated (CACI) were implicated in incidents of
torture and abuse at Abu Ghraib prison.” Private contractors of Blackwater and
Custer Battles have reportedly been involved in random shootings at innocent
civilians in Irag.”* Beyond Irag, AirScan intelligence directed the Colombian air force
to drop a cluster bomb on a village in Colombia, killing 18 civilians.”> Employees of
DynCorp International have been accused of running a prostitution ring which used
under-aged girls in Bosnia in 2001.”® On a different level, arms procurement and
brokering of small arms and light weapons have become integral aspects of PMSC
activities, which in turn also facilitate human rights abuses and breaches of
international humanitarian law.”

Of course employees of PMSCs may be liable for their actions under IHL, human
rights law and the laws of the country in which they operate, but justice may be
difficult to enforce in practice. PMSCs often operate in conflict areas where the local
government is weak and in a poor position to hold them accountable. Especially when
a local government is dependent for its security on a PMSC, it has no incentive to
initiate legal procedures. In Iraq, the U.S. government made sure to grant immunity
for Iraqi legal process to all non-Iragi military personnel and PMSC employees for
acts performed within the terms of their contracts.” An order to that effect was issued
by the head of the Coalition Provisional Authority, Paul Bremer, the day before
handing over power to the Iragi government in June 2004."



In practice, the real extent of PMSC accountability may depend on who is employing
them.”” However, a contracting state will often not have any political interests to
initiate legal procedures either. Why would the U.S. government expose violations of
international law by PMSCs and their employees? Such exposure would only raise
demands for more transparency in U.S. foreign policy and lead to increased pressure
on the U.S. government to change its policy of outsourcing military tasks to private
entities. From the perspective of the U.S. government, such a development is
undesirable and better avoided.

But there are legal obstacles as well. The application of U.S. law outside U.S. territory
is problematic, and the likelihood of prosecution very low.” Even if U.S. civilian law
could potentially be applied to crimes of contractors, how will civilian prosecutors in
the U.S. gather evidence in the middle of war zones and make determinations of what
is proper and improper behavior in conflicts?”® Accountability is especially difficult if
the employees of a PMSC are not U.S. citizens.

This lack of accountability of PMSCs and their employees led Amnesty International
USA to conclude in its 2006 Annual Report the "reliance of the United States
government on private military contractors in Irag and Afghanistan had helped create
virtually rules-free zones sanctioned with the American flag and firepower."® It will
be interesting to see whether a recent amendment to the U.S. Uniform Code of
Military Justice, which allows for private contractors who violate the rules of
engagement to be court-martialed, will bring about a change in this lawless
situation.®

IMPACT OF PMSCS ON HUMAN SECURITY

What is Human Security

Human security refers to the "complex of interrelated threats associated with civil
war, genocide and the displacement of populations.”® It is primarily concerned with
the protection, particularly from violence and the fear of violence, of the civil
population. However, human security may also relate to threats associated with
poverty, lack of state capacity and various forms of socio-economic and political
inequity.®

A discussion of human security in the context of military operations should not only
focus on observance of the Geneva Conventions and other relevant aspects of
international law, but should also address the needs of local populations. A human
security approach takes into account the root causes of a conflict or crisis®* and aims
to engender goodwill on the part of the local population through hearts and minds
strategies.®® There are obvious implications on the human security of local
populations stemming from the operations of PMSCs.

How do PMSCs Affect the Human Security of Local Populations

There are many problems associated with the operation of PMSCs in conflict areas.
The lack of transparency, democratic oversight and accountability, as discussed
above, leads inevitably to a decrease in legitimacy of PMSCs in the eyes of the
populations affected by their operations. These people perceive PMSCs as operating
outside the framework of the rule of law and showing disdain for human rights




without being held accountable. This culture of impunity leads to resentment and
distaste of the corporations generously profiting from war.%

This feeling of resentment is only exacerbated by the fact many employees of PMSCs
receive neither proper screening nor proper training and instruction in the upholding
of human rights and international law standards. According to Laura Dickinson,
professor at the University of Connecticut School of Law, of the sixty publicly
available Irag contracts she examined, "none contains specific provisions requiring
contractors to obey human rights, anticorruption, or transparency norms,"’” nor do
they appear to require training concerning the appropriate “use of force.”® Dickinson
also found "an Army Inspector General report on the conditions that led to the Abu
Ghraib scandal concluded that 35% of CACI's Iraqi interrogators had no formal
training in military interrogation policies and techniques, let alone training in
international legal norms."®°

In its Annual Report of 2006, Amnesty International USA notes civilians working for
private military contractors in Iraq and Afghanistan are alleged to have committed
serious incidents of abuse, including assault, torture and sexual abuse.®® In Iraqg, press
reports have revealed hundreds of incidents of civilian contractors shooting at Iraqi
civilians.”™ At the same time, indictments and convictions of PMSC employees for
violations of human rights are rare.%

What is the message conveyed to the local populations? How will local populations
perceive the operations of PMSCs? How do PMSCs impact human security?

(@ The lack of accountability, demonstrated by the immunity from prosecution
granted to PMSC employees, is viewed as proof the Western world uses double
standards when preaching themes of freedom and democracy in support of
Western values. Respect for human rights seems to apply only when it is
convenient for Western states but can easily be ignored if political and economic
interests so demand. Human rights violations and a lack of accountability lead to
a "sense of exclusion and worthlessness among affected populations;"®® a

feeling their lives do not really matter.

(b) The privatization of the military industry signals a blurring of the lines between
public and private interests. If is often uncertain whether a state acts out of
principles, or simply out of the desire to make a profit. As one commentator
notes, "[w]hen private and public lines are perceived to blur it also becomes
difficult for states to claim their policy follows a general and justifiable interest
beyond that of the specific contract or firm."** This perception impacts the
legitimacy with which a military operation is viewed. Again, the result will be a
feeling of injustice and resentment among the affected populations.

(c) AsPMSCs develop into independent players in the market for force — and
engage in extensive lobbying efforts — their interests are increasingly a decisive
factor when determining the proper course of action in areas of conflict and
crises. As a result, policies will focus on immediate security difficulties and
military solutions, in isolation from the social context — i.e. the root causes of a
problem.® Social, economic and/or environmental issues simply fall out of the



picture, providing additional proof for local populations that the "West" does not
really care.

(d) Western states which hire PMSCs in effect signal to the local population they
are not willing to risk and commit their own troops. This instigates resentment
from within the local population who could consider this as an expression of an
unwillingness to engage or even a lack of respect.”

Perhaps then, it should come as no surprise anti-American feelings among Muslims
have reached unprecedented high levels, according to a survey conducted in ten
predominantly Muslim countries.®’

CONCLUSION: PMSCS AND THEIR IMPACT ON STATE BUILDING EFFORTS

The impact of PMSCs on human security should be carefully considered by states
who wish to outsource military operations. The implications of the privatization of
warfare for state building efforts cannot be underestimated. Human loss and suffering
caused by PMSCs breed bitterness and resentment which are directed also against the
states with which they are associated.?® The local population can not be expected to
distinguish between a contractor and a soldier.

According to Larry Cox, Executive Director of Amnesty International USA, "illegal
behavior of contractors and of those who designed and carried out U.S. torture
policies and the reluctance of the government to bring perpetrators to justice are
tarnishing the reputation of the United States, hurting the image of American troops
and contributing to anti-American sentiment."*® He furthermore notes "by fighting in
the name of freedom and democracy while... failing to hold perpetrators — whether
they wear military fatigues or civilian clothes — accountable, the U.S. government has
diminished significantly its moral standing to criticize human rights abuses."%

Peter Singer relates the story of a contractor who shot a young Iragi who got too close
to his vehicle. The boy was waiting in line at the Green Zone entrance (Baghdad) to
apply for a job.’* With stories like this, how will the United States ever succeed in
winning the hearts and minds of the Iraqi people?

The role of public opinion and public support is critical in achieving success in state-
building efforts. Such efforts will likely fail if public support is not guaranteed. Of
course, there are many factors which determine whether public support can be
assured. In this respect, the legitimacy with which an outside (military) intervention is
perceived can play an important role. Another relevant factor which influences public
support is the outsourcing of military tasks to private entities and PMSCs' negative
impact on human security.

PMSCs are often perceived as pursuing private interests only, operating outside the
rule of law and without any established lines of accountability. The ensuing
resentment among local populations who feel their human rights are being trampled
upon does not bode well for any state building efforts. Indeed, the involvement of
PMSCs in acts of violence and human rights abuses has been a contributing factor to
anti-Western feelings in the Muslim world.
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In Iraq, resentment towards PMSCs has helped ignite the insurgency, leading to major
instability of the country. The resulting negative impact on human security has in turn
caused even more bitterness and resentment among the Iragi population towards the
“foreign occupiers.” When such feelings of resentment towards PMSCs and the states
with which they are associated are omnipresent among populations in a conflict or
crisis area, state building efforts are doomed to fail.
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