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Introduction

This is the second in a series of three papers discussing the privatization of warfare
and the impact on the human security of affected, civilian populations.

The wars in Iraq and Afghanistan brought in their wake a sharp rise in the outsourcing
of security and military tasks by Western governments to private corporate entities.
These private entities, referred to herein as private military and security companies
("PMSCs"), often perform multiple functions in conflict areas and war zones on
behalf of the contracting state.' These functions include combat and combat support,
strategic consulting, training of security forces, intelligence gathering, the protection
of critical infrastructures and convoy escort.” The number of employees working for
PMSCs in Iraq is now estimated to number 48,000.%

As a result, PMSCs have become independent players in the market for force, liable to
instigate human rights violations in the cause of their operations.* In its Annual
Report of 2006, Amnesty International USA notes that civilians working for private
military contractors in Iraq and Afghanistan are alleged to have committed serious
incidents of abuse, including assault, torture and sexual abuse.’ International press
reports hgwe revealed hundreds of incidents of civilian contractors shooting at Iraqi
civilians.

This raises questions about the responsibility of states supporting the conduct of
PMSCs, contracted by them. According to a basic principle in international law, states
cannot discharge their international obligations by hiring private entities, i.e. PMSCs.’
Thus, "[a] failure by the [PMSC] to comply with the states' obligations will not
absolve the latter of their responsibility."®

The purpose of this analysis is to demonstrate the various options that exist under
international law for holding states responsible for the conduct of PMSCs. Much of
the discussion centers on the obligations of states under international human rights
law and international humanitarian law. Attention shall also be given to the
difficulties faced by individuals who wish to invoke state responsibility. The
discussion concludes with an evaluation of the compatibility of the privatization of
warfare in reflection of a fundamental principle of international law: the prohibition
on the ‘use of force’.

State Responsibility for Acts of PMSCs: General Rules of Engagement

The Concept of State Responsibility under International Law

The law of state responsibility manages the conditions and legal consequences of
international wrongful conduct by states. Conduct may be wrongful if it breaches an
international obligation of the state. In the context of PMSCs, states’ obligations often
concern the duty to abstain from human rights violations and violations of
international humanitarian law in conflict areas.’

The Permanent Court of International Justice — the predecessor of the International
Court of Justice — defined state responsibility in the Chorzow Factory case (1927) as a
principle of international law involving an "obligation to make reparation for any
breach of an engagement".10 According to the Court, "reparation is the indispensable



complement of a failure to apply a convention, and there is no necessity for this to be
stated in the convention itself.""'

The International Law Commission of the United Nations (the "ILC"), an
authoritative body charged upon its establishment in 1946 with the task of furthering
the progressive development and codification of international law'?, has attempted to
codify the international rules on state responsibility. Its Draft Articles on
Responsibility of States for Internationally Wrongful Acts ("ILC Articles") were
developed over a period of several decades and finally adopted in 2001." They are
secondary rules of international law which apply to violations of all primary rules."
As the ILC Articles are mostly based on existing case law and state practice, its
contents generally reflect international customary law'> and as such have a legally
binding effect.'®

While the ILC Articles are mainly concerned with the inter-state consequences of
violations,'” the ILC has confirmed that the rules on state responsibility may also
apply towards persons or entities other than states, albeit with a more limited scope.'®

Attribution of Acts of PMSCs to a State
Article 1 of the ILC Articles stipulates the basic principle, "[e]very internationally
wrongful act of a State entails the international responsibility of that State." There is
an internationally wrongful act of a state, when conduct consisting of an action or
omission:

(a) Is attributable to the state under international law; and

(b) Constitutes a breach of an international obligation of the state."”

It follows that state responsibility can arise also in the context of actions or omissions
of private actors; decisive is whether their actions or omission can be attributed to a
state. Thus, under certain conditions, a state may be held liable for a breach of
international law — such as human rights violations — by PMSCs.”® There has to be a
link between the state and the wrongful act.”!

The ILC Articles envision several scenarios in which acts of PMSCs may be
attributed to the state — a ground for state responsibility: (i) PMSCs operating as state
organs, which is covered by article 4 of the ILC Articles; (ii)) PMSCs exercising
elements of governmental authority addressed by article 5 of the ILC Articles; and
(iii)) PMSCs directed or controlled by a state addressed by article 8 of the ILC
Articles. Each scenario will be briefly discussed below.

1. PMSCs Operating as State Organs

"The conduct of any State organ shall be considered an act of that State under
international law, whether the organ exercises legislative, executive, judicial or
any other functions, whatever position it holds in the organization of the State,
and whatever its character as an organ of the central government or of a
territorial unit of a State.” — Article 4 of the ILC Articles

Where PMSCs are considered members of the armed forces of a state, they will
constitute a state organ within the meaning of article 4 of the ILC Articles. Their acts
may then be attributed to the state. Article 43 of the First Additional Protocol to the



Geneva Conventions™ provides a list of requirements which help to determine
whether PMSCs constitute the "armed forces" of a state. These requirements include
whether its employees are placed under a command responsible to a party of the
conflict and subject to an internal disciplinary system. As PMSCs generally operate
outside the military chain of command®, the requirements can not be satisfied in most
cases, precluding application of article 4 of the ILC Articles. However, a recent
amendment to the U.S. Uniform Code of Military Justice, which allows for private
contractors who violate the rules of engagement to be court-martialed”*, may arguably
lead to a different conclusion. Similarly, it may be argued a contract concluded
between a PMSC and a state hiring the PMSC could be sufficient to bring the PMSC
under a command responsible to the state.” If such arguments are indeed accepted,
then PMSC possibly constitute state organs™, the acts of which may be attributed to
the state under this article 4.

ii.  PMSCs Exercising Elements of Government Authority

"The conduct of a person or entity which is not an organ of the State under
article 4 but which is empowered by the law of that State to exercise elements of
the governmental authority shall be considered an act of the State under
international law, provided the person or entity is acting in that capacity in the
particular instance.” — Article 5 of the ILC Articles

The crucial requirement for application of article 5 of the ILC Articles is the conduct
of the PMSC or its employees constituting the exercise of governmental authority. In
addition, the PMSC or its employees be empowered by the law of a specific state to
exercise this authority. Of course, the main question here is what constitutes the
exercise of governmental authority.”” While PMSCs operating detainment centers or
are engaged in interrogation of prisoners are likely to perform intrinsic state
functions™, this is less accurate when they are engaged in the protection of critical
infrastructures such as oil fields. In general, many obligations imposed by the logistics
of war on states to undertake activities, such as running a POW camp, often constitute
military functions and as such entail elements of governmental authority.” At the
same time, obligations under the Geneva Conventions requiring the state to provide
services to protected persons — such as the duty to ensure provision of food and
medical supplies’ — may often not require governmental authority.’' These activities
— and the delivery of humanitarian aid in general — are often conducted by the United
Nations and non governmental organizations (NGOs) who in any case cannot be
considered actors for the state but rather advocates for the local citizens.

While the precise meaning of being "empowered by the law of a state to carry out a
function" is disputed, it does not necessarily refer to the existence of a specific law
empowering each PMSC to undertake functions with entitled governmental authority.
Rather, the existence of an internal law in a state allowing for the delegation of
governmental authority may, arguably, be sufficient.”

In an expert meeting on private military contractors, organized by the University
Centre for International Humanitarian Law in Geneva, it was generally agreed PMSCs
hired by states will often be covered by article 5, "as military operations are functions
which are inherently governmental."*?



iii. PMSCs Directed or Controlled by a State

"The conduct of a person or group of persons shall be considered an act of a
State under international law if the person or group of persons is in fact acting
on the instructions of, or under the direction or control of, that State in carrying
out the conduct.” — Article 8 of the ILC Articles

Article 8 reflects the principle that acts by private actors may be attributed to a state if
it can be proved such actors were acting on the instructions of, or under the direction
and control of, that state. For application of this article 8, it does not matter whether
the conduct involves public functions or governmental authority; what is required is
proof of state authorization.’® This state authorization may be given on different
levels.> Of course, authorization given by a lower ranking official — even though
attributable to a state - may serve the state to deny involvement on an official level
and avoid accountability.

The first situation covered by Article 8 addresses private actors engaging in unlawful
conduct "on the instructions of" a state. According to the ILC, "most commonly cases
of this kind will arise where "State organs" supplement their own action by recruiting
or instigating private persons or groups who act as "auxiliaries" while remaining
outside the official structure of the State. These include, for example, individuals or
groups of private individuals who, though not specifically commissioned by the State
and not forming part of its police or armed forces, are employed as auxiliaries or are
sent as "volunteers" to neighboring countries, or who are instructed to carry out
particular missions abroad."*® In the context of PMSCs, such instructions may come
in the form of a contract between a state and a PMSC or ‘rules of engagement’.”’
Lawful instructions given by a state to a PMSC shall generally not engage state
responsibility when the instructions are carried out by the PMSC in an internationally
unlawful way.”® However, "the vaguer the instructions are, the more likely it is that
the conduct of the [PMSC], including international wrongful acts, will be within those
instructions, thus giving rise to [s]tate responsibili‘ty."39

The second situation involves a more general situation where private actors operate
under a state's direction or control. Only in exceptional circumstances may the
unlawful conduct of a private actor be attributed to a state on this basis. The leading
judgment regarding the extent of control a state must exercise over private individuals
in order for their acts to be attributable to that state is the case of Nicaragua v. United
States of America.”’ The International Court of Justice (ICJ) had to answer the
question whether the United States, because of its financing, organizing, training,
supplying and planning of the operations of organized military and paramilitary
groups of Nicaraguan rebels (the contras) in Nicaragua, was responsible for violations
of international humanitarian law committed by those rebels. The Court decided a
high degree of control was needed for this to be the case; a general situation of
dependence and support would be insufficient to justify attribution of the unlawful
conduct to the state.*' According to the Court, legal responsibility would arise only if
it could be proved the United States "had effective control of the military or
paramilitary operations in the course of which the alleged violations were
committed."* In other words, it was necessary to prove the United States had
specifically "directed or enforced the perpetration of the acts contrary to human rights
and humanitarian law".*



The high threshold of control as indicated by the ICJ in the case of Nicaragua v.
United States of America has been slightly softened by the International Criminal
Tribunal for the Former Yugoslavia (ICTY). In the case of Prosecutor v Tadic,** the
ICTY replaced the test of "effective control" by one of "overall control". Thus, the
ICTY determined the acts of a military or paramilitary group may be attributed to a
state, if the state wields "overall control over the group, not only by equipping and
financing the group, but also by coordinating or helping in the general planning of its
military activity".*> It is however not necessary that a state issues specific orders or
instructions relating to illegal acts.*® Still, even under this lower threshold of control,
it may be difficult to attribute the unlawful conduct of private actors to a state under
this article 8.

In the end, article 8 deals mostly with cases where PMSCs are hired by states to assist
them in the discreet execution of their foreign policy, thus creating a cover of
plausible deniability.” While international law provides the legal parameters for state
responsibility, attribution may not always be easy to establish — enabling states to
continue using these entities while evading accountability.

Recognition: PMSC Subcontracts

In the situation where a PMSC subcontracts with another PMSC, the conduct of the
subcontracted PMSC may still be attributed to the state under articles 4, 5 and 8 of the
ILC Articles. This is self-evident where state instructions allow for subcontracting.
But even when subcontracting is prohibited — and therefore ultra vires — attribution of
acts by the subcontracted PMSC to the state remains a possibility. Article 7 of the ILC
Articles states:

"The conduct of an organ of a State or of a person or entity empowered to
exercise elements of the governmental authority shall be considered an act of
the State under international law if the organ, person or entity acts in that
capacity, even if it exceeds its authority or contravenes instructions."

It follows that, where an act of a PMSC is attributable to a state pursuant to articles 4
or 5 of the ILC Articles, such state shall also be responsible for ultra vires conduct by
the PMSC. Such ultra vires conduct may include the subcontracting by a PMSC of all
or part of its work to another PMSC in contravention of state instructions.*

At the same time, where an act of a PMSC is attributable to a state pursuant to article
8 of the ILC Articles, and the act of subcontracting is considered ultra vires (in
violation of a contract between the state and the PMSC), the state shall not be
responsible for the acts of the subcontracted PMSC,” unless the state subsequently
adopts such acts of a subcontracted PMSC as its own.”!

In other words, where a state contracts a PMSC to operate a detainment center — an
intrinsic state function covered under article 5 — and such PMSC subcontracts with
another PMSC, the State will be responsible for any unlawful conduct (such as
torture) by such subcontractor, regardless of whether the first PMSC was permitted to
subcontract in the first place. On the other hand, where a state contracts a PMSC to
guard an oil field — not an intrinsic state function — and such PMSC subcontracts with



another PMSC, the State will not be responsible for any war crimes committed by the
subcontractor, if subcontracting was prohibited by the state.

State Responsibility for Acts of PMSCs: Due Diligence

Where the actions of PMSCs cannot be attributed to a state, the state may nevertheless
incur responsibility for its failure to exercise due diligence with respect to the
activities of a PMSC.” Indeed, states who hire PMSCs may have a duty to take all
due care that these PMSCs act in compliance with international law.”® The concept of
due diligence both in the context of international human rights law ("IHRL") and
international humanitarian law ("IHL") shall be briefly discussed below.

The Concept of Due Diligence under IHRL

States have an obligation to respect and protect human rights.>* This obligation is not
only applicable in times of peace but also during armed conflicts.” The obligation to
respect human rights means states are prohibited from arbitrarily interfering with
human rights.’® State responsibility may arise not only where violations of human
rights are committed by states themselves, but also where such violations are
committed by a third party, whose acts can be attributed to the state. This has been
discussed above.

At the same time, due diligence is an important obligation of the state to protect
human rights. This obligation means a state "has to protect all persons from acts of
third parties that could impair the enjoyment of their human rights".”’ It imposes a
duty on the state to prevent, investigate and punish human rights violations by private
parties.58 Thus, even where violations of human rights by private parties cannot be
attributed to a state, the state can ultimately be held responsible because it did not act
to prevent such violations from taking place. The state failed to exercise due diligence
and therefore incurs liability. For example, the failure by the United States to
prosecute the civilian contractors of Titan Corp and California Analysis Center
Incorporated (CACI)™ — implicated in incidents of torture and abuse at Abu Ghraib
prison in Iraq — appears to constitute a lack of due diligence.

The obligation to protect human rights — i.e. the duty to exercise due diligence —
requires states to take the following steps with regard to PMSCs hired by them:

(1) To take all reasonable measures to prevent human rights abuses.®’ It could
be argued this imposes on states the obligation to provide rules of
engagement and to determine criteria for the PMSC as to whom it may
employ.®’

(i)  To adopt legislative and other measures to fulfill their human rights
obligations.”” This may include regulation of the private military and
security industry as a whole, or segments of it.**

(iii)  To investigate human rights violations and to prosecute members of
PMSCs who commit serious international crimes, such as war crimes.**

(iv)  To provide an effective remedy and access to justice for victims.®

Of course, the due diligence test is flexible and the extent of its application will have
to be considered case by case. It appears when a PMSC operates in a conflict zone —
where it may pose a threat to life or human dignity — the state's obligation of due



diligence is greater.”® The same is true for the outsourcing of military tasks by a state
to a PMSC with a dubious human rights record.”’

Peter Singer, an expert on U.S. private military contractors, relates the story of
DynCorp International LLC (DynCorp), a private company based in the United
States, whose employees had been accused in previous operations of "engaging in
perverse, illegal and inhumane behavior [and] purchasing illegal weapons, women,
forged passports and [committing] other immoral acts."" DynCorp was sued in 2001
by Ecuadorian peasants — following DynCorp's involvement in the fumigation of coca
plants along the Colombian-Ecuadorian border — for allegedly using highly toxic
herbicides, causing major health problems and even death among local people as well
as environmental damage.” Also, employees of DynCorp have allegedly been
involved in rape and sex trafficking — including girls as young as 12 — in Bosnia.”
More recently, employees of DynCorp, hired to protect Afghan leader Hamid Karzai,
were accused of "aggressive behavior".”! Now the company was hired by the U.S.
government to help rebuild the Iraqi police system after the toppling of Saddam
Hussein for a contract worth of US$250 million.” Surely, such irresponsible behavior
on behalf of the United States government will easily fail the due diligence test. But
even worse, what message does the United States convey to the Iraqi people, when
hiring a PMSC with a dubious human rights record? How is this to be interpreted by
ordinary Iraqis, other than a disdain for their own human rights? Surely, resentment
towards the United States — who proclaims to bring democracy and respect for human
rights — will increase as a result of Iraqis now being exposed to a company with a
clear track record of human rights violations.

The Concept of Due Diligence under IHL

A similar concept of due diligence appears to exist under international humanitarian
law.” THL is applicable in situations amounting to armed conflict.”* Common Article
1 of the Geneva Conventions’ requires states to "respect and to ensure respect for the
present Convention in all circumstances." This requirement may, arguably, point to an
obligation of result, meaning when a state hires a PMSC to operate in an armed
conflict on its behalf, the state shall automatically be held responsible for any
violations of IHL by such PMSC, regardless of which tasks the state assigned to it.”°

In any case, the exercise of due diligence in the context of IHL requires a state to
prevent violations of THL and to prosecute and punish such violations if they occur."”’
This may impose the following obligations on states who hire PMSCs:

(1) To ensure employees of PMSCs are properly trained for their missions and
fully aware of their obligations under THL."

(i)  To ensure that PMSCs operate according to clear rules of engagement
incorporating the state's obligation under THL”’.

(iii)  To suppress violations of THL.* The Geneva Conventions require states to
enact any legislation necessary to provide effective penal sanctions for
grave breaches of the Geneva Conventions, to bring to justice persons
alleged to have committed grave breaches, and in general, to take
measures necessary for the suppression of all acts contrary to the Geneva
Conventions.®! In other words, states "must establish mechanisms for
holding [PMSCs] and their staff accountable should they commit
violations of IHL."**



Furthermore, it can be argued states have an obligation to prevent employees of
PMSCs to engage in combat operations, as it is unlawful for civilians to take a direct
part in hostilities.*> Indeed, one of the main purposes of IHL is the protection of the
civilian population. For that reason, a distinction is made between combatants and
civilians with respect to international armed conflicts. Combatants have the right to
participate directly in hostilities, but they themselves may also be the object of attack.
Civilians on the other hand may not participate in hostilities™, but "enjoy general
protection against dangers arising from military operations."®

As a result of this distinction, combatants cannot be prosecuted for lawful acts of war
in international armed conflicts; such protection is however not extended to civilians
participating in hostilities — they can thus suffer penal consequences under relevant
national laws even if they respected THL.* It has been argued "states that knowingly
use military subcontractors [civilians] in combat roles are participating in a criminal
act, and by extension are responsible in international law for the consequences of
those subcontractors' actors."®’ Indeed, a state's reliance on PMSCs' direct
participation in hostilities during armed conflicts is directly contradicting the rationale
behind THL, pointing to a lack of due diligence.™

State Responsibility in Practice: Enforcement

The discussion demonstrates how under public international law and under certain
conditions, states who hire PMSCs may be held responsible for violations of
international human rights law and/or international humanitarian law, committed by
PMSCs. According to the general rules on state responsibility, as incorporated in the
ILC Articles, the liability of a state may arise through the attribution of the conduct of
a PMSC to such state, or as a result of a failure by the state to exercise due diligence
in trying to prevent violations of international law.

A state which is responsible for a breach of its international obligations is required to
provide full reparation for the injury. According to the ILC Articles, this may take the
form of restitution, compensation and/or satisfaction.*” The International Law
Commission clarifies that the ILC Articles do not deal with the possibility of the
invocation of state responsibility by persons or entities other than states.”” This
implies, under the general (secondary) rules of state responsibility, individuals do not
have the right to enforce international law; only states can bring an action against
another state for violations of international law.”' In practice, the likelihood of one
state bringing a claim against an offending state on behalf of victims of violations of
international law’> committed by PMSCs is not very high; the rules of international
diplomacy and state immunityg3 often prevent a state from doing s0.”* As Thiirer and
MacLaren notes, "the [ILC Articles] are dependent on states accepting responsibility
for and on prosecuting the misconduct of [PMSCs] but do not address actual power-
dynamics either between states or between states and [PMSCs]. Accordingly, relying
on state responsibility alone is likely to continue to be ineffective in addressing
problems arising from the growing role of [PMSCs].""

At the same time, the ILC recognizes "[i]n cases where the primary obligation is owed
to a non-State entity, it may be that some procedure is available whereby that entity
can invoke the responsibility on its own account and without the intermediation of



any State."”®

procedure for individuals who want to enforce their rights on an international leve
However, this option may not always be available to victims of human rights
violations in certain conflict areas. For example, the First Optional Protocol to the
International Covenant on Civil and Political Rights allows for individual
communications (complaints) against a state under whose jurisdiction the alleged
violation took place. A victim of human rights abuses in Afghanistan or Iraq is
probably precluded from using this procedure against the United States because the
United States does — arguably — not have jurisdiction over either state, especially
following the transfer of sovereignty back to the Afghan and Iraqi government. He
cannot file a complaint against his own state either, as neither Iraq nor Afghanistan is
a signatory to the Optional Protocol.”® In any case, the "views" of the Human Rights
Committee — responsible for monitoring the implementation of the Covenant and
examining the communications — are in principle not binding upon states.”

Many human rights instruments indeed provide an individual complaint
1.97

An example of the implementation of state responsibility in national legislation is the
U.S. Foreign Claims Act, which permits claims by foreign nationals for damage to
property, injuries or death caused by non-combat activities of U.S. military personnel
abroad. Claims under this Act are resolved administratively by claims commissions
and local commanders without the need for litigation. The American Civil Liberties
Union (ACLU) recently made public hundreds of claims for damages under this Act
by surviving Iraqi and Afghan family members of civilians killed or injured by
Coalition Forces in Iraq and Afghanistan.'® According to the ACLU, of the 496 files
released, "164 incidents resulted in cash payments to family members. In
approximately half of the cash payment cases, the United States accepted
responsibility for the death of the civilian and offered a "compensation payment". In
the other half, U.S. authorities issued "condolence" payments, which are discretionary
payments capped at $2,500 and offered "as an expression of sympathy" but "without
reference to fault"."'”! The rather "inconsistent method of adjudication" and over
reliance on the '"combat exclusion" — meaning injury, death or property damage
caused during a combat action shall not be compensated - points to an arbitrary
process in which the average payment for loss of life is slightly more than $4,200.'"

By comparison, the 9/11 Victims Compensation Fund awarded an average of $1.8
million per family of each victim.'” As one commentator notes, "[dJo we really
believe Iraqi lives are worth that much less than those of Americans?" Obviously, the
lack of proper compensation "breeds even more resentment in the Middle East and
further damages U.S. credibility abroad".'™

As PMSCs are not part of the U.S. military, victims of human rights violations by
PMSCs cannot claim damages against the U.S. government under the Foreign Claims
Act. In Iraq and Afghanistan, compensation pay-outs to victims of "mistaken
shootings" by PMSCs are often left to the companies' discretion,'” thus enabling
states to evade their responsibility and making it more difficult for victims to obtain
any form of justice from the U.S. government.

Then, what are the legal options available to the victims to obtain justice from a
foreign state which is — allegedly — responsible for the unlawful conduct of a PMSC?



The right to a remedy'® for victims of violations of international human rights law
and international humanitarian law has been acknowledged in several international
instruments and regional conventions.'”” Even so, the enforcement of this right can be
problematic. Individuals may not always be able to bring claims against states for
breaches of IHRL or IHL, either in domestic or international courts.

The problem here is procedural, i.e. individuals often do not have standing in courts to
enforce their rights against states.'” According to Gillard, legal adviser of the
International Committee of the Red Cross,

"it is often difficult to enforce [the responsibility of states] as a matter of
practice both before international tribunals, because of the absence of a
body with compulsory jurisdiction and the unlikelihood that another state
would commence proceedings and before national courts, where
proceedings may be thwarted by the non-self executing nature of IHL in
certain states or assertions of sovereign immunity."%

Even if international law is "directly applicable in a given legal system and the rules
concerned are self-executing" or domestic law provides a foreign national with a
private right of action''’, is it really realistic to expect an Iraqi victim of torture
committed by a member of a PMSC to sue the United States in an American court?

In general, victims of human rights violations by PMSCs have to overcome many
obstacles to file a claim against a foreign state. They will need the financial means to
pay for representation — whether in the United States or in another state depending on
which government is held responsible; they may have to deal with a huge language
barrier. They will have to prove the "unlawfulness" of the PMSCs conduct under the
circumstances of violent conflict. Evidence of such wrongful act committed by a
PMSC may be extremely difficult to gather, especially where such acts took place in
the theatre of operations.111 Also, it may often not be possible to determine "what is
proper and improper behavior in conflicts".""? In addition, they will have to establish a
link between the conduct of the PMSC and the government held responsible. In the
case of torture of prisoners during interrogation, the link may not be too difficult to
establish, since interrogation is an intrinsic state function. However, the Ecuadorian
victims of DynCorps' fumigation activities may have a harder time proving this link
and attributing DynCorp's human rights abuses to the U.S. government.

And last but certainly not least, we should consider the trauma haunting an Iraqi
victim of torture at the hands of employees of a PMSC — and imagine the
psychological burden for this person to present his case in a foreign country under full
press coverage; this may be enough in itself to prevent him from ultimately filing a
claim.

Seen in this light, the concept of state responsibility and the individual right to a
remedy may often be disappointing in its implementation. Many victims are unable to
obtain any form of reparation — let alone full justice — from a state to which the
unlawful conduct of a PMSC may be attributed. This will negatively impact their
sense of safety and protection from violence, i.e. their human security.'”® The
resulting feelings of injustice and resentment among the local populations are an
important contributing factor to anti-Western sentiment.
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Critical Analysis: PMSCs and the Prohibition of ‘Use of Force’

Perhaps, PMSCs should not be engaged in military operations — which are likely to
draw them into combat — in the first place. Indeed, there appears to be broad
agreement that PMSCs should not take part in direct combat operations.''* This is not
to say that PMSCs should not operate in conflict areas. At least some of their current
tasks, such as providing humanitarian aid and security related services, may be well
performed by private entities. In fact, they are often hired by international
organizations — including the United Nations — and foreign governments to secure
embassies and embassy personnel. They may also be well equipped to provide
support and logistics activities, such as catering and the construction and maintenance
of military bases.'"> But there is an intrinsic problem with the outsourcing of military
tasks — which may entail the ‘use of force’ and the ‘direct participation in hostilities’
— to private companies. Indeed, the contracting of PMSCs by states to perform
military operations on its behalf may violate a fundamental principle of international
law: the ban on the ‘use of force’ in international relations.

The ban on the ‘use of force’ means that states are not allowed to use force against
another state. According to article 2(4) of the UN Charter, "[A]ll members shall
refrain in their international relations from the threat or use of force against the
territorial integrity or political independence of any state, or in any other manner
inconsistent with the Purposes of the United Nations."

The UN's Friendly Relations Declaration of 1970''® gives an interpretation of this
prohibition on the use of force and views any threat or ‘use of force’ against the
territorial integrity or political independence of any state as inconsistent with the
purposes of the United Nations. It furthermore calls on states "to refrain from
organizing or encouraging the organization of irregular forces or armed bands
including mercenaries, for incursion into. the territory of another state.""'” Hence, the
Swiss Federal Council concludes in its report on private security and military
companies, "[s]tates may not violate the ban on the use of force and the obligation of
non-intervention either with their own forces or through the use of private security
companies.""'® Similarly, states may not use PMSCs to interfere in matters within the
domestic jurisdiction of another state.'"”

Where states use PMSCs in military operations in third countries, they may be
violating the prohibition on the ‘use of force’. In 2001, the United States contracted
several American PMSCs to combat Colombia's role in the cocaine trade,
simultaneously aiding the Colombian government to conduct counter-insurgency
operations.'*® According to one report, "Colombia's PMSC-supported civil war has
left hundreds of thousands of people displaced, and thousands dead in political
violence every year."'?! Of course, responsibility should always be assessed in the
light of the "complicated relationships between the contractors and the host, hiring
and home states"'”* and this principle should also be applied here. But without
denying Colombia's own share in this humanitarian disaster, it can be argued that the
United States bears at least some responsibility for the deadly results.

In the end, how are PMSCs different from proxy militias, such as the Janjaweed in
Sudan — who assist the Sudanese government in the "discreet" execution of their
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foreign policy? Granted, these militias may be more driven by ideology and political
conviction as opposed to the profit making interests of PMSCs and their employees,
but all of them ultimately serve the interests of the state in providing a cover of
plausible deniability for involvement in military operations.

Also in Iraq and Afghanistan, the operations of PMSCs are inconsistent with the
purposes of the United Nations and the original mission of the U.S. military to invade
Iraq to enable regime change. The ‘use of force’ by PMSCs and their lack of
accountability in Iraq — where the U.S. government granted immunity within the Iraqi
legal process to all non-Iraqi military personnel and PMSC employees for acts
performed within the terms of their contracts'> — may be regarded as unlawful
interference within the domestic jurisdiction of Iraq.

The order to grant immunity was issued by the head of the Coalition Provisional
Authority, Paul Bremer the day before handing over power to the Iraqi government in
June 2004.'** According to the Washington Post, "[t]he issue of immunity for U.S.
troops is among the most contentious in the Islamic world, where it has galvanized
public opinion against the United States in the past. A similar grant of immunity to
U.S. troops in Iran during the Johnson administration in the 1960s led to the rise of
Ayatollah Ruhollah Khomeini, who used the issue to charge that the shah had sold out
the Iranian people."'* Khomeini believed the measure "reduced the Iranian people to
a level lower than that of an American dog."126

What gave the United States the right to issue such an order? And in general, why do
the United States, Great Britain and other states continue to contract these PMSCs to
operate in Iraq even following the transfer of sovereignty to the Iraqi government?

Granted, this Iraqi sovereignty "is still largely theoretical, given the challenges posed
to it by the insurgency and its lack of resources."'”” As noted by Isenberg, senior
analyst with the British American Security Information Council (BASIC), "from the
viewpoint of the [PMSC] sector, doing business with the relevant Iraqi ministries is
extremely difficult, if not entirely ridiculous."'*® This dubious practice of utilizing
PMSCs for military operations in Iraq by the United States and its allies is thus
prolonged, and so is their interference with Iraqi sovereignty. As a result, the
credibility of the "sovereign" Iraqi government among its own population is also
seriously compromised.

Amnesty International concluded in its 2006 Annual Report the "reliance of the
United States government on private military contractors in Iraq and Afghanistan had
helped create virtually rules-free zones sanctioned with the American flag and
firepower."'” The United States claims it is interested in bringing democracy to Iraq,
yet it fails in ensuring justice — an essential element of democracy and the rule of law
— for victims of human rights violations at the hands of PMSCs. At the same time, the
Iraqi government collaborates with the United States and essentially sanctions the
operations of PMSCs — thereby at least sharing responsibility for the acts of torture
and murder committed at the hands of these private entities. How will Iraqi citizens
trust the installation of a democratic process if the "messengers" themselves do not
follow the rules of the game?
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An important consequence of the "lawless" situation thus created is its negative
impact on the human security of the local populations. In general, Western states can
hire PMSCs to perform any kind of military task anywhere in the world — and PMSCs
can operate freely — with only very limited accountability either of the PMSCs or of
the hiring state. Victims of human rights abuses committed by PMSCs will have a
hard time getting any form of retribution for their suffering. The difficulty this creates
for state building efforts in post-conflict areas — such as Iraq and Afghanistan — is the
topic of a separate paper.
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