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U.S. intelligence agencies do not adapt well or easily to new threats.  To be sure, no 

intelligence system is perfect.  As Richard Betts wrote in Foreign Affairs shortly after 9/11, “The 

awful truth is that even the best intelligence systems will have big failures.”1  However, a great 

deal of evidence indicates that the CIA, FBI, and other intelligence agencies failed to adapt to the 

rise of terrorism after the Cold War ended and continue to languish today, fifteen years after the 

fall of the Soviet Union and more than five years after the worst terrorist attack in U.S. history. 

This essay examines why.2  Part one reviews briefly the evidence of adaptation failure 

before and after the September 11, 2001, terrorist attacks.  Part two turns to the academic 

literature, assessing what organizational theorists and political scientists do and do not know 

about adaptation failure.  Part III builds on these literatures to construct a general model that 

attributes intelligence agency adaptation failure to three systemic barriers: the nature of 

organizations, which makes internal reform exceedingly difficult; the self-interest of presidents, 

legislators, and government bureaucrats, which works against executive branch reform; and the 

fragmented structure of the federal government, which erects high barriers to legislative reform.  

Part four concludes by arguing that prospects for future adaptation are dim.  Adaptation is not 

impossible, but it is close. 

 
Adaptation Failure after the Cold War 

 During the forty years of the Cold War, America’s principal enemy was observable, 

accessible, and relatively static.  The Soviet Union had territory on a map, posted officials in 

embassies to deal directly with foreign governments, and paraded its deadliest weapons through 

Red Square for the world to see.  Soviet planning, moreover, was so bureaucratized that when 

Nikita Khrushchev secretly tried to deploy nuclear missiles to Cuba in October 1962, the launch 
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sites were built exactly as they were inside the Soviet Union—without camouflage, which 

enabled American U2 surveillance planes to spot them.3  As one veteran U.S. clandestine official 

put it, “the Soviet Union was constrained by borders [and]…it was on a, God bless them, a five 

year program.  Everything was predictable.”4 

All this changed when the Soviet Union dissolved in 1991 and the Cold War ended.  

Suddenly, intelligence required understanding weak states rather than great powers, and the large 

destructive power of small groups of individuals that moved more freely and secretly across 

borders, were driven by fanaticism, untied to national governments, and hidden from view.  

Tracking this threat, along with the old and other emerging dangers, was a tall order that 

demanded radical changes in the mission, capabilities, functions, and cultures of the 13 agencies 

comprising the United States Intelligence Community.5  As another intelligence official 

reflected, “we were dealing with a rapidly changing world.  Don’t forget, we had been focused 

almost exclusively on the Soviet Union for a long time.  Almost exclusively for a large 

percentage of our resources…you woke up every morning and it was there.  Terrorism 

represent[ed] something very different than what the Soviet Union was for us.”6   

U.S. intelligence agencies did not stand still.  As former Director of Central Intelligence 

George Tenet and former FBI Director Louis Freeh have noted, both the CIA and FBI undertook 

a host of new counterterrorism initiatives during the 1990s.  These included the creation of a 

special multi-agency unit to track the activities of Osama bin Laden and his network; dramatic 

increases in the number of FBI offices overseas; a fivefold increase in counterterrorism spending 

across U.S. intelligence agencies; and a concerted effort to forge closer relationships with foreign 

intelligence services which resulted in the disruption of terrorist cells in roughly twenty 

countries. 7  
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The Difference between Change and Adaptation 

Change, however, is not the same as adaptation. As sociologists have long pointed out, 

organizations are constantly changing.8  The issue is whether those changes matter, or more 

precisely, whether the rate of change within an organization keeps pace (or lags behind) the rate 

of change in the external environment.9  Manifestation of this concept is more easily observed in 

the private sector, where responding to shifting market forces, consumer tastes, and competitive 

pressures can mean life or death for a firm.  The concept may be less obvious, but no less 

important, for evaluating national security agencies.  The question is not, “Are you doing 

anything differently today?” but “Are you doing enough differently today to meet the challenges 

you face?” One former intelligence official put it more colorfully: “There’s no point in saying 

we’re going at half the speed of Moore’s Law when the world is going at Moore’s Law. Not 

enough people…ask the right question. It’s not how fast we’ve changed.  It’s how fast we’ve 

changed compared to the world.  The good news is that other countries have organizations that 

are more feckless than we are.”10  

Closer examination reveals that intelligence officials and policymakers saw the looming 

al Qaeda threat and understood the need for radical overhaul of U.S. intelligence agencies years 

before 9/11, but failed to achieve the reforms they believed were vitally needed.  As early as 

1994, the director of central intelligence began identifying terrorism as a major national security 

danger in his annual threat assessment to Congress.  Terrorism, in fact, made the threat list every 

year from 1994 to 2001 and ranked in the top tier of threats starting in 1998.11  As one 

intelligence official lamented after September 11, “You know, we’ve been saying it forever, [bin 

Laden] wants to bring the fight here, he wants to bring the fight here.”12 



DRAFT 
Do not cite or quote without the author’s permission. 

 

   4

Policymakers also issued a crescendo of warnings about the terrorist danger throughout 

the 1990s.  To give just a few examples:  starting in 1994, President Clinton mentioned terrorism 

in every one of his State of the Union speeches, the most important policy address to the 

nation;13 in 1997 two different strategic assessments, the Pentagon’s Quadrennial Defense 

Review and the National Defense Panel, included strong warnings about threats to the American 

homeland;14 in 1998 President Clinton delivered an address at the opening session of the United 

Nations General Assembly in which he declared terrorism “a clear and present danger” that 

should “be at the top of the American agenda and…the world’s agenda;”15  a year later, U.S. 

Secretary of Defense William Cohen wrote an op-ed in the Washington Post in which he 

explicitly predicted a terrorist attack on American soil.  “Welcome to the grave New World of 

Terrorism,” he declared.  Bush administration officials were also aware of the terrorist danger. 

The 9/11 Commission found that intelligence briefings that included a substantial focus on 

terrorism occurred throughout the 2000 presidential campaign and transition to the new 

administration. 16  Policymakers "told us they got the picture," the 9/11 

Commission concluded, "they understood bin Laden was a danger.”17  

The imperative for intelligence reform to combat terrorism was also well known. 

Between 1991 and 2001, no fewer than twelve major blue-ribbon bipartisan commissions, 

governmental studies, and nonpartisan think tank task forces examined the U.S. Intelligence 

Community and U.S. counterterrorism efforts.  All of their reports urged substantial changes 

within intelligence agencies, across the Intelligence Community, and between the Intelligence 

Community and other parts of the U.S. government.18   Together, these studies issued 340 

recommendations for intelligence reform.  Only 35 recommendations were fully implemented, 

and these were mostly insignificant changes—urging, for example, continued study of a problem 
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rather than the adoption of a particular solution.19  The vast majority, 268 recommendations or 

79 percent of the total, produced no action at all.20  Investigations since 9/11, moreover, reveal 

that the organizational deficiencies highlighted by the pre-9/11 reports turned out to be the 

crucial ones.  Eighty-four percent of the recommendations focused on just four problems:  the 

Intelligence Community’s lack of coherence or “corporateness,” weaknesses in setting priorities 

and matching resources against them, poor human intelligence, and information sharing 

deficiencies.  The 9/11 Commission and House and Senate Intelligence Committees’ Joint 

Inquiry found that these same problems created a dysfunctional intelligence apparatus that was 

incapable of penetrating the al Qaeda plot or capitalizing on opportunities to disrupt it.  As the 

Congressional Joint Inquiry concluded, “the Intelligence Community was neither well organized 

nor equipped, and did not adequately adapt, to meet the challenge posed by global terrorists 

focused on targets within the domestic United States.”21   

 

9/11 and the Limits of Catastrophe 

It is often said that dramatic change requires a catastrophic event which jolts the system 

and exposes the dangers of the status quo.  But for U.S. intelligence agencies, 9/11 has not been 

enough.  Five years after the World Trade Center and Pentagon attacks, all of the worst 

intelligence problems remain.  There are now more intelligence agencies to coordinate than ever 

but still no one in firm charge of them all, despite Congress’s creation of a new director of 

national intelligence (DNI) in 2004.   Intelligence officials and experts, including the architects 

of the 2004 DNI legislation, have since expressed grave concerns about the DNI’s ability to 

forge the Intelligence Community into a coherent whole.22  As one intelligence official put it, 
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“The American public has been sold a bill of goods. When the next attack happens, an awful lot 

of people will say, ‘How could this happen? We created a NDI.’”23 

Information sharing and strategic analysis, two critical shortcomings raised in the wake 

of 9/11, have not improved much and in some cases have gotten worse.  In its 2005 report card, 

the 9/11 commission gave information sharing efforts a "D." 24 A July 2006 study by the Markle 

Foundation Task Force on National Security in the Information Age found that information 

sharing continued to be hampered by "turf wars and unclear lines of authority," officials who 

"still cling" to old ways of doing business and a diminishing sense of commitment.25  The task 

force concluded that despite dozens of initiatives, guidelines and statutory requirements, 

"systematic, trusted information sharing remains more of an aspiration than a reality." 26 

            Strategic analysis deficiencies are more problematic.  In 2005, a bipartisan presidential 

commission chaired by federal Judge Laurence Silberman and former Sen. Charles Robb (D-Va.) 

concluded that strategic intelligence was bad and worsening. "Across the board," the commission 

concluded, "the intelligence community knows disturbingly little about the nuclear programs of 

many of the world's most dangerous actors. In some cases, it knows less now than it did five or 

10 years ago." 27  In his May 2006 confirmation hearings as CIA Director, General Michael 

Hayden singled out strategic intelligence as a top priority. “We must set aside talent and energy 

to look at the long view,” Hayden warned, or else the United States would be “endlessly 

surprised.” Doing so, he added, was harder now than ever before, thanks to the heightened 

operations tempo in Afghanistan and Iraq and the pressure for current intelligence driven by the 

rise of 24-hour news media. 28 

The CIA’s human intelligence capabilities also have made little progress. To date, the 

agency’s approach has focused on increasing the number of clandestine operatives—tripling the 
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number of trained case officers from 2001 to 2006—rather than improving quality or 

dramatically increasing nontraditional recruitment models to penetrate terrorist groups. 29  As 

former bin Laden Unit chief Michael Scheuer noted, “The conditions of looking for human 

intelligence are so different from the Cold War that just more money and more people doesn’t 

guarantee you anything.” 30  

The FBI, finally, has attempted ambitious changes to transform itself from a law 

enforcement agency to a domestic intelligence organization.  But old priorities and attitudes have 

been slow to change.  In 2005, 47 of the 56 field office heads still came from the Criminal 

Division, 31 a Justice department survey found that FBI analysts were being given secretarial and 

menial tasks and on average spent only half their time actually doing analysis, 32 and the Trilogy 

technology program, an urgently needed upgrade to the FBI’s antiquated computer system, was 

abandoned—at the cost of $170 million—because it did not work.  In 2006, newly hired agents 

still received more time for vacation than counterterrorism training.33 

As one Congressional Intelligence Committee lawmaker remarked in the fall of 2005, 

“We still stink at collecting. We still stink at analysis….all the problems we set out to correct are 

still there.” 34 

 

Explaining Failed Adaptation: Crossing the Theoretical Divide 

 Existing research does not offer a ready-made explanation for the adaptation failure of 

U.S. intelligence agencies.  This is because the CIA, FBI, and other intelligence agencies live in 

an academic no-man’s land, overlooked both by scholars who study organizations as well as 

those who examine national security affairs.  On the one hand, organization theorists (who 

usually come from sociology, economics, and business schools) investigate organizational 
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pathologies but focus almost exclusively on understanding private sector firms.  On the other 

hand, political scientists examine national security affairs but treat intelligence agencies as inputs 

to policy decisions, not as phenomena to be studied in their own right.35  Taken together, 

however, these literatures provide the building blocks to construct a general model of 

intelligence agency adaptation failure. 36   

 

The Bottom Line of Organization Theory 

When it comes to understanding adaptation, organization theory provides two main 

insights.  The first is that adaptation is difficult even for private sector firms.  This idea is more 

important than it sounds.  Political scientists and politicians often lament the fact that 

government is not run more like a business.37  But leading sociologists note that businesses also 

frequently fail to adapt for a host of reasons.38  Consider the most basic test: whether firms adapt 

enough to survive.  Of the 5.5 million businesses tracked by the U.S. Census Bureau in 1990, 1.7 

million, or 31 percent, were no longer in business four years later.39  In New York City, more 

than 60 percent of all restaurants surveyed in the Zagat guide between 1979 and 1999 folded. 40   

Between 2000 and 2003, more than 400 public companies went bankrupt, including Enron, 

which rose to 7th on the Fortune 500 list; and Bethlehem Steel, one of the great industrial giants 

of the 20th century.41  Each year, more than 500,000 businesses fail in the United States.  That’s 

more than 1,500 per day, or about one every minute. 42  As these examples suggest, success today 

does not guarantee success tomorrow.  Adaptation is fraught with peril.  

The second insight is that the internal barriers to organizational change are powerful and deeply 

entrenched.  While the organization theory literature is vast and filled with vigorous debate, 

much of it examines what most people know intuitively to be true: employees inside 
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organizations become wedded to habits, thinking, routines, values, norms, ideas, and identities, 

and these attachments make change difficult.43  As the saying goes, old habits die hard. 

The most serious limitation of this work is that it cannot be applied easily to the political realm.  

This is understandable.  The field emerged with firms in mind and has remained focused on the 

private sector ever since.  As Richard Cyert and James March noted in the introduction to their 

1963 classic, A Behavioral Theory of the Firm, “We had an agenda …. We thought that research 

on economics and research on organizations should have something to say to each other.”44  

More than thirty years later, the focus on business organizations continues.45  The result is that 

organization theory has developed without paying much attention to political incentives, 

interests, institutions, or power, forces that turn out to be crucial for understanding the 

development of government agencies.46 

 

The Tally for Political Science 

The political science literature has different insights and limitations.  On the positive side, 

this work makes two vital contributions.  First, political scientists explain outcomes by 

examining what makes individuals alike rather than what makes them unique.  The field’s 

dominant approach, rational choice analysis, argues that all officials are driven by the incentives 

of office to behave in certain ways: namely, to take positions, select policies, and devote their 

energies to activities that maximize their political benefits and minimize their political costs.  

The desire to win reelection, for example, encourages all members of congress, democrats and 

republicans alike, to secure pork barrel projects and choose committee assignments that further 

their districts’ interests.  It is no coincidence that the agricultural committees are stacked with 

representatives from places like and Des Moines and Sioux Falls and not Los Angeles and New 
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York City.   Similarly, although no two presidents are alike, all wield the same formal powers, 

confront same institutional players, and seek to secure their place in history within the same short 

time horizon.  For political scientists, politics is all about interests, incentives, and institutional 

power and constraints—about how individuals are both motivated and limited by the positions 

they occupy in government.  

Second, this work emphasizes that bad results often come from individually rational 

decisions.  Nobody likes wasteful government spending, but every member of congress has 

strong incentives to draft legislative earmarks to fund his district’s pet projects.  The same logic 

explains why intelligence agencies in the Pentagon and other parts of the U.S. government have 

always fiercely protected their own turf and budgets from centralized control by the CIA and its 

post-9/11 successor, the Office of the Director of National Intelligence.  Reform opponents in 

these other intelligence agencies are not bad people with evil intentions.  They are employees of 

organizations who see benefits in autonomy and costs in ceding it.  For each agency, resistance 

to centralized management is rational.   For the entire intelligence system, it is disastrous.  

            The most serious limitation of political science is that it rarely peers inside the black box 

of government agencies to examine internal forces like norms, routines, and cultures that make 

the bureaucracy resistant to change.  Indeed, most political science research assumes that 

government agencies can and do adapt; major work over the past twenty years argues that 

Congress controls the bureaucracy, and in surprisingly efficient ways. 47  Congressional 

dominance scholars such as Mathew McCubbins and Barry Weingast contend that evidence 

usually thought to suggest poor oversight, such as sparsely attended congressional committee 

hearings, actually reveals oversight hard at work.  How can this be? The answer, they argue, is 

that legislators hard wire the system to respond to their demands from the start, so that they do 
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not have to expend much time identifying or fixing problems later.  Much of the literature 

examines how lawmakers craftily ensure their preferences are heeded by building control 

mechanisms into the very design of government agencies, or by using (or threatening to use) 

existing controls such as withholding appropriations, or both.48  The mechanisms vary but the 

logic is the same: government bureaucrats usually respond to legislators’ demands.  Agency 

officials are not stupid.  They know, as McCubbins puts it, that “Congress holds the power of life 

or death in the most elemental terms” for their existence.49  The mere anticipation of possible 

congressional punishment makes bureaucrats fall into line from the start.  The overall picture is 

one in which government agencies are savvy and responsive, adjusting their priorities and 

activities to satisfy congressional desires. 

This is strange.  All of this work suggests that agencies are out there, on the move, doing 

things.  Usually agencies respond to congressional wishes; sometimes they pursue the interests of 

presidents and others in the political system; and sometimes they shirk to serve their own 

interests. Nowhere, however, is there a sense that government agencies may be unable to change.  

According to this literature, the challenge is to keep agencies from running amok.  But as 

September 11 suggests, the greater danger may be that agencies are stuck running in place. 

 

A General Model of Agency Adaptation Failure 

Although neither organization theory nor political science rational choice theory offers an 

off-the-shelf explanation of adaptation failure, together they provide useful foundations for a 

general model.  Organization theory offers insights about internal impediments to agency reform, 

while rational choice theories in political science explain external impediments to reform.  
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One must begin by assuming the bureaucracy’s perspective.  Any agency leader confronting a 

changing environment must answer two questions: “How can I get the necessary reforms so my 

agency can keep pace with the challenges it faces?” and “What obstacles are likely to stand in 

my way?”50 

Answering these questions reveals three major sources of bureaucratic reform: internal 

reforms made by the agency itself, whether in memos, speeches, revised guidelines, or sanctions 

of undesired behavior; executive branch action, for example, executive orders, presidential 

directives, or efforts by executive branch officials outside the agency in question such as the 

National Security Council; and statutory reforms that require the involvement of both Congress 

and the executive branch.  These paths suggest that impediments to adaptation are likely to 

emerge from both inside and outside the agency.  Some changes may fail because they challenge 

deeply held organizational values and threaten to alter established routines.  Others may trigger 

opposition from competing government agencies that stand to gain or lose depending on the 

outcome.  Proposed statutory changes that require the consent of multiple congressional 

majorities and the president bring institutional forces more centrally into play.  Thus, developing 

a better understanding of agency adaptation failure requires combining the enduring realities 

operating within organizations with those operating outside them.  More specifically, these are:  

(1) the nature of organizations; (2) the rational self-interest of political officials; and (3) the 

fragmented structure of the U.S. federal government. Taken together, these three forces raise 

exceptionally high obstacles to agency adaptation.  
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The Nature of Organizations 

The first route to agency reform is through the adoption of internal changes.  Yet much of 

the work in organization theory argues that organizations do not change easily by themselves.51  

Examples abound.  The U.S. Army kept a horse cavalry until World War II.  Until the mid-

1990s, U.S. Customs forms asked ships entering American ports to list the number of cannons on 

board, and federal law required the U.S. Agriculture Department to keep field offices within a 

day’s horseback ride to everyplace in the United States.  As noted above, even private firms, 

which have considerably more leeway over personnel decisions, more access to capital, and 

fewer management constraints than government agencies, do not fare well when changing 

circumstances require adjustment.  Three reasons explain why.  

 

BOUNDED RATIONALITY.  The first reason organizations adapt poorly on their own has to 

do with individuals and their cognitive limits.  Even the smartest and most powerful 

organizational leaders are not omniscient.  Instead, they operate in a world of tremendous 

uncertainty about the future, imperfect information about alternatives, and only limited ability 

and time to consider their options.  These facts of life make fully rational decision-making within 

organizations impossible.52  Instead, decision makers operate in a world where rationality is 

limited of bounded.  Confronted with an unknown future, incomplete information, and cognitive 

constraints, organizational leaders do the best they can, settling for options that appear “good 

enough” but may in fact be nowhere close.53   

When it comes to adaptation, bounded rationality suggests real limits at work:  because 

organizations are filled with imperfect decision-makers, changes that could improve 

organizational performance often are not identified or implemented, and changes that are 
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selected may be the wrong ones, making matters worse.  Both the CIA and FBI encountered 

tremendous bounded rationality problems when the Cold War ended.  Confronted with the Soviet 

Union’s sudden collapse, the Central Intelligence Agency spent the early 1990s cutting costs 

without much of an eye toward emerging threats or needs, while the FBI simply clung to its old 

crime-fighting mission.  The responses were different but the problem was the same: in the days 

immediately following the Soviet Union’s collapse, leaders in both agencies, as well as their 

congressional and executive branch overseers, struggled with profound uncertainties about the 

changing nature of the world and made choices that ultimately led both organizations in the 

wrong direction.  

 

STRUCTURAL SECRECY.  The very structure of organizations also impedes their ability to 

adapt.  In their quest for efficiency, organizations specialize, dividing work into sub-units that 

become proficient at specific tasks.  Specialization, however, also prevents the transfer of 

knowledge within an organization in some powerful and often unforeseen ways.  The deepening 

of specialized knowledge means that people in one part of the organization often lack the 

expertise to understand the work of people in other parts of the organization.  Over time, the 

performance of individuals and even entire divisions can become unobservable to senior 

managers, leaving them in the dark about what is working well and what isn’t.  Employees, 

meanwhile, grow increasingly disconnected from the organization’s goals, unsure of where they 

fit into the picture or what improvements they could be making.  Solutions to these problems 

often exacerbate adaptation failure:  managing across sub-units often takes the form of routine 

reporting processes and automated information technology systems.  But these measures weed 

out ideas and stifle innovations that do not fit easily into existing forms or channels.  As a result, 
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managers often find it even more difficult to ascertain what an organization is doing or what it 

needs to be doing differently.  The very structures, rules, and technologies designed to improve 

efficiency sabotage an organization’s ability to learn. 54 

These abstract ideas can have very real consequences.  In the FBI’s case, for example, 

structural secrecy proved devastating before 9/11.  The Bureau’s decentralized organization 

ensured that different FBI offices operated in isolation, unaware of what agents in other offices 

or headquarters were thinking or doing or finding.  The Bureau’s inability to learn from one part 

of the organization to another was a major concern years before the September 11 terrorist 

attacks.  Former U.S. Attorney General Janet Reno told the 9/11 Commission that during her 

tenure in the Clinton Administration, she “lacked confidence” in the FBI’s ability to “know what 

it had” and “share what it had.”55  She was right.   In the summer of 2001, three different FBI 

field offices uncovered clues to the 9/11 plot: an agent in the Phoenix office wrote a memo 

warning that bin Laden might be sending terrorists to train in U.S. flight schools; in Minneapolis, 

agents detained a suspicious foreign flight school student named Zacarias Moussaoui, the only 

person subsequently charged (and convicted) in the United States in connection with 9/11; and 

the FBI’s New York office began searching for Khalid al-Midhar and Nawaf al-Hazmi, the two 

of the hijackers who ultimately crashed American Airlines flight 77 into the Pentagon.  But 

because the Bureau was divided into 56 relatively independent and specialized field offices, none 

of the agents working these cases knew about the others.56  As a result, these clues led nowhere.  

The FBI’s field office structure enhanced specialization—enabling individual field offices to 

address local law enforcement priorities—but prevented officials in one part of the organization 

from learning what others in the organization already knew.   
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THE LIABILITY OF TIME.  Finally, time is almost never on the side of government agencies 

that must adapt.  All organizations become more resistant to change as routines, norms and 

relationships become firmly established.57   

Part of the problem comes from deliberate policy choices.  Managers often go to great 

lengths to develop training programs, issue policies, create standardized ways of doing things, 

and instill values that motivate employees. 58  These measures often provide substantial benefits, 

enhancing an organization’s reliability and stability.  Standard operating procedures, for 

example, ensure that financial reports are prepared in the same way each quarter and guarantee 

that every military pilot operates with the same rules of engagement in wartime.  However, these 

measures can also lock in ways of doing things that become maladaptive over time.59  As Charles 

Perrow writes, “most bad rules were once good, designed for a situation that no longer exists.”60   

Natural social pressures also fuel resistance to change.  The longer people work together, 

the more homogeneous their outlooks usually become and the more hostile they feel toward 

behavior or views that deviate from the norm.61  Over time, people inside an organization also 

develop vested interests and fight to maintain them.62  Organizational norms, relationships, and 

behaviors take hold.  Employees become increasingly comfortable doing things the way they 

have been done before and expect newcomers to do the same.  While these internal social 

pressures can reinforce positive aspects of organizational culture, creating an esprit de corps and 

a shared belief in “the way things are done,” they also provide strong natural resistance to 

change.63  
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Why Government Agencies Have the Hardest Time of All 

For government agencies, bounded rationality, structural secrecy, and the liability of time 

are only the beginning.  While all organizations have difficulty adapting to changing 

environmental demands, government agencies have the hardest time of all because they lack 

three key advantages that businesses enjoy. 

The first is the imperative of markets to adapt or suffer the consequences.   In the private 

sector, organizational survival is never guaranteed and everyone knows it.  As Enron, Tyco, 

Kmart, Global Crossing, WorldCom, Polaroid, and United Airlines executives can attest, even 

industry leaders can fairly rapidly go from profitability to insolvency.  Markets create the 

ultimate incentive to adapt.  There is nothing quite like the prospect of bankruptcy and 

unemployment to focus the mind. 

Government agencies live in an altogether different world.  Although congressional 

scholars have made much of Congress’s oversight powers, the fact is that government agencies 

almost never fear that poor performance will lead to their death and replacement by newer, fitter 

organizations. 64  More than 25 million small businesses operate in the United States.  There is 

only one Internal Revenue Service, it has been in business since the Civil War, and nobody is 

about to let it go under.  The House Intelligence Committee’s Report authorizing the 2005 

intelligence budget makes clear just how weak congress’s oversight powers can be.  The 

committee wrote: ”After years of trying to convince, suggest, urge, entice, cajole, and pressure 

CIA to make wide-reaching changes to the way it conducts its HUMINT [human intelligence] 

mission…[the] CIA, in the Committee’s view, continues down a road leading over a proverbial 

cliff.” 65  This sounds more like a plea for help than an iron-fisted demand for change. 
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The truth is that government agencies are not built to adapt.  They are designed to be 

reliable and fair, performing tasks consistently and predictably and ensuring that all citizens 

receive the same level of service, regardless of their wealth or connections.  Every state has a 

Department of Motor Vehicles and every neighborhood has a post office, no matter how small or 

remote.  The mail may be slow, but everyone in the United States can get it.  The lines at the 

DMV may be long, but detailed rules and procedures guarantee that everyone must stand in 

them.   Reliability and fairness have their benefits.  But these benefits come with a price:  The 

more often things are done in the same way, the harder it is to alter them. 

The second advantage that firms possess in the adaptation struggle is that their creators 

and employees want them to succeed.  No one foists a new company on reluctant owners.  No 

employee cheers silently for the day when company profits tumble and layoffs are announced.  

Instead, businesses are filled with organizational well-wishers who have vested interests in the 

company’s continued success.  Competitors may be plentiful and powerful, but they must do 

battle from the outside. 

By contrast, government agencies are created by many who want them to fail.  In politics, 

new agencies are forged by winning political coalitions who must compromise to succeed.  The 

important point is not that winners win but that losers have a say in the organization’s design and 

operation.  The fragmented structure of the American political system ensures that political 

opponents have plenty of opportunities to sabotage the creation of any new agency at the 

outset—hobbling it with all sorts of rules and requirements— and possess the interests and 

capabilities to dog the agency forever after. 66 
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Third and finally, business leaders have far more freedom to run their organizations than 

public sector managers do.  Business executives can determine the organization’s mission; hire 

and fire personnel with relatively few restraints; institute the policies, procedures, and customs 

they believe necessary; and attract capital from a multitude of sources.   Government officials 

can only dream about this kind of freedom.67  Any manager working for Coca Cola knows that 

his mission is to sell soda.  But conflicting goals are built into the very mission of public sector 

agencies.  The U.S. Forest Service, for example, is supposed to help harvest timber and protect 

national park lands at the same time.  In addition, although intelligence agencies are technically 

exempt from a number of civil service regulations, the process of hiring and firing personnel is 

still riddled with bureaucratic red tape.  Before 9/11, for example, managers in the CIA’s 

clandestine service found personnel procedures so cumbersome, they often retained and even 

promoted poor performers instead of firing them.  As one intelligence official complained, the 

Intelligence Community “is the Commerce Department with secrets.  Fifty percent of every 

manager’s time is spent managing the three percent of the people in the office who shouldn’t be 

there….Up or out?  Survival of the fittest?  We can’t go there.”68  Finally, intelligence agency 

leaders must answer to many but have few places to turn to for help.  The CEO of Intel can 

acquire needed resources from any number of financial institutions and investors around the 

world.  The head of the U.S. Intelligence Community cannot. 

Together, these forces suggest that prospects for internal reforms are not promising.  

What is a difficult challenge for businesses is a Herculean feat for government agencies.  To 

adapt, all organizations must contend with bounded rationality, structural secrecy, and the 

liability of time.  But firms are relatively lucky.  They are fueled by market competition (and its 

shadow of death), focused by a unified mission, filled with stakeholders seeking success, armed 
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with broad managerial discretion to match resources against organizational needs, and built to 

adjust as conditions change.   Government agencies lack all of these adaptation advantages from 

birth. Agencies that do not adapt on their own may be subjected to change from the outside, 

either through executive branch action or through legislation.  In such cases, the rational self-

interest of political actors and the fragmented structure of the federal government work to block 

success. 

 

Rational Self-Interest of Presidents, Legislators, and National Security Bureaucrats 

Government officials are constrained by the incentives and capabilities that come with 

their positions.  Although individuals have their own ideas, skills, and policy preferences, 

institutional incentives and capabilities exert a powerful influence, making some courses of 

action easier and less costly than others.  These incentives and capabilities explain why, before 

the September 11 attacks, no president championed intelligence reform, why legislators largely 

avoided and blocked it, and why national security agency bureaucrats opposed it. 

 

PRESIDENTS.  All presidents have strong incentives to improve organizational effectiveness. 

To make their mark on history, they must make the bureaucracy work well for them.  Perhaps 

even more important, presidents are also driven to enhance organizational effectiveness by the 

electorate, which expects far more of them than they can possibly deliver.  Held responsible for 

everything from inflation to Iraqi democratization, presidents have good reason to ensure that 

government agencies adapt to changing demands as much and as fast as possible.69  
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The problem is that presidents are weak.70  With little time, limited political capital, few formal 

powers, and packed political agendas, presidents lack the capabilities to make the changes they 

desire.  Instead, they almost always prefer to focus their efforts on policy issues that directly 

concern (and benefit) voters rather than on the arcane details of organizational design and 

operation.  And who can blame them?  Tax cuts and social security lock boxes win votes, but no 

president ever won a landslide election by changing the CIA’s personnel system.  Moreover, 

presidents are especially reluctant to push for agency reforms in the absence of a crisis or in the 

presence of anticipated resistance.  Presidents are thus loath to reform existing agencies through 

executive action or legislation.  Although dozens of investigations, commissions, and experts 

identified shortcomings in the U.S. intelligence community between 1947, when the CIA was 

created, and the September 11, 2001 terrorist attacks, no president attempted major intelligence 

reform.71 Rational self-interest explains why. 

 

LEGISLATORS.  Self-interest leads most legislators to avoid tackling intelligence reform 

altogether or seek to block it.  Legislators, like presidents, have little incentive to delve into the 

complicated inner workings of intelligence agency design because doing so does not provide 

tangible benefits to voters back home.72  Indeed, the weak electoral connection is one of the 

reasons Congressional intelligence oversight committees continued imposing term limits for their 

members throughout the 1990s, long after it became clear that these regulations severely 

weakened the development of congressional expertise and after numerous commissions 

recommended abolishing them.73  When crises do arise, intelligence committee members are 

rewarded more for airing dirty laundry than cleaning it. They frequently hold hearings but only 

rarely take corrective action.  The Bay of Pigs, the congressional investigations into CIA abuses 



DRAFT 
Do not cite or quote without the author’s permission. 

 

   22

during the 1970s, the Iran-Contra scandal, and the Aldrich Ames spy case all triggered major 

investigations but none produced fundamental change in the Intelligence Community.  In 

addition, members of Congress care about maintaining the power of the institution.  Generally, 

this means that legislators prefer executive arrangements that diffuse authorities and capabilities; 

the more agencies in the executive branch, the more power bases can accrue in Congress to 

oversee them. 

 

NATIONAL SECURITY AGENCY BUREAUCRATS.  Finally, national security agency 

bureaucrats have their own interests at stake and powerful means to pursue them.  Whereas most 

domestic policy agencies operate in relatively autonomous policy domains—the Environmental 

Protection Agency (EPA), for example, has no reason to think about the design or operation of 

the Social Security Administration—U.S. national security agencies are more tightly connected.  

Policymaking inevitably crosses bureaucratic boundaries, involving diplomacy, the use of force, 

economic policy, and intelligence.  In such a complex web, national security bureaucrats see 

reform as a zero-sum battle for agency autonomy and power.  EPA officials may not be 

conjuring up ways to gain advantage over another government agency, but national security 

bureaucrats are.  In the interdependent world of national security affairs, no agency wants to 

yield authority or discretion to another.74  

 

The Problems of Decentralized Democracy 

  Rational self-interest makes reform difficult; self-interest coupled with the decentralized 

structure of the U.S. federal government makes it more so.  Paradoxically, some of the cherished 

features of American democracy impede effective agency design and raise obstacles to reform.  
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Separation of powers, the congressional committee system, and majority rule have created a 

system that invites compromise and makes legislation hard to pass.  This has two consequences 

for government agencies.  First, political compromise allows opponents to cripple any new 

agency from the start.  As Terry Moe writes, “In the political system, public bureaucracies are 

designed…by participants who explicitly want them to fail.”75  Political compromise 

unavoidably leads to suboptimal initial agency design, even for critical national security agencies 

such as the Central Intelligence Agency.76  Indeed, critics who contend that the CIA is poorly 

suited to meeting the needs of the post-Cold War world are only partially right: the agency was 

not particularly well designed to meet the United States’ Cold War needs.  Opposed from the 

outset to the CIA’s creation in 1947, existing intelligence agencies in the FBI, State Department, 

and military services succeeded in stripping the agency of any strong centralization powers. 

When the CIA was created in 1947, it was flawed by design.77   

The decentralized structure of American democracy also means that the worst agency 

problems usually are the hardest to fix.  Although agencies can make some changes on their own 

and can also be altered by unilateral presidential action, the most far-reaching reforms almost 

always require new legislation.  But legislative success is difficult even under the best of 

circumstances because it demands multiple majorities in both houses of Congress.  As Philip 

Zelikow, executive director of the 9/11 Commission put it, “the most powerful interest group in 

Washington is the status quo.”78 

 

Conclusions 

Taken together, these three enduring realities —the nature of organizations, rational self-

interest, and the fragmented federal government—provide a basic model for understanding why 
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U.S. intelligence agencies failed to adapt to the terrorist threat before September 11, why they 

have not done much better since then, and why they are unlikely to improve substantially in the 

future.  Government agencies are not built to change with the times.  Because reform does not 

generally arise from within, it must be imposed from the outside.  But even this rarely happens 

because all organizational changes, even the best reforms, create winners and losers, and because 

the political system allows losers multiple opportunities to keep winners from winning 

completely.  Indeed, the greater the proposed change, the stronger the resistance will be.  As a 

result, organizational adaptation almost always meets with defeat, becomes watered down, or 

gets shelved for another day, when the next crisis erupts.  
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