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Executive Summary

As the United States faces the new century, its security environment has expanded from a

fairly stable world of mostly interstate threats to a wheeling kaleidoscope of forces and

actors evolving in ways only partly susceptible to public policy planning, prediction, or control.

Transnational threats — those emanating from sub-state groups, market and other forces, and

structures of belief — and ecological threats — the often inadvertent results of human

interaction with the natural world — constitute the up and coming array of twenty-first century

challenges to national security.  The security tools of the Cold War — including nuclear

deterrence and strategy keyed to containing interstate threats — are slowly surrendering pride

of place to strategy that is keyed to prevention, defense, and minimized vulnerability to these

more diffuse and proliferated sources of danger. 

Threat and Threat Management

Humanity evolved coping with the threats and risks posed by the natural world.  The

reflexes it developed in doing so are the same ones now used to cope with dangers that arise

from human agency.   Effective management of both natural and man-made (or “manufactured”)

threats has always been a collaborative effort, first within and between kinship groups, then

within and between larger social groupings.  The scope of collaboration varies with the scope

of the threat, the commonality of group interests, and the level of intergroup trust.  So-called

unilateral action to promote US security is the product of collaboration by millions of

Americans.  Even so, US security over the past 60 years has been far from a unilateral enterprise.

During World War II and the Cold War, the US government took great pains to ensure that it did

not fight alone.  Alliance structures, security treaties, and efforts to create military forces that

could operate together were all integral parts of US “grand strategy.”  The need for such

international collaboration may even be more acute now than in the era left behind us. 

It is not coincidental that the transnational threats feared most by US planners emanate

from groups and places that democracy has failed to penetrate, where respect for human rights

is nil, and where economic globalization, frustratingly, has either hit very hard or not at all. The

angriest avatars of radical change look to the past not the future for their models, either inspired

by ancient principles offering psychic certitude in a world of relentless uncertainty, or wistful

for decades past when women and minorities were many societies’ quiet, invisible supporting

casts.  Greed, meanwhile, drives both criminal cartels and the corrupt officials they suborn.

Publics and policy makers alike in the West worry about the damage potential that the greedy

may wheedle from the frustrated to sell to the inspired.  
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Frustration, crime, and corruption all afflict Russia, which thus far enjoys neither the

prosperity of the West, nor its freedom from armed transborder threats, nor its internal stability

or look-ahead optimism.  Coming across Russian borders is Afghanistan’s revenge, a rising tide

of narcotics transported in part by corrupt or criminal elements within the Russian military.  The

Russian military has lost its ideological bearings, more than half of its end strength, its position

in society, and the war in Chechnya.  It has neither housing for its troops nor enough money to

pay them but does control billions of dollars worth of weaponry, ammunition, technology, and

information.  If recent analyses are even roughly accurate, then significant elements of the

Russian government and military are at steadily cumulating risk of coming under organized

criminal influence, which could directly affect American security by increasing the danger of

nuclear, chemical, or biological weapons-related materials or technologies reaching the

international black market; and by halting or constraining international cooperation needed to

secure Russian nuclear forces and reinforce military command and control.  

Public Opinion and National Strategy

In a democracy, public opinion shapes public policy by indicating how people may

eventually vote, but on any given issue it may take several forms.  For example, while more than

80 percent of the public agreed, when asked in 1998, that terrorism is a “critical threat” to the

United States, less than a third worry much about terrorist acts occurring in this country, and

only 8–12 percent volunteer terrorism as one of the top three international problems facing the

United States.  Public opinion leaders are even less vocal in volunteering terrorism as an

important problem.  These volunteered views have not changed (within sampling error) for over

a decade, even as public policy has wheeled to face the perceived terrorist challenge at home.

Other views, however, have changed substantially.  When the Chicago Council on

Foreign Relations polled the public in 1986 on the most important problem facing the United

States, 31 percent volunteered “war” or “the arms race with the Soviet Union.”  In response to

the same question in late 1998, 21 percent (the largest block) said “don’t know.” 

Common perceptions on the part of US and European publics and opinion leaders are

important to crafting and sustaining collaborative threat management.  Polls suggests a future

competitive-cooperative relationship, with each side tending to its economic interests but with

grounds for joint endeavors against weapons of mass destruction (WMD), terrorism, drug

trafficking, and organized crime.  (The prospects for joint US-European efforts to secure energy



Executive Summary ix

supplies — an important priority for US leaders and the public — are not measurable from

European Union polling.)  

Official US threat perceptions have evolved in ten years from a close focus on the Soviet

threat, nuclear deterrence, and Soviet-inspired instabilities abroad, to an emphasis on threats

from regional powers, proliferation of WMD, and the risk of terrorists acquiring such weapons.

Deterrence has become a generic capacity to dissuade, and nuclear forces “serve as a hedge

against an uncertain future.”  In other words, the United States retains its most powerful

weapons to confront the unknown. 

Preparations for major theater war (MTW) with conventionally-armed forces continue

to absorb the greatest share of security-related federal spending but spending is down by one

quarter compared with ten years ago.  Nuclear-related spending is down by two thirds in the

same period and no longer overshadows other non-MTW security spending; indeed, the fight

against illicit drugs now captures almost as many federal resources as do nuclear programs.

Spending on “lesser military contingencies” like peacekeeping in Bosnia and actions with other

members of the North Atlantic Treaty Organization (NATO) against Yugoslavia is likely to

equal or exceed the cost of the fight against drugs in fiscal 1999, if all relevant support costs are

allocated, reflecting the increased preoccupation of US forces with operations of this type.  

NATO’s collective action comports with the US public’s invariably strong preference

for multilateral over unilateral military action.  While one suspects that the public may simply

want to pay less for overseas engagement rather than do more of them, its preference points

toward allied or coalition action as the way ahead for conventional military engagements of large

size or long duration.  The very high fraction of security dollars devoted to MTW may otherwise

be misspent, as public support for sustained, unilateral engagement of those forces could be

difficult to generate.  

While the US National Security Strategy separates interests and values in the time-

honored fashion of realpolitik, the  most vital US interest lies in maintaining the country not just

as a chunk of populated land but as an entity with a particular configuration of political power

(representative democracy), economic relations (open markets), legal structures, and personal

rights, that is, a particular configuration of values.  That the global “spread of modernity” in

politics, economics, and human rights supports America’s vital interests is clear if one takes but

a moment to appreciate that states with weak, corrupt governments and destitute, repressed
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populations become sources and transit points for, among other things, international narcotics.

Nature may abhor a vacuum but the drug trade loves it.  

Fear of the unknown or uncontrollable threat appears to be hard-wired into our psyches.

It abets worst-case planning and helps to account for the swelling emphasis on domestic counter-

terrorism and critical infrastructure protection, programs designed to cope with potentially high-

cost events of unknown probability.  Just as uncertainty about post-Soviet interstate threats

plagued defense planners in the early 1990s, uncertainty about transnational threats seems to be

making vulnerability the pacing factor of US policy as the decade closes.  The worry behind the

policy is that Americans have built for themselves an ultimately undefendable way of life.  The

object of new policy is to reduce that worry but, without a realistic measure of true threat, there

is a risk of creating a vulnerability-response cascade that may pose its own challenge to the open

society. 

Measuring Threat and Response

There is a widely recognized need for better approaches to threat assessment in the new

national security environment.  Important dimensions of security threats include their damage

potential, how much warning we may have of their occurrence, and a sense of their overall

probability or “strategic likelihood,” not the likelihood of any particular action but a measure

of predisposition to act.  To compare disparate threats — interstate, transnational, and ecological

— ten-point scales were devised for warning time and four separate dimensions of damage

potential (depth, breadth, ripple effect, and recovery time).  Averaged scores on these five scales

produce simple index of threat.  Sample indices for historical and hypothetical events appear in

the table below.  (Likelihood estimates are not factored into these numbers but may be found in

the main text.) 

Of the sample threats evaluated, political-military decay in Russian sufficient to weaken

its nuclear command and control system, increase the probability of an accidental launch of

some fraction of its remaining nuclear forces, or increase the probability of WMD falling into

terrorist hands, could have the most devastating consequences for the United States.  While

attacks such as that by the Bin Laden group against US embassies in 1998 were deadly, and

serious, their damage potential to the United States is less than that posed by economic collapse

in Mexico, or information attacks that succeeded in disabling some significant element of US

infrastructure. 
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While policy debates focus on manufactured threats, nature can inflict damage as severe

as a limited nuclear attack.  Compare, for example, the threat index of a North Korean nuclear

attack on a Northwestern city with the index for a nearby natural threat, Mt. Rainier.  A volcano

like Rainier can explode with a force equivalent to tens or hundreds of megatons and devastate

its surrounding area (as this one did just 150 years ago).  There is no defense against such a

threat but life in Seattle goes on, and policy makers do not mobilize national resources on the

scale of, say, a national missile defense, to prevent its occurrence.  

What policy options should be selected to meet priority threats?  A simple utility model

can help answer that question.  An illustrative application using the issue of terrorism assessed

the comparative utility of threat/vulnerability management, crisis management, and consequence

management for minimizing the probability of an attack and  minimizing damage should an

attack occur.  Active threat management seems to have the highest total utility in the former case

and a combination of active and passive threat and vulnerability management in the latter case.

A similar illustration evaluating various levels of international cooperation suggests that

bilateral arrangements have the highest utility for advancing current US strategy. Should

national priorities change, to emphasize ecological threats like global warming, for example,

then working through global institutions may well return the highest total utility. 

A true test of these models would employ panels of experts to set up and evaluate policy

options, objectives, and their relative importance.  But this tool, applied at successively greater

levels of specificity, could be used by policy makers to evaluate options, to rate the utility of

various forms of international cooperation in carrying out selected options, and thus to build

Examples rated by threat index

Russian political/military decay, impact on US, longer term 9.50
Catastrophic eruption, Mt. Rainier 7.70
Information attack, unprotected power grid 7.50
US-Iraq, January 1991, impact on Iraq 7.50
North Korea nuclear-tipped ICBM against US city 7.50
Hurricane vs US Southeast 6.80
Global climate change 6.70
Mexican migration pressure in econ. crisis 6.60
Bin Laden-US embassies, 1998 6.20
Information attack, protected power grid 2.30
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consensus within the national security community on policy implementation.  The framework

for measuring threat levels, together with this approach to analyzing response utilities, could be

especially useful if coupled with research into the cost-effectiveness of policy options,

facilitating choice between similarly effective options of differing cost, or between options of

equal cost that may turn out to have very different total utility. 

The need for interagency and international cooperation to meet the new array of security

challenges does not imply that structures exist to meet that need.  The structures that have been

built over the last half-century are designed to promote stability of relations among the world’s

industrial democracies and to limit the exercise of state power.  This structure may be adaptable

to the management of ecological threats, provided it tackles them before they exceed a critical

damage threshold, but adapting to faster-moving threats may be more difficult.  In the latter case,

consensus builders are constrained, as was NATO in Kosovo, to the use of the tools at hand in

the manner practiced, even if the tools and techniques are too blunt for the task.  

Overshadowed politically by the rising new threats are the still-dangerous arsenals of

the Cold War.  Even having been reduced in size from their late Cold War levels, the measurable

threat posed by alerted nuclear arsenals — that portion ready to launch on short notice —

outweighs that of any element of the new threat array.  Deterrence does not work against chance

occurrences, and no planned defenses would blunt the impact of a substantial, if accidental,

Russian missile launch.  Consequence management would be nightmarish, leaving prevention

as the only good option.  No US security objective, therefore, could be more imperative than

support for political and economic stability in Russia, for its fight against the organized crime

networks that undermine that stability, and for taking alerted arsenals off-line.  Indeed, only

when the United States, Russia, and other nuclear powers find their way past these monuments

to the twentieth century’s most dangerous standoffs can they say that they are ready to address

the threats of the future.  
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William J. Durch

As the new century approaches, the world’s industrial democracies and their former enemies

have emerged from a fifty-year combat crouch and have shed their fears of imminent

nuclear annihilation to face historically novel circumstances: Countries of the Western

Hemisphere and Europe, in particular, face no imminent threats either to their sovereignty or to

their independence from other states or their militaries.  As a result, defense spending has been

cut substantially (in the United States, by 23 percent below average Cold War levels).1  Yet new

and less familiar threats to national and international security seem to loom all around the

horizon: terrorism, loose nukes, “infowar,” and global warming.  Do these sightings indicate a

deteriorating global order, reflexive worst-case analysis from institutions that need new work,

or greater and closer attention being paid to problems that quietly festered while the Cold War

pre-occupied industrial countries’ leaders, institutions, and publics alike?  The answers would

seem to be: yes, yes, and yes.  Some elements of order appear to be deteriorating.  Many Cold

War institutions are indeed looking for new work (including the media, banking on consumer

adrenaline to boost shares in increasingly competitive markets).  And with the imminent threat

of nuclear Apocalypse having receded, time, attention, and resources have been freed to focus

on other issues.  

As the United States faces the new century, the security tools of the Cold War —

including nuclear deterrence and strategy keyed to tangible and relatively stable interstate threats

— are surrendering pride of place to strategy that is keyed to prevention, defense, and minimized

vulnerability to more diffuse and proliferated sources of danger.  Some of the threats the United

States faces today still emanate from states, in the time-honored tradition of “realpolitik,” but

many emanate from sub-state groups, from market and other forces, and from structures of belief

that are only loosely connected with states and their governments.  

The three objectives of this paper are to sort through the maze of new challenges, to

assess public and official views of those challenges, and to suggest approaches to framing and

selecting effective policy responses.  Each is the subject of a major section of the paper. 
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The first section puts threat and threat management in historical perspective, groups

threats into major categories, addresses the unique roles of weapons of mass destruction (WMD)

in the current security environment, and reviews sources of transnational threats, with special

focus on the situation in Russia.  The second section assesses public and elite perceptions of

current and looming threats in the United States and the European Union (EU), and then

documents and analyzes the US government’s search for security in the 1990s.  It puts US

national security strategy and spending under the microscope, briefly contrasting Reagan and

Clinton administration strategies circa 1988 and 1997, then evaluating the latest US strategy,

published in October 1998, which reoriented security planning toward deflection of potential

terrorist Armageddons on US soil. 

The third section charts a path through the threat maze, the complexity of which makes

it difficult to analyze comparatively and inhibits the wise allocation of scarce response

resources.  This section offers a framework for comparing disparate threats and a methodology

to support rational choices among policy tools and among levels of international cooperation,

for purposes of threat management.

To summarize the paper’s conclusions very briefly: we live in a world that functions on

several levels, namely, rich and poor, state and non-state, loosely-networked and strongly

structured.  They co-exist within every country, in differing proportion.  Most of the challenges

that this world poses to the security of the United States and its people cannot be met by

unilateral action, and some cannot be met by governments alone.  Maintaining US security in

such a multi-level, interpenetrated world requires an adaptive strategy that enlists the

cooperation of other states and groups and pays attention not only to the fast-moving threats that

may cause trouble next month but the slow-moving ones whose highest costs will be felt by the

next generation.  Overshadowed politically by the rising new threats are the still-dangerous

arsenals of the Cold War.  Even having been reduced in size from their late Cold War levels, the

measurable threat posed by alerted nuclear arsenals — that portion ready to launch on short

notice — in the United States and Russia, in particular, outweighs that of any element of the new

threat array.  Deterrence does not work against chance occurrences, and no planned defenses

would blunt the impact of a substantial, if accidental, Russian missile launch.  Consequence

management would be nightmarish, leaving prevention as the only good option.  No US security

objective, therefore, could be more imperative than support for political and economic stability

in Russia, for its fight against the organized crime networks that undermine that stability, and

for taking alerted arsenals off-line.  
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THREATS AND THEIR MANAGEMENT                          

Fear is a powerful motivator of human behavior and the responses that it generates have

long had survival value for a species that many believe evolved as nimble, crafty scavengers in

a world of fearsome predators (sort of like Public Broadcasting).  Fear is driven by a

combination of vulnerability (exposure to potential harm, attack, or damage) and threat (an

indication of pending infliction of

injury or damage), which combine

to create risk (“possibility of loss or

peril”).2  Had early humans lacked a

keen sense of vulnerability, a keen

eye for threats, or a sensitive,

discriminating, fight-or-flight

reflex, the risks inherent in the

natural world alone would have ended humanity’s march long ago, a result either of routinely

ignoring mortal danger or of standing fast against very bad odds.  Fear of the unknown, in

particular, of the threat over which we have no control, has been hard-wired into our psyches by

several million years of evolutionary trial and error. 3 

Today, we have a planet teeming with humans who share this common threat response

heritage.  But long ago, the growing complexity and rootedness of human settlement and the

investment in making it run altered the collective fight-or-flight calculus.  Large human

settlements — city-states, kingdoms — fought to survive and, surviving, grew.  From a mid-level

snack in the planetary food chain, humanity evolved into the planet’s top predator with a cyclical

history of conquest and civilization, threat and threat management. 

Natural and Manufactured Threats

Threats to human well-being have two basic sources: other human beings and the natural

world, its variegated life-forms (from grizzly bears to viruses) and its impersonal processes

(from local weather to plate tectonics).  Since threats arising from human action are the products

of human hands, these will be referred to collectively as “manufactured” threats.  Contemporary

external manufactured threats to the well-being of the United States and its citizens can be

subdivided into those stemming from government agency (“interstate” threats); those that arise

from other sources but cross state borders (“transnational” threats); and those that arise as the

often inadvertent results of human interaction with the natural world (“ecological” threats).  

Fear of the unknown, in particular, of
the threat over which we have no

control, has been hard-wired into our
psyches by several million years of

evolutionary trial and error.
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Natural threats, those not a byproduct of human action, were at one time the primary

category of threats that humanity faced.  Storms, volcanoes, earthquakes, and droughts once

were the subject of sacrifices  to the angry gods presumed to be their cause — an early attempt

at threat control.  While the actual origins of these events are now better understood, humanity’s

ability to alter their impact remains limited to tweaking the building codes, not putting settle-

ments knowingly in harm’s way, and rebuilding afterwards.  Drought, for example, can still

defeat the most energetic of human responses, since we cannot, as yet, command the rains to

start.  Nor can we will them to stop, making flood control the preoccupation of some of the

earliest civilizations on record. 

Humanity and civilization of course evolved to the point where manufactured threats

eventually posed as great a danger to human longevity as did Earth’s tempestuous weather and

buckling crust.  In each cycle of civilization, ever-more-sophisticated technology and wit have

been focused on the manufacture of threat.  Traditionally, its tools and techniques have been

those of organized combat — swords, cannon, blitzkriegs, and bombing — plus the odd bit of

vicious gossip, later perfected as propaganda (the earliest form of information warfare).  Over

centuries of competitive struggle, people have used the destructive tools of combat (and

propaganda) to gain or to defend

their positions in territory, resources,

and the world of beliefs and ideas.

Marauding hordes, migrating tribes,

overweening monarchs, and

crusading believers have time and

again posed dire threats to cities,

countries, and cultures.  In the last few hundred years, manufactured threats have emanated

primarily from “sovereign” states, Europe’s seventeenth century solution to a series of vicious

wars of religion. 

Only in the last half-century, however, has most of humanity had a state to call its own.

With decolonization nearly over, sovereignty’s “enclosure movement” is nearly complete, but

as continuing turmoil in post-colonial and post-imperial locales attests, plenty of people have

been enfolded within states that they refuse to call their own.  Issues of religion, ethnicity,

kinship, and equity drive an ongoing crisis of legitimacy within many new states that has erupted

periodically in civil war, produced millions of refugees in the last two decades in Asia, Africa,

and more recently in southeastern Europe, and contributed to the rise of international terrorism.4

With the shadow of the Cold War removed, the actions of terrorist groups, organized crime

[S]overeignty’s “enclosure movement”
is nearly complete, but...plenty of
people have been enfolded within states
that they refuse to call their own.
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cartels, and the subset of organized crime that deals in illicit narcotics, have caused the industrial

world’s governments to focus more closely on transnational threats.  

In recent years, finally, it has become clear that humanity’s raging success as a species

has been such as to affect the natural systems — the ecology — first of regions, then of the

planet at large, in sufficient depth and breadth as to qualify as a new category of manufactured

threat, albeit manufactured at the margins.  Most of this impact has been inadvertent.  Thus,

while human communities have worked energetically throughout history to control floods,

human action has also served to make them worse, or has traded flood control for other woes.

Upland watersheds cleared of trees,

as in China, cannot hold as much

water and thus flood downstream

regions with some regularity.

Human settlements were developed

on historical US flood plains prone

to catastrophic loss in a “500-year

flood,” which finally occurred in the Mississippi Valley in 1993.  Dams may prevent floods

altogether but promote salinization of downstream agricultural lands, as farmers in Egypt’s Nile

delta learned to their chagrin. 

Humanity now has sufficient, and growing, heft as a species, in its numbers and tech-

nologies, to have become an amplifier and modifier of the natural world on a global scale.  Its

overall reproductive success and inventiveness; its skill at tapping fossilized energy sources and

building societies that run on them; the creation of novel chemical compounds (halons and

chlorofluorocarbons [CFCs], to name just two families) and even new elements (for example,

plutonium), have made humanity a force to be reckoned with.  Its successes have given the

human race the power to influence global systems in ways that are still only partly understood,

because the rhythms of the Earth itself are only partly understood.  Sometimes the impact is

readily demonstrable, as in CFCs’ weakening of the atmosphere’s shield against solar ultraviolet

light, or in the creation of tons of plutonium to fuel the cores of nuclear weapons.  Other impacts

(on climate, for example) are strongly suspected and scientific evidence is growing.5  Finally, as

scientific knowledge of the human genome advances, and as the biotechnology industry grows

and spreads around the globe, the capacity to engineer pathogens for political purposes and the

risk of the release of such bugs into the biosphere, inadvertently or not, will grow along with it.6

Humanity now has sufficient, and
growing, heft as a species...to have

become an amplifier and modifier of
the natural world on a global scale.
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A signal property of many ecological threats is their gradual but cumulative nature.

Each step in the growth of the phenomenon builds upon the previous one, becoming an acute

problem only when some critical threshold is passed, a threshold that may or may not be

knowable in advance.  The effects of such cumulative processes can be hard to reverse once

established.   Damage may be considerable before it is noticed and therefore costly to remedy;

conversely, early preventive or remedial action can be difficult to justify because the causes of

early damage may be difficult to sort out.  Once sorted out, they may be small by comparison

to damage yet to be done, which may stem from different causes or at least different actors.

International efforts to address climate change have been the subject of such wrangling between

rich states and poor over past and future contributions to the problem and who should pay for

them.7  

Collaborative Threat Management

Historically, the tools and techniques to manage manufactured threats have tended to

be combat-oriented, inasmuch as most manageable threats were those arising from human action.

Trenches, archers, artillery, and aircraft all have served defensive purposes at one time or

another.8  Indeed, the adaptability of strategy and weaponry to many different ends has hampered

every attempt to categorize

individual weapons (as opposed to

strategies) as exclusively suited to

offense or defense.  In the twentieth

century, for example, the tank and

its various armored siblings gave the

offense a set of mobile fortifications that could flow around and hence make obsolete almost any

kind of fixed fortress.  On the other hand, despite the development of myriad anti-armor missiles

and projectiles, the tank itself remains for many military planners the best defense against others

of its kind.9 

Efforts to manage natural threats have a history nearly as long and must be collaborative

to be effective. One Lear railing against the flood has no effect; a corps of engineers has at least

a fighting chance.  Moses did all right, of course, but he had backup.  Barring such high-level

intervention, science and its methods give us the best tools to identify cause and effect in nature

and to separate issues into those that we might safely ignore, those we might successfully

manage, and those we must either prevent or endure.  As science and engineering expand their

respective bases of knowledge and technique, the array of natural threats potentially amenable

One Lear railing against the flood has
no effect; a corps of engineers has at
least a fighting chance.
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to management grows, as does our knowledge of the costs and limits of prevention, mitigation,

and remediation.  

Effective management of manufactured threats also has been a collaborative effort

throughout human history, first within and between kinship groups, then within and between

larger social groupings.  Ancient collective self-defense efforts led, in many variations across

time and cultures, both to the evolution of warrior castes and to intergroup alliances for mutual

support against common foes.  European feudalism was such a cooperative self-defense

construct, as were the various European alliance systems of the nineteenth and twentieth

centuries.  The League of Nations and United Nations (UN), formed after the First and Second

World Wars, extrapolated the selective mutual support of the alliance systems into global

collective security organizations whose conceptual reach far exceeded their military grasp.  Both

organizations’ effectiveness was hostage to contemporary interstate politics, but by virtue of

having all major powers and most other states as members, the UN survived the Cold War as a

valued public forum.  Moreover, during the Cold War it sponsored or hosted measures that kept

the margins of international security from fraying any further or faster under the pressure of

East-West competition.  These included sundry peacekeeping operations as well as multilateral

treaties that both sides of the competition found useful.  After the Cold War, scholars looked for

alternatives to both competitive and collective security schemas and derived an alternative called

“cooperative security,” whose program combined reductions in the offensive potential of

national armories with a commensurate increase in international enforcement capacity.10 

Although attempts to manage the tools rather than the politics of military threat can be

traced at least as far back as papal efforts to banish the crossbow, concerted international efforts

are products of the twentieth century.11  At the lower end of the scale of hurt, treaties have

attempted to outlaw some particularly cruel anti-personnel devices, such as expanding bullets,

non-metallic land mines, and lasers designed to burn out the retinas of enemy troops.  At the

upper end of the scale, control efforts have grappled with strategic armaments (capital ships in

the 1920s, intercontinental missiles since the 1970s) and weapons of mass destruction (WMD).

Agreements controlling the size or disposition of general purpose forces—those

elements of military power that seize territory and, historically, win wars—have tended to be the

products, not the progenitors, of political breakthroughs.  Force separation arrangements on

Israel’s northeastern and southern frontiers, for example, followed heavy US diplomatic

intervention after the October 1973 War.  Similarly, East-West accord on a treaty reducing

conventional ground and air forces in Europe followed by less than two years Mikhail
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Gorbachev’s decision, announced at the United Nations in December 1988, to end the decades-

long Soviet military occupation of central and eastern Europe.  That rapid negotiating outcome

was in stark contrast to fifteen years of frustratingly glacial NATO-Warsaw Pact talks on

“Mutual and Balanced Force Reductions” in pre-Gorbachev Europe. 

The Special Case of Weapons of Mass Destruction (WMD)

The impetus to constrain WMD derives in part from the nature of the weapons them-

selves, partly from the observed consequences of their use, and partly from projected conse-

quences should use in war occur again.  The Geneva Protocol of 1925 banned the use of lethal

chemical arms eight years after the carnage of World War I.  The Chemical Weapons

Convention (CWC) banned their possession after yet more carnage in the Iran-Iraq War (1980-

88).  Biological and toxin weapons were banned by treaty in 1972 but measures to verify or

enforce compliance have yet to be enacted.  Acceptance of all these accords has been

incomplete, and circumvention of the third accord was substantial, with a continuing

Soviet/Russian program revealed by President Boris Yeltsin in 1992, and a vigorous Iraqi CBW

program damaged but not destroyed by American bombing and subsequent United Nations

inspection/destruction efforts.12  

Nuclear weapons, the third major category of WMD, have been subject to numerical,

acquisition, and testing constraints.  Under the Nuclear Non-Proliferation Treaty (NPT), many

states promised to forego their development and possession in exchange for access to civilian

nuclear technology.  Under the Comprehensive Test Ban Treaty, opened for signature in 1996,

states agreed to forego explosive testing of nuclear weapons.  Washington and Moscow sought

to manage the longer-range elements

of the Cold War nuclear arms race

and to continue weapon reductions

— with mixed results — in the

post–Soviet era.  While substantial

numbers of nuclear weapons in

Russia and the United States are

slated for eventual demolition,

several thousand warheads still remain fitted to the tips of the former Cold War’s biggest spears.

The destructive capacities of these residual arms, appropriately targeted, still suffice to end

much of the human project in a fortnight, and roughly 4,500 remain on hair-trigger alert.13

Agreements controlling the size or
disposition of general purpose forces
have tended to be the products, not the
progenitors, of political breakthroughs.



William J. Durch 9

There is, arguably, an international norm against use of nuclear arms in combat, based

on a half-century’s passage without one being detonated in anger, even in the Middle East,

where it has long been presumed to be Israel’s ultimate sanction.  But there are no agreements

comparable to the Geneva Protocol, CWC, or BWC for nuclear arms; no treaties that have

stripped away their combat legitimacy.  The differences in treatment of these weapons by

governments raise interesting questions about perceptions of threat versus utility, utility versus

morality, and the trade-offs made among these factors in crafting national policy.  Is the

difference in treatment a function of the relative military utility of different WMD?  Is it a

function of the gruesomeness of the killing mechanisms; of the potential for stealthy attacks; or

of the relative difficulty of keeping capabilities exclusively in state hands? 

The utility of nuclear weapons has been debated within and outside of US policy circles

for a very long time, with two conclusions commonly drawn: nuclear weapons are too useful (for

the US) to give up but too dangerous (to the US) to pass around liberally.  That is also the nub

of the philosophy embedded in the NPT.  Weapons too dreadful to use, they are nonetheless

prized as deterrents to others of their kind and as symbols of military-scientific advancement.

The recent, rapid growth of the information technology and biotechnology industries, to name

just two areas, suggest that there are

other, newer symbols of such

advancement.  The United States

originally developed nuclear

weapons to end one war and to

prepare to fight another.  Those

preparations were in time linked to

the strategy of deterrence and the decades-long standoff between Moscow and Washington. 

But deterrence presupposes risk and threat: the risk that an adversary may take deliberate

action damaging to one’s interests, and a threat projected back to him intended to reduce the

probability of such action.  During the Cold War, there were endless debates about whether

deterrence was really deterring anything.  It may have done so, or at least induced caution in

both capitals.  In 1999, however, the answer would seem clear: the Russian Federation has no

global design, no armies on the march.  The risk it poses to US interests is one of political

implosion and/or decay in command and control sufficient to allow the launch of nuclear

weapons through accident or insanity, or in connection with criminal extortion of a scope that

would make Ian Fleming blush.  The likelihood of such events cannot be changed by posing

There is, arguably, an international
norm against use of nuclear arms in

combat...but no treaties have stripped
away their combat legitimacy. 
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now-traditional threats of reprisal in kind; other policy tools are needed.  (Some are being

applied.  The US-Russian Cooperative Threat Reduction [CTR] program is one example.14)

Chem-bio weapon stockpiles were at one time also viewed as deterrents to use of like

arms by others, but their military utility is more openly questioned.  They can slow down but not

stop an enemy that uses protective gear, and they slow down one’s own forces, equivalently

protected, almost as much.  Difficult to target precisely, chem-bio weapons pose their greatest

risks to unprotected troops and civilian populations.  Iraq used chemical arms to blunt Iranian

mass infantry assaults but even

though the use was tactically

defensive, Baghdad earned no

plaudits from abroad.  It may be the

sense that these weapons only work

in an unfair fight, with results akin

to mass murder, which the Baghdad

regime also committed against the Iraqi Kurdish village of Halabja, that heightens revulsion

against them.15 

It is not clear that nuclear arms would be viewed in any different light, if used against

forces not equivalently armed or against civil society whatever the capabilities of a country’s

military.  Yet fixed civil/industrial structures are precisely the sorts of targets most readily

threatened by small nuclear arsenals for purposes of establishing deterrence.  Thus, in the

looking glass world of nuclear

armaments and ethics, the more

moral option — targeting mobile

military forces rather than fixed,

possibly civilian targets — entails a

larger arsenal of lower yield, more

accurately delivered weapons.  Mutatis mutandis, only first generation weapons and missile

delivery vehicles are truly immoral, because they are inaccurate, and continuing research and

development is needed to produce more moral arsenals.  Cutting the nuclear budget before

advanced systems have been deployed in quantity is, from this perspective, the least moral

option unless the weapons can be done away with altogether. 

In terms of killing mechanisms, few deaths are more gruesome than those from acute

flash burns or radiation poisoning, in which dying may take from minutes to weeks, depending

It may be the sense that [chem-bio]
weapons only work in an unfair fight
that heightens revulsion against them.

Since ...the early 1970s, the terrorist
toll against American targets...has been

due almost exclusively to the use of
conventional high explosives.
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on the flux/dose intensity.  Yet nuclear weapons still do not target life itself as directly as chem-

bio weapons do, which may be something else that singles out the latter, and raises greater than

usual objections to nuclear arms similarly targeted.  In the latter 1970s, the United States

produced  “enhanced radiation weapons” intended to incapacitate the crews of attacking Soviet

tanks.  Although designed to do less damage to Germany than other nuclear weapons already in

US arsenals and likely to be used in the event of East-West conflict, the new arms were tarred

by protestors as bombs that “killed people but left buildings intact.”  They seem never to have

lived down their life-targeting image, were never deployed to Europe, and were dismantled by

1992.16  

The stealthy quality of bio-weapon threats may especially suit certain terrorist purposes.

 Terrorists’ potential to acquire or build crude but workable weapons and delivery systems

because of the inherently dual-use nature of biotechnology (with applications that are both

civilian and military) may help to explain the current surge of US government interest in and

strategies for dealing with chem-bio terrorism.17  Yet since terrorism became a visible

international problem in the early 1970s, the terrorist toll against American targets (1983 in

Beirut, 1988 over Lockerbie, Scotland (Pan Am Flight 103), 1993 in New York, 1995 in

Oklahoma City, 1996 in Saudi Arabia, and 1998 in Nairobi and Dar es Salaam) has been due

almost exclusively to the use of conventional high explosives.  Is there some sea change

underway, either in access to technology or in the attitudes of the groups of greatest concern,

that suggests that the likelihood of chemical or biological attacks has substantially increased?

The answer is a matter of disagreement among non-governmental experts who follow these

issues.18  That is, the identifiable threat of chem-bio attacks tends to trail the pervasive sense of

societal vulnerability to such attacks.  

In a 1999 survey of terrorist incentives and disincentives to use weapons of mass

destruction, done for the Monterey Institute of International Studies, Prof. Jerrold Post of The

George Washington University discussed a spectrum of terrorist groups and their proclivities

to use mass violence to advance their objectives:

CC leftist social revolutionaries may attack government symbols and installations with abandon

but need to win over, not massacre, the general populace in order to succeed;

CC nationalist-separatists engaged in bitter and prolonged struggles against a dominant ethnic

group may target opponents and “collaborators” ruthlessly; splinter factions are particularly

“capable of rationalizing extreme acts in the service of their cause”; 
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CC religious extremists seek to “maintain or create a religious social and political order,” to

further either “a radical fundamentalist interpretation of mainstream religious doctrines” or

a “new religion”; the leader is “seen as the authentic interpreter of God’s word... endowing

the destruction of the defined enemy with sacred significance”; and

CC right-wing groups that seek “to preserve the dominance of a threatened ethnic majority or to

return society to an idealized ‘golden age’ in which ethnic relations more clearly favored the

dominant majority.”19

Of the four categories, Post assessed the latter two to be both more motivated to use

WMD to further their goals and less constrained about the consequences of such use.

“[R]eligious fundamentalist groups... are threatened by secular modernism and seek to defend

their faith by attacking those groups or nations which they see as threats.  Thus they are not

constrained by counter-productive effects of their violence, including mass violence.  Their only

audience is God.”  The objectives of far-right groups in the United States, meanwhile, have

taken on the quasi-religious overtones of “Christian Identity,” which “combines traditional

elements of fundamentalist Protestantism with a paranoid explanation and a paranoid set of

policies” that not only teaches “Aryan” superiority but prepares its believers for the final

struggle against other races and non-believing whites.20   

So not every would-be

terrorist has an interest in causing

mass casualties but some may, and

for them, WMD could be the

apocalyptic weapons of choice,

given only the necessary skills and

access to the requisite materials for building such weapons.  Dealing with the potential threat

they pose to open societies poses a major challenge for national security strategy.  

There is no disagreement about the potential for great loss of life should a serious

chemical or biological terrorist attack occur.  The 1984 explosion at Bhopal, India, of an

industrial storage tank holding several thousand gallons of methyl isocyanate killed perhaps

3,800 people and injured 11,000, demonstrating that chemicals need not be weaponized to be

lethal on a large scale.21  The 1995 nerve gas attack on the Tokyo subway would have been far

more lethal had the agent used contained fewer impurities and had the means of delivery been

more efficient or sophisticated.  With a latency period of hours to weeks, biological agents

“[R]eligious fundamentalist groups...
are not constrained by counter-
productive effects of... mass violence.
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released into crowded locales could present authorities with time-delayed epidemics whose

perpetrators’ could be long gone, should they desire anonymity.  

Similarly, the great destructive power of nuclear explosions and the danger that even a

non-explosive radiological weapon (e.g., plutonium in powdered, inhalable form) could pose to

public health mean that even marginally credible terrorist threats purportedly  involving such

weapons could not be ignored.  Such threats could be used to repeatedly disrupt everyday life

in a targeted city or country, on a much greater scale than the “anthrax envelope” hoaxes

perpetrated in Los Angeles since late 1998.  Concern that nuclear materials or weapon might fall

into the wrong hands impel CTR programs in the former Soviet Union, the bulk of the nuclear

non-proliferation regime, and voluntary high-technology transfer regimes like the Wassenaar

Arrangement and the Missile Technology Control Regime.  These share a common objective of

keeping nuclear arms, fissile materials, delivery systems, and technical expertise away from

states or non-state groups that might like to acquire them.22  Stemming the spread of such

technology to states like Iraq, Iran, or North Korea, or to terrorist groups, is a focus of American

policy partly because these entities reject the status quo that America fitfully leads.  

However, because the fissile materials for nuclear weapons do not exist in usable form

in nature, cannot be created by combining common household substances, nor be made to self-

replicate, chem-bio threats seem the more out-of-control branches of WMD regardless of the

state of formal arms control accords.

Transnational Threats and Transitional States

The Cold War’s winners fought for openness in politics, trade, information, and com-

munications — and they got it.  Principles of democracy and respect for human rights have

become the prevailing though not universal norms of international law and discourse, the most

vocal exceptions muted somewhat by the 1997–98 Asian economic crunch.  International trade

is more open than at any previous time.  Information and telecommunications networks are

spreading rapidly to all parts of the globe and for all kinds of purposes.  This wheeling kaleido-

scope of markets and networks is evolving in ways only partly susceptible to political planning,

prediction, or control.  The outlooks and threat perceptions of governments and peoples outside

the developed industrial world are rather different than within it, the closest connection being

that developing countries and countries transitioning from Communist rule, especially Russia,

are coming to be viewed as principal reservoirs of threats to the developed industrial world.  



Searching for National Security: Threat and Response in the Age of Vulnerability14

Huddled Masses, Critical Masses

Essentially all growth in the size of the human population in the next half-century will

occur in poor countries, whose populations are projected to expand by three billion in that time

period.23  For about one third of humanity today, poverty and lack of economic opportunity are

the primary daily threats to be faced and are far more threatening than either the prospect of

proliferating nuclear weapons and missiles, or the long-term deterioration of global climate.  For

this fraction of humanity, moreover, migration holds not a threat but a promise.  Those who are

sufficiently dissatisfied with their plight leave the bare subsistence of rural areas to create a new,

slightly less marginal life for themselves on the edges of their own country’s cities.24  A smaller

but still substantial group risks everything for a shot at life in Europe or America.  Some have

entry visas and simply overstay them.  The rest join the thousands of undocumented/irregular

migrants who seek ways through the border controls of richer countries every day. These streams

of uprooted people are often “guided” or co-opted by a stunning variety of criminal

organizations.25 

Blended into the streams of

economic migrants are refugees from

civil wars and other forms of

political persecution.  The

international refugee regime, crafted

in the West in the middle of the

twentieth century to accommodate people who were fleeing Communist rule, has been

overburdened for a decade and is increasingly frayed.  For refugees in the late twentieth century,

according to the UN High Commissioner for Refugees, safety, let alone political asylum, is

increasingly difficult to find.26  As Europe and America both put up higher and stronger barriers

to economic migrants, asylum seekers are caught in the process.  As developing countries tire

of hosting those who are displaced by regional conflicts, refugee camps are forcibly emptied and

borders are closed.27

It is not coincidental that the dangerous behaviors industrial states fear most emanate

from groups and places that democracy has failed to penetrate, where respect for human rights

is nil, and where economic globalization has either hit hard or not at all.28  Nor is it coincidental

that the angriest avatars of radical change look to the past more than the future for their models,

to ancient principles offering psychic certitude in a world of relentless uncertainty, or they look

just to decades within memory when women and minorities knew their place and kept it clean.

There are, to parody Marshall McCluhan, many global villages, not one, and some of them

A wheeling kaleidoscope of markets
and networks is evolving in ways only
partly susceptible to political planning,
prediction, or control.
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specialize in historical re-creations of the most invidious sort: The Taliban, for example,

expound eighth century thought through twenty-first century technology.29  Hamas would like

to rebuild Palestine at the turn of the last century (minus Turkish dominion), when Jews were

a small minority.  American and German skinheads who have trouble competing in a globalizing

world rage against non-whites instead of their own lack of skills or initiative.  Self-designated

white “militias” in the rural United States arise as a shifting economy draws wealth into multi-

hued urban areas.  “Integrate globally, fragment locally” could be the bumper sticker version of

the problem, which has drawn the attention of scholars and policy makers alike.30    

It is the prospect, however, of stealthy, life-targeting armaments falling into in the hands

of ruthless, non-territorial, non-state groups that has made comprehensive, real-time intelligence

and communications, pro-active preventive or disruptive measures, and instant response to

danger the Western threat manager’s new holy grails.  In that quest, the tools and techniques of

the “revolution in military affairs” are applied in earnest, in hopes of making the new threats

visible, trackable, and more readily controlled or eliminated.31  These tasks are tougher when the

posers of threats are hard to highlight, highly dispersed, difficult to localize, and thus very hard

to pre-empt.  Yet these tougher targets are the sort that pre-occupy US policy planners at the end

of the twentieth century.  For the weapons they might use against targets in the West, most eyes

turn to Russia. 

Russia’s Struggles

The Russian government is increasingly hard-pressed for resources, either to pay its

foreign debts or to pay its civil servants and soldiers.  American CTR programs aim at

reinforcing Russian security measures for WMD while seeking to maintain the livelihoods of

Russian scientists and engineers.  The worry is that these programs may be too little, too late,

and no more effective in the long term than Yossarian’s futile efforts to hold in Snowden’s shot-

up guts.32  For while democracy, open markets, and an equally open society may in fact be the

recipe for global peace and prosperity, the process of achieving a functional, institutionalized

democracy, well-regulated and stable markets, and a functioning civil society is fraught with

risk, as Russia and its newborn neighbors have learned.  Post-Soviet Russia enjoys neither the

prosperity of the West, nor its freedom from armed transborder threats, its internal stability, or

its look-ahead optimism.33  
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When the Soviet Union broke up, the Commonwealth of Independent States (CIS) was

put forward by Moscow to maintain common central control of armed forces for all of the new

states born of the break-up.  Plans for joint control of what had been Soviet military forces on

these states’ territories had fallen apart by 1996 in favor of locally-controlled forces, except in

the matters of air defense and border control.34  On the latter subject, Armenia, Belarus, Georgia,

Kyrgyzstan, Russia, and Tajikistan signed an accord in Minsk in May 1995.35  A little over a

year later, Russia, Armenia, Kyrgyzstan and Tajikistan signed a further agreement permitting

Russia to recruit local citizens to

serve in Russian Border Service

(BPS) units stationed in their

countries, creating a kind of

Russian-officered Foreign Legion to

guard those states’ portion of the

outer boundaries of the CIS.  By

1998, however, the border control

system was fraying, as both Georgia and Kyrgyzstan took steps to opt out.36 

Coming across those borders is a rising tide of narcotics, especially heroin from the

poppy fields and processing plants of Afghanistan, transported in part by corrupt or criminal

elements within the Russian military.37  Cash-poor, the Russian military still controls billions

of dollars worth of weaponry, ammunition, technology, and information.  Tons of guns and

ammo have been finding their way into black markets for more than a decade, even where, as

in Chechnya, “losing” one’s weapon could mean death for one’s compatriots.38 Such collectively

self-destructive behavior reflects broken or non-existent bonds at the small unit level, the bonds

that make a modern army work under fire.  Having lost its ideological bearings, more than half

of its end strength, its position in society, and the war in Chechnya, and having neither housing

for its troops nor enough money to pay them, but with lots of valuable assets in its arsenals, the

Russian military has been characterized as increasingly vulnerable to criminal corruption and

penetration by organized crime.39  

The Russian mafia — weaned on a black market economy that evolved to evade the

rules of the Soviet nomenklatura, and schooled cutting deals for that same bureaucracy —

thrives in and has every interest in maintaining the current climate of proto-democracy, quasi-

markets, and ill-conceived and ill-enforced laws and regulations, where bad money really does

drive out good.40  A recent North Atlantic Assembly report indicated that organized crime groups

spend up to 30 percent of their income bribing Russian officials and politicians and may control

Post-Soviet Russia enjoys neither the
prosperity of the West, nor its freedom
from armed transborder threats, its
internal stability, or its look-ahead
optimism.
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up to one-half of the Russian economy.  The number of Russian gangs is thought to have grown

from 2,600 in 1992 to at least 6,500 by 1997, infesting all sectors of the economy and engaging

in “trade of stolen raw materials, weapons theft from Russian military installations, prostitution,

smuggling of humans and body parts, privatization scams, asset stripping, the illegal export of

capital, and financial fraud.”41   

Once the mafia establishes market power in a sector, it is well-positioned to build

monopoly control over it, unless government intervenes to project legitimate enterprise.  Where

government is weak, the mob can bribe, intimidate, or murder its way into influence over the

governing process.   Where bureaucracy is too powerful, a culture of corruption invites mob

influence of key officials long accustomed to think and behave in an essentially criminal manner

(taking bribes under the Soviet system, skimming institutional assets or profits today).42  

If analyses of Russian criminal groups and the scope of their influence over business and

government are even roughly accurate, then — given what is known about how organized crime

works and the circumstances in which it flourishes — significant elements of the Russian

government and military are at steadily cumulating risk of coming under the influence of

Russian criminal syndicates.  The history of organized crime suggests that even the most

effective, uncorrupted governments find mafia influence difficult to root out, due in no small

part to organized crime’s stringent rules about secrecy and the penalties attached to breaking

them — rules not unlike those of the old Soviet system.  Such degeneration of governance could

directly affect American security by undermining cooperative threat reduction programs, by

increasing the danger of WMD-related  materials or technologies reaching the international

black market, and by halting or severely constraining the international cooperation needed to

fight transnational crime and terror.  

Even if organized crime is kept at bay in Russia, economic decay and rising nationalism

may hold the potential for major disruption of the country’s attempted transition to market

democracy.  As Tufts University professor Tony Smith has observed about the twentieth

century’s three-way struggle for dominance among fascism, communism, and democracy,

democracy’s apparent triumph is neither complete nor irreversible.  While communism may have

been vanquished, fascism — the tyranny of the majority at the expense of minority interests and

rights — remains a tempting fallback in many places where democracy fails to deal effectively

with the forces that political and economic liberalization unleash.43 

* * * * * * *
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As the twentieth century closes, an array of challenges not stemming from governments

have become a focus of public policy. Frustration and inspiration seemingly impel the emergent

threats — frustration from not sharing the material revolution sweeping the globe, and

inspiration from the good books to purify that world by any means necessary.  Either motivation

lends itself to the development of groups with grudges sufficiently large to encompass mass

punishment of the well-off or the unbelieving.  Greed, another perennial human motivator, drives

both criminal cartels and the corrupt officials they suborn.  Publics and policy makers alike in

the developed world worry about what the greedy can wheedle from the frustrated to sell to the

inspired.  
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CHANGING PUBLIC, ELITE AND OFFICIAL PERCEPTIONS         
OF THREAT

In a democracy, public opinion may not really drive policy, but it is a component of

policy making.  National leaders who ignore public surveys risk a rude awakening at the next

electoral cycle.  Legislators take their constituents’ pulse with some frequency.  Scholars who

have tracked US public opinion on foreign policy issues have found much more consistency than

might be expected, from year to year.44  Periodically, pollsters compare the results of surveys

given to random samples of the public at large with similar surveys of presumed public opinion

leaders, that is, professionals in business, government, academe, and the media.  The following

segments examine public and elite perceptions in the United States and the European Union,

home to most of the rest of the world’s industrial democracies, and compare the results, looking

for a basis for sustained US-European collaborative threat management.  

Official US government threat perceptions and response strategies are contained in an

annual report from the White House to the Congress, the National Security Strategy.  Although

it is no secret that the international security environment has changed over the past ten years, a

comparison of late-Reagan and mid-Clinton strategy documents demonstrates just how much

official US perceptions have altered in a decade.  But in some respects the most interesting

changes have come about within the second Clinton administration, between early 1997 and late

1998, when attention to transnational terrorist threats in particular greatly increased, matching,

as it were, public policies to apparent public fears.  

Public and Elite Opinion in the United States and Europe

This assessment of opinion in the United States draws data primarily from surveys

conducted by the Pew Research Center for the People and the Press in September 1997,

supplemented by data from the quadrennial opinion surveys published by the Chicago Council

on Foreign Relations and some surveys by the Gallup Organization.45  The second segment

analyzes results from a similar survey conducted in May 1996 by EOS Gallup Europe for the

European Union.46  

Threat Perceptions in the United States

The sorts of threats that Americans name as most troubling vary with how the question

is posed and (in the case of elites, for whom such data is available) what the respondents do for

a living.  Issues that loom very large when respondents are asked to pick from a list may dwindle
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in significance if answers are open-ended (that is, volunteered without specific prompting).  The

differences between volunteered  responses and answers to specific questions are particularly

startling with respect to terrorism.  Since just 35–40 percent of the US public in the late 1990s

feels that events in any location abroad have much impact on their lives, this difference between

what seems to be on people’s minds routinely, and what they may think ought to be on their

minds when asked by a pollster, is perhaps to be expected.47  But it also argues for caution in

interpreting  high response levels, particularly those related to terrorism.  

The public’s volunteered priorities on domestic problems are fairly consistent over time,

while their views of some foreign threats change more.  When asked, for example, in the 1986

Chicago Council poll to name the three “most important problems” of any sort facing the

country, respondents named drug abuse (27 per cent), unemployment (26 per cent),

war/peace/defense (25 per cent),

crime (10 per cent) and, far down the

list, terrorism (5 per cent).48  The

same question posed in late 1998

elicited crime (26 per cent), “the

President” (22 per cent), drug abuse

(21 per cent), and education (15 per

cent).  A similar April 1998 Gallup poll question elicited essentially the same responses, with

slight variations in order and intensity: crime and violence (20 percent), issues of ethics and

morality (16 percent), education (13 percent), and drugs (12 percent).  The economy in 1998 was

good and unemployment was mentioned by few.49 

When the Chicago Council asked people to name “America’s most important

international problem” in 1986, public respondents named war/the arms race with the USSR (31

per cent), terrorism (15 per cent), “general foreign policy” and the US economy (tied at 13 per

cent).  When the Council asked the same question in 1998, “don’t know” led the pack (21 per

cent), followed by terrorism (12 per cent), and the world economy (11 per cent).  The public, in

other words, having lost the beacon of the Soviet threat, has no singular focus for its worries.

Opinion leaders in the 1986 and 1998 polls ranked terrorism as their sixth or seventh most

important international concern, respectively, with 5 per cent and 10 per cent volunteering

concern.  Given sampling errors in these polls (roughly plus-or-minus three percent for the

public and plus-or-minus five percent for leaders) the percentages of Americans spontaneously

concerned with terrorist threats appear not to have changed at all in a decade.50  

When the Chicago Council on Foreign
Relations asked people about the “most
important international problem,” the
largest block answered “don’t know.”
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Table 1: Comparative Threat Perceptions of US Opinion Leaders and Public

Issues: Opinion Leaders: Public at Large:

America’s Most
Important International
Problem 
(open ended question:
percentage of
respondents who
volunteered each
response)

Dealing with China (12%)
US leadership (8%)
Nuclear proliferation (6%)
Maintaining peace (6%)
Encouraging development (6%)
Global economics (5%)
Arab/Israeli situation (5%)
Chaos/ethnic conflict (4%)
Terrorist threats (4%)

Terrorist threats (8%)
Drug trafficking (7%)
Arab/Israeli situation (6%)
Maintaining peace (4%)
Encouraging development (3%)
Controlling immigration (3%)
US leadership issues (3%)
Chaos/ethnic conflict (2%)
Dealing with China (1%)

Greatest Dangers to
World Stability
(first choices)

Nationalism/ethnic hatred (36%)
Proliferation of WMD (24%)
Population growth (12%)
Religious fanaticism (10%)
Intl.  drug & crime cartels (8%)
Environmental pollution (5%)
Trade conflicts (4%)

Intl.  drug & crime cartels (32%)
Proliferation of WMD (19%)
Nationalism/ethnic hatred (16%)
Environmental pollution (11%)
Religious fanaticism (8%)
Population growth (7%)
Trade conflicts (3%)

Satisfaction with the
way things are going:**

in the World
in the United States
in my Life

58%
73%

n/a

29%
45%
77%

Source: The Pew Research Center for the People and the Press, America’s Place in the World II, results from a
national survey conducted September 4–11, 1997.  Internet: http://www.people-press.org/apw2rpt.htm and
http://www.people-press.org/apw2que.htm.  Downloaded January 22, 1999.
** From Gallup News Service, October 23, 1998 (http://www.198.140.8/POLL_ARCHIVES/981023.htm)

The diffusion of views also appears in the Pew Center’s 1997 polling.  Replies to its

open-ended query on the “most important international problem” facing the United States are

presented in the first row of table 1.  Eight percent of the public volunteered terrorist threats and

seven percent drug trafficking, while drugs do not register with opinion leaders and terrorist

threats concern just one percent.   Similarly inverted are public and elite views of China.  Just

one percent of the US public sees it as an important international problem, while for elites it

stands out as most frequently mentioned.  But China’s standing as a problem is driven by the

views of foreign affairs specialists, media people, business people, and Capitol Hill staffers.

Just 12 percent of international security specialists surveyed cited China as a problem — no

more than average — and for governors, mayors, religious and labor leaders, Beijing barely

registered. (For a detailed percentage breakout of elites’ views, please see appendix tables A.1

and A.2.)  Note that proliferation of nuclear weapons rated mention by six percent of elites
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surveyed but was not on the public’s mind at all.

When elites and public were asked by the Pew Center’s researchers to choose two

“dangers to world stability” from a pollster-provided list, opinion leaders stressed nationalism

and ethnic hatreds, while the public stressed drug and crime cartels (table 1, second row).   The

next most frequent mention by both groups was proliferation of WMD. 

The public seems much less satisfied than are opinion leaders with “the way things are

going” in either the world or the country (bottom row of table 1), even though satisfaction with

“my life” is at an all-time high.51  The further a subject is from people’s daily lives, it seems, the

freer people feel to believe that things are bad.  Perhaps they conform their beliefs to what they

see in mass media, which tend to treat good news as no news in favor of crime, fires, and

malfeasance at home, and disasters, corruption, and conflict abroad.  Opinion leaders are more

likely to consult specialized news sources or to have direct experience of foreign affairs upon

which to build their views.  

This public pessimism about things “out there” also manifests itself in public ratings of

America’s likelihood of involvement in a nuclear war in the next ten years.  Some 37 percent

now think it at least “fairly likely,” the highest percentage since Ronald Reagan’s first year in

office (1981) and nearly double the number who thought so right at the end of the Cold War

(1991).  About the same percentage believe that the United States is at least “fairly likely” to be

attacked with nuclear weapons by a foreign country in the next decade, and half believe the

country will be the target of nuclear terrorists in the same period.  Seven in ten anticipate nuclear

weapons being used in a regional conflict.52 

While only about one third of the public worries much about terrorist acts in general

occurring in the United States, according to Pew’s polls, three quarters thinks there is “a chance”

that terrorists could use WMD against an American city when the question is put to them

directly (how great a chance is undefined).53  In the latest Chicago Council survey, moreover,

84 percent of the public agrees, when asked, that terrorism is a “critical threat” to the United

States (up 15 points since the 1994 survey) and 61 percent of opinion leaders concurred.

Contrast these numbers with the low and steady percentages of respondents who spontaneously

cite terrorism as a most important issue for the United States.  One interpretation is that this is

an issue that does not impinge directly on most Americans’ lives — a perception that is correct

— but one that holds such occasionally horrific potential — as the series of bombings noted

earlier clearly attests — that people readily validate it as a threat when invited to do so.  Much
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the same is true for nuclear weapon proliferation (volunteered by just 6 percent of opinion

leaders in Pew’s survey but validated by 67 percent in the Chicago Council’s).54  

How do the beliefs and fears of those surveyed translate into priorities for US foreign

and security policy?  The Pew Center asked elites and public to assign priority (high, some, or

none) to each of thirteen international issues.  On average, elites assigned highest priority to

stemming proliferation of WMD; to insuring US access to adequate energy supplies; and to

combating international drug trafficking, all issues explicitly involving active threat

management.  Beyond the first two issues, however, the various groups of influentials had very

different priorities (see table 2).  A majority of foreign affairs and defense experts assigned high

priority to nothing but proliferation and energy access.  Governors, mayors, business leaders,

and union leaders emphasized the need to protect American jobs (presumably from foreign

competition), but only governors and mayors assigned high priority to reducing illegal

immigration.  Religious leaders were the only group to assign high priority to improving

standards of living in poor countries, and only religious and labor leaders gave high priority to

promoting human rights.  No group assigned high priority to promoting democracy abroad, to

aiding US business interests overseas or, in generic terms, to protecting weak states from

aggression.55  

The public generally assigned priorities to these issues that were very similar to the

elites’ views, differing only on the priority to be given to protecting American jobs (see table

3).  While good economic times mean that most Americans do not feel threatened economically

at the moment, they want the government to assure that this remains the case, even as it blunts

proliferation, combats illegal drugs, and keeps the energy flowing.  Interestingly, however, only

a bare majority of the public would use force to stop another Iraqi invasion of Saudi Arabia (and

thus, presumably, keep a big source of US energy from falling into the wrong hands).   That is,

the connection between the desired goal, and what it might take to achieve it, seems only

tenuously drawn.56
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 Table 2: Priority Assigned to Possible Long-Term Foreign Policy Goals by US Opinion Leaders

Media Business Foreign
affairs

Security Governors
& Mayors

Think
tank,

Academi
c

Religious Scientist,
Engineer

Labor
Union

Capitol
Hill

Staff

Prevent spread of
weapons of mass
destruction

High High High High High High High High High High

Insure adequate
US energy
supplies

High High High High High High High High High High

Combat
international
drug trafficking

--- High --- --- High --- High --- High High

Improve global
environment

--- --- --- --- High High High High High ---

Protect American
jobs

--- High --- --- High --- --- --- High ---

Reduce trade
deficit

--- --- --- --- High --- High --- High ---

Strengthen UN --- --- --- --- --- --- --- --- --- ---

Reduce illegal
immigration

--- --- --- --- High --- --- --- --- ---

Improve living
standards in
LDCs

--- --- --- --- --- --- High --- --- ---

Promote
democracy
abroad

--- --- --- --- --- --- --- --- --- ---

Promote/defend
human rights

--- --- --- --- --- --- High --- High ---

Aid interests of
US business
abroad

--- --- --- --- --- --- --- --- --- ---

Protect weaker
states from
aggression

--- --- --- --- --- --- --- --- --- ---

Source: Pew Research Center for the People and the Press, America's Place in the World II, Q.17
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The same failure to recognize that good outcomes may in fact be costly to achieve

pervades public attitudes about terrorism. Nearly two thirds of the US public agree that federal

anti-terrorism laws are “too weak.”  By the same majority, however, they deny that stronger anti-

terrorism measures could impinge on civil liberties.57  The implication is that Americans believe

that stronger anti-terrorism measures could keep determined terrorists from doing damage to

what remains an open society without in the process affecting its openness.  

Table 3: US Opinion Leaders and Public Assigning High Priorities to Issues

(percentages assigning high priority) Opinion
Leaders

Public at
large

Prevent spread of weapons of mass destruction 0.86 0.70
Insure adequate US energy supplies 0.61 0.58

Combat international drug trafficking 0.61 0.67

Improve global environment 0.58 0.50

Protect American jobs 0.43 0.77
Reduce trade deficit 0.40 0.42

Strengthen UN 0.40 0.30

Reduce illegal immigration 0.37 0.42

Improve living standards in developing countries 0.35 0.23
Promote democracy abroad 0.33 0.22

Promote/defend human rights 0.33 0.27

Aid interests of US business abroad 0.29 0.16

Protect weaker states from aggression 0.26 0.16
              Source: Pew Research Center, America's Place in the World II

Threat Perceptions in the European Union

Effective collaboration in threat management requires some commonality of views about

what constitute important threats.  Do elites and publics among the European members of NATO

and other members of the EU see a distinctly different threat environment than their counterparts

in the United States?  If they do, what does that imply for future trans-Atlantic security

cooperation?  

The EU polled “top decision makers” in the public and private sectors in 1996 about

threats facing the Union and what the EU’s public policy priorities should be.  Asked to rate, on
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a scale of 1 to 10 (from “no threat” to “great threat”), a list of potential challenges to the EU

over the next ten years, decision makers on average emphasized religious fundamentalism and

nuclear proliferation (tied for first place), the rise of extremist nationalism outside the EU and

heavy immigration into the EU (tied for second), and conflict within Europe or a Chernobyl-like

nuclear accident  (tied for third; see table 4).  

The EU’s report noted that its Mediterranean members, who are most exposed to the

sorts of challenges listed in table 4, “recorded higher levels of concern” on most of these issues,

while Germany, Sweden, and the Netherlands recorded the lowest levels.  Similarly, while

Russian military power is less scary to European decision makers in general than is the economic

power of the US or Japan, the EU’s larger members and those, like Finland, bordering Russia

showed greater concern about its residual military power.  The EU’s smaller, poorer southern

members (Spain, Portugal, Greece) worried more about US and Japanese economic clout.

Finally, China’s rise to power is seen as a middling mid-term challenge to Europe, somewhat

lower billing than given by US elites.  

Table 4: European Union Top Decision Makers on Threats 
to the EU in Next Ten Years

Progression of religious fundamentalism 6.2
New nuclear powers (beyond Perm Five) 6.2
Rise of extreme nationalist movements outside EU 5.9
Heavy immigration from outside EU 5.9
Increased ethnic or territorial conflict inside Europe 5.8
A Chernobyl-like nuclear accident 5.8
Rise of extreme nationalist movements inside EU 5.4
Development of China to a world power 5.4
Economic power of the USA 5.1
Economic Power of Japan 5.1
Remaining military might of Russia 4.8

                                  Note: 10 = very great threat, 1 = absolutely no threat.
                                     Source: EOS Gallup Europe, “The European Union, 'A View from the Top.”

European publics tend to be pessimistic about prospects for global violence and warfare

in the next century (as does a majority of the American public) and worry that poverty and high

unemployment will continue or worsen.58  Publics and elites do, however, have similar views

about what the EU’s policy priorities, including its security priorities, ought to be (table 5).  For

elites, peace is the top priority, while the public places slightly greater stress on jobs; the quest

for peace and the struggle against terrorism, drug trafficking, and organized crime tie for second

place in the public’s priorities, followed by respect for law and justice, and protection of the

environment. 
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Since this was an EU rather than a NATO poll, issues related to NATO’s future and

potential out of area engagements did not arise.  Nor were European respondents asked about

energy access and its potential tie-ins to security issues in the Persian Gulf.  It is not clear

whether European governments’ responses to public or elite demands to maintain access to

Persian Gulf oil necessarily would be military in nature.  Not asking the question, however, to

some extent obviates governments’ need to consider such a response: Didn’t ask, can’t tell.

Table 5: Comparing Foreign Policy Priorities of
European Union "Top Decision Makers" and Public

Average
TDM

priority,
on scale
of 1>10

Fraction of
TDM

assigning a
10 to the

issue

Average
public

priority,
equivalenced
to a scale of

1>10

Fraction of
public

assigning
high priority
to the issue

Establish/maintain peace throughout Europe 8.9 0.59 9.7 0.88
Fight unemployment 8.4 0.44 9.7 0.89

Fight terrorism, drug trafficking, organized
crime

8.3 0.43 9.7 0.88

Promote economic growth 8.1 0.31 9.0 0.74

Guarantee individual liberties to EU citizens 8.1 0.44 9.0 0.81
Protect the environment 8.0 0.32 9.3 0.83

Promote social welfare 7.6 0.28 9.0 0.77

Ensure respect for law and justice 7.6 0.35 9.3 0.86

Defend EU interests throughout the world 7.5 0.28 8.3 0.66

Reduce regional inequalities (within EU) 6.9 0.16 8.0 0.56

Ensure adequate income for EU farmers 5.8 0.11 7.7 0.52

Note: Public responses rescaled from a 3-point response for comparative purposes.

Source: EOS Gallup Europe, “The European Union, 'A View from the Top.”
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Comparing Policy Priorities 

Common perceptions on the part of US and European opinion leaders are important to

crafting collaborative approaches to threat management.  Common perceptions among US and

European publics would seem necessary to sustain such cooperation through more than one

electoral cycle.  What do the polling results just reviewed suggest in that regard?  

Among the top four “dangers to world stability” named by US elites, and the top four

“threats to the EU” named by European elites were extreme nationalism, proliferation of WMD,

religious fundamentalism or fanaticism, and demographics.  On the latter issue, the two groups

were offered different choices: population growth for the Americans (in the Pew survey), and

immigration for the Europeans.  In the Chicago Council’s 1998 survey, immigration was deemed

a “critical threat” by just 18 percent of US opinion leaders.59  The differences on illegal

immigration merit a few words of explanation. 

Although the southwestern US border has been fortified increasingly in recent years

with layers of barriers, sensor fields, aerial surveillance, and mobile patrols in an effort to stop

illegal immigrants (and illegal drugs), just six US states host 83 percent of illegal immigrants.

This degree of concentration helps account for illegal immigration not being viewed as a major

threat by American opinion leaders in general.60  

The EU’s immigration problems are more complex, reflecting the higher levels of strife

on its southern and eastern peripheries and substantial pressures from economic migrants at all

points of the compass.  Control of immigration at the EU’s outer borders has been made more

urgent by the “Schengen system,” intended to create a common external border within which

there is freedom of movement for citizens of EU member states.61  The Union has thousands of

kilometers of maritime border on the Mediterranean and Baltic Seas and shorter but sensitive

land borders facing southeastern Europe and the reaches of the former Soviet Union.  Hundreds

of thousands of refugees from fighting in Bosnia and Kosovo combine with equivalent numbers

of economic migrants from North Africa, the Middle East, and elsewhere to threaten the

cohesion and stability of Europe’s long experiment in economic and political integration.  

In terms of relative policy priorities, US and European elites were presented with

different sets of choices so the results are not directly commensurate (table 6).  The top three

priorities of European elites were closely focused on Europe.  Of these, only peace received a

high priority rating from a majority of those surveyed.  Tied for second were jobs, liberty, and

the fight against terror, drugs, and organized crime.  For US opinion leaders, fighting
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proliferation of WMD was a nearly unanimous priority, as it might have been for the Europeans,

had they been asked, given the issue’s high standing as a threat.  Majorities of American elites

also assign high priority to secure energy supplies, fighting drug traffickers, and improving the

global environment.  In general, US elites are in closer agreement on their priorities than are EU

elites, which is not unexpected since the EU polls draw data from 15 different countries.  

Table 6: Comparing Policy Priorities of US and European Elites

High Priority Goals of US
Public Opinion Leaders

Fraction
assigning

high priority

High Priority Goals of European
"Top Decision Makers"

Fraction
assigning

high priority

Prevent spread of weapons of
mass destruction

0.86 Establish/maintain peace throughout
Europe

0.59

Insure adequate US energy
supplies

0.61 Fight unemployment 0.44

Combat international drug
trafficking

0.61 Guarantee individual liberties to EU
citizens

0.44

Improve global environment 0.58 Fight terrorism, drug trafficking,
organized crime

0.43

Protect American jobs 0.43 Ensure respect for law and justice 0.35

Reduce trade deficit 0.40 Protect the environment 0.32

Strengthen UN 0.40 Promote economic growth 0.31

Reduce illegal immigration 0.37 Promote social welfare 0.28

Improve living standards in
LDCs

0.35 Defend EU interests throughout the
world

0.28

Promote democracy abroad 0.33 Reduce regional inequalities (within
EU)

0.16

Promote/defend human rights 0.33 Ensure adequate income for EU
farmers

0.11

Aid interests of US business
abroad

0.29

Protect weaker states from
aggression

0.26
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These results suggest a competitive-cooperative relationship between the United States

and members of the European Union in the coming decade, with each entity tending to its

respective economic interests, but with grounds for joint endeavors against WMD, terrorism,

drug trafficking, and organized crime.  Although Europe is dependent on oil supplies from the

Persian Gulf and elsewhere abroad, the prospects for joint US-European efforts to secure energy

supplies are not measurable from this data.  

Sustaining US-European cooperation will require public support on both sides of the

Atlantic.  The EU polling portrays a public rather more unified in its views than Europe’s elites,

and with an emphasis on security issues comparable to that of the US public (table 7).  So long

as competitive economic issues do not get in the way, this rough match up suggests that

political leaders could expect to sustain cooperative security ventures to deal with the new

threat prospectus.

Table 7: Comparing Policy Priorities of US and European Publics

High Priority Goals of US     
Public at Large

Fraction
assigning

high
priority

High Priority Goals of
European Public at Large

Fraction
assigning

high priority

Protect American jobs 0.77 Fight unemployment 0.89

Prevent spread of weapons of mass
destruction

0.70 Establish/maintain peace
throughout Europe

0.88

Combat international drug
trafficking

0.67 Fight terrorism, drug trafficking,
organized crime

0.88

Insure adequate US energy supplies 0.58 Ensure respect for law and justice 0.86
Improve global environment 0.50 Protect the environment 0.83

Reduce illegal immigration 0.42 Guarantee individual liberties to
EU citizens

0.81

Reduce trade deficit 0.42 Promote social welfare 0.77

Strengthen UN 0.30 Promote economic growth 0.74

Promote/defend human rights 0.27 Defend EU interests throughout
the world

0.66

Improve living standards in LDCs 0.23 Reduce regional inequalities
(within EU)

0.56

Promote democracy abroad 0.22 Ensure adequate income for EU
farmers

0.52

Aid interests of US business abroad 0.16
Protect weaker states from
aggression

0.16
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Assessing US National Security Strategy

Consistent with, although not necessarily influenced by, public opinion, American

security strategy at the end of the twentieth century is focused increasingly on transnational

threats, in particular on the risk that WMD might be acquired or used against the United States

or against US interests by organized crime or terrorist organizations.  US strategy has changed

a great deal in the past decade, and this section begins with a brief overview of those changes,

before analyzing the latest version in greater detail.  What it reveals is a threat focus, and a

strategy, that entails greater than ever requirements for international cooperation — agency to

agency, government to government, and governments to international institutions — in order to

be implemented effectively.  

Reagan and Clinton Strategy, 1988 and 1997

The January 1988 National Security Strategy document reflected the Cold War

perspective of the second Reagan administration.  Entering the fourth year of the Gorbachev

regime, containing the Soviet threat remained priority number one for the administration, and

in the strategy document the end of East-West competition was not in sight.62  Gorbachev’s

reforms were “a new, continuing, and more sophisticated challenge” to the West (see appendix

table A.3, page one).  Regional security problems of concern were those thought bestirred by

Moscow.  Low intensity conflicts, terrorism, nuclear proliferation, economic instability, and

environmental problems could make regional security problems worse, but the baseline for

evaluating their seriousness for US interests was their relationship to the East-West struggle. 

The primary mechanism for holding the global Soviet challenge at bay was nuclear

deterrence, backed by development of the Strategic Defense Initiative, which then aimed at

creating a system to defend the country against massive Soviet missile attack (table A.3, page

two).  Secondary containment mechanisms included robust ground and air forces in NATO

Europe, support for anti-Communist insurgencies in places like Nicaragua and Afghanistan

(table A.3, page three), and concerted counter-propaganda efforts.  Policy favored asymmetric

arms control measures — those requiring greater reductions on Moscow’s part to achieve an

even balance of forces.  Such agreements were reached for intermediate-range missile forces in

1987 (all such missiles were eliminated) and for conventional armed forces in Europe in 1990,

during the Bush administration. 
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Spending Priorities, FY 1989  

The federal budget for fiscal year 1989 — the budget submitted to Congress shortly after

this security strategy was released — matched its rhetorical priorities (see fig. 1).  Although total

security-related spending authority had already declined somewhat from its 1985 peak, the

proportion of such spending assigned to nuclear weapons and forces was very impressive.  (All

budget numbers portrayed in these charts are in 1999 dollars.)

Fig. 1 and the three charts that follow it reflect composite best estimates of spending in

major functional, security-related categories.  Defense budgets, for example, are not presented

in the categories used in these

charts; the closest approximation is

the program budget, which lists

strategic forces, general purpose

forces, and a number of combat

support and service support

categories, from intelligence and communications,  to airlift and sealift, to Guard and Reserve,

maintenance, training, and special forces.63  These program numbers were distributed propor-

tionately to “major theater war”or to “nuclear weapons,” except where the nuclear role was

probably minimal (e.g., lift, reserves, special forces), in which case the whole program amount

was added to major theater war.  The nuclear weapons category includes all of the relevant

defense-related activities of the Department of Energy and its national laboratories.64 

General preparations for major theater war (with composite spending authority of

roughly $320 billion) far outdistanced spending in any other security programing category in

1989.  For ease of comparison with the other spending categories, fig. 2 replicates the1989

budget minus major theater war.  This chart shows more clearly the dominance of nuclear

programs over all remaining security-related spending items, at more than $60 billion.  Security

and economic development assistance took second and third place at roughly $17 billion in toto,

with a substantial fraction earmarked for Israel and Egypt, while anti-drug activities,

immigration control, and fighting organized crime together totaled about $7 billion.  (The 1989

budget did not provide breakouts for anti-terrorism spending.)

The primary mechanism for holding
the global Soviet challenge at bay was
nuclear deterrence.
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Clinton Strategy, 1997  

In 1997, early in the second Clinton administration, national security strategy looked

much different.  The Soviet challenge was, of course, gone.  Coercive threats from regional

powers like Iraq had replaced it at the top of the threat list, followed by a much more extensive

list of transnational threats — terrorism, illegal drug and arms trafficking, organized crime, and

so on — all divorced from central control, and emanating from non-governmental sources.

Shorn of what Pres. Reagan once dubbed “the focus of evil in the modern world,” American

strategy could not look to a master puppeteer as the cause of the problems of the late 1990s, nor

look to its defeat as the solution to those problems.  Strategy itself became as broad as the issues

it was trying to address.65  

The closest analog in the 1997 strategy to the old centrality of the Soviet threat was the

destructive potential of WMD, “the greatest potential threat to global security,” embodied both

in existing Cold War-era arsenals and in proliferation to outlaw states of technologies for WMD

and/or systems to deliver them at long range (details in table A.3, page one, right column).  

To cope with the uncertainties posed by the new international security environment, the

Clinton administration adopted a three-part response that remained its basic framework two

years later, consisting of measures to “shape” the environment, to respond to crises, and to

“prepare now for an uncertain future.”  Shaping measures in 1997 included diplomacy, foreign

aid, arms control, and non-proliferation initiatives.  Last on the list of shaping tools were

military measures like forward presence (keeping forces routinely deployed abroad near trouble

spots), deterrence (presented generically as an ability to retaliate that dissuades bad actors from

performing bad acts), and a “robust triad” of strategic nuclear forces to “hedge against an

uncertain future.”  In other words, much like the US public, the administration’s basic view of

the next big thing, at least as far as nuclear forces are concerned, was “don’t know,” and the

biggest weapons in the US arsenal were being retained in some quantity to deal with it.66  

The 1997 Clinton strategy committed the United States to maintain the ability to fight

two major theater wars starting from a day-to-day posture of global engagement (that is, with

forces spread around the world).  But the strategy document flagged a tradeoff between “shaping

and responding” on the one hand, and “preparing,” on the other.  That is, given then-available

resources, the country could maintain its presence abroad and maintain full readiness to fight

today only at the cost of reduced investment in the technologies that would enable it to maintain

its fighting edge tomorrow. 
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The worlds, the world views, and the instincts of the Reagan and Clinton administrations

could in some ways hardly be more different.  Yet in important respects they retained much in

common: NATO, for example, remained the political-military glue of Western industrial state

relations and, in the 1990s, US policy spread that glue liberally to cement relations between the

West and those former Soviet allies in Europe whose transition to market democracy was most

nearly complete.  The US-Japan Security Treaty remained in force and was in the process of

being enhanced.  US forward military presence, moreover, continued to be seen as key to

regional stability in Europe and East Asia.  

Deployments and purposes had changed far more dramatically in Europe, where the old

battle lines are gone,  than in Asia.  The focal point of European security concern had shifted

from the old inner-German border to the shrinking borders of Yugoslavia to cope, tardily, with

the ethnic feuding and instincts for self-determination and self-destruction that had motivated

fighting there since 1991.  In Asia, on the other hand, the Taiwan Strait, the 38th parallel in

Korea, and intermingled national claims to potential oil deposits in the South China Sea

remained unresolved regional flashpoints, and US deployments remained much as they were in

the late 1980s. 

Clinton and Clinton, 1997 versus 1998  

In October 1998, two months after the terrorist bombings of the US embassies in Kenya

and Tanzania, and after retaliation-by-cruise-missile  against Sudan and Afghanistan, the Clinton

administration issued a revised National Security Strategy.67  The new document’s threat

assessment doesn’t change the order of threat presentation (regional/state-centered,

transnational, spread of WMD) but does alter priorities within those categories (see appendix

table A.4, page one).  Terrorism

remains  the  number  one

transnational threat, especially

terrorists with weapons of mass

destruction.  International organized

crime has become the number two

transnational threat, with drug

trafficking now treated as a principal mob activity rather than as something set apart.  Terrorist

threats to critical national infrastructure (power, transport, finance, and information) have been

added to the list of high priority transnational threats.  Counter-proliferation has new priority,

ahead of dangers posed by existing nuclear arsenals.  And two new threat categories have been

added: high-tech snooping by foreign intelligence agencies and the international consequences

US strategy continues to “shape,
respond, and prepare,” but the 1998

document is far more pro-active.
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of failed or failing states.  

US strategy continues to “shape, respond, and prepare,” but the 1998 document is much

less diffident in its treatment of actions to be taken to meet the challenges it describes, is  much

more detailed, and is far more pro-active.  Rhetorically, it is much less reluctant than its

predecessor to use the military, or at least air power, which the administration did subsequently

use in significant campaigns against Iraq and Yugoslavia.  While diplomacy is still a “vital tool”

for shaping the international environment, it is no longer a “first line of defense,” and “cannot

solve all our problems” (table A.4, page two).  Foreign aid is no longer something to help us

avoid intervention abroad but a tool to help build democracy abroad and stem organized crime.

Arms control is recast as a conflict preventive measure.  Nuclear weapons get first mention

among military tools, again as reserve capacity against unspecified future need.  While

deterrence remains an “important,” generic component of US “shaping” strategy, the rise of

potentially undeterrable adversaries (terrorists, gangs) is seen to require greater ability on the

part of US military and law enforcement entities to defend against, or to retaliate for, the damage

such adversaries might inflict.  Thus, the 1998 strategy adds international law enforcement and

environmental initiatives to the roster of principal shaping tools:  Global law enforcement

networks are needed to fight equally networked entities of crime and terror, while linked

environmental policies and programs are needed to deal with region-wide and longer-term

environmental challenges that the US and other individual states cannot meet alone.  

Spending Priorities, FY 1999  

Have federal national security spending priorities altered substantially since the Reagan

years?  In the sense that major theater war, as costed out here, still dominates all other security

spending by a wide margin, gross priorities have not changed (see fig.  3).   However, overall

annual spending authority is down by roughly 23 percent (approximately $94 billion) in ten

years and funds for major war forces are down roughly 26 percent. 

Bigger changes are visible, however, when major theater war is taken out of the chart

(fig.  4).  Funding for nuclear weapons and forces is down by two-thirds since 1989.  Readily

visible funding for anti-drug activities has risen from a little less than $2 billion to $17 billion.

That apparently dramatic expansion may be attributable in part to the founding since 1989 of the

Office of National Drug Control Policy and to its vigorous efforts to account for and publicize

federal spending related to any aspect of the illicit drug problem, from source eradication to

public education. 
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Lesser military contingencies — what significant elements of the US military have been

most busy covering since the end of Operation Desert Storm — now have their own visibility.

For fiscal year 2000, the Clinton administration requested $2.9 billion for contingency

operations against Iraq and in the Balkans (before the Kosovo crisis erupted).  A comparable

level of expenditure for 1999 may be assumed as well.  Pro-rating support account monies to it

produces a total estimated level of effort in 1999 for lesser contingencies of about $8 billion.

Anti-terrorist efforts have greater visibility in 1999 than a decade earlier, with an

aggregate effort of just over $6 billion.  Climate-change-related research and development

activities total roughly $2.5 billion, and assistance to developing countries to reduce greenhouse

gas emissions are another $500 million and discussion of climate change issues and initiatives

is much more extensive in the 1998 document than in its predecessors.  (See table A.4, page

two.) Control of illegal immigration, critical infrastructure protection, organized crime, C TR,

international disease control programs, and arms reduction (formerly arms control) programs

occupy the trailing end of fig.  4. 

Comparisons of this sort cannot answer the question, “how much is enough?” for any

of the categories.  But they do highlight a de facto shift in resources from traditional, Cold War

security spending categories to begin to meet the transnational and ecological challenges of

coming decades.  Nuclear weapons-related spending, for example, was about 260 percent of all

other non-MTW spending in 1989; in 1999 it is about 38 percent.  With NATO action against

Yugoslavia, the year-end “lesser military contingencies” bar for fiscal 1999 is likely to more

than double and overtake anti-drug activities.  

Conventional forces, whether used for lesser or major contingencies, devour funds

rapidly when they swing into action.  Each of the other categories in these charts reflects what

it costs to fulfill that category’s function — patrolling the borders, interdicting drugs, fighting

organized crime, securing Russian nuclear weapons, or eradicating disease.  The major theater

war category represents just a force in being, waiting to be called upon.  Its $213 billion budget

represents not the cost of major war but the price of admission or, if you will, the self-imposed

surcharge for being a superpower in the twenty-first century.  

Whether that amount is too much or not enough depends on what those forces are called

upon to do, how often, and with what kinds of international help, fiscal or material.  A

substantial fraction of the costs of the Gulf War, for example, was defrayed by those whom we

helped; a fraction of the cost of action in Yugoslavia will be absorbed by other NATO members;

and a fraction of the cost of contributing troops to United Nations peacekeeping missions is
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reimbursed.  US public opinion invariably prefers multilateral to unilateral action, but with an

eye, one suspects, for paying less rather than doing more; for spreading the risk; and for sharing

the blame.  But public preference for multilateral action, together with the enhanced political

legitimacy associated with collective security efforts, would seem to make allied or coalition

action the way ahead for conventional military engagements; if it is not, then the huge levels of

spending devoted to keeping conventional forces ready to fight may in be misspent, given other,

rising security priorities. 

Interests and Values. 

Both the 1997 and 1998 strategies differentiate among vital interests (those affecting the

physical security of US and allied territory, safety of US citizens, or the country’s economic

well-being); important interests (those affecting “national well-being or the character of the

world in which we live”); and humanitarian interests (cases of “natural or manmade disasters

or gross violations of human rights”

where “our nation may act because

our values demand it”).  The newer

strategy document elevates

“protection of critical infrastructure”

to the level of a vital national

interest, and adds to the

humanitarian interests category

support for other states’ efforts to build democracy and promote civilian control of the military,

support for humanitarian demining, and support for sustainable economic development.  

Great care is taken to assure that these words are not used lightly, as a look at

presidential speeches relating to the crisis in Kosovo would demonstrate.  In a major foreign

policy address in February 1999, President Clinton labeled the fights against proliferation,

terrorism, and drugs “important,” ratification of the Comprehensive Nuclear Test Ban Treaty

“very important,” and construction of ballistic missile defenses “most important.”  The crisis in

Kosovo was addressed but not as a formally important issue; nor were any subjects deemed

“vital” to the United States.  The president’s March 24th address announcing air action in Kosovo

did characterize ending the conflict there as a “moral imperative” that was “also important to

America’s national interest.”  No subsequent presidential speech addressing Kosovo, through

the first six weeks of the NATO air campaign, raised its status any higher.68 

Given the way the three tiers of
interests are defined, it is hard to

escape the conclusion America acts in
support of its core values only in non-

vital, unimportant cases.  
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 Given the way the three tiers of interests are defined, it is hard to escape the

conclusion that humanitarian action is neither vital nor important to the country.  Relegating

activities like democracy-building, foreign civil-military relations, demining, and development

to the category of humanitarian interests suggests — perhaps unintentionally — that the United

States considers these areas less than important, and suggests that America acts in support of

its core values only in non-vital, unimportant cases.  

The sort of triage attempted in the National Security Strategy separates “interests” and

“values” in the time-honored fashion of realist foreign policy, as though one did not inform the

other.  Yet they do: The United States values its own survival not just as chunk of populated land

but as an entity with a particular configuration of political power, economic relations, and

personal rights.  Although that configuration has evolved since the founding of the Republic —

with the diffusion, given time and struggle, of power, wealth, and rights to broader segments of

the population — the basic combination of representative democracy, market-based commerce,

and personal liberty has endured.  In this century, the United States and other industrial

democracies opposed first National Socialism and then Communism not just because of the

threats posed by Nazi or Soviet military power but because of the invidious values driving that

power.  Neither World War II nor the Cold War were simple replays of old balance of power

scenarios with new, interchangeable participants.  Who won each conflict made a difference to

human history.  

Moreover, the global “spread of modernity” in politics, economics, and civil society

supports America’s interests as an industrial market democracy whose proper functioning

requires social tolerance and respect for human rights.69  Having similarly-structured states

throughout the international system bolsters those interests, which is easy to see with the aid of

imagination.  Visualize a world beyond US borders where jack-booted tyranny (the real kind,

not the stuff of militia fantasies), central economic diktat, and arbitrary arrest, torture, and death

are the universal tenets of political, economic, and civic life.  How long, in such a world, would

an America familiar to any of us last?  Such a world could ill abide a reservoir of freedom, and

the burdens of defending itself against such all-encompassing threat would likely alter the

country in very basic ways.  

Failing states with weak, corrupt governments and destitute populations also become

sources, targets, and transit points for regional and international narcotics traffickers.  Nature

may abhor a vacuum but the drug trade loves it.  Moreover, argues former Brookings analyst

Paul Stares, curbing this “global habit” will require the international community’s “willingness

to address much larger concerns to which the drug problem is inextricably linked,” concerns that
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usually fall under the rubric of “development” or “economic opportunity.”  After looking at the

problem in detail, Stares concluded that, “the attractiveness of trafficking... is not going to

diminish while the economic prospects of so many people look so bleak.”70  So the issues that

US strategy tucks into the humanitarian category actually have important, if not vital,

implications for US security. 

Promoting economic development and growth overseas is treated in a section of

National Security Strategy that is separate from “enhancing security,” yet it is a policy “twofer,”

something that accomplishes more than one objective.  As Tufts University’s  Tony Smith

observes, “liberalization of market forces” may be the “single most effective reform from the

point of view of promoting democracy,” because it “curtails the patronage power of the state

while freeing social groups to bargain independently.”  But unless economic empowerment is

in fact accompanied by a new social contract and appropriate governmental institutions to

support it, the end result may be anarchy and backsliding toward authoritarian rule.71  Politics

and economics, like interests and values, are mutually supportive. 

Military Supremacy and Asymmetric Threats 

There is some irony in the following statement from Clinton administration’s 1998

strategy document: 

Due to our military superiority, potential enemies, whether nations or terrorist groups, may be more
likely in the future to resort to terrorist acts or other attacks against vulnerable civilian targets in the
United States instead of conventional military operations... Adversaries may thus be tempted to use
unconventional tools, such as WMD or information attacks, to threaten our citizens and critical
national infrastructures.72  (Emphasis added.)

America’s very superiority in the tools and techniques of conventional warfare leads its would-

be adversaries to adopt asymmetric responses, that is, to “not fight fair.”  This is not, on its face,

a revelation.  Neither Vietnamese nor Algerian forces fought fair against the French, nor did the

Viet Cong against American forces, nor did Afghanistan’s  mujahedeen or Chechnya’s guerrilla

bands against the Russians.  But all of these struggles were fought on the guerrillas’ home turf

against interlopers — well-intentioned or not.  The current race is to prepare against the

expectation that asymmetric warfare may be waged against the US homeland, either in

cyberspace or in real space.  The extent to which such attacks are motivated by frustration with

US military power raises potentially troubling issues regarding the larger morality of a policy

whose apparent effect is to direct foreign reprisals at American civilians because the American

military is too hard a target.  One might reply that in a century of total war, civilians have been

exposed repeatedly to such reprisal, not least during the whole of the Cold War, when the
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execution of nuclear war plans on either side would have entailed substantial, though not

necessarily deliberate, civilian casualties.  “Super terrorism,” a strain concerned with inflicting

mass casualties, could be considered a variant of total war, finally brought to American soil.

Some observers of current policy trends suggest that the best way to minimize

asymmetric threats to America’s interests is to intervene less in others’ affairs.  Let the Gulf

States and South Korea defend themselves against now-weakened opponents in Iraq and North

Korea.  Reduce the probability of “a retaliatory strike on the US homeland by rogue states or

terrorist groups using [WMD] ... by ending unneeded and provocative US military intervention

abroad.”  That is the prescription of

the libertarian CATO Institute: risk

reduction through risk avoidance.73

While a risk avoidant strategy may

reduce the probability of attacks, a

purely avoidant strategy does not

alter the potential for damage if

attacks still occur and may even leave the country and its interests open to extortion.  

A step beyond risk avoidance by withdrawal would be long-term risk reduction through

democratization and development.  In a world of potential super terrorists, it would seem to be

in America’s vital interests — not merely its humanitarian interests — to encourage the opening

up of economies to increase opportunities for the angry and unemployed; to support the

evolution and institutionalization of democracy abroad to provide peaceful channels for dissent;

and to promote respect for basic human rights, so that governments become more responsive and

more legitimate in the eyes of their peoples.  

Vulnerability in the Drivers Seat  

There is heavy new emphasis in the 1998 strategy on actively countering terrorism at

home and abroad, reflecting policy established by Presidential Decision Directive (PDD) 62 in

May 1998.  The domestic preparedness and critical infrastructure protection segments of the

strategy are also new and reflect PDD 63, also signed in May 1998.  

An assessment of these new policies by the engineering consultants Hicks & Associates

noted that, “a growing perception of US vulnerabilities may be driving perceptions of the threat.

High vulnerability doesn’t always mean high threat, though there is often concern that

vulnerabilities tend to generate threats that will exploit them.”74  Vulnerabilities to physical or

America’s superiority in the tools and
techniques of conventional warfare
leads its would-be adversaries to “not
fight fair.”
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information-based attacks, in particular, are also much easier to discern than are the capabilities

or intentions of those who might launch them, or the timing of such attacks.  Without better

threat assessment, and better understanding of the motivations of potential foes, vulnerability

assessment drives policy to conclude that much is vulnerable, and much needs protection.  

The new federal preparedness initiatives gained impetus from a sequence of events in

which terrorists did exploit vulnerabilities to cause major damage to physical structures and

major casualties among the people in them.   PDD-39, US Policy on Counterterrorism, was

issued several months after the April 1995 bombing of the Murrah federal building in Oklahoma

City.  It outlined three basic elements of policy: threat/vulnerability management (preventing

attacks and reducing the potential for damage); crisis management (response and reprisal); and

consequence management (immediate relief, restoration of services, protection of public health

and safety).  The President’s Commission on Critical Infrastructure Protection (PCCIP) was

empaneled in July 1996, soon after the Khobar Towers bombing in Saudi Arabia.  The Defense

Against Weapons of Mass Destruction Act

(Title XIV of the Fiscal 1997 Defense

Authorization Act), known in shorthand as

Nunn-Lugar-Domenici, also provided funding

to improve federal, state, and local abilities to

respond to incidents involving WMD.  Under

Nunn-Lugar-Domenici, the Defense Department established a Domestic Preparedness Program

with a goal of training “the 120 largest US metropolitan areas” in how to respond to WMD

incidents by the end of 1999.  

But blue-ribbon commissions and policy planners rapidly moved beyond threats that

terrorists had implemented to date, to fasten on things that they might do in the future, given the

growing global information infrastructure and given, in particular, access to materials needed

for chemical or biological weapons.  The October 1997 PCCIP report stressed, for example, not

the dangers of physical attacks but the dangers of cyber-attacks against the country’s interlinked

information, financial, transportation, and utilities infrastructures, noting the need for new tools

for assessment of threat and vulnerability posed by such attacks.75  PDD-63, in turn, set a 5-year

goal for critical infrastructure protection; distributed lead responsibility for various sectors

among eight federal agencies; and created both a National Coordinator of Security,

Infrastructure Protection, and Counterterrorism within the National Security Council staff, and

a series of supporting groups, offices, councils, and centers.76   Coordination of policy

implementation under PDD-63 is the job of the Critical Infrastructures Assurance Office (CIAO,

easily the hands-down winner for best new government acronym in a decade).  

“A growing perception of US
vulnerabilities may be driving

perceptions of the threat.” 
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Worst-case planning has thus begun to outpace worst-case experience, because the

experiences that can be imagined are far worse than anything in the case books to date.  Where

trillion-dollar Cold War arsenals and (sporadic) civil defense plans were designed to deter and

to protect against a low-probability but high-cost event (East-West nuclear war), the new

initiatives for counter-terrorism and critical infrastructure protection are designed to cope with

potentially high-cost events of unknown probability.  Just as uncertainty about the international

threat environment plagued defense planners in the early 1990s, uncertainty about vulnerability

to transnational threats at home seems to be the policy driver for the coming decade. 

The worry behind it all is

that Americans have built for

t h e m s e l v e s  a n  u l t i m a t e l y

undefendable way of life.  The

object of the new policies is to

reduce that worry, without, one

would hope, posing new risks of its own, that is, without creating a threat-vulnerability-response

cascade that poses its own challenge to the open society. Israeli author Ehud Sprinzak, writing

from the perspective of a society that has endured frequent terrorist attacks, warns that a focus

on the very worst possible cases, the super terrorism scenarios, which, he argues, are likely to

be rare, can serve to induce panic when the more likely cases —  using conventional arms,

conventional explosives, or even CBW on a relatively small scale — do occur.  Such panic

responses and unwarranted slippery-slope assumptions that small events imply large ones down

the road may lead to politically “irresistible demands to fortify the entire United States,” at

whatever cost.77 

* * * * * * 

The turbulence of the 1990s, with its periodic crises and conflicts in crumbling states,

and the anticipated spread of mass destruction weapons into unfamiliar hands, have produced

a divide among analysts.  There are those who see growing chaos and disorder in the world, and

those who believe their effects are exaggerated.  The recent work of Robert Kaplan, especially

his Ends of the Earth, a bleak survey of life and decaying governance in a string of impoverished

countries in Africa and Asia, is often cited as evidence by those who perceive growing chaos.78

Sprinzak argues from the other side of that divide, as does Johns Hopkins University Middle

East scholar Yahya Sadowski, in his recent work, The Myth of Global Chaos.79  This is a debate

to be noted and not resolved here, but it points to the need for better ways to measure the

dangers that US publics, opinion leaders, political leaders, and military institutions see out there

The worry behind it all is that
Americans have built for themselves an
ultimately undefendable way of life.
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in the looming world of the twenty-first century.  These disparate challenges need to be placed

into common perspective, the better to decide how best to allocate resources and choose among

competing policy responses.  First steps toward such an analytical framework are the subject of

the next section. 

TAKING THE MEASURE OF THREAT

There is a  recognized need for better approaches to threat assessment in the new

national security environment.  One month before the promulgation of PDD-62 and -63, the

congressional General Accounting Office (GAO) published a review of US efforts to combat

terrorism under the Nunn-Lugar-Domenici (NLD) program.  The GAO observed that threat and

risk analyses were not used to inform programs in any of the 11cities that first received NLD

funding, and noted several obstacles to using funds effectively, including lack of specificity in

intelligence community threat analyses and the sheer “complexity and magnitude of a large city

as a subject of a threat and risk assessment.”80  Shortly after GAO issued its report, an

international working group of government and private sector experts on cyber threats met under

the auspices of the International Centre for Security Analysis (ICSA) at King’s College, London.

The group concluded that policies and practices to promote information assurance — the ability

to assure the security and integrity of information systems against a variety of intruders —

would have to be based on vulnerability assessments for the foreseeable future because of “the

distance we still have to travel in constructing effective threat assessment and early warning

mechanisms.”81   

The GAO report noted that industry and the US Department of Defense (DoD) both have

used threat and risk assessments for devising strategies to protect their physical plant and bases

from criminal and/or terrorist activity.  GAO urged that this experience be incorporated into

NLD implementation so that available resources could be put to use where they might be most

effective.82  

DoD has standard definitions of probability and severity level for potentially

catastrophic events (see tables 8 and 9).  Multiplying probability times severity generates a “risk

assessment matrix” to guide planning and action (table 10).  A risk management strategy would

try to decrease probability of attack through pre-emptive, deterrent, or retaliatory measures, and

to decrease the severity of an attack through passive or active security measures at or on behalf

of the target.
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Table 8: Probabilities for Undesired Events

Probability Level Specific Event

A.  Frequent Likely to occur frequently 

B.  Probable Will occur several times

C.  Occasional Likely to occur sometime

D.  Remote Unlikely but possible to occur

E.  Improbable So unlikely it can be assumed occurrence may not be experienced

Table 9: Severity Levels of Undesired Event Consequences

Severity Level Characteristics

I.  Catastrophic Death, system loss, or severe environmental damage.

II.  Critical Severe injury, severe occupational illness, major system or
environmental damage.

III.  Marginal Minor injury, minor occupational illness, or minor system or
environmental damage

IV.  Negligible Less than minor injury, occupational illness, or less than minor system or
environmental damage.

Source: Combating Terrorism: Threat and Risk Assessments, GAO/NSIAD-98-74, p.  7. 

Table 10: GAO Risk-Assessment Matrix

Probability of
Occurrence

Severity Level

I  Catastrophic II  Critical III  Marginal IV  Negligible

A.  Frequent I-A II-A III-A IV-A

B.  Probable I-B II-B III-B IV-B

C.  Occasional I-C II-C III-C IV-C

D.  Remote I-D II-D III-D IV-D

E Improbable I-E II-E III-E IV-E

Unshaded  = Unacceptable risk (reduce through countermeasures).
Light shade = Undesirable risk (requires management decision).
Medium shade = Acceptable risk with review by management.
Dark shade = Acceptable risk without further review.

Source: Combating Terrorism: Threat and Risk Assessments, GAO/NSIAD-98-74, p.  8
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There are many other risk assessment approaches geared to specific classes of risks (e.g.,

equipment failures, human error, seepage of toxic chemicals, radiation exposure) and to specific

targets with identifiable vulnerabilities (e.g., nuclear reactors, skyscrapers, military facilities,

communities near landfills).83  But for purposes of allocating federal money and other resources

effectively, it would be useful to have a threat analysis framework that would allow users to

create a broader (if therefore fuzzier) picture of threats to national security and well-being, to

raise the focus of analysis from the tactical to the strategic level, not replacing but complement-

ing tactical and operational risk assessment techniques of the sort just noted.  Moreover, it would

be good be able to discuss, within a single framework, widely differing threats.  The sections

that follow, therefore, attempt to do just that, first arraying threats in a systematic fashion and

then describing a prototype framework for comparing and rating such threats, and a draft

methodology for evaluating both the utility of different approaches to the mitigation of threat

or loss and the utility of different levels of cooperative threat management. 

A Systematic Threat Array for the Prudent Paranoid

Clearly there are many ways to portray bad things that can happen to good countries and

people.  The National Security Strategy sets out one typology of security threats, namely, state-

based, transnational (including environmental), WMD, foreign intelligence probing, and failed

states — a mixed bag of sources that could be presented more clearly.  Let me suggest a

rearrangement, consistent with the discussion of threats in the first section of this paper, making

the first divide between natural and manufactured threats.  

Natural Threats 

Threats in this category capable of causing severe damage to human lives and interests

include earthquakes, hurricane-like storm systems, volcanic eruptions, tornados, and drought

(see table 11).  The effects of earthquakes often are felt within the borders of a single country,

but often occasion the need for international relief efforts because of the scope of devastation.

Large storm systems may create similar humanitarian needs as well as military-supported relief

efforts such US Operation Sea Angel, following a cyclone that devastated Bangladesh in 1991,

the more recent relief efforts in Central America following Hurricane Mitch, or domestic relief

operations after Hurricane Andrew devastated a wide swath of southern Florida.  Volcanic

eruptions devastate lives locally and can have direct military consequences, as in the case of Mt.

Pinatubo in the Philippines, which effectively entombed nearby Clark Air Base.  There is, as yet,

no defense against ash except to avoid it.  Droughts may envelop entire subregions of continents,

as was the case with eastern Africa in the mid-1980s and the first half of the 1990s, contributing
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in the latter instance to the collapse of Somalia as a state and the insertion of international

military forces to support the provision of relief.  Patterns of violent weather, with or without

tornado accompaniment, may be associated with global warming and hence become a more

familiar feature of the twenty-first century threat scape.  Animal predation is included merely

as a reminder of where we have come from and of what once was humanity’s primary daily fear.

In fact, if microscopic animals are included in the definition, natural predators remain a primary

daily challenge to a majority of the human race. 

Table 11: Threat Examples

Manufactured Threats Autonomous Natural
Threats Interstate Transnational Ecological

Interstate nuclear war
(global, regional)

Interstate war
involving
chemical/biological
weapons

Interstate war with
conventional arms

Interstate border
conflict

Information warfare
(state-based)

Proliferation of
weapons of mass
destruction

Organized crime
C drug cartels
C migrant smuggling
C arms trafficking
C money laundering
C information hacking

Terrorist groups
C nationalist motives
C political motives
C t r a n s c e n d e n t a l

motives
C “super terrorism”

Proliferation of
weapons of mass
destruction

Illegal immigration

Severe wealth and
information disparities

Sudden refugee flows

Financial market
panics.

Over-population

Regional water and/or
food shortages

Damage from
seasonal flooding,
wildfires

Transborder air and
water contamination

Emergent infectious
diseases

Invader species,
including disease
vectors

Diminishing
biodiversity

Stratospheric ozone
depletion

Climate change,
global warming and
its regional and local
effects

Volcanic eruption

Earthquake

Hurricane or typhoon

Tornado

Drought

Animal predation 
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Manufactured Threats  

Threats of human origin were cast earlier as interstate, transnational, and ecological.

Interstate threats have traditionally involved armed foreign military capability.  To that could

now be added foreign-government-based information warfare activities, which blur into

intelligence collection and incorporate the National Security Strategy’s concerns about foreign

intelligence agencies with high-tech tools.  

Transnational threats include organized crime in all of its manifestations, from drug

cartels and migrant smugglers to money laundering or other collusion between US and foreign

criminal organizations.  Terrorist groups were profiled earlier, groups of the greatest concern

being those with transcendental motives for their behavior (for example, apocalyptic or

millennial creeds, quasi-religious programs of racial cleansing, or militant religiosity without

secular political purpose).  

Transnational threats also include phenomena without leaders, that do not stem from an

identifiable point source.  These include wealth and information disparities that can eventually

trigger upheaval among the have-nots at the expense of the haves; or refugee flows that, while

stimulated by conflict or other

disaster at home, are themselves

streaming, often non-directed

phenomena.  Finally, the worldwide

markets of the global economy are,

as yet, under-regulated by domestic standards and capable of wide swings in value, especially

in national currencies, the exchange of which involves the equivalent of $1.5 trillion per day

sloshing around in the largely electronic currency markets.84 

Ecological threats have begun to get more attention and money in US strategy and

budgeting.  Some ecological threats pose a dilemma for decision makers:  Policy decision

flexibility is never likely to be greater than it is right now but — especially in areas where

knowledge and understanding are incomplete — policy decision wisdom is never likely to be

worse than right now.  The race is between growing understanding and innovation, on the one

hand, and what may be cumulating response costs, on the other, which argues for interim

policies with the potential to slow accumulation without either breaking the bank or locking

policy into a what could soon prove to be an obsolescent response.85  

Transnational threats also include
phenomena without leaders.
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Human population growth is an ecological threat that is well-understood.  The people

who will create the next generation of humanity are already living and their reproductive habits

can be estimated based on historical experience, current surveys, and projected behavior.

Several things are therefore clear: the general trajectory of  population size (upward); the socio-

economic mix (mostly poor); and the fact, for any given place on earth, that this trajectory is

alterable only by changing rates of birth, death, and migration. As former Christian Science

Monitor reporter George Moffett noted, the tools for doing so are also well-known: “Economic

development, which will help reduce the demand for large families, will be one important

component of a comprehensive strategy to reduce fertility and further slow rates of population

growth in developing countries... Another will be narrowing the inequities between the sexes

that are prevalent in many

developing nations.”  Places that do

best in managing population growth

tend to be those where gender bias

is least pronounced, where women

have access to education and

options beyond motherhood, where children have access to health care, and where“safe and

effective family planning methods are made universally available.”  Population growth, Moffett

concludes, is no longer a problem looking for a solution but a solution looking for resources.”86

Climate change, on the other hand, is an issue area where remaining scientific

uncertainties are sufficient to give stakeholders worried about the costs of mitigation

considerable leverage in the policy debates.  Indeed, because of the high stakes involved, climate

models and modelers have been subject to strong criticism from large economic stakeholders,

who foresee not only direct financial losses to themselves but a larger role for government in the

economy as a consequence of climate change policies, which would reverse a twenty-year

trend.87  The controversy about climate change will only increase if, as a recent National

Research Council report warns, steps are not taken to rehabilitate old data-collection

technologies and networks that were designed for other purposes (such as local weather

forecasting) but that feed irreplaceable data into climatological studies.88

Climate incorporates chaotic local variations that make isolation of valid trend lines

even more difficult. Some of the same trends that cause damage in one place may bring benefits

to another: stronger storms, for example, but longer growing seasons.  Such variability makes

international coalitions more difficult to build, as do ongoing issues, noted earlier, of how to

“Population growth is no longer a
problem looking for a solution but a

solution looking for resources.”
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allocate response costs.  

The climate change debate illustrates how politics affects the interpretation and

actionability of knowledge.  For such a complex issue, the only antidote to interest-based politics

is the steady accumulation of better data and valid predictive models by a broad array of

“intelligence generators,” and the broad dissemination of those results to build an equally broad

supporting consensus of opinion, public and private.  Such breadth is necessary because  most

ecological threats cannot be met by government action alone.  Thus they differ considerably

from traditional military threats, or even newer terrorist threats, in both requiring active

implementation support from the private sector and requiring the widest distribution of

intelligence and warning.  In the case of interstate and transnational threats, the distribution of

most intelligence must be limited if responses are to be effective, and government is the principal

responding actor.  

A Methodology for Making Comparisons 

The following segment adapts a methodology developed for analyzing the conditions

under which international peace operations might be most likely to generate successful

outcomes.89  The adapted version uses five variables for framing and comparing interstate,

transnational, and ecological threats to US national security, and five variables to estimate

strategic likelihood, or overall propensity of an actor to take threatening action.  This framework

is then used to generate and compare illustrative threat/likelihood indices for historical and

hypothetical events.

Component Variables

Important dimensions of security threats include their damage potential, how much

warning we may have of their occurrence, and a sense of their overall likelihood.90 A

phenomenon with no damage potential is not much of a threat and so damage potential would

seem the primary variable of concern.  Warning is key to alerting us to potential danger.

Without it, our fight-or-flight reflexes are useless.  Likelihood, as used here, is a further tool for

gauging the urgency of response.  For threats of equal damage potential, those with shorter

warning times and greater likelihood will tend be seen as more dangerous and deserving of

attention and resources.
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Damage potential  

Among the dimensions of damage are: depth (seriousness of primary damage to targets),

breadth (the geographic extent of primary damage), ripple effects (the geographic, social, or

economic extent of strong secondary impacts of an event), and recovery time (how long it takes

to restore or replace the damage wrought).  The first and second dimensions are clear: events of

concern might do great damage to a relatively small place (e.g., a pipe bomb); relatively

superficial damage but to a large area (e.g., intermittent but persistent disruption or

commandeering of commercial television or radio broadcast frequencies);91 or great damage to

large areas (e.g., a multiple-warhead nuclear missile attack or an outbreak of lethal disease

readily spread by human contact).  

The third dimension, ripple effects, is intended to capture the fact that many of the

threats of greatest current concern involve networked institutions (such as banking, communi-

cations, and transport) that may be

affected by an attack at some remove

from the point of initial assault.  An

event that shut down Chicago’s

O’Hare International Airport, for

example, would disrupt a significant

fraction of US air traffic and ripple

into international air traffic as well. Some networks are designed to be resilient (the Internet, for

example), while others demonstrate a disturbing tendency to crash when stressed (such as certain

regional power grids).  Society is also a network, and fear can be a great disruptor of social

relations.  

The fourth dimension, recovery time, measures how long it takes to rebuild after the

precipitating event is over.  It is treated as a component of damage (rather than damage control)

because it helps further distinguish the severity of different threats.  For example, while physical

damage from conventional high explosives can be severe, once the damage is done it can be

repaired or structures can replaced without further delay traceable to the nature of the threat

mechanism.  After flood waters recede, on the other hand, they may leave communities at

continuing risk of cholera, e-coli contamination, or other disease from the contents of flooded-

out sewage treatments that have been deposited all over town.  Similarly, after a chemical or

nuclear incident, residual toxic or radioactive materials — which may contaminate every

exposed building surface, road surface, and soil surface —  will need to be washed down,

scraped down, or removed before the area can be re-used.  If that is not feasible, recovery time

Among the dimensions of damage are
depth, breadth, ripple effects, and

recovery time. 
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will be at least as long as the half-life of the incident’s longest-lived radioactive waste product,

or as long as it takes for the chemicals or toxins involved to break down in the open

environment. 

These variables are listed in table 12, together with a series of labels that describe

different levels of damage associated with each of them, in order of severity.  Each label has

been assigned a scale value ranging  from 1 (least severe damage) to 10 (the most severe).  

Table 12: Evaluating Seriousness of Potential Threats

WARNING TIME DAMAGE POTENTIAL
Scale

Values
Depth of 

damage per
attack

Breadth of 
damage per

attack

Extent of
strong ripple

effects

Recovery
time

10 less than a minute
death or

destruction of
target

nationwide nationwide
months to

years

7.5 less than an hour statewide weeks

5 day to a week
serious functional

impairment of
target

metropolitan area citywide days

2.5 weeks to months several city blocks hours

1 years
minimal functional

impairment of
target

a building, crowd,
or person

immediate firm
or family

minutes

Warning  

Threat warning is commonly divided into two classes, strategic and tactical.  Strategic

warning notes the existence and development of a potential threat, monitors its status, and may

be the basis for initiating a long-term program of countermeasures.  Tactical warning notes the

actuation of a threat.  Tactical warning time is that between detection of actuation and the

initiation of damage; the time, for example, between detection of an incoming missile and its

detonation at its target.  

It might seem preferable to have separate strategic and tactical warning variables in this

model but their respective scales would tend to measure a single time continuum (from several

years to several months for strategic warning, and from several weeks to several seconds for

tactical warning).  Some kinds of threats, moreover, yield odd results when measured with two

warning variables.  The United States had years of strategic warning, for example, with regard
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to the Soviet nuclear arsenal (thus rating a “1" on a hypothetical strategic warning scale of 1 to

10).  The missile components of that arsenal could be delivered with 30 minutes or less of

tactical warning (a “5" on a first-cut tactical warning scale).  Having both variables present in

the model, even when combined with the very high damage potentials associated with general

nuclear war, would have diluted the resulting threat index considerably, making the prospect of

general nuclear war look more like Operation Desert Storm than the end of the known world.

Obviously, strategic warning is important.  If US intelligence had had no advance

knowledge of the Soviet long-range ballistic missile program, the armed services would have

had less incentive to build a detection network able to provide tactical warning of ballistic

missile attack.  But lively imaginations and the worst-casing process would very likely have

projected a Soviet missile program based on what the United States itself was building, and

projected as well the need for a missile early warning system.92  

Alternatively, consider the case of cyber threats to US infrastructure.  General

knowledge that such attacks might be possible suffices to stimulate countervailing measures,

whether or not US intelligence is aware of a specific group of hackers beavering away to

produce code designed, say, to hold

the US banking system hostage.  The

more important thing to know is that

such attacks will move at nearly the

speed of light, taking whatever brief

time is required to pass through

switching nodes and transmission queues en route to their targets.  Possibly unique to cyber

threats, greater distance between threat and target or greater complexity of attack route may

improve the probability of success by masking the origin of the attack and thereby facilitating

attacks of longer duration and perhaps greater damage. That is one reason why information

warfare and potential threats to information- and computer-based infrastructure have begun to

attract urgent attention from governments: attack warning time has “collapsed.”93 

In general, the shorter the attack warning associated with a particular threat, the more

difficult it will be for defenders to mount a response that reacts in time to do some good.   For

that reason, in evaluating threats on the warning variable, detection of an actualized threat —

a launched missile rather than a merely deployed one — is emphasized as the better indicator

of true danger posed by a threat.  

In the case of information- and
computer-based infrastructure, attack

warning time has “collapsed.” 
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Strategic likelihood  

Gauging the likelihood that a threat will be actualized — at all, much less at a given

point in space or time — is probably the most difficult task in the intelligence business.  The

history of international relations is dotted with risk assessment and prediction failures: in August

1914, regarding the expected duration of war in Europe; in 1939, regarding Hitler’s intentions

to use force; in 1964, regarding the potential efficacy of US intervention in Vietnam; and in

1980, regarding what was planned in Washington as a quick hostage rescue operation, and what

was planned some months later in Baghdad as a very short war, both cases involving Iran.  (Note

that the US operation succumbed not to Iranian countermeasures but to equipment failures made

worse by sandstorms, a natural threat.94)  

The variable scales associated with the calculation of strategic likelihood are presented

in table 13.  The first column lists likelihoods associated with a given scale value as they might

be assigned by an expert analyst who carries within his or her head a model of threat bearer

behavior and motive that is far more complex than anything presented here.  The expert’s ability

to assign even a rough probability to a particular action at a particular time or place far exceeds

the ability of this framework.  The framework is intended, rather, to use structural variables to

estimate the behavioral tendencies of different kinds of bearers of manufactured threat.  Except

for “history,” different variables apply to governments (“official” threat-bearers) and to non-

governmental groups (“unofficial” threat-bearers).  As a result, strategic likelihoods and threat-

likelihood indices for interstate and transnational threats should be compared to one another with

caution.  (No attempt has been made to estimate the likelihood of natural events.)

Conflict history is one of many variables that influence the course of interstate

relations.95  Such history may not predict well if governments and societies have changed

substantially since conflict last occurred, but a knowledgeable analyst can take such a threshold

effect into account in rating relationships on this variable.   While it discounts novelty — the

past cannot predict to what has never happened —  the history variable does capture the sense

of the past that contributes to the nursing of grievance and, potentially, to a lower threshold of

conflict and nastier fighting once conflict breaks out. With three wars since independence, and

continuing tension and periodic low-level conflict over Kashmir, for example, India and Pakistan

would rate a seven or eight on history.  

The scaling of official threat-bearer objectives borrows from the work of the Correlates

of War project and the scaling measures for its Militarized Interstate Dispute (MID) data set.96

These measures distinguish states that support the status quo from states that seek policy change
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in another state, a change of government in another state, or territorial gain or recovery.  To

these objectives I have added “religious or ideological conversion,” to cover entities like the

Soviet Union, revolutionary Iran under the Ayatollah Khomeini, or perhaps Afghanistan under

the Taliban, that seek to extend their community of belief.  Implicit in the scaling is that

countries with grander objectives are more highly motivated to act to achieve them.  

The governmental pairing variable seeks to build on the “democratic peace” thesis,

which observes that democracies, so far, have not gone to war with one another.  Democracies

have fought non-democracies with some frequency (for example, allies versus Central Powers,

WWI; allies versus Axis, WWII;

United States and coalition partners

versus North Korea, 1950–53, and

North Vietnam, 1959–75; United

Kingdom versus junta-ruled

Argentina, 1982; a mixed Gulf War

coalition versus Iraq, 1991).   Non-

democratic states have fought each

other with regularity, throughout

history (in this century, Hitlerian Germany versus Stalinist Russia, or Saddam’s Iraq versus

revolutionary Iran).  The scale basically assumes, subject to further refinement, that the less free

the people, the more likely the fight.97  

For transnational threats, table 13 makes different assumptions about threat-bearer

motives and how they might affect the likelihood of attack.  Groups with economic motivations

conduct their activities (licit or not) routinely: markets flush money around the globe, mobs

launder it, and drug cartels ship product.  Thus the likelihood of these actions is essentially

unity: happens all the time; scale value 10.  Apocalyptic cults like Aum Shinrikyo or angry sub-

groups within an organization like Hamas in the West Bank and Gaza may exist only to strike

at their enemies or to purify society.  They will strike eventually, but maybe not today, so they

are ranked below routinely-operating markets in likelihood of action.  Secular political groups

such as social-revolutionaries or contract terrorists may pick their targets and space their attacks

more carefully than a driven cult or religious group.  

The governmental pairing variable
seeks to build on the “democratic

peace” thesis, which observes that
democracies, so far, have not gone to

war with one another. 
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Table 13: Approaches to Calculating Likelihood of Manufactured Threats

Alternative likelihood calculations for manufactured threats 

(in lieu of the expert method): 
For all

calculations:
   For interstate threat

likelihood only:
   For transnational threat

likelihood only:

Scale 
Values 

Composite
Expert’s 

Likelihood
Estimate

History of threat
bearer-threat

target hostilities

Official threat
bearer's

objectives

Governmenta
l pairing

Unofficial threat
bearer's

motivation

Mass casualty
propensity

10 
very high; will

happen

frequent; long
history of hostile

relations

seeking religious
or ideological

conversion

two
totalitarian

governments

economic (market,
cartel, the mob),

recreational
(hacker)

Religious
extremists

7.5 
several prior

instances; years
of tense relations

seeking territorial
gain/recovery

two non-
democratic

governments

religious or
ideological (cults,

zealots)

Right-wing
revanchists

5 50-50 chance
two prior
instances

seeking
regime/govt

change

one
democracy,

one non-
democracy

secular political
(revolutionary or

contract terrorists)

Leftist social
revolutionaries,

Nationalist-
separatists

2.5 one prior instance
seeking policy

change by target

one stable
democracy,

one
transitional

govt.

1 
very low; little

chance
no history; novel

threat
satisfied, status

quo power
two stable

democracies
Organized crime

Also included is a variable estimating propensity to cause mass casualties, drawing on

the work of Jerrold Post, cited earlier.  Religious extremists and right-wing revanchists are

viewed by Post as least reticent to cause mass casualties, whether with conventional explosives

or WMD.  Leftist revolutionaries may target government but are less likely to target “the people”

and WMD make it difficult to avoid “collateral” damage in the population at large.  Separatists

want to be regarded as legitimate makers of new government, a goal more difficult to reach were

they to use WMD in support of their cause, although irrational acts in the heat of battle certainly

cannot be ruled out.  Finally, organized crime might well seek to make a profit from peddling

WMD and related materials, but extortionist threats with WMD are likely to quickly focus

official attention that previously has been otherwise engaged on the tracking down and

elimination of any gang responsible for perpetrating such a threat or attack:  Bad for business,
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hence less likely, although one would not want to rule out WMD-based extortion efforts on the

part of, say, foreign gangs operating in a wealthy third country.  

Generating Sample Data

In calculating the indices, each element of damage potential is treated as a separate

variable; thus damage potential’s impact on the threat index is much stronger than that of

warning.  The threat index is a simple average (statistically, the “expected value”) of the five

threat variables.  Similarly, the likelihood index is an average of its three component variables,

and the composite threat/likelihood index  is an average of threat and likelihood.  Until evidence

arises that a more complicated formula would be advisable, Occam’s Razor suggests sticking

with expected value.  The result is also a model wholly transparent to readers.

  Measuring Manufactured Threats  

The results of plugging some numbers into the framework can be found in table 14,

which has separate sections for interstate, transnational, and ecological threats.  The

transnational threats include physical terrorist attack, cyber attack, financial crisis, and

population pressure.  

To illustrate the model, consider an historical case of interstate conflict, Operation

Desert Storm, January 1991.  The coalition telegraphed its attack for weeks (scale value 2.5),

with UN Security Council resolution 678 setting the time for expiration of the coalition’s

ultimatum to Saddam Hussein to

withdraw from Kuwait or face the

consequences.  The coalition action

caused serious damage across much

of the country (both scale values

7.5), with ripples throughout Iraqi

society (10), recovery from which would have taken months to years (10), even without

continuing international sanctions on Iraqi assets and trade.  Overall damage potential: 8.75 on

a scale of 10, kept from going any higher largely by the US-led coalition’s limited political

objectives and consequent US military self-restraint.  

Operation Desert Storm was not a particularly “likely” event (index 4.5).  The United

States and Iraq had no recent history of conflict; indeed, the United States had been compara-

tively friendly toward Baghdad during the Iran-Iraq War, failing to react in anger even when an

The threat index is a simple average of
the five threat variables.
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Iraqi pilot fired Exocet missiles at the frigate USS Stark in 1987, ostensibly by accident, causing

major loss of life.  The retrospective likelihood of US action would drop even further were its

objectives evaluated not as territorial recovery (on behalf of Kuwait, a 7.5 on the objectives

scale) but as a change in Iraqi government war policy (a 2.5) netting a likelihood index of 2.67.

If Saddam Hussein was making similar mental calculations in Baghdad in the fall of 1990, his

failure to withdraw forces from Kuwait in the face of US threats appears somewhat less

irrational. 

Other, not very far-fetched assumptions on his part might have reduced the anticipated

depth and breadth of damage in the event of US attack.  The last air raids by US forces, against

Libya in 1986, were short-lived and the previous major US bombing campaign, in Southeast

Asia, had started slowly and with many political restrictions on targets.  So a 5.0 for depth,

breadth, and ripple effects (potentially serious damage but confined to areas nearest Kuwait)

would not have been unreasonable, netting a threat index of 5.5 and a threat-likelihood index of

about 4.1 — less than what is estimated here for the immediate impact of Russia’s 1998

financial crisis on the US economy.  

Hypothetical instances of interstate threats included in table 14 are the prospect of

further political-military decay in Russia leading to accidental or unauthorized launch of nuclear

forces, and a North Korean threat consisting of an intercontinental-range ballistic missile

carrying a nuclear fission warhead.   The Russian strategic arsenal remains capable of

devastating the United States, with perhaps 2,000 warheads on alerted delivery vehicles, as noted

earlier.  Its raw damage potential is thus extremely high.  Even if some missiles failed to launch,

failed to properly release their warheads, or otherwise exhibited characteristics common to badly

maintained complex mechanical systems, the few hundred remaining warheads that reached US

soil and detonated would have widespread, deadly consequences, with national if not global

ripple effects, and a recovery time measured in decades.98

A nuclear-armed North Korean missile could utterly destroy what it struck, but receives

less than a 10 on depth of damage on the assumption that its guidance would be such as to give

it a miss distance at least as large as the radius of its target, which is assumed to be an urban

area.   The resulting destruction would be city-wide, at least in its direct effects (that is, about

a 5 in breadth).  The strongest ripple effects of a nuclear detonation on US soil would be

substantial — at least regional — and the impact on daily life and commerce in the region where

the detonation occurred would be heavy.  Recovery time for the attacked area would be lengthy.

But as a single warhead rather than several hundred or even several dozen, its damage potential
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would be far less than that of even a partial, errant launch of remaining Russian nuclear forces.

Its likelihood, on the other hand, at least as a deliberate act, might well be higher.  

This likelihood index is geared to such deliberate acts, and therein lies a limitation.  It

cannot make estimates of accidents or other non-willful behavior.  The risk of Russian warheads

landing on the United States may depend in future as much on the robustness of the Russian

command and control system in the face of a short circuit, a miscommunicated command, or

some other event that might accidentally transmit a launch order, as it would on Russian political

attitudes toward this country.  Assigning a meaningful probability to such an event, even as an

exercise, however, would require much more information than is available to the author.  

Among the sample transnational threats in table 14, the highest threat indices (7.5,

equivalent to Desert Storm or the Korean ICBM scenario) are associated with a hypothetical

information attack against an unprotected US power grid and with the impact of last summer’s

financial crisis on Russia.  The information attack assumes relatively easy access to such a grid’s

administrative systems, sufficient to shut it down or otherwise interrupt service to customers

region-wide (the Northeastern United States, for example).  Such a shut down might do severe

economic damage, depending on the amount of time the grid is offline, and have severe

implications for criminal activity.  Recovery might take days at best, longer if there has been

serious looting during nighttime power outages.

The strategic likelihood of such a threat would seem to be pretty high, with hackers of

varying motives and skill levels trying to crash into such systems with some degree of frequency,

although not necessarily with the objective of causing mass casualties (that variable is left

unrated in this case, because a lack of such propensity would not necessarily decrease the

likelihood of hacking).  A similar, well-protected grid might be able to increase attack warning

time and keep intruders out, but would likely remain the subject of entry attempts; it would

present, if anything, a greater challenge.  The unprotected scenario is what might unfold if

managers of a vulnerable grid did not act to reduce their system’s vulnerabilities.
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Table 14: Evaluating Selected Threats

WARNING
TIME

============= DAMAGE POTENTIAL ===============

THREAT
INDEX

(Average)Manufactured Threats
Depth Breadth

Extent of
strong ripple

effects
Recovery time
at best effort

Damage
Potential

(Average)
Interstate
US-Iraq, January 1991 2.5 7.5 7.5 10 10  8.75  7.50
Russian political/military decay,
impact on US, longer term 7.5 10 10 10 10 10.00  9.50
North Korea-US, nuclear-tipped
ICBM launch 7.5 7.5 5.0 7.5 10  7.50  7.50

Transnational

Bin Laden-US embassies, 1998 10 7.5 1.0 2.5 10  5.25  6.20
Aum Shinrikyo-Tokyo, 1995 7.5 5.0 2.5 2.5 5.0  3.75  4.50
Information attack, unprotected
power grid

10 7.5 7.5 7.5 5.0  6.88  7.50

Information attack, protected grid 7.5 1.0 1.0 1.0 1.0  1.00  2.30
Russian financial crisis, 1998 2.5 5.0 10 10 10 8.75  7.50
Russian financial crisis, impact on
US, near term

5.0 1.0 7.5 1.0 1.0 2.63  3.10

Mexican migration pressure, future
economic crisis

5.0 5.0 7.5 7.5 8.0 7.00  6.60

Ecological

Global climate change 1.0 2.5 10 10 10 8.13  6.70

Natural Threats 

Catastrophic eruption, Mt. Rainier 7.5 10 6.0 6.0 9.0 7.75  7.70
Hurricane vs US Southeast 5.0 8.0 6.0 7.5 7.5 7.25  6.80

STRATEGIC LIKELIHOOD, INTERSTATE 

Manufactured Threats

History of
bearer-
target

hostilities

Threat-
bearer's

objectives

Pairing of
regime
types

LIKELIHOOD
INDEX

(Average)

THREAT-
LIKELIHOOD

(Average)

Interstate

US-Iraq, January 1991 1.0 7.5 5.0 4.50 6.0
Russian political/military decay,
impact on US, longer term

2.5 2.5 2.5 2.50 6.0

North Korea-US, nuclear-tipped
ICBM launch

7.5 7.5 5.0 6.67 7.1

 STRATEGIC LIKELIHOOD, TRANSNATIONAL

Transnational

History of
bearer-
target

hostilities

Threat-
bearer's

motivation

Mass
casualty

propensity

LIKELIHOOD
INDEX

(Average)

THREAT-
LIKELIHOOD

(Average)

Bin Laden-US embassies, 1998 5.0 7.5 10 7.5 6.9

Aum Shinrikyo-Tokyo, 1995 5.0 7.5 10 7.5 6.0
Information attack, unprotected
power grid

7.5 10 8.8 8.1

Information attack, protected grid 7.5 10 8.8 5.5
Russian financial crisis, 1998 7.5 10 8.8 8.1
Russian financial crisis, impact on
US, near term

1.0 10 5.5 4.3

Mexican migration pressure, future
economic crisis

5.0 10 7.5 7.1
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The Russian financial crisis of 1998 has higher intrinsic damage potential for Russia

than the posited information attack has for the United States, but the latter attack involves much

shorter warning time, which drives up its threat index.  The Russians, arguably, could see that

the 1997 Asian economic crisis would eventually hit their own weak economy, hence warning

time for this scenario is set at “weeks to months” in table 14.  Its near-term impact on the United

States is not very noticeable, but the effects of the financial crisis, if not undone, could

eventually contribute to economic and political instability in Russia that could, in turn, increase

the risk of something going awry with the country’s nuclear forces.  The current framework does

not specifically account for such temporal ripple effects. 

The attacks by the Bin Laden network against American embassies in Africa were

locally deadly but confined in geographic extent.  The  threat index for such action is pushed up

by the extremely limited warning time involved.  Aum Shinrikyo’s gas attack, as carried out,

rates a lower damage potential than the embassy bombings; more people were sickened but far

fewer died.  The two groups are rated as similarly motivated, with similar attitudes toward mass

casualties, hence their identical likelihood ratings.

Turning to ecological threats, substantial population growth will occur in Mexico in the

next half-century.  An Indonesian-style economic crisis or a disaster on the order of Hurricane

Mitch could send waves of destitute and desperate people surging against border walls in the US

Southwest and into states adjacent to the border.  This scenario describes the transformation of

a slow-moving ecological threat — over-population — into an urgent transnational threat of

major proportion by a transnational triggering event (e.g., gyrating international financial

networks) or by sudden force of nature.  Its rise time is estimated at about one week.  Regional

economic and social recovery might take a good deal longer.  

Climate change presents an interesting example of a phenomenon with relatively high

damage potential despite a depth-of-damage rating that is less than serious.  It was given this

rating because that may be how global warming’s effects will be experienced, as a sequence of

changes that require adaptation but cause severe damage quite selectively (to low-lying coastal

areas, for example, or to certain regions, that experience more severe droughts or flooding).  The

changes it induces may be quite widespread and longlasting, however, hence the ratings of 10

on breadth, ripple effect, and recovery time, which might be interpreted in this instance as

“adaptation” time, instead.  
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Measuring Natural Threats  

The model was used to generate threat indices for two natural threats, for comparative

purposes: a hurricane that strikes the US Southeast, and the eruption of Mt. Rainier, in the

Northwest.  With modern weather forecasting, coastal areas may receive several days’ warning

of a hurricane’s approach.  Where it hits, the damage can be near total, can affect a significant

portion of one or more states, and may ripple through a region, especially in terms of economic

disruption.  Its direct damage may take weeks or months to repair.  

An eruption of Mt. Rainier could occur with much less warning, or at least much less

heeded warning (since volcanic activity is rare compared to hurricanes and since predictive

models are less far advanced than weather models).  Assuming that an eruption of Rainier would

be larger than that of nearby Mt. St. Helens in 1980, devastation within its immediate region

could be complete, reach out dozens of miles, and billow ash clouds for hundreds of miles.99  Its

threat index works out to be the second highest in table 14.  (It is visually easier to compare the

various sample threats by looking at table 15, where the samples are ranked by threat index and

damage potential.)  

Comparison of the numbers for such an eruption with the numbers for a North Korean

nuclear attack on a Northwestern city is apt. A volcano like Rainier can explode with a force

equivalent to tens or hundreds of megatons and there is no defense against it, but few if any

resources are devoted to preventing it and life in Seattle goes on.  With respect to North Korea,

defenses are as yet years away from deployment, but food and fuel deliveries and construction

of nuclear power reactors are part of a large international effort to dissuade North Korea from

completing work on a nuclear weapon suited to its missiles.  There remains, in short, a certain

fatalism about highly damaging natural threats that voters and policy makers would not and do

not tolerate with respect to manufactured threats.  Yet if Rainier were to erupt, or the geological

fault lines under Seattle, Los Angeles, or San Francisco were to rupture, the damage would be

enormous.  Policy responses tend to be limited to reinforced building codes and the training of

emergency response teams, and publics tend to treat likelihood as though nature plays dice, all

rolls produce snake eyes, and the probability of an event on any given day is the same as any

other, rather than slowly but steadily cumulative. 
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     Table 15: Ranking the Sample Threats

Examples rated by threat index

Russian political/military decay, impact on US, longer term 9.50
Catastrophic eruption, Mt. Rainier 7.70
Information attack, unprotected power grid 7.50
Global financial crisis, impact on Russia, 1998 7.50
US-Iraq, January 1991, impact on Iraq 7.50
North Korea nuclear-tipped ICBM against US city 7.50
Hurricane vs US Southeast 6.80
Global climate change 6.70
Mexican migration pressure in econ. crisis 6.60
Bin Laden-US embassies, 1998 6.20
Aum Shinrikyo-Tokyo, 1995 4.50
Russian financial crisis, impact on US, near term 3.10
Information attack, protected grid 2.30

Examples rated by raw damage potential

Russian political/military decay, impact on US, longer term 10.00
US-Iraq, January 1991 8.75
Global financial crisis, Russia, 1998 8.75
Global climate change 8.13
Catastrophic Eruption, Mt.  Rainier 7.75
North Korea-US, nuclear-tipped ICBM 7.50
Hurricane vs US Southeast 7.25
Mexican migration pressure in econ. crisis 7.00
Information attack, unprotected power grid 6.88
Bin Laden-US embassies, 1998 5.25
Aum Shinrikyo-Tokyo, 1995 3.75
Russian financial crisis, impact on US, near term 2.63
Information attack, protected grid 1.00
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A Methodology for Choosing Among Policy Responses

While the foregoing threat assessment model can help sort through a wide variety of

potential troubles, it does not itself suggest how to deal with them.  Ideally, a decision assistance

tool would also help policy makers choose the most effective approaches to implementing policy

and the most cost-effective ones.  What follows is an approach to judging relative response

effectiveness, for different substantive policy options and for different forms of international

cooperation.  Limited time and resources relegate measures for costing and cost-effectiveness

to future research, but an assessment of what works is a necessary step toward that more

complete analysis.  

Describing Multi-Attribute Utility Analysis (MAUT)

This segment applies a variant of multi-attribute utility analysis (MAUT), as described

in Posavac and Carey (1989) and presented by the University of Oklahoma’s Department of

Family and Preventive Medicine.100  MAUT is used a good deal in the health policy analysis

field, where subjective judgments of the efficacy of treatments and other decisions under

conditions of uncertainty are a frequent necessity.  Some authors have also used it to evaluate

weapon systems in the context of efforts to devise conventional arms transfer restraint schemes

that take into account regional military power balances.101  Since the worlds of public health and

national security seem to be converging in the area of domestic responses to terrorist violence,

it seems only fitting that the methodology be applied to the problem of optimizing, or at least

prioritizing, choice of policy response to such threats.

MAUT is a decision-analysis tool that identifies the decision-maker(s), the issue(s) to

be addressed, and the policy options to be evaluated.  The evaluator(s) determine the decision-

maker’s overall policy goal and the subsidiary objectives (or “dimensions of value”) that will

help to achieve it. These objectives are then evaluated in terms of their perceived importance to

achieving the overall goal. 

Objectives are first rank-ordered.  By convention, the least important objective is given

a rank of 1 and assigned a weight of 10.  Each successive objective is assigned a weight

corresponding to judges’ views of how much more important it is than the least important

objective, in terms of achieving the overall goal.  This is a step toward transforming the rank-

ordering into an interval scale of values, which is in turn necessary for the weights to have

comparative meaning.  (Otherwise, in any set of five objectives, the top-ranked one would

always be five times as “important” as the least valued objective, the next one four times, and
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so on.)   The final step is to standardized the weights so that they sum to 100 (sum the original

weights, divide each weight by the sum, and multiply by 100). 

Judges then assign subjective probability estimates to each policy option’s potential to

maximize or minimize each objective.  Judges might estimate that option X has a very good

chance of maximizing objective Y and assign it a probability of 70 or 80 percent; or they may

estimate that it has a poor chance of doing so and assign it a probability of 10 or 20 percent.

Weights and probabilities for each combination of option and objective are multiplied to create

probability-adjusted weights.  These adjusted weights (or utilities) are summed over objectives

for each policy option to create a measure of total utility for each option. 

The rank-orderings, weightings, and probability estimates may best be done by Delphi

method, with experts independently ranking the objectives, then assigning weights, then

assigning probabilities.  The same groups of experts need not, and perhaps should not, assign

both the weights and the probabilities.  The sample results presented in table 16, on the other

hand, reflect only the author’s first cut and as such are strictly illustrative. 

Gauging the Utility of Threat Responses

Two passes at the problem of dealing with terrorist threats to US people, property, and

territory are illustrated in table 16.  The first pass sets an overall goal of minimizing the

likelihood of attack.  The second pass sets an overall goal of minimizing damage if an attack

occurs.  The component variables of the threat index described in the previous section were used

as policy objectives, with depth and breadth of attack collapsed into “raw damage potential,” and

with the addition of a further objective of minimizing the threat’s potential to act.  

This added variable seemed the most important objective for the first goal, followed by

maximum warning time (with more time, a disruptive response might be launched), and then

minimized raw damage potential, ripple effects, and recovery time.  Since the latter two are post-

attack objectives, both were assigned a weight of 10 for this pass.  Minimizing potential depth and

breadth of damage might have an impact on likelihood of attack if that potential were so reduced

that an attack would not have the desired impact; so it was rated as four times as important as the

first two objectives.  Warning time was rated slightly higher still, while minimizing action

potential was deemed most important.  

The three categories of action mentioned in PDD-39 were chosen as policy options.

Two sub-options were evaluated for each: passive and active approaches to threat/vulnerability
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management; direct defense and retaliation as approaches to crisis management; and immediate

versus longer-term approaches to consequence management.  Each of these sub-options in turn

has a number of alternatives that could themselves be subject to MAUT.  

Probabilities were assigned to each option-objective pairing just once, since the option’s

relationship to the objective ought not change with a re-weighting of the objective, provided the

issue stays the same.  Probabilties could change considerably, however, for a different issue, that

is, for something other than protection against terrorist attack.

As an example of how probabilities in table 16 were assigned, look at the column of

numbers for passive vulnerability management.  It received a probability of 10 percent with

respect to minimizing action potential and maximizing warning time (rather than zero, as it could

conceivably have a marginal, indirect impact on either one).  It received a much higher

probability of minimizing raw damage potential (60 percent), as this is what vulnerability

management is supposed to do.  Since threats evolve and adapt, such protection is unlikely to

be perfect.  Similarly, passive techniques might help to stem some but not all ripple effects and,

by reducing direct damage, might also contribute to post-attack recovery (40 percent and 50

percent probability, respectively).  

The results in table 16 are instructive, even as examples.  For the first pass, aimed at

minimizing the likelihood of attack, active vulnerability management has far greater utility than

any other option, because it has the only reach-out role of the options evaluated.  Referring to

its sub-components, pre-emption refers to striking a would-be attacker as the attack is about to

be launched.  Prevention refers to reducing at the source the conditions that contribute to the

emergence of support for terrorist groups.  Such actions are the focus of economic and political

development (economic opportunity, open markets, responsive government, and the like). 

For the second pass, minimizing damage if an attack occurs, the total utilities for the

various options change considerably because the weights for the five objectives change.  The

primary objective is to minimize raw damage potential, which could be helped by better warning

time, and by actions to minimize ripple effects.  Minimizing recovery time is rated as less

important than halting ripple effects, and minimizing action potential is unimportant in this pass,

as the attack is posited to be underway. 
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Active and passive vulnerability management are essentially neck and neck in total

utility for this pass, followed closely by direct defense, then by the two forms of consequence

management, with retaliation trailing badly.  In this pass, the utility of active vulnerability

management is increased by its impact on warning time but decreased by its relatively low

assigned probability of affecting damage potential.  (As conceived here, active vulnerability

management is envisioned as a pre-attack process with little active trans-attack role.  With a

different conceptualization, results would be different.)  

Readers are invited to replicate the table and experiment with different weighting and

probability schemes to suit their own estimates, as well as substitute other policy options or

objectives (which could of course be more specific than “minimizing” or “maximizing”).  The

more experience and the better the data brought to bear on such an effort, the greater the validity

of the utility assessment.  The more expert judges agree on weights and probabilities, the greater

their reliability, reinforcing validity.  

Gauging the Utility of International Cooperation

This paper has argued at many points along the way that cooperation between govern-

ments is needed to deal effectively with the array of challenges that the United States and the

rest of the international community will face in the twenty-first century.  But what level of

cooperation works best for which challenges?  This segment illustrates how multi-attribute

utility theory might be used to craft an answer.  The issue in question is a broad one:

implementing elements of the National Security Strategy.  The overall goal is to minimize

threats to US security. The array of objectives contributing to that goal (see table 17) focus on

the threats emphasized in the NSS, with rankings deduced both from the language of the NSS and

from US spending priorities.  The policy options are generic in nature: unilateral action, bilateral

actions and agreements, and multilateral arrangements (including informal regimes and networks

of cooperation, regional organizations and treaties, and global organizations and treaties).  For

examples of each form of cooperation in different substantive fields, see table A.5.

Because the options are generic, the subjective probability estimates assigned to each

of them with respect to each policy objective are, for this example, based on a mental average

over several relevant cases.  For dealing with regional threats, for example, bilateral partnerships

(as with Turkey, Kuwait, Saudi Arabia, or Bahrain with respect to Iraq; or with South Korea

with respect to the threat from the North) are rated in a dead heat with regional organizations

(the category that encompasses NATO).  Unilateral action has a lower estimated probability of

success because the United States could have difficulty sustaining a wholly unilateral policy (no
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allies, no partners, no base rights) to contain or to punish a regional power at any great distance

from US territory.  Military options would be confined to naval forces and long-range bombers,

and domestic political support could be difficult to sustain, given the public’s strong preferences

for multilateral action.  Regimes like the Missile Technology Control Regime can be useful tools

for constraining problematic states’ access to advanced technology.  Global organizations like

the United Nations sometimes have high utility for dealing with rogue states, and the UN

Security Council proved especially helpful in reinforcing the legitimacy of Operation Desert

Storm in 1991, but that utility is highly issue-dependent as Council action is subject to veto by

any of its five permanent members (China, France, Russia, the UK, and the United States).

Stemming the proliferation of nuclear weapons to additional states is essentially

undoable by unilateral action.  We might threaten each new proliferator with pre-emptive

destruction but such threats would not be credible.  Bilateral relationships can be important in

key instances: US pressure in the 1970s brought a halt to nuclear weapon programs in South

Korea and Taiwan.102  But

exclusively bilateral arrangements

would be an inefficient and

potentially expensive approach to

non-proliferation worldwide.

Voluntary supplier restraint regimes

could be somewhat more efficient but are not politically binding.  Regional agreements are

binding, and examples include the Treaty of Tlatelolco, establishing a nuclear weapon-free-zone

in Latin America, and several other nuclear-free zones in areas of the world that include no

current nuclear weapon states.  Finally, global treaties include the flagship Nuclear Non-

Proliferation Treaty and the 1996 Comprehensive Test Ban Treaty.  (Were this proliferation

objective broadened to include chemical and biological weapons, global agreements would also

include the Chemical Weapons and Biological and Toxin Weapons Conventions.)

All other option-objective pairings were assessed in similar fashion, weighing achieve-

ments and possibilities against gaps and failures.  The result is the matrix of illustrative

probability estimates in the upper half of table 17.  The probability-adjusted weights for each

option-objective appear in the lower half of the table.  Overall, in this sample evaluation, a

bilateral, that is, one-to-one or hub-and-spoke, approach to cooperative threat management

arrangement ends up having slightly greater total utility than other options.  This is more or less

the traditional approach to cooperation taken by the United States and might be the expected

preference of a country with the United States’ position of leadership, with all roads leading to

Stemming nuclear weapons
proliferation is essentially undoable by

unilateral action.
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Washington.  But bilateral arrangements are followed closely in total utility by regimes and

other networks of cooperation, appropriate to an increasingly networked world.  Regional

organizations and treaties, unilateral action, and global organizations follow in total utility.  

Policy priorities of course matter a great deal in evaluating policy options.  If, for

example,  nonproliferation and climate change were given much higher national priorities than

table 17 asserts they enjoy now, and the weights given policy objectives were reassigned accord-

ingly, then global institutions would have the highest total utility for US policy, followed by

regimes, bilateral arrangements, regional organizations, and unilateral action.  

This tool, with widely agreed weightings and probabilities, applied at successive levels

of specificity, could be used by decision makers to build consensus within the national security

community for the choice or evaluation of policy options against priority threat objectives, and

for rating the utility of various forms and levels of international cooperation in carrying out

selected options.  Questions to be asked would include: What really are our best, data-supported

estimates of the respective utilities of prevention, defense, and damage repair or adaptation in

each area of threat?  Which threats are most “malleable,” or amenable to active management,

and which malleable elements are most cost-effective to address, by what means?  (If none are

malleable, or such an effort would clearly be less cost-effective than managing our own

vulnerability to a threat, then policy would concentrate on vulnerability management.)103

Such cost-effectiveness research, applying both the threat-level analysis framework and

the approach to analyzing response-utility laid out in this paper, could facilitate choice between

similarly effective options, or between options of equal cost that turn out to have differing total

utility.  Such research might ask how much it would cost to, say, increase warning time for

threats to critical infrastructure by one notch on the warning scale, and what such increased

warning might buy in terms of flexibility or efficacy of response.  Or it might look at the cost

to decrease the depth or breadth of damage expected, or the cost to minimize the ripple effects

or the recovery time.  It could evaluate the cost-effectiveness of such action taking into

consideration the relative utility of policy options for meeting specific objectives in a specific

circumstance.  Finally, it might investigate the relative utility of each response option in the

context of different degrees of cooperative international threat management.
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SUMMARY AND CONCLUSIONS

We live in a world of Dickensian qualities, a world of opposites out of A Tale of Two

Cities.  Our “London” is a world of soaring stock markets, amazing technology, expanding

wealth, job opportunity, growing gender equality, and increasing life expectancy; a world of

representative government, respect for human rights, and legal due process.  Our “Paris” is a

world of soaring population, creaking infrastructure, stagnant income, maldistributed wealth,

high unemployment, gender discrimination, debilitating disease, and dropping life expectancy;

a world of indifferent or corrupt governance, lip service to human rights, and arbitrary law

enforcement.  Moreover, our two  “cities” are not entirely separate.  They describe the

conditions for groups of humanity, one small and stable, the other large and growing, who are

distributed throughout the world.  In the United States, there are large pockets of “Paris” in most

inner cities.  In China and India, Brazil and South Africa, there are large pockets of “London.”

The worlds are interpenetrated by trade, transportation, communications, finance, and the

spillover of conflict, by population

growth, the movement of peoples,

and the transmission of disease.

They cannot be separated.  Should

our “Paris” dissolve in violence,

“London” would not be immune.

Indeed, we fear that the revolution in

“Paris” is already underway and reaching out in the furtive movements of terrorist cells, the

wealth-draining actions of organized crime, and the outpourings of refugees from political and

economic collapse. 

Most of the challenges that this country faces in the century to come, whether they

emanate from “Paris” or “London,” cannot be met by unilateral US action, and certainly not by

unilateral action alone.  Some very big ones, like climate change, or protecting national

infrastructure from deliberate damage, cannot be met by governmental action alone.  

Cooperative threat management has a long history, with the scope of cooperation

defined by the scope of the threat and by the trustworthiness of potential allies (first kin, then

fellow nobles, then subjects, then citizens, then other states and their citizens).  Over the last few

centuries, as European-style states were declared in every part of the world, states became the

principal sources of external security for their peoples and the principal sources of external

insecurity to other states.  Cooperative interstate threat management has evolved among the

major industrial democracies to such an extent that mutual military threats have essentially

We live in a world of Dickensian
qualities [but] our “two cities” ...cannot
be separated.
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disappeared.  Other state-based military threats to the major democracies’ interests emanate

largely from a relative handful of countries — for example, North Korea, Iraq, and of late,

Yugoslavia — that remain outside global trends toward political and economic openness and

pose military threats to their neighbors or their own people.   

Cooperative action against egregious violations of humane norms of governance like the

violent ethnic cleansing (1998–99) of the province of Kosovo by the federal government of

Yugoslavia is a relatively new phenomenon that poses a three-way dilemma with which states

are just beginning to grapple.  Such intervention pits traditional principles of sovereignty against

more recently evolved principles of self-governance and human rights, and the latter against the

prospective costs of intervention to the West in terms of Western money and lives.  Yugoslav

actions in Kosovo attracted a NATO response in part because they took place on NATO’s

doorstep, continuing the saga of Yugoslavia’s breakup in which NATO was already deeply

involved and where sovereignty had already been compromised.  NATO also  responded in part

because its target was not a powerful peer, which reduced the cost and risk of intervention.  That

is, Western principles and Russian fears notwithstanding, NATO will not replay its Kosovo

response should another Chechnya brew up within the Russian Federation.  But in making cost

minimization a driving criterion for

their choice of policy options,

NATO members forsook options

with potentially greater utility for

achieving the alliance’s objectives.

As a result, what began as preventive

threat management metamorphosed

quickly into crisis management and, with violent Serb actions against the Kosovar population,

into costly interim consequence management as refugees surged over borders into neighboring,

unstable, dirt-poor states.  More systematic early analysis of policy options and objectives might

not have overcome basic political barriers to certain courses of action, such as early use of low-

altitude air power, special forces, or ground forces, but at least there would have been a clearer

going-in sense of what NATO was buying into.  

There needs to be such a clearer going-in sense of effectiveness, and cost-effectiveness,

for policy options aimed at many of the new challenges that now confront national security.  We

need a much better sense of what works and how well.  We need to be able to compare unlike

threats, and unlike responses, to be able to allocate limited resources most effectively.  It is

frequently said, by advocates of preventive measures, that prevention is cheaper than cure.  We

For policy options aimed at the new
challenges confronting national

security, we need a much better sense
of what works and how well.
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need the comparative data to support that statement if resources are to be shifted from crisis

management to prevention.  It may prove too expensive to attempt to address the political or

economic conditions abroad that help drive the avatars of the old and sacred to punish the

profane and presumptive, including those who presume to build diverse or open or pluralistic

or democratic societies.  But even if prevention proves costly, the projected costs of crisis

management or remediation might be so high, once calculated, that prevention still seemed a

comparatively good deal.  And there may even be unsung, unglamourous, cost-effective

preventive measures whose impact could be multiplied at relatively little cost.   

Although the US government engages in hundreds of international cooperative ventures

on a daily basis, its structure for dealing with a rapidly evolving, interlinked world is far from

ideal.   Large institutions are notoriously slow to change.  Responsibility for dealing with each

of the major, high-priority threats in the National Security Strategy may be spread among eight

or nine large departments and twenty or thirty programs.  The overhead alone of managing threat

responses with that number of actors involved is significant.  As the number of actors increases,

a growing proportion of effort is spent on consensus-building and consensus-management,

drawing time and resources from application to the actual policy objective.  Such consensus-

building extends, unavoidably, to the networks of international institutions built largely since

the Second World War to deal with security, trade, finance, transport, development, and a host

of other issues.  As Penn political scientist John Ikenberry has argued, this “Western liberal

political order” has persisted and grown because the institutions return benefits to their

members, binding their interests together, and because there are “decreasing returns to power”:

in the system’s basic bargain, secondary states agreed to participate and the United States agreed

to place limits on its exercise of power — in a word, to play by the rules.104

But the same solid consensus-building, institution-building order that is designed to

promote stability of relations and to limit the exercise of power between states may not be

conducive to flexible, nimble responses to fast-moving, adaptive challengers.  It may be able to

deal with ecological threats provided it tackles them while they remain relatively slow-moving,

that is, before they are pushed across some threshold that may change the nature of the problem.

It may have more difficulty adapting to networked transnational threats or facing down the

leaders of pariah states whose ruthlessness forces would-be interveners to confront their own

limited levels of commitment.  Moreover, the consensus builders are constrained, as in Kosovo,

to the use of the tools at hand in the manner practiced, at cost levels previously judged

acceptable, even if the tools and techniques are too blunt for the task and costs to the interveners

are kept manageable at the expense of populations intended to be saved.  
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Finally, in a world of transnational threats and regional conflict what do several

thousand nuclear weapons deter?  Do they do it better than several hundred or several dozen?

Can uncertainty be deterred?  Nowhere in the current national strategy are these questions

answered or even addressed.  Reserving options for rapid, large-scale, first use of nuclear

weapons, for example, against one former foe whose main enemy now is entropy; against

another power whose still-small stock of long-range weapons is mostly not on alert; or against

small regional proliferators that could, frankly, be reduced to slag by half the war load of one

missile submarine, seems not only unnecessary but logically incomprehensible.  Substantial

arsenals in the United States and Russia remain on alert, even as political and economic order

in Russia seem increasingly problematic, and even though the American arsenal is targeted on

the unknown.  Nuclear doctrine and force structure, both offense and defense, need to be

revisited and fundamentally re-evaluated by individuals without a stake in the current structure.

Only when the United States and the other nuclear powers find their way past these monuments

to the twentieth century’s most dangerous standoff can they say that they are ready to address

the threats of the future.  
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Table A.3: Reagan and Clinton National Security Strategies

Element of
Strategy

Reagan, January 1988 Clinton, May 1997

Overarching Objective

Containment Prevention

Primary Threats to Security

1. Challenges posed by the Soviet Union:
C the danger of nuclear warfare;
C continuing expansion of totalitarian

rule;
C Warsaw Pact military buildup and

risk of its dominating Eurasia;
C propaganda, political warfare

against the West;
C Third World influence, assistance,

subversion;
C new directions in Soviet policy that

pose “a new, continuing, and more
sophisticated challenge” to the
West.

2. Regional security problems made
worse by Moscow and radical regimes
(Iran) whose policies “objectively
benefit the Soviet Union globally”

3. Low intensity conflicts, narco-
terrorism, refugee flows. 

4. Spread of nuclear weapons “could
exacerbate regional conflicts” and
perhaps draw US-SU into nuclear war

5. Economic instability as wedge for
“irresponsible elements” 

6. Poverty, resource depletion,
environmental contamination hamper
“prospects for world peace and
prosperity” 

1. Regional or state-centered threats
(coercive, cross-border threats to vital US
interests)

2. Transnational threats 
C International terrorism 
C Illegal drug trade
C Illicit arms trafficking
C Intl. organized crime 
C Uncontrolled refugee migration
C Environmental threats

3. Threats from weapons of mass
destruction (WMD), “the greatest
potential threat to global security,” in two
categories:
C Existing arsenals
C Proliferation of advanced weapons-

related technology to outlaw states.

[Economic problemstreated in the context of
“promoting prosperity.”]

Continued



Element of
Strategy

Reagan, January 1988 Clinton, May 1997

Primary Response Mechanisms

1. Nuclear deterrence, flexible response
C Maintain a variety of basing modes for the

triad of strategic forces to assure attack
survivability

C Target Soviet warmaking capabilities
C Place at risk Soviet leadership and

Communist party cadres.

2. Strategic Defense Initiative (defense against
ballistic missiles)
C To enhance deterrence by increasing

uncertainty of successful attack
C To reduce the value of ballistic missiles

and encourage arms reduction.

3. Other political-military capabilities:
C Substantial ground and air force

deployments in NATO and the Pacific
C Support for anti-Communist insurgents

(“liberation” movements)
C Counter-propaganda, informational

warfare (“continuing public candor about
the nature of totalitarian rule”)

4. Arms control measures
C Seek “an orderly transition to am more

defense-reliant world”.
C Signed 1987 INF Treaty to cut four times

as many Soviet as US warheads
C Initiating START to reduce strategic forces

by 50 percent
C Seek “effective and verifiable global ban

on chemical weapons”
C Seek inter-alliance talks in Europe to

reduce assymetries in East-West
conventional force balance

C Negotiating implementation of 1974
Threshold Nuclear Test Ban Treaty.

C Agreed to establish mutual Nuclear Risk
Reduction Centers.

5. Supporting policies: military use of space,
intelligence capabilities

1. Shaping the international environment:
C Diplomacy
C International assistance
C Arms control (seek Russian ratification

of START II, clarification of ABM
Treaty, implementation of Chemical
Weapons Convention,  and Senate
ratification of Comprehensive Nuclear
Test Ban Treaty)

C WMD non-proliferation initiatives
C Military activities (including forward

presence, deterrence, and a “robust
triad” of strategic nuclear forces)

2. Responding to crises: finite resources
mean selective responses in support of
“vital,” “important,” and “humanitarian”
interests, in that priority order.
C Counter transnational threats in

cooperation with other countries.
C Prepare for “smaller-scale contingen-

cies” (peacekeeping and other interven-
tions that “vindicate national interests”)

C Prepare for major conflict in two
theaters at once, from a standing posture
of “global engagement”; be ready to
deal with “asymmetric” challenges

3. Preparing now for an uncertain future
C Focus on force modernization, weapons

prototyping, high-damage threats
C Resource tradeoff: presence,

preparedness

4. Overarching US capabilities include
intelligence and space assets, missile
defense (no third-country threat seen
emerging in the foreseeable future),
national information infrastructure, and
national security emergency preparedness.

Continued



Element of
Strategy

Reagan, January 1988 Clinton, May 1997

Regional Priorities

Western
Hemisphere

C Counter Soviet influence in Cuba and
Nicaragua; keep hemisphere free of
Communist bloc

C Control drug production and trafficking 

C Resolve transnational problems through
regional  cooperation, further integration

C Encourage peaceful transition to democracy
in Cuba

Europe C Maintain credibility of NATO deterrent;
consolidate  unity of alliance

C Deepen inter-alliance contact with the
Warsaw Pact

C Expand NATO to include former Soviet
satellites

C Cooperatively address conflict in Balkans,   
Northern Ireland, Cyprus

Eurasia C Continue to contain Soviet expansionism;
maintain   military presence in region

C Encourage political and economic
liberalization

C Establish NATO/Russia partnership for
ethnic, regional threat reduction

C Bolster market reforms through trade and
investment

Middle East and
South Asia

C Broker peace agreement between Israel,
Arab nations

C Discourage nuclear rivalry between India,
Pakistan

C Oppose Soviet presence in Afghanistan 

C Maintain military forces over Iraq; force
Iran and Iraq to abandon terrorism, nuclear
weapons programs

C Actively support the Mideast peace process

Asia Pacific C Cooperate with Japan on economic and
security matters; maintain forces in South
Korea

C Engage China, promote market changes

C Sustain dialogue with China, reduce tension
in Taiwan Strait; bolster economic ties to
region

C Foster North/South dialogue, interaction in
Korea

Africa C Counter Soviet influence in the Horn
region, control  arms trade to Libya

C Expand economic assistance &
development programs

C Address transnational issues (drugs,
terrorism, overpopulation, disease) through
sustained engagement

C Resolve persistent ethnic conflicts



Table A.4: Clinton National Security Strategy, 1997 and 1998

Element of
Strategy

Clinton, May 1997 Clinton, October 1998

Overarching Objective

Prevention Prevention, Counteraction

Basic Security Vehicle

International Cooperation
International and Domestic Cooperation (a
“web of institutions and arrangements”)

Primary Threats to US Interests

1. Regional or state-centered threats
(coercive, cross-border threats to vital US
interests)

2. Transnational threats 
C International terrorism 
C Illegal drug trade
C Illicit arms trafficking
C Intl. organized crime 
C Uncontrolled refugee migration
C Environmental threats

3. Threats from weapons of mass destruction
(WMD), “the greatest potential threat to
global security” 

C Reduce threats posed by existing arsenals
C Stop proliferation of advanced weapons-

related technology to outlaw states.

1. Regional or state-centered threats 
(coercion, aggression, acquisition of
WMD)

2. Transnational threats
C International terrorism, esp. with WMD
C International crime, esp. drug trafficking
C Illicit arms trafficking 

C Uncontrolled refugee migration
C Environmental threats
C Threats to critical national infrastructure,

and information infrastructure

3. Spread of dangerous technologies (WMD)

C be prepared to deter/counter the use or
threatened use of WMD;

C reduce threats posed by existing arsenals; 
C stop proliferation of non-safeguarded

dual-use technology to...parties hostile to
US and global security interests.

4. Foreign intelligence agencies that are 
C rapidly adopting new technologies;
C using the global information

infrastructure.

5. Failed states
C expect more to fail, producing:
C unrest, famine, deaths, migrations that can

“threaten US interests and citizens”

Continued
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Primary Response Mechanisms

1.  Shaping the international environment thru
C Diplomacy (a cost-effective “first line of

defense”)
C International assistance (which reduces

need for costly interventions)

C Arms control (which increases military
transparency and reduces threats), esp. 
START II/III, NPT, ABM Treaty, Chemical
Weapons Convention (CWC), and
Comprehensive Nuclear Test Ban Treaty
(CTBT)

C Non-proliferation initiatives (which deter
the use and spread of WMD), esp.  the
Wassenaar Arrangement, Australia Group,
London Suppliers Group, MTCR

C Military activities (including forward
presence, deterrence, a “robust triad” of
strategic nuclear forces)

1.  Shaping international environment:
C Diplomacy (“vital tool” of nat’l security

that “cannot solve all our problems”)
C International assistance (has helped build

democracy and open markets and “slowed
the growth of international crime”)

C Arms control (“an essential preventive
measure for...US and allied security”);
verifiable reductions in strategic offensive
arms “remain essential to our strategy.”
< detailed discussion of test ban, CFE

adaptation, anti-personnel land mines

C Non-proliferation initiatives (as at left)

C Military activities: deterrence first
< nuclear weapons hedge against

uncertainty
< range of terrorist/criminal entities “may

not be deterred,” hence need for
effective counteraction

< reinforceable forward presence
enhances rapid crisis response

C International law enforcement cooperation
< to meet growing threats from crime and

terrorist groups
< overseas law enforcement presence

develops international networks
< critical to train foreign LE officers

C Environmental initiatives
< Environmental threats (climate change,

ozone depletion, transnational
movement of dangerous chemicals)
“can pose long-term dangers to our
security and well-being.”

<  Environmental security initiative seeks
global forecasting system.

< Kyoto limits on greenhouse gases
require “meaningful participation by
key developing nations”

< Seek increased compliance with
Montreal Protocol, ratification of
treaties on law of the sea, desertifi-
cation, persistent organic pollutants,
and biodiversity; mitigate nuclear and
other pollution of the Arctic.
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Primary Response Mechanisms, continued

2.  Responding to crises
C Finite resources mean selective responses

on basis of:
< Vital interests (overriding importance

to survival, safety of our nation)

< Important national interests (affect
well-being of US and character of
world)

< Humanitarian interests (action
demanded by values).

C Transnational threats 
< Counter with intelligence sharing,

cooperative law enforcement, use of
embargoes and sanctions. 

< Reduce demand for drugs ( prevention,
treatment, economic alternatives),
eradicate sources, interdict supplies

< Fight international criminal cartels 

2. Responding to Threats and Crises
C First point similar to 1997 but interests are

defined sooner and “protection of our
critical infrastructures” joins “physical
security of our territory and that of our
allies, the safety of our citizens, [and] our
economic well-being” on the list of
America’s vital interests.

C “Important” and” humanitarian” interests
are similar to 1997, but in addition to
disaster response, the latter now includes
supporting democratization, civil control
of the military, humanitarian demining,
and sustainable development. 

C New language on the value of  deterrence-
in-crisis replaces earlier language on
reluctance to use the military in
humanitarian emergencies 

C Transnational threats
< Countering terrorism, at home and

abroad rises to top of the priority list
• New anti-terrorism policy (PDD 62)

seeks “to uncover and eliminate
foreign terrorists and their support
networks in this country; eliminate
terrorist sanctuaries; and counter
state-supported terrorism and sub-
version of moderate regimes” with
increased integration of intelligence,
diplomacy, law enforcement, and the
military. 

• 1998 G-8 Summit pledged greater
counter-terrorism cooperation.

< Countering international crime in
general (extensive new section).
• effective law enforcement

cooperation needed to maintain the
openness/transparency of
international markets, & limit
extortion and corruption

• concerted international effort to shut
down illicit arms trade

< Counter drug trafficking (cut supplies
in half, work to cut demand) 
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Primary Response Mechanisms, continued

< Address “environmental and security”
concerns that are transborder, long-term
dangers to security and well-being

C Smaller-scale contingencies (peacekeeping,
disaster relief, other intervention “vindicate
national interests”)

C Major theater war (in two theaters at once,
from a standing posture of “global
engagement,” ready to deal with
“asymmetric” responses)

3.  Preparing now for an uncertain future
C Focus on force modernization, weapons

prototyping, high-damage threats
C Resource tradeoff: forward presence and

preparedness.

C Emerging threats at home
< military superiority generates

asymmetric responses
< Managing the consequences of WMD

incidents (PDD 62) involves a major
new,  interagency Domestic Terrorism
Program; bio-warfare threats receive
special emphasis, entailing federal-
state-local cooperation to respond.

< Protecting critical infrastructures (PDD
63)  – vulnerability grows with
interlinkages; National Infrastructure
Protection Center established to
integrate planning/response.

C [Environmental threats and initiatives now
are part of “shaping” rather than
“responding”]

C Smaller-scale contingencies “will likely
pose the most frequent challenge for US
forces”; “appropriate” forces will be
“trained, equipped, and organized to be
multi-mission capable.”

C Major theater war [same, plus greater
emphasis on protecting forces from WMD
attack]

3.  Preparing now for an uncertain future
C Force modernization protects long-term

readiness, looking toward “fundamental
transformation of our military forces” via
the Revolution in Military Affairs and
Revolution in Business Affairs (making
military management more businesslike).

C [Overall, more pro-active, in-control,
fixing-the-problem.]

Primary Response Mechanisms, continued
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4. Overarching capabilities include:

C  intelligence, 

C space assets, 
C missile defense (no third-country threat seen

emerging in foreseeable future) 

C info. infrastructure, 
C national security emergency preparedness.

4.  Overarching capabilities include:
C quality people, 
C intelligence-surveillance-and-recon-

naissance (with a new emphasis on
tracking transnational crime and terrorism
and monitoring open information flows)

C space assets,
C missile defense (only Russia, China, or

North Korea likely to pose a missile threat
before 2010; development program
deployment decision in 2000),

C (for infrastructure and preparedness, see
“Emerging Threats at Home,” above)

C overseas presence and power projection:
presence promotes stability; strategic
mobility “essential”;  Law of Sea Treaty
essential to mobility.

Regional Priorities (Each regional entry has segments on security, prosperity, and democracy.  Hilites only.)

Europe C Expand NATO to include former Soviet
satellites

C Cooperatively address conflict in Balkans,
Northern Ireland, Cyprus

C NATO enlarged by three members 
C US interest in Bosnia, Kosovo as these

conflicts threaten European stability;
[Gone: references to a “timely exit.”]

C New emphasis on special relationship with
the Baltic states.

Eurasia C Establish NATO/Russia partnership for
ethnic, regional threat reduction

C Bolster market reforms through trade and
investment

C Praise for progress in political and
economic reforms.

C Seek “full Russian participation” in the
Euro-security system, while cooperating to
blunt organized crime, proliferation of
WMD and delivery systems to outlaws.

C gone: cooperation to end regional ethnic
conflict and praise for reform; 

C seeming devolution of region from
partners to problems.

Regional Priorities , continued
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Asia Pacific C US-Japan security treaty a “cornerstone” of
stability; Korean tensions as principal threat
to peace; dialog, deterrence, dismantlement
as priorities vis N. Korea.

C Sustain dialogue with China, reduce tension
in Taiwan Strait; bolster economic ties to
region, sustain its “dynamism.”  

C US-Japan alliance remains cornerstone;
new guidelines on defense cooperation and
logistical support (de facto, in case of
hostilities in Korea). 

C New political era in South Korea with
election of Kim Dae Jung.

C Isolating China unworkable and
dangerous; mutual non-targeting of
nuclear forces; working to strengthen law
enforcement cooperation, China’s support
for international nonproliferation norms,
military transparency.

C Segment on Asian economic crisis stresses
“enormously important” US interests at
stake in Asian stability

Western
Hemisphere

C Resolve transnational problems like drug
trafficking through regional cooperation,
further integration

C Encourage peaceful transition to democracy
in Cuba

C Adds terrorism, corruption as threats;
drops political/social conflict as a source
of other regional evils

C Stresses regional transparency and confi-
dence building measures, civilian control
of the military.

Middle East
and South
Asia

C Maintain military forces over Iraq; force
Iran and Iraq to abandon terrorism, nuclear
weapons programs

C Actively support the Mideast peace process

C Maintain pressure on Iraq; “signs of
change” in Iran lead to much more positive
assessment, but missile testing a concern.

C Actively support the Mideast peace
process

C Condemn Indian/Pakistani nuclear tests,
warn of “self-defeating cycle of escala-
tion,” warn against deploying missiles.

Africa C Address transnational issues (drugs,
terrorism, overpopulation, disease) through
sustained engagement.

C Resolve persistent ethnic conflicts, as in
Great Lakes region.

C State-sponsored terror (Libya, Sudan),
land mines, plague continent.

C New emphasis on US support for regional
conflict containment, African Center for
Security Studies, trade and investment.

C Gone: references to Great Lakes conflict



 

T
ab

le
 A

.5
: 

T
he

 U
ni

te
d 

St
at

es
 a

nd
 t

he
 W

eb
 o

f 
In

te
rn

at
io

na
l C

oo
pe

ra
ti

on
(s

am
pl

es
)

Is
su

e 
A

re
as

C
ur

re
nt

 f
or

m
s 

of
C

oo
pe

ra
ti

on

E
xi

st
in

g 
C

oo
pe

ra
ti

ve
 E

nt
it

ie
s

G
lo

ba
l

R
eg

io
na

l
B

ila
te

ra
l

P
ea

ce
 a

nd
Se

cu
ri

ty
A

lli
an

ce
 p

ar
tn

er
sh

ip
s,

co
lle

ct
iv

e 
se

cu
ri

ty
 r

eg
im

es
,

co
nf

id
en

ce
 &

 s
ec

ur
ity

bu
ild

in
g 

m
ea

su
re

s,
pe

ac
ek

ee
pi

ng
 o

pe
ra

tio
ns

,
jo

in
t s

an
ct

io
ns

 a
ga

in
st

 r
og

ue
st

at
es

U
ni

te
d 

N
at

io
ns

L
im

ite
d 

N
uc

le
ar

 T
es

t B
an

N
uc

le
ar

 N
on

pr
ol

if
er

at
io

n 
T

re
at

y

In
te

rn
at

io
na

l A
to

m
ic

 E
ne

rg
y 

A
ge

nc
y

B
io

lo
gi

ca
l a

nd
 T

ox
in

 W
ea

po
ns

C
on

ve
nt

io
n

C
he

m
ic

al
 W

ea
po

ns
 C

on
ve

nt
io

n,
O

rg
an

iz
at

io
n 

fo
r 

th
e 

Pr
oh

ib
iti

on
 o

f
C

he
m

ic
al

 W
ea

po
ns

C
om

ph
re

he
ns

iv
e 

N
uc

le
ar

 T
es

t B
an

(p
en

di
ng

)

M
is

si
le

 T
ec

hn
ol

og
y 

C
on

tr
ol

 R
eg

im
e

W
as

se
na

ar
 A

rr
an

ge
m

en
t

N
or

th
 A

tla
nt

ic
 T

re
at

y
O

rg
an

iz
at

io
n

O
rg

an
iz

at
io

n 
fo

r 
Se

cu
ri

ty
 a

nd
C

oo
pe

ra
tio

n 
in

 E
ur

op
e

C
on

ve
nt

io
na

l F
or

ce
s 

in
 E

ur
op

e
T

re
at

y

O
rg

an
iz

at
io

n 
of

 A
m

er
ic

an
St

at
es

A
ss

oc
ia

tio
n 

of
 S

ou
th

ea
st

 A
si

an
N

at
io

ns
-R

eg
io

na
l F

or
um

T
re

at
y 

of
 T

la
te

lo
lc

o 
(L

at
in

A
m

er
ic

a 
nu

cl
ea

r 
fr

ee
 z

on
e)

U
S-

Ja
pa

n 
Se

cu
ri

ty
 T

re
at

y

U
S-

R
us

si
a 

C
oo

pe
ra

tiv
e

T
hr

ea
t R

ed
uc

tio
n

pr
og

ra
m

s

U
S-

R
us

si
a 

St
ra

te
gi

c
A

rm
s 

R
ed

uc
tio

n 
T

re
at

ie
s

T
ra

de
 a

nd
E

co
no

m
ic

s
L

ow
er

ed
 tr

ad
e 

ba
rr

ie
rs

,
le

ve
le

d 
pl

ay
in

g 
fi

el
ds

,
di

sp
ut

e 
re

so
lu

tio
n 

w
ith

ou
t

di
re

ct
 c

on
fr

on
ta

tio
n,

 p
oo

le
d

gr
an

ts
 a

nd
 lo

an
s 

fo
r

ec
on

om
ic

 d
ev

el
op

m
en

t a
nd

re
st

ru
ct

ur
in

g

W
or

ld
 T

ra
de

 O
rg

an
iz

at
io

n

In
te

rn
at

io
na

l L
ab

or
 O

rg
an

iz
at

io
n

O
rg

an
iz

at
io

n 
fo

r 
E

co
no

m
ic

C
oo

pe
ra

tio
n 

an
d 

D
ev

el
op

m
en

t

In
te

rn
at

io
na

l B
an

k 
fo

r 
R

ec
on

st
ru

ct
io

n
an

d 
D

ev
el

op
m

en
t

In
te

rn
at

io
na

l M
on

et
ar

y 
Fu

nd

N
or

th
 A

m
er

ic
an

 F
re

e 
T

ra
de

A
gr

ee
m

en
t

A
si

a-
Pa

ci
fi

c 
E

co
no

m
ic

C
oo

pe
ra

tio
n

M
os

t-
fa

vo
re

d-
na

tio
n/

no
rm

al
-t

ra
de

-r
el

at
io

ns
le

gi
sl

at
io

n 
an

d 
“f

as
t

tr
ac

k”
 n

eg
ot

ia
tin

g
au

th
or

ity
. 



T
ab

le
 A

.5
: 

T
he

 U
ni

te
d 

St
at

es
 a

nd
 t

he
 W

eb
 o

f 
In

te
rn

at
io

na
l C

oo
pe

ra
ti

on
(s

am
pl

es
)

Is
su

e 
A

re
as

C
ur

re
nt

 f
or

m
s 

of
C

oo
pe

ra
ti

on

E
xi

st
in

g 
C

oo
pe

ra
ti

ve
 E

nt
it

ie
s

G
lo

ba
l

R
eg

io
na

l
B

ila
te

ra
l

T
ra

ns
po

rt
at

io
n

an
d

C
om

m
un

ic
at

io
ns

A
cc

or
ds

 o
n 

fl
ig

ht
 s

af
et

y 
an

d
se

cu
ri

ty
, t

el
ec

om
m

un
ic

at
io

ns
st

an
da

rd
s,

 in
te

rn
et

ad
dr

es
si

ng
.  

In
te

rn
at

io
na

l C
iv

il 
A

vi
at

io
n

O
rg

an
iz

at
io

n

In
te

rn
at

io
na

l T
el

ec
om

m
un

ic
at

io
ns

U
ni

on

U
N

 C
on

ve
nt

io
n 

on
 th

e 
L

aw
 o

f 
th

e 
Se

a

In
te

rn
et

 C
or

po
ra

tio
n 

fo
r 

A
ss

ig
ne

d
N

am
es

 a
nd

 N
um

be
rs

 (
an

 N
G

O
)

L
aw

E
nf

or
ce

m
en

t
In

fo
rm

at
io

n 
sh

ar
in

g 
on

 c
ri

m
e 

sy
nd

ic
at

es
, d

ru
g 

tr
af

fi
ck

in
g

pa
tte

rn
s;

 e
xt

ra
di

tio
n

ag
re

em
en

ts
; c

oo
pe

ra
tiv

e
in

te
rd

ic
tio

n 
of

 c
on

tr
ab

an
d

an
d 

 tr
ac

ki
ng

 o
f 

la
un

de
re

d
m

on
ey

U
N

 C
on

ve
nt

io
n 

on
 I

lli
ci

t T
ra

ff
ic

 in
N

ar
co

tic
 D

ru
gs

 a
nd

 P
sy

ch
ot

ro
pi

c
Su

bs
ta

nc
es

In
te

rn
at

io
na

l D
ru

g 
E

nf
or

ce
m

en
t

C
on

fe
re

nc
es

 (
an

nu
al

)

Fi
na

nc
ia

l A
ct

io
n 

T
as

k 
Fo

rc
e

In
te

rn
at

io
na

l C
ri

m
in

al
 P

ol
ic

e
O

rg
an

iz
at

io
n 

(I
nt

er
po

l)

N
ar

co
tic

s 
an

d 
D

an
ge

ro
us

 D
ru

gs
In

fo
rm

at
io

n 
Sy

st
em

In
te

rn
at

io
na

l C
on

ve
nt

io
n 

fo
r 

th
e

Su
pp

re
ss

io
n 

of
 T

er
ro

ri
st

 B
om

bi
ng

s

D
ec

la
ra

tio
n 

of
 C

ar
ta

ge
na

M
on

te
vi

de
o 

C
on

ve
nt

io
n 

on
E

xt
ra

di
tio

n

M
ut

ua
l L

eg
al

 A
ss

is
ta

nc
e

T
re

at
ie

s 

M
ul

tip
le

 b
ila

te
ra

l
ex

tr
ad

iti
on

 a
gr

ee
m

en
ts

FB
I 

L
eg

al
 A

tta
ch

é
(L

eg
at

) 
pr

og
ra

m



T
ab

le
 A

.5
: 

T
he

 U
ni

te
d 

St
at

es
 a

nd
 t

he
 W

eb
 o

f 
In

te
rn

at
io

na
l C

oo
pe

ra
ti

on
(s

am
pl

es
)

Is
su

e 
A

re
as

C
ur

re
nt

 f
or

m
s 

of
C

oo
pe

ra
ti

on

E
xi

st
in

g 
C

oo
pe

ra
ti

ve
 E

nt
it

ie
s

G
lo

ba
l

R
eg

io
na

l
B

ila
te

ra
l

N
at

ur
al

E
nv

ir
on

m
en

t
M

an
ag

e 
hu

m
an

 im
pa

ct
 o

n
tr

an
sb

ou
nd

ar
y 

po
llu

tio
n 

an
d

ha
za

rd
ou

s 
w

as
te

 d
is

po
sa

l, 
at

m
os

ph
er

ic
 c

he
m

is
tr

y,
 w

at
er

re
so

ur
ce

s,
 s

pe
ci

es
 d

iv
er

si
ty

, 
gl

ob
al

 c
lim

at
e

V
ie

nn
a 

C
on

ve
nt

io
n 

an
d 

M
on

tr
ea

l
Pr

ot
oc

ol
 (

A
to

m
os

ph
er

ic
 O

zo
ne

)

C
on

ve
nt

io
n 

on
 I

nt
er

na
tio

na
l T

ra
de

 in
E

nd
an

ge
re

d 
Sp

ec
ie

s

Fr
am

ew
or

k 
C

on
ve

nt
io

n 
on

 B
io

di
ve

rs
ity

Fr
am

ew
or

k 
C

on
ve

nt
io

n 
on

 C
lim

at
e

C
ha

ng
e,

 K
yo

to
 P

ro
to

co
l

G
lo

ba
l E

nv
ir

on
m

en
ta

l F
ac

ili
ty

U
S-

M
ex

ic
o 

A
gr

ee
m

en
t

on
 T

ra
ns

bo
un

da
ry

 A
ir

Q
ua

lit
y 

M
an

ag
em

en
t

U
S-

M
ex

ic
o 

B
or

de
r 

X
X

I
Pr

og
ra

m

D
is

ea
se

P
re

ve
nt

io
n 

an
d

P
ub

lic
 H

ea
lt

h

C
hi

ld
ho

od
 im

m
un

iz
at

io
n;

 
el

im
in

at
io

n 
of

 s
m

al
lp

ox
,

po
lio

, m
ea

sl
es

; c
on

ta
in

m
en

t
an

d 
tr

ea
tm

en
t o

f 
H

IV
/A

ID
S;

co
nt

ro
l o

f 
he

pa
tit

is
, m

al
ar

ia
,

ot
he

r 
pa

ra
si

tic
 d

is
ea

se
s.

 Fa
m

ily
 p

la
nn

in
g 

pr
og

ra
m

s;
im

pr
ov

ed
 n

ut
ri

tio
n 

an
d 

ch
ild

su
rv

iv
al

. 

W
or

ld
 H

ea
lth

 O
rg

an
iz

at
io

n

U
N

 F
un

d 
fo

r 
Po

pu
la

tio
n 

A
ct

iv
iti

es

In
te

rn
at

io
na

l P
la

nn
ed

 P
ar

en
th

oo
d

Pa
n 

A
m

er
ic

an
 H

ea
lth

O
rg

an
iz

at
io

n
C

D
C

 b
ila

te
ra

l h
ea

lth
ag

re
em

en
ts

 w
ith

 1
2

co
un

tr
ie

s

M
ig

ra
ti

on
 a

nd
re

fu
ge

e
m

ov
em

en
t

D
et

er
, i

nv
es

tig
at

e,
 b

re
ak

 u
p

sm
ug

gl
in

g 
ri

ng
s;

 p
ro

vi
de

re
fu

ge
es

 f
oo

d,
 c

lo
th

in
g,

sh
el

te
r,

 a
nd

 s
up

po
rt

 f
or

re
pa

tr
ia

tio
n.

U
N

 H
ig

h 
C

om
m

is
si

on
er

 f
or

 R
ef

ug
ee

s

In
te

rn
at

io
na

l O
rg

an
iz

at
io

n 
fo

r
M

ig
ra

tio
n

W
or

ld
 F

oo
d 

Pr
og

ra
m

U
S 

A
ID

 O
ff

ic
e 

of
Fo

re
ig

n 
D

is
as

te
r

A
ss

is
ta

nc
e



T
ab

le
 A

.5
: 

T
he

 U
ni

te
d 

St
at

es
 a

nd
 t

he
 W

eb
 o

f 
In

te
rn

at
io

na
l C

oo
pe

ra
ti

on
(s

am
pl

es
)

Is
su

e 
A

re
as

C
ur

re
nt

 f
or

m
s 

of
C

oo
pe

ra
ti

on

E
xi

st
in

g 
C

oo
pe

ra
ti

ve
 E

nt
it

ie
s

G
lo

ba
l

R
eg

io
na

l
B

ila
te

ra
l

H
um

an
 R

ig
ht

s
D

ec
la

ra
tio

ns
, c

on
ve

nt
io

ns
,

an
d 

in
te

rn
at

io
na

l
co

m
m

is
si

on
s 

to
 d

ef
in

e 
an

d
su

pp
or

t r
es

pe
ct

 f
or

 b
as

ic
ri

gh
ts

.

In
tl.

 D
ec

la
ra

tio
n 

on
 H

um
an

 R
ig

ht
s

In
tl.

 C
on

ve
nt

io
n 

on
 C

iv
il 

an
d 

Po
lit

ic
al

R
ig

ht
s

U
N

 H
um

an
 R

ig
ht

s 
C

om
m

is
si

on

In
te

rn
at

io
na

l C
ri

m
in

al
 T

ri
bu

na
l

fo
r 

th
e 

Fo
rm

er
 Y

ug
os

la
vi

a

In
te

rn
at

io
na

l C
ri

m
in

al
 T

ri
bu

na
l

fo
r 

R
w

an
da


