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The Federal Security Service of the
Russian Federation

Gordon Bennett

Main Russian acronyms used in this paper.

AFB Agentstvo Federalnoy Bezopasnosti

FAPSI Federalnoye Agentstvo
Pravitelstvennoy Svyazi | Informatsiy

FPS Federalnaya Pogranichnaya Sluzhba

FSB Federalnaya Sluzhba Bezopasnosti

FSK Federalnaya Sluzhba Kontrrazvedki

FSNP Federalnaya Sluzhba Nalogovoy
Politsiy

FSO Federalnaya Sluzhba Okhrany

GRU Glavnoye Razvedyvatelnoye
Upravleniye

GUSP Glavnoye Upravleniye
Spetsyalnykh Program

KGB Komitet Gosudarstvennoy Bezopasnosti

MSB Mezhrespublikanskaya Sluzhba
Bezopasnosti

Federal Security Agency, 26 Nov
19 Dec 1991. Replaced the
RSFSR KGB.

Federal Agency of Governmental
Communication and Information.
Similar to the British GCHQ or the
US NSA but with more powers.

Federal Border Guard Service.
Federal Security Service.

Federal Counterintelligence
Service, predecessor of the FSB.

Federal Tax Police.

Federal Protection Service,
responsible for protection of high
ranking state officials.

Main Intelligence Directorate,
Intelligence service of the Russian
Ministry of Defence.

Main Directorate Of Special
Programs. Yel'tsin's 'private'
security service.

The State Security Committee was
the all-union organisation. Every
republic of the USSR had its own
republican KGB with the exception
of the Russian Republic. Russia
acquired its own republican KGB
on 5 May 1991.

Interrepublican Security Service.
Largest component of the
fragmented USSR KGB 22 Oct-
19 Dec 91.



MVD Ministerstvo Vnutrennykh Del

PGU Pervoye Glavnoye Upravieniye

SBP Sluzhba Bezopasnosti Prezidenta

SORM Sredstva Operativno-
Razvedyvatelnykh Meropriyati

SVR Sluzhba Vnesheny Razvedki

TsRS Tsentralnaya Sluzhba Razvedki

UPP Upravleniye Perspektivnykh Program

URPO Upravleniye Po Razrabotke
Peresecheniyu Deyatelnosti
Prestupnykh Obyedineniy

VGU Vtoroye Glavnoye Upravleniye
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Ministry Of Internal Affairs.

First Chief Directorate of the KGB
responsible for Intelligence collection
and analysis.

Presidential Security Service, since
August 1996 subordinate to the
FSO.

System of Operational Intelligence
Measures. Internet surveillance
system installed in telephone
exchanges in Russia.

Foreign Intelligence Service.

Central Intelligence Service
22 Oct-18 Dec 1991. Replaced the
PGU and preceded the SVR.

Long Term Programs Directorate set
up by Yel'tsin in August 1996 within
the FSB. Replaced by the URPO.

Directorate of Analysis and
Suppression of the Activity of
Criminal Organisations. Part of the
FSB, now disbanded.

Second chief directorate of the KGB
responsible for counterintelligence.
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INTRODUCTION

Sweeping Up After Yel'tsin

Boris Yel'tsin's rule brought Russia many freedoms and opportunities but resulted
also in economic chaos and an unprecedented level of lawlessness and corruption
corroding every aspect of life of the country. The Russian parliament was reduced
by Yel'tsin and originally by its own lack of vision and then by greed and self
interest of its members to an expensive talking shop. Yel'tsin's sudden voluntary
departure from his presidential post at the end of 1999 was welcomed in Russia
with relief but also with apprehension about the future. Most of the multitude of
problems facing Vladimir Vladimirovich Putin, Yel'tsin’'s hand-picked successor, are
of gigantic proportions and of considerable complexity. Putin has declared his
support for democratic values and non ideological free market principles, stressing
at the same time the importance of the strong state apparatus, the need to combat
terrorism, organised crime and to provide financial and social protection for the
needy. He is capable, determined and in contrast with his predecessor still yourﬁ
and fit. He intends to change Russia but does not have too much time to do it
Taking into consideration the political, economic and social chaos he inherited from
Yel'tsin, mixed with the inertia which permeates all social classes in Russia, Putin
will soon face a dilemma whether he should take short cuts through democratic
processes to stabilise Russia or adhere to the laws which most of his opponents
either break or ignore. The Russian electorate would find little to criticise in this.
Both his predecessors, Gorbachev and Yel'tsin, are remembered in Russia as
impressive speakers at the beginning of their careers, and as leaders who failed to
deliver most of what they promised and plunged the USSR and then Russia into
repetitive crises. The latest campaign in Chechnya clearly shows that the Russians
will accept brutal but decisive actions as long as they are seen to solve problems.
Putin knows also that the only serious, albeit brief, political challenges to Boris
Yel'tsin came from politicians offering radical, and not always democratic, policies
and that there are many people in his country who admire Stalin and practically no
one who cares about Gorbachev.

To deal with the chaos in Russia, democratically or otherwise, Putin will have to use
the power structures of which, thanks to the laws enacted by Yel'tsin after the
attempted coup of 1993, the President is a complete master. The Russian
parliament is legally entitled to show interest in any federal ministry, including the
Ministry of Defence and the Ministry of Internal Affairs. However, knowing that
Yel'tsin would do anything to control these two power ministries, including calling
new elections, parliament accepted these ministries as “presidential”’. The President
is also legally the sole master of several powerful bodies, of which the most
important for his personal position and security are:

- The Federal Security Service (FSB)
- The Federal Guard Service (FSO)
- The Federal Government Communication Agency (FAPSI)
- The Presidential Security Service (SBP).

The president also has complete control over several other services, important
though not directly vital to his physical security or his position. These include:

- The Foreign Intelligence Service (SVR)
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- The Federal Tax Police (FSNP)
- The Federal Border Guard Service (FPS).

Vladimir Putin may have to face unfavourable odds when dealing with the economic
and social problems of Russia but when it comes to the power structures, thanks to
Yel'tsin’s persistence, he has no reason to worry at the moment.

The Fragmentation of the Soviet Special Services

Recent Russian/Soviet history shows that the leaders of the Kremlin who failed to
control their security organisation paid for it with their careers. Before the October
1964 Communist Party of the Soviet Union (CPSU) bloodless internal coup, the
First Secretary Nikita Khrushchev was warned that the head of the KGB, Colonel
General Vladimir Yefimovich Semitchastnyy, was a member of a conspiracy against
him. Khrushchev ignored the warning at his own peril. It was Semichastnyy’s co-
operation with the Kremlin palace coup leaders Brezhnev and Suslov which
permitted smooth and swift changes in Moscow. And it was Semichastnyy who
himself fetched Khruschev from the airport as the First Secretary flew back to
Moscow, sumnﬁ)ned by the Presidium of the CPSU for the grand finale of his
political career

In the August 1991 coup almost all the top KGB officials in key positions conspired
against Gorbachev.

- Army General Vladimir Aleksandrovich Kryuchkov, the Chairman of
the KGB was one of the principal organisers of the coup.

- Colonel General Geniy Yevgenevich Ageyev, First Deputy Chairman of
the KGB, was Kryuchkov’s right hand man during the coup.

- Colonel General Viktor Fedorovich Grushko, First Deputy Chairman of
the KGB, participated in the planning of the coup but took a back seat
during the most dramatic moments, for which he was rewarded by
Gorbachev with the position ﬁf caretaker head of the KGB for a couple
of hours on 22 August 1991.

- Lieutenant General Anatoliy Gigorevich Beda, the head of the Eighth
Chief Directorate responsible for communication and cryptography,
was responsible for cutting off communication links between Mikhail
Gorbachev's holiday compound at Foros and the outside world.

- Major General Vladimir Timofeyevich Medvedev, Gorbachev’'s Chief
Bodyguard, from the beginning of the COﬂo fulfilled the orders of his
KGB superiors involved in the conspiracy.

- Lieutenant General Yuriy Sergeyevich Plekhanov, Medvedev's “line
manager”, the head of the Protection Directorate of the KGB, was one
of the principal implementers of the plans of KGB Chairman
Kryuchkov.

- Vice Admiral Aleksandr Vladislavovich Zhardetskiy, head of the vital
Third Chief Directorate of the KGB (Military Counterintelligence), was
wholeheartedly on the side of the plotters, as were

- Major General Valeriy Pavlovich Vorotnikov, head of the Protection of
the Constitution Directorate of the KGB and

- Lieutenant General Vitaliy Prilyukov, Head of the Moscow KGB
Directorate.
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When on 21 August Gorbachev returned to Moscow his options as to who would
reform the KGB were limited, because almost all the top people in the KGB actively
supported the coup. Lieutenant-General Leonid Vladimirovich Shebarshin, who
until the coup was the head of the First Chief Directorate (PGU) (Intelligence) of the
KGB, became acting chairman for two days. Boris Yel'tsin categorically objected to
his nomination because he thought that Shebarshin would be against any attempts
to fragment or disband the organisation®. Shebarshin did not take part in the coup
although his deputy, Major General Vladimir lvanovich Zhizhin, took an active part
in it and was even to write a speech for Vladimir Kryuchkov for his TV appearance
before the conspirators caved ins.  With Yel'tsin's approval, Gorbachev chose one
of his staunchest supporters, Vadim Viktorovich Bakatin, a former Communist
Party official in Kemerovo region, who on the crest of perestroyka briefly became
Minister of Internal Affairs (MVD) of the USSR between October 1988 and December
1990.

Before he was removed from the Ministry by Gorbachev, Bakatin made many
radical and controversial changes. For Gorbachev dismantling the KGB, an
organisation which conspired against him and everything he stood for, was a
priority and Bakatin, with his experience in the MVD, was the best man to do it. He
was acceptable, too to Yel'tsin who wanted to divide the USSR KGB, because this
would weaken Gorbachev’'s control over the country. He expected that sgme of the
officers of the USSR KGB would switch to the RSFSR KGB and many did?*. Bakatin
took his position on 23 August and by 26 August he had five projects for how to
reform the organisation®. He started wjth transferring military units out of the
USSR KGB back to the Defence Ministr;jﬂ It was much more difficult to purge the
KGB leadership. He could not fire everyone immediately because there was no one
to replace them. Those who sat on the fence during the coup kept their jobs.
Shebarshin returned to his previous post, but disillusioned with Bakatin's
managerial style and his giving away KGB secrets to the CIA, resigned on 19
September 1991. Bakatin also retained Vladimir Gorshkov, the head of the 15th
Main Directorate of the KGB, responsible for the security of government
installations. During the coup he was ordered (and failed) to organise a group of
200 people who were toblock all entrances to the White House during the planned
assault on the building.

Lieutenant General Gennadiy Fedorovich Titov, the head of the Secon hief
Directorate, was on holiday when the coup took place. He was not recalled*. He
was never accused of complicity in the coup or a dereliction of duties — after all as
the head of counterintelligence he should have known about the impending coup.
After his return he even headed the internal KGB commission investigating its
involvement in the coup. He was kept until 12 September when, after making a
series of controversial public statements, he was fired. By the end of the year the
Communist Party of the Soviet Union had ceased to exist, the Armed Forces were
the real heroes of the coup and the USSR KGB became the primary target for
democrats, reformers and political opportunists alike.

The Republics

In the post-August 1991 chaos Gorbachev tried to reinforce his position by purging
the organisation he feared most, the USSR KGB. Yel'tsin at the same time tried to
strengthen his position by undermining Gorbachev. Disappearance of the USSR as
the all-union state was an ideal solution for him as it would leave Gorbachev
without any power or position of importance. Advocating the independence of
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individual republics gave Yel'tsin democratic credibility in the West and was a
tempting proposal for the republican leaders. The theory that Russia did not need
other republics was at that time quite popular in Russia as many Russians
regarded the non Slavic Republics, especially the inhabitants of the Caucasian and
the Central Asian Republics, as inferior and an economic and social burden. The
gradual dismembering of the USSR KGB was weakening the USSR and Gorbachev
but it was strengthening Russia, Yel'tsin and “his”, ie RSFSR, KGB. The KGB
structures in the republics were slowly losing contact with the centre. Gorbachev
and those close to him could not advocate stronger links between the Republican
KGB structures and the USSR KGB as they were preoccupied with destroying the
latter and their view of cohabitation in what was fast becoming the post-Soviet area
was vague. As the KGB officials in Moscow were either fired, harassed or replaced
by people without experience, the republican security apparatus suddenly found
itself cut off from Moscow and dependent on local political leaders.

Moscow was mainly interested in saving face and the archives of the republican
KGB HQs. For the republics these archives represented an unusual dish of the
season, consisting of bone of contention and a hot potato and one which they failed
to keep on their own tables. Not having access to the archives meant that the new
authorities would have difficulties conducting investigations of the local KGB and
possibly their own activities during the communist period, although the lack of
archives would also reduce the republics' operational capacities. The Russians
acquired a powerful weapon for future manipulation of the new countries, some of
which tried almost immediately, for understandable historical reasons, to cut off
their ties with Moscow. For many regional bosses and security officials it was also a
rare opportunity to hide parts of the archives and blame their disappearance on the
Russians, and then to use the hidden files at their own convenience.

At the beginning, the prospects for co-operation between Russia and the republics
were not encouraging. The fragmentation of the USSR was chaotic and
acrimonious. The head of the RSFSR KGB, Viktor lvanenko, declared at the end of
August 1991 that “the use of special services, including espionage services” could
not be entirely excluded if the relatjons between Russia and some of the republics
reached a high “state of virulence™2. And yet Russia was willing to talk to the
special services of those republics which were ready for bilateral and multilateral
co-operation.

The most radical of the republics, Estonia, Latvia and Lithuania, did not want to
have anything to do with the old KGB but were willing to do everything by the book,
so as not to give Moscow any excuses to use illegal methods either to delay their
independence or to disrupt their honeymoon with freedom. Russia also had
reasons to keep the split with the Baltic republics as peaceful as possible. All three
republics had Russian minorities and all three served as a favourite retirement
place for the Soviet military and security personnel. Estonia alone there were
1,000 KGB pensioners, not all of them native Estonian**. In most cases they were
there to stay and wanted to have their pensions paid by Moscow, in accordance
with bilateral agreements. All three countries saw the USSR KGB as a tool of
oppression and their new special services were set up from scratch.

Outreform your Opposition

Gorbachev began dismembering the USSR KGB on 26 September 1991 when he
transferred the Moscow City and Region KGB from the USSR to the RSFSR KGB.

7
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The USSR KGB was abolished on 22 October 1991 by the USSR State Council and
replaced by three separate bodies, the Central Intelligence Service (TsRS), the
Government Communication Committee (KPS), already detached from the USSR
KGB on 29 August 1991, and the largest element, responsible for internal security,
the Inter-Republican Security Service (MSB). The MSB was an amalgamation of:

- the Second Chief Directorate (VGU) responsible for counterintelligence,

- the Fourth Directorate (transport),

- the Sixth Directorate (economic counter-intelligence and industrial security),
- the Seventh Directorate (surveillance) and

- the Operational-Technical Directorate.

The new security body also had elements of the USSR KGB which were responsible
for personnel, finances, supplies, automated databases, eavesdropping facilities and
control of the postal services.

The “Z” directorate, responsible for monitoring extremist movements and watching
dissidents, was disbanded and its staff distributed around the “new” organisations.
In the post break-up period the MSB employed 35,000-40,000 people; 90,000
people were working in the republics, many of them legally and otherwise
subordinated to Moscow, and 18,000 were transferred to the RSFSR KGB from the
USSR KGB. The Russian KGB became suddenly, and not unexpectedly, a major
player with 70 regional directorates at the administrative levels (kray, oblast and
autonomous republics) plus the Moscow Directorate and four other local
directorates yet to be created. These 75 regional directorates were to employ 22,000
officers. Russia began to interfere more in All-Union security affairs. Although the
USSR still existed, the RSFSR State Council felt it necessary to confirm Vadim
Bakatin as the head of the (MSB) and Yevgeniy Primakov as the Director of the
Central Intelligence Service (TsRS). The MSB had to work with the increasingly
confused and sometimes resentful republics and the RSFSR KGB had no structure
which would allow it control, monitor or liaise with the republics. With the balance
of power relentlessly shifting from Gorbachev to Yel'tsin, the MSB would, sooner or
later, end up as a part of the RSFSR KGB. The MSB was allowed to conduct
intelligence activities which would put it on a collision course with both the RSFSR
KGB which was trying to build its own intelligence gathering capabilities and the
TsSRS.

On 26 November 1991 Russia’s President Yel'tsin signed a decree transforming the
RSFSR KGB into the Federal Security Agency (AFB) of the RSFSR. The agency had
20,000 staff working in the central apparatus and 22,000 in the regions. Its
leadership remained almost unchanged and the organisation retained the “old”
Moscow and Leningrad/St Petersburg directorates. The agency's General Director,
Viktor Ivanenko, announced that intelligence abroad would be conducted by the
TsRS and the AFB would conduct intelligence work on Russian territory and
therefore the new agency would not be setting up agents in foreign countries. The
AFB’s estimated budget for 1992 was to be 1.5bn roubles. Ivanenko admitted that
the problem of division of responsibilities and I(;Ej@ with the Bakatin-led
Interrepublican Security Service had not been settle The MSB was still the
largest security organisation in the still existing USSR and the plans for co-
operation with republics were elaborate. Major-General Aleksander Nikolayevich
Karbaynov, the spokesman for Vadim atin, said that 6,500 officers were
expected to go to the independent republics*s.
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On 28 November 1991, Gorbachev issued a decree “On Confirmation of the
Temporary Status of the Inter-republican Security Service”. The collegium of the
MSB included the heads of the republican securjty organisations which signed
bilateral co-operation agreements with the MSB*. On 3 December Gorbachev
signed the law “On Reorganisation of the State Security Organs™#, which was in
fact confirmation of the USSR State Council decision taken in October and already
implemented. Gorbachev’s signature was of little relevance. The day before, on his
own request, Bakatin was received by Yeltsin and asked whether the Russian
president could find R150m to fund the MSB*;

On 8 December leaders of Russia, Belorussia and Ukraine signed the Belovezha
agreement spelling the end of the USSR. On the day of his departure on an official
visit to Italy, 19 December 1991, Yel'tsin signed a decree on the merger of the MSB,
AFB and the Ministry of Internal Affairs of the USSR, creating the Ministry of
Security and Internal Affairs of the RSFSR, headed by Viktor Pavlovich Barannikov,
the Minister of Internal Affairs. After Yel'tsin's departure Bakatin was presented by
Yel'tsin’s office with another decision about further changes in the still existing
Soviet and Russian special services. “Plan B” put the All-Union MSB under the
Russian AFB control whereas the original decree abolished both organisations,
putting them under one roof, that of the new all-powerful ministry. The decision
was a crude forgery and, after consulting the head of the AFB lvanenko, Bakatin
decided to ignore it. After his return Yel'tsin accepted that an attempt had been
made to falsify his decree*®. He did not order an investigation to establish who was
responsible for what amounted to high treason, nor did he fire anyone in his
entourage. “Plan B”, rejected by Bakatin and Ivanenko, must thereafter have been
accepted by Yel'tsin, either to distract attention from the original decree of 19
October, which was also illegal, because Yel'tsin had no jurisdiction over the All-
Union organisations, or an attempt to “stretch” the same decree by retaining the
AFB, in the expectation that the creation of the new ministry would be challenged
either in the Duma or the Constitutional Court. And indeed, immediately after the
disappearance of the USSR, on 26 December 1991 the Russian Federation Supreme
Soviet adopted a resolution asking the Constitutional Court to declare the creation
of the new ministry invalid. On 15 January 1992, the Constitutional Court of the
Russian Federation declared the decree of 19 October invalid. Yel'tsin respoér;ﬂed by
setting up on 24 January separate Ministries of Security and Internal Affairs2®. The
Security  Ministry  was responsible  for: counterintelligence, military
counterintelligence, economic security, combating smuggling and corruption,
combating terrorism, internal security of the ministry, border troops and relevant
scientific and technical problems. The ministry employed 140,000 people?t. It
inherited from its predecessors surveillance and monitoring capabilities. The
deputy head of the operational-technical department of the Security Ministry said in
April 1993 that no more than 1,000 tele nes could simultaneously be bugged in
Moscow and 2,500 in the whole of Russia?z.

Yel'tsin was given national endorsement for his reforms in the referendum in April
1993. This was the moment when he could have announced new elections to the
parliament, hoping to get a supportive new Duma. He decided to wait, afraid
probably that the regional bosses and corrupt politicians campaigning on regional
issues would defeat him. The parliament saw his decision as a sign of weakness
and began a political war of attrition. In March 1993 Duma deputies demanded an
oath of allegiance from the power structures. Barannikov began to make
ambiguous statements as to his own duties and obligations, claiming that it was
not his responsibility to combat political extremism. For Yel'tsin the members of
the Duma were political extremists. Neither Yel'tsin nor his prime minister were
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provided with information about corruption in the federal ministries which
somehow found its way to the communist and nationalist press and to selected
members of parliament hostile to Yel'tsin.

On 27 July 1993 Yel'tsin called Barannikov to the Kremlin where, after asking him
about his financial contacts with a Swiss company owed by an ex-Soviet national,
he fired the security minister. Yel'tsin then called the leadership of the Security
Ministry announce that Barannikov was dismissed for violation of ethical
standards2s. He appointed Colonel-General Nikolay Mikhaylovich Golushko acting
Security Minister. The reason given by Yel'tsin as to why he fired Barannikov was
his wife's business contacts which the minister used illegally. Barannikov’s
tolerance of his wife’s dubious commercial activities, if not his direct participation
in them, contradicted his own statements about combating corruption. A year
before Barannikov had fired Major-General Fedor Myasnikov, the head of
counterintelligence and one of his deputies, Major-General Viktor Klishin, for
abusing their positions and corruption. What triggered Barannikov’s dismissal was
an attack by Afghan extremists on a Border Guard outpost, manned by Russian
soldiers on the Afghan-Tajik border. The real reason for Barannikov's dismissal
was his growing support for the increasingly confrontational Duma. He responded
with an open letter to Yel'tsin, in which he blamed for his dismissal the “ultra-
radicals” who demanded from the ministry decisive action to deal with security
problems. Barannikov suggested that they had considerable influence on Yel'tsin.
He also blamed Mafia type structures and ideological opponents of state security
systems o0 organised international conferences critical of the security
structuress+ Barannikov criticised “the entourage that deals neither with
economics nor defﬁce and that apparently does not do anything except indulge in
political intrigues”s:

The most trustworthy of Yel'tsin’s supporters in the Security Ministry, Deputy
Minister Sergey Stepashin, announced at the end of August 1993 that he would
propose Nikolay Golushko for the post of security minister. The defence and
security committee of the Russian parliament of which he was chairman had no
opportunity to discuss any candidates?6. Looking back at recent events, Yel'tsin
must have decided not to share control over the Security Ministry with anyone.
Kryuchkov was one of the main organisers of the coup, Bakatin had misgivings
about the methods he used to reform the special services in December 1991,
Ivanenko, the head of the AFB, was gjitical of creating a super-ministry and
Barannikov was unreliable and corrupt®* Yel'tsin accepted Golushko as a time
tested security expert who throughout his career had kept away from political
infighting. The President was not concerned that between 1974 and 1987
Golushko worked in the controversial 5th Directorate of the KGB or that between
1987 and 1991 he was the Chairman of the Ukrainian KGB. Yel'tsin began to
prepare for changes in the Security Ministry. He dismissed General Pronin, who
was responsible for security in the ministry and promoted Sergey Stepashin to the
position of First Deputy Minister.

The Second Coup

On 21 September 1993 Presidential Decree No 1400 dissolved the parliament. The
next day vice-president Rutskoy, Yel'tsin's main opponent, announced his new
government. He nominated Barannikov as his minister of security. The Public
Relations Office of the Russian Security Ministry issued a statement that the
ministry was aware of a developing crisis against which it was taking appropriate

10
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measuresg! Both the ministry and its Moscow City and Moscow region directorates
miscalculated the scope and intensity of the showdown between the parliament and
Yel'tsin on 3/4 October 1993. Yevgeniy Savostyanov, the head of the Moscow
directorate, admitted that this was his major mistake as he did not expect the
defenders of the White House to use firearms. When some of the defenders of the
White House attacked other strategic buildings in Moscow they were allowed to
return to their HQ in the parliament. Savostyanov admitted also that the Security
Ministry “did not play its role in averting the events” because of unspecified legal
constraints and the lack of in-house power structures2®. During the shootouts on
3/4 October, Barannikov tried to rally his former subordinates. He made many
phone calls and but Eﬁ(_jJ’]Jcceeded only in rallying 18 security pensioners, not 7,000 as
he originally claimedse.

Golushko, promoted on 18 September from acting minister to minister, stood by
Yel'tsin during the difficult October days. Yel'tsin survived, however, thanks to the
courageous support of the Ministry of Internal Affairs (MVD). This support earned
Minister of Interior Yerin the Star of the Hero of Russia, a place on the Security
Council of the Russian Federation and made the MVD Yel'tsin's favourite power
structure until the end of his political career. The Security Minister Golushko got a
much smaller award, “the Order For Personal Courage”. Regardless of whether
Yel'tsin was informed about the impending coup or not, the security organs were
blamed.

On 21 December 1993 Boris Yel'tsin signed Decree No 2233, abolishing the Russian
Federation Ministry of Security and creating the Federal Counterintelligence Service
(FSK). The decree was followed by radical reforms amounting to purges. Paragraph
6 of the edict stated that the ministry employees were to be regarded as
provisionally employed pending their certification. The Certification Commission
was set up. It included: the FSK director Golushko, his first deputy Stepashin,
Yel'tsin’s national security adviser Baturin and unnamed officials from the
presidential and Security Council apparatus. Only the top 200-250 FSK officials
were supposed to go through the vetting process. The certification procedure was
to be completed by the end of February 1994%t A number of counterintelligence
employees, including two generals, resigned immediately.

The legal justification for the splitting of the Security Ministry said more about
Yel'tsin's personal insecurities than his wish to improve the system.__ Yel'tsin's
statement that he wanted do away with a “tool of political surveillance’g‘I begs the
question of why political surveillance had been kept until then. If political
surveillance was conducted before the December reforms why was Minister
Golushko given the position of the director of the newly created FSK? Sergey
Stepashin was one of Yel'tsin’s closest collaborators and the number two in the
ministry. Why did he not tell the president about the unacceptable practices of the
ministry? If he did not tell the president, why was he not fired, and if he did why
did Yel'tsin not react?

The changes allowed Yel'tsin to move the Investigation Directorate to the General
Prosecutor's Office. Later on the FSK also lost its own “security” prison Lefortovo to
the MVD beca Golushko refused to keep amnestied instigators of the putsch in
prison illegally®®. The supervision of the General Prosecutor's Office over the
Investigative Directorate was not what it seemed. The Investigative Directorate was
empowered to send their cases directly to the courts, circumventing the
prosecutor’s office®+ This, it may be argued, was to avoid not always effective,
honest or secrecy conscious prosecutors but it also created a system open to large
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scale abuse. Several subsections were transferred to the Federal Government
Communication and Information Agency. The departments responsible for
combating organised crime and racketeering were transferred to the MVD. In fact
the MVD acquired most of the tools for political surveillance. An unspecified
number of people were transferred from the FSK to the Federal Tax Police. The FSK
retained the directorates responsible for investigating corruption among high
ranking officials, economic security, military counterintelligence and
counterintelligence support for the now operating separately border troops.

In comparison with its predecessor the FSK, manpower was cut by 46% to 77,640
people, excluding scientific-technical and medical specialists and guards,
maintenance and servicing personnel. The number of administration person
was halved. The number of employees in the central apparatus was cut to 1,520%5
Yel'tsin succeeded not only in trimming the power organ he feared most but in
changing its status from ministry to committee, taking it out of the parliament’s
reach.

Decree 2233 was followed on 5 January 1994 by Statute No 19 on “The Federal
Counterintelligence Service”. The statute made the FSK responsible for conducting
counterintelligence work in: the Armed Forces, Ministry of Interior troops, Border
Guard Troops, Other Troops and Formations Internal Affairs organs, Federal Tax
Police and Customs Organs. The statute allowed the FSK to conduct intelligence
work and to determine its basic directions, but only in co-ordination with the SVR.
The FSK could also develop contacts with foreign special services.

The FSK was to conduct signals intelligence (sigint) work and to develop appropriate
equipment in conjunction with the Ministry of Communication and FAPSI. The
Statute tasked the,FSK with warning the president (and no one else) about any
threats to Russia.

In February 1994 the Duma amnestied the organisers of the October coup. The
decision was unpleasant to Yel'tsin but it was legal. Yel'tsin asked Golushko to
keep the prisoners longer. Golushko refused and resigned. Yel'tsin changed the
wording in his resignation letter so it wo look like Golushko was fired and
transferred the Lefortovo prison to the MVD®¥. Golushko was replaced by his first
deputy, Sergey Stepashin, on 3 March 1994. Stepashin started his career as a
political officer in the MVD fire brigades. He had been one of Yel'tsin’s staunchest
supporters since August 1991 and was certain to follow Yel'tsin's orders
unquestioningly. His arrival at the Lubyanka provoked rumours that the FSK
would be divided even further, with counterintelligence going to the Ministry of
Justice, the directorate responsible for security of strategically important facilities
and military counterintelligence to the Mirtﬁtry of Defence and the antiterrorist
component to the Ministry of Internal Affairsse.

On the Up

If there was a real need to rebuild the security organs Stepashin was the best
person to do it, because Yel'tsin trusted him. In an interview at the end of
November 1994 Stepashin admitted that the decisions taken in December 1993
concerning-an attempt to make the FSK a purely information gathering service were
premature®®. If the FSK was to deal with growing crime, ethnic conflicts, drugs and
terrorism, not to mention its counterintelligence duties, it had to be strengthened.
Whatever the FSK shortcomings, all other power structures were even less
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competent to tackle increasingly violent crime with foreign links. In June 1994
Sergey Stepashin announced a new, crime fighting division within the FSK. He
suggested that the division should employ 700-800 investigators4®. In the autumn
of 1994 Boris Yel'tsin signed a decree bringing back the investigation directorate
from the General Prosecutor’s Office to the FSK. The directorate had about 1,000
people*t. Stepashin succeeded also in reclaiming the antiterrorist unit from the
MVD.

Stepashin must have convinced Yel'tsin that the FSB employees should be given
some form of employment guarantees if the organisation were to recover after the
post-October 1993 purges. Aleksander Strelkov, deputy director of the FSK, signed
a collective agreement with the Russian FSK trade union organisations “protecting
the economic and social interests of the civilian personnel’”. The agreement
included a provision that “all matters related to changing the FSK structure, its
reorganisation, and downsizing, will also be considered by the service's
management with direct participation of the trade union and subdivision
management, and with mandatory participation of trade union committee
representatives.” The FSK trade unions Wereljlso to be allowed to monitor the
social conditions of the organisation's personnel*z.

The Chechen War

The gradual weakening of the FSK had a devastating effect on its performance in
Chechnya. The Chechens began to prepare openly for independence soon after the
coup of 1991. At the beginning of November 91 the parliament of the Chechen
Republic adopted a decision to abolish the regional KGB, although the Chechen-
Ingush staff members published a statement in ich they stressed that they
remained staff members of the Chechen-Ingush KGB#2. The Chechens claimed that
a KGB special unit had attacked the telephone exchange in Groznyy, which gave
President Dzhokhﬁf| Dudayev an excuse to insist that that the KGB and MVD troops
leave the republic*

A KGB major, Viktor Tolstenev, was arrested by the Chechen-Ingush special militia
detachment on 12 November 1991. Tolstenev was arrested for carrying a firearm,
for which as a senior operative of Shelkovskiy region of Chechnya he had a permit.
The Chechens announced that Tolstenev would be judged by “the people”. His body
was brought to a morgue in Groznyy the same day*. The next day, 13 November,
speaking on the local TV, Dudayev announced that the officers of the former KGB
must register at the republic’s Defence Council by 2100 the following day and those
who fail to do so would be prosecuted. The excuse was an attempt by persons
unknown to Kkidnap the Rector of the Chechen-Ingush University. One of his
colleagues who tried to protect him was killed. Dudayev did not accuse the KGB of
the kidnapping, but stated that the people who kidnapped the rector operated jointly
with the KGB%. He did not suggest that the Chechen law enforcement bodies were
in possession of any evidence. Almost immediately Dudayev supporters seized the
KGB HQ in Groznyy, forcing the local staffers to go underground. A high ranking
Russian security official admitted that “We have no communication with the KGB
officers in Groznyy”#*

The Chechens conducted a relentless campaign against any real or perceived
infiltration of Moscow spies on their territory. On 31 March 1992 they arrested a
group of 20 people and charged them with conspiracy. The group included KGB
lieutenant Menshikov. The Chechen authorities accused the Russian special
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services of masterminding the Kislovodsk-Baku train explosion on 28 February
1993. Russia rejected the accusation. In April 1994 the Chechen security service
detaﬂjed a former KGB lieutenant colonel and accused him of unspecified hostile
acts*e,  The officer was probably Lieutenant-Colonel Stanislav lov, who
“confessed” helping to organise Russian operations against Chechnya. On 31
August 1994 the FSK described news reports that the Chechen security forces
detained two FSK officers, General Fedoryak and Colonel Khromchenko, as
groundless and as Dzhokhar Dudayev's propaganda, but insisted in another
statement issued the same day that an unnamed senior officer detained by the

Chechens should be immediately and unconditionally released>®.

At the beginning of September 1994 the Chechens announced the arrest of Sergfj
Terekhov, who *“confessed” organising opposition against Dudayev’'s forces5t
Closely linked Chechen families and clans were a very difficult adversary to
infiltrate. Not hampered by any democratic legal niceties, the Chechens succeeded
in reducing the FSK activities to practically zero. Sergey Stepashin admitted that
the old KGB administration in Chechnya was “completely annihilated™2. In this
they were inadvertently assisted by Yel'tsin, who constantly remodelled the special
services and reduced them rather than reforming them. Most of the elected
Russian politicians were either misinformed by their own sources within the power
structures or arrogantly believed that in large scale shootouts the Chechens had no
chance. Just before the end of 1994 the FSK set up a special operations directorate
run by General Gerasimov. The directorate originally had 17 people; additional
people were recruited in haste. They trained near Groznyy. The GRU provided
them with the neﬁsary hardware and the 8th Army Corps gave them ammunition
and sleeping bags Later.—at the beginning of the new year 1994/95 the ESK set
up its Chechen Directorate®+. It became one of the biggest territorial bodies®s:

At the end of February 1995 the deputy chairman of the FSK General Valentin
Sobolev and the head of its military counterintelligence department Aleksey
Molyakov announced at a press conference that they were sl;j'e that Dudayev was
in Chechnya and that he would be arrested and stand trial>6. The FSK/FSB has
never clarified why these two experienced professionals made a statement
inappropriate even for their PR office. Their upbeat statement was not reflected by
the realties of the conflict.

Colonel-General Podkolzin, commander of the Airborne Troops, accused
counterintelligence structures of parasitism and of not giving Army units up-to date
information prior to the intervention in Chechnya. Colonel Viadimir Bezuglyy,
Northern Group chief of Counterintelligence, responded that the FSK was expected
to do a the job which should have been done by Army intelligence, including the
intelligence units subordinate to Podkolzin. He added that prior to 31 December
1994 the FSK had a complete diagram of where the main Chechen forces were
concentrated, including the whereabouts of every Chechen tank or APC. Bezuglyy
added that the Chechen Department of Security had few real professionals after the
disbandment of the Checheno-Ingushetian KGB. This was yet another boastful
statement made by a high ranking FSK official. If the Chechens had few “real
professionals” they had done a rather good job in defeating a much more powerful
enemy. Asked about the FSK's, and its predecessors’, lack of action before the
Chechen conflict Mikhail Kirillin, a FSK counterintelligence officer, said in a TV
interview in April 1995 that “there was no—unified concept for the actions of the
federal organs of authority in Chechnya.’ The anti-government daily Pravda
claimed on 3 March 1995 that regional security directorates were destroyed
“especially in Chechnya”.
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An unnamed colonel who fought in Afghanistan remarked in 1996 that in the
Chechen conflict “the Army, Internal Troops, police, state security officers and
FAPSI personnel are here [in Chechnya]. Each has its own command. Both here
and in Moscow. Each looks after itself. The onything that unites a combined force
grouping is the desire to save its own people®s.” The Russians were particularly
unhappy with the help they claimed the Chechens received from, the Turkish
Intelligence Service and accused it of sending its agents to Chechnyass:

Chechnya was a FSB nightmare. Occasionally the FSB was able to monitor the
movements of the Chechens visiting Russia and although legally Chechnya was a
part of Russia it was out of bounds to FSB personnel. The FSB Public Relations
Office announced proudly at the end of 1996 that their officers were_involved in the
release of 111 Russian citizens held against their will in Chechnya®. However, the
Chechens were refining their kidnapping methods. Vyacheslav Kuksa, an officer of
the FSB branch in Ingushetia, son of a deputy prime minister of Ingushetiaé*, was
kidnapped on 18 March 1997. On 11 September 1997 Colonel Yuriy Gribov, head
of Ingushetia’'s FSB, was kidnapped and taken to Chechnya with one of his
subordinates, Sergey Lebedinskiy. eling responsible for what happened, one of
Gribov’s deputies committed suicides2. The next day the head of the FSB, Kovalev,
sent a letter to Chechen President Maskhadov asking for help in finding the
kidnappers and releasing both men. A month later the FSB received a cassette on
which both men pleaded for help. The kidnappers demanded $3m. Gribov and
Lebedinskiy were only two of several FSB members kidnapped during 1997 from the
regions bordering Chechnya. Director of the FSB Nikolay Kovalev visited the
neighbouring Ingushetiya to discuss with President Aushev and the local FSB ways
to rescue his kidnapped subordinates and strengtha the local FSB branch®. Both
Gribov and Lebedinskiy were released in April 19985+

Almost a month later, on 1 May 1998 Valentin Vlasov, plenipotentiary
representative of the Russian president to Chechnya, was kidnapped. Deputy
Prime Minister Rybkin sent a letter to Nikolay Kovalev requesting an investigation
into the refusal of FSB officers to accompany Vlasov on the trip. The answer came
from the head of the Federal Protection Service, General Krapivin, who was
responsible for providing close protection personnel for state officials, that Vlasov
had failed to notify the FSB leadership when he flew to Chechnya on the fateful
trip. Vlasov was released after spending almost a year in captivity. In March
1999 General Shpigun, the MVD representative in Chechnya, was kidnapped at the
airport. For his kidnappers he had special value. During the first Chechen conflict
Shpigun commanded a filtration (interrogation) centre.

On 28 July 1999 Shamil Basayev, the best known Chechen field commander,
showed a group of journalists 18 men who, he alleged, spied for Russia. Four of
them, according to Basayev, were FSB colonels. The E issued an official denial,
calling Basayev's accusation a “deliberate provocation™é but a month later Nikolay
Patrushev, director of the FSB, said that getting information from the North
Caucasus was the FSB's main task5. The Russian victory in the latest Chechen
conflict will keep the FSB in Chechnya very busy, but it may reduce the Chechen
kidnapping industry for the time being. The FSB Public Relations Office announced
at the beginning of February 2000 that there were over 500 hostages in Chechnya,
including children and foreigners and that 60 groups are involved in kidnappings®®.
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From FSK to FSB

The first Chechen conflict and Sergey Stepashin's persuasions must have convinced
Yel'tsin that the FSK should be reformed and strengthened. The president signed
the Federal Law of 3 April 1995 “On the Organs of the Federal Security Service in
the Russian Federation”. The law changed the FSK into the Federal Security
Service (FSB) and made the new service a much powerful organisation. The law:

- described the FSB role in the regions,

- clarified the FSB role in the Armed Forces and other military bodies,

- gave the FSB director ministerial status and the rank of army general,

- allowed it, in co-operation with the SVR, to conduct intelligence work and to
protect Russian citizens and enterprises abroad,

- obliged the FSB to inform the president and the prime minister about
national threats,

- gave the FSB powers of detention, and the right to enter any premises or
property “if there is sufficient evidence to suppose that a crime is being been
perpetrated there”. The FSB was not fﬁquired to obtain a warrant but had to
inform the prosecutor within 24 hours®s:

- allowed the FSB to set up companies when necessary,

- permitted the FSB to set up special units, carrying firearms, and to train
security personnel in private companies,

- described some aspects of remuneration for theﬁSB personnel,

- established the control structures over the FSB*%-

The FSB director had 7 deputies. The number of personnel remained officially
unchanged.

The law was given to the parliament’'s upper chamber (the Federation Council)
Security and Defence Committee before it was enacted by Yel'tsin. The committee
had no observations to make. So under Standing Orders (Article 98) it was not
submitted fi consideration to the Federation Council, which accepted it
automatically*. The committees in both chambers were happy that the new
security body which was about to emerge would be given more powers and widen its
scope of activities. The price Yel'tsin had to pay for the smooth passage of the law
through the parliament was to agree that 